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Abst r act

Agent -t 0-agent HTTP paynent pipelines built on x402 V2 require a
mechanismto bind a Del egationG ant receipt to the identity of the
del egatee agent that will consunme it. Existing x402 Del egati onG ant
fields (as defined in [LI FECYCLE-FSM) constrain spend scope and
expiry but do not cryptographically bind the grant to an agent
identity token recogni sed by A2A or MCP agent protocol |ayers.
Wthout this binding, a grant issued to one agent can be repl ayed by
anot her agent with different authority bounds, enabling undetected
privil ege escalation in automated paynment pipelines.

Thi s docunent defines a del egation binding extension for x402 V2

Del egati onGrant recei pts. The extension introduces a

del egat e _pseudonym field derived fromthe agent’s identity via the
JCS canoni cal preimge discipline ([RFC8785]), a structured set of
spend- cap and scope fields, and a del egati on_nonce that enables
nullifier consunption on revocation. The binding is cross-validated
agai nst 18 bounded-spend vectors in five | anguage runti nes

([ X402-2432]). Integration notes are provided for A2A Conposabl e
Trust Evidence Format ([A2A-CTEF]) and MCP agent protocol surfaces
([ VAUBAN-DEMJ ). Thi s docunent is the fourth compani on in the Vauban
Pay normative quartet: format ([STARK-RECEIPTS]), lifecycle FSM

([ LI FECYCLE-FSM ), and del egation binding (this document); the

al gebra conpani on draft-vauban-x402-vpsf-algebra is in preparation

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I ntroduction

1. The Agent Credential Gap

The x402 protocol ([X402-V2]) Del egati onG ant state defined in

[ LI FECYCLE- FSM enables a principal to pre-authorise an agent to
spawn Paynentlntents within a scoped set of constraints. The FSM
defines the side-channel role of DelegationGant, its scope
enforcement requirements, and its |inkage to downstream
Payment I ntents via the JCS canoni cal preimge discipline ([ RFC8785]).

However, neither the FSM nor the receipt format extension

([ STARK- RECEI PTS] ) specifies how the Del egationGant is
cryptographically bound to the identity of the del egatee agent. The
del egatee field in the FSMis defined as "address or pseudonym of the
agent receiving authority"; it is a free-formstring. A facilitator
verifying a Paynentlntent that clains to operate under a

Del egati onGrant has no nornative mechanismto confirmthat the
presenting agent is the intended del egatee, beyond conparing an
unverified string. This creates the agent credential gap: the

del egation chain is semantically correct but identity-unbound.

In agentic HITP pipelines where multiple autononbus agents share a
session, this gap enables grant-capture attacks. Agent Ais granted
authority over a nerchant set with a given spend cap. Agent B,
operating in the sane pipeline with different authority bounds,
intercepts the Del egati onG ant recei pt and presents it as its own
credential. The facilitator, conparing only the free-form del egatee
string, cannot distinguish the inpersonation

The Bi ndi ng Sol ution
Thi s docunent cl oses the agent credential gap by introducing a

del egati on bindi ng | ayer above the FSM Del egati onGant field set.
The binding is achieved via three mechani sns operating in concert:
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1. A delegate_pseudonymfield derived fromthe agent’s identity via
the shared JCS canoni cal preinmage discipline ([RFC8785]). The
pseudonymis a felt252-sized opaque value; it does not reveal the
underlying agent identity to observers of the receipt.

2. A delegation_nonce field conmtted at grant issuance. The nonce
is consunmed on first use within its chain depth and marked in a
nullifier store. Replay of the grant by a different agent
identity produces a nonce msmatch that the facilitator can
detect wi thout contacting the issuing principal

3. A nmax_chain_length field that bounds privil ege escal ation through
transitive delegation. A grant with nax_chain_length: 1 cannot
be sub-del egated; any attenpt to use it as the basis for a
further DelegationGant is rejected with Del egati onDept hExceeded

Toget her these nmechani sns establish what this docunent calls
Conposabl e Trust Evidence for the del egation surface: the grant is
cryptographically scoped to one agent identity, one nullifier epoch,
and one depth bound, without requiring the facilitator to maintain a
per-agent identity registry or contact the issuing principal at
verification tine.

1.3. Relationship to Conpani on Docunents

Thi s docunent is the fourth conpanion in the Vauban Pay normative
quartet:

* [ STARK- RECEI PTS] defines the receipt format, including the JCS
canoni cal preinmage discipline shared by all variants and the
action_ref work-receipt binding.

* [ LI FECYCLE- FSM defines the four-state paynent |ifecycle FSM
i ncluding the Del egati onGrant side-channel state, its required
fields, and its transition rules.

* This docunment extends the Del egationG ant state with identity
bi ndi ng and spend-cap fields. 1t does not restate FSMtransition
rul es; those are normative in [LI FECYCLE- FSM .

* A fourth conpanion, draft-vauban-x402-vpsf-algebra (in
preparation), defines the claimal gebraic conposition operators
over the four Paynentd ai m st at es.

I mpl enent ati ons that adopt this extension MJIST al so i npl enent the FSM
([ LI FECYCLE-FSM ) and the canoni cal preimge discipline

([ STARK- RECEI PTS] Section 5). This docunent adds fields and binding
semantics; it does not substitute for either conpanion
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Thi s docunent is an |Independent Submission. It is not the product of
an | ETF Working Group. It is published for conmunity review and to
establish a stable reference for inplenentors.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Termi nol ogy

Agent ldentity: A stable identifier for an autononbus software agent
operating in an agentic HTTP pipeline. For A2A pipelines, the
Agent ldentity is typically a DID (did:web, did:key, or simlar
schene). For MCP pipelines, it is a server URl or a capability
token issued at registration tinme. This docunent does not mandate
any specific identity schenme; it requires only that the identity
resolves to a determnistic byte string that can be fed to the JCS
canoni cal preimage construction

Del egation Grant: A side-channel Payment Caim (as defined in

[ LI FECYCLE- FSM Section 3.4) that authorises a del egatee agent to
spawn Paynentlntents on behalf of a principal del egator, subject
to spend-cap and scope constraints. In this docunent,

"Del egationGrant” refers to the extended formdefined in

Section 4, which adds identity binding fields to the FSM base
fields.

Bounded Authority: The property of a Del egati onGrant that restricts
the delegatee’s ability to issue paynments to a defined ceiling
(cap per transaction, cap per period), a defined nmerchant set, a
defined currency set, and a defined chain depth. Bounded
authority is the normative goal of the del egation binding
ext ensi on.

Conposabl e Trust Evidence: A receipt or receipt chain fromwhich a
verifier can independently reconstruct and check the authority of
every agent in the delegation chain, wi thout contacting the
i ssuing principal or a central registry. Conposable Trust
Evi dence is the property that this extension enables for
Del egati onG ant receipts in A2A and MCP pi pel i nes.

del egat e_pseudonym A felt252-sized opaque val ue derived fromthe
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Agent ldentity via the JCS canonical preinmage discipline. The
pseudonym bi nds the Del egationG ant to the del egatee identity
wi thout revealing the identity to observers of the grant receipt.

de

egation_nonce: A felt252-sized unique anti-replay token conmitted
at grant issuance. The nonce is consuned on first verification
and marked in the facilitator’s nullifier store. A second
verification of the same Del egationGant with the sanme nonce is
rejected as a replay, even if the presenting agent identity

mat ches.

4. Del egation Bi ndi ng Format

A Del egati onGrant inplementing this extension carries the base fields
required by [LIFECYCLE-FSM Section 3.4 plus the binding fields
defined in this section. Fields from|[LI FECYCLE-FSM are not
restated here; inplenentations MIST satisfy both sets of field
requirenents.

4.1. Binding Fields

The following fields MJUST be present in a Del egati onGant that
i npl ements this extension:

| Field | Type | Constraint |Description |
[ e ————————— L ————— Ll ——_——— Ll —_—_————(——(————————r
| del egat e_pseudonyn] string |felt252 | Opaque identity comm tnent
| | | deci mal | derived from Agent ldentity. See|
| | | encodi ng | Section 5. 1. |
IR Fommmaa - S IR T +
| cap_per _tx | string | u256 | Maxi mum anount, in the small est

| deci mal | indivisible unit of the grant’s

| | Paynment | nt ent spawned under this
| grant. MJST be a non-negative

I

. . |

| encodi ng | currency, for any single |
I

. . . |

| i nt eger deci mal string. |

o e e e e a e oo m B o m e e e - o mm e e e e e e e e e e e meamaoo- +
| cap_per _period | string | u256 | Maxi mum aggregate anount, in the

| deci mal | smal | est indivisible unit of the

| encodi ng | grant’s currency, across all |

| Paynment I ntents spawned under this|
| grant within period_seconds. |
| MUST be a non-negative integer |
| deci mal string. |

| peri od_seconds | integer |1..31536000| Durati on of the spend-cap |
| | |inclusive |accounting period in seconds. |
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| | | | MUST be at least 1 and at nost |
| | | | 31536000 (365 days). |

| al l owed_merchants |string[]| URN pattern| Ordered |ist of merchant |
| |identifiers within which the |
| | | | del egat ee may spawn |
| | | | Payrment I ntents. Each entry MJST |
| | | | match the pattern |
| | | | urn: x402: nerchant : [ a- z0-9-]1{1, 63} |
| | | | or be an on-chain address in the |
| | | | receipt format’s canoni cal |
| | | | address encoding. An enpty list |
| | | | MUST be interpreted as "no |
| | | | merchant all owed" (fully-closed |
| | | | grant). |

| al  owed_currencies|string[]| URN pattern|Ordered |ist of currency |
| | | |identifiers the del egatee may |
| | | | use. Each entry MUST match |
| | | | urn: x402: currency: [A-Z] {2, 12} or |
| | | | be a standard token ticker per |
| | | |the facilitator’'s supported asset|
| | | |[list. An enpty list MJST be |
| | | |interpreted as "no currency |
I I I I

| al I owed".
o e e e e a e oo m B o m e e e - o mm e e e e e e e e e e e meamaoo- +
| del egati on_nonce |string |felt252 | Anti-replay token commtted at |
| | | deci mal | i ssuance. See Section 5. 2. |
| | | encodi ng | |
o e e oo T Fom e oo o m e e e e e e e e e eee oo s +
| max_chain_length |integer |1..32 | Maxi mum nunber of del egati on hops|

|inclusive |permtted in a chain rooted at |
| |this grant. A value of 1 means |
| |the grant is term nal (cannot be |
| | sub-del egated). MJST NOT exceed |
| | 32. |

Table 1
Al string fields MJST be Unicode Nornalization Form C (NFC) before

JCS canoni calisation ([ RFC8785]). Float values for integer-typed
fields MIST be rejected before canonicalisation.
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4.

4.

5.

5

2. felt252 Decimal Encoding

The del egat e_pseudonym and del egati on_nonce fields are felt252 field
el ements encoded as unsi gned deci mal strings. The Starknet felt252
field prinme is:

P = 22251 + 17 * 27192 + 1

I mpl enent ati ons MJST reject values that are not valid deci mal
representations of integers in the range [0, P-1]. Negative val ues
and val ues >= P MJUST be rejected before canonicalisation

I mpl ement ati ons MUST NOT use hexadeci mal or base64 encoding for
felt252 fields; the decinal string representation is the sole
canoni cal formfor cross-inplenentation di gest consistency.

3. u256 Decinmal Encoding

The cap_per_tx and cap_per_period fields are u256 val ues encoded as
unsi gned decimal strings. |nplenmentations MJST reject negative

val ues and val ues exceeding 27256 - 1. Inplenentati ons MJST NOT use

hexadeci mal encoding for u256 fields. The decinmal string
representation is the sole canonical form

Agent ldentity Binding
1. Pseudonym Derivation

The del egate_pseudonymis derived fromthe Agent ldentity string
using the following determ nistic construction

1. Encode the Agent ldentity as a UTF-8 NFC byte string.
2. Compute raw = SHA- 256( UTF- 8( NFC(agent _identity))).
3. Interpret raw as an unsi gned 256-bit big-endian integer

4. Conpute pseudonymint = raw nod P where P is the felt252 prine
defined in Section 4. 2.

5. Encode pseudonym.int as an unsigned decimal string. This is the
del egat e_pseudonym

The pseudonymis a deterninistic function of the Agent ldentity. Two
presentati ons of the same Del egati onG ant by the sane agent produce
the sanme pseudonym A different agent identity produces a different
pseudonym wi th probability 1 - 27-251 (negligible collision
probability). The derivation does not reveal the Agent Identity to
observers of the receipt; the pseudonymis a one-way comm tnent.
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Facilitators verifying a Paynentlntent under a Del egati onG ant MJST:

1. Compute the pseudonym of the presenting agent using the
construction above.

2. Conpare the computed pseudonym agai nst the del egate_pseudonymin
the retained Del egati onG ant. Conparison MJST be constant-tine
to prevent timng side-channels.

3. Reject the Paynentintent with AgentldentityM smatch if the
pseudonyns do not natch.

5.2. Nullifier Consunption Discipline
The del egati on_nonce is generated at grant issuance by the issuing
principal using a cryptographically secure random nunber generator
The nonce MJST be in the felt252 range defined in Section 4. 2.
On first verification of a Del egationGrant, the facilitator MJST:

1. Verify that the delegation_nonce is not present in its nullifier
store.

2. Insert the delegation_nonce into the nullifier store keyed by
(del egati on_nonce, nmax_chain_| ength).

3. Accept the grant for the verification scope.

On any subsequent presentation of the sanme del egati on_nonce, the
facilitator MJST

1. Detect the nonce in the nullifier store.
2. Reject the presentation with Del egati onNonceRepl ay.
This discipline prevents an adversary who has captured a
Del egati onGrant receipt fromreplaying it against a different agent
session after the intended del egatee has consumed the grant.

5.3. Revocation Propagation
When a principal revokes a Del egati onGrant, the revocati on MJST be
propagated to all facilitators that have stored the grant in their
active grant registries. Revocation is signalled by inserting the

del egati on_nonce into the facilitator’s nullifier store with a
revoked marker before the first legitimte consunption
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A facilitator that receives a Paynmentintent citing a revoked
Del egati onGrant MJST reject the Paynmentlntent with G ant Revoked.

Revocati on propagati on over an unreliable channel creates a tine
wi ndow during which a legitimately issued Paynent| ntent spawned
before the revocation signal arrives nmay be either accepted or
rejected dependi ng on propagation | atency. |nplenentations MJST:

* Accept Paynentlntents whose issued_at timnmestanp (per
[ LI FECYCLE- FSM Section 3.1) predates the revocation signal by at
nost the maxTi meout Seconds wi ndow decl ared in the paynent
requirenents.

* Reject Paynentlntents whose issued_at is after the revocation
signal tinestanp, regardl ess of propagation |atency.

This rul e bounds the revocati on wi ndow w thout requiring synchronous
coordi nati on between the issuing principal and all active
facilitators.

5.4. Chain Depth Enforcenent

A Del egati onGrant with max_chain_length: N nmay spawn a sub-del egation
only if N> 1. The sub-delegation MUST carry nax_chain_|l ength: N 1.

A sub-del egati on MJST al so carry a new del egati on_nonce generated by

the sub-del egating agent; it MJST NOT reuse the parent nonce.

A facilitator verifying a sub-del egation chain MJST:
1. Reconstruct the chain fromits retained grant manifests.

2. Verify that the sumof hops fromthe root grant to the current
grant does not exceed the root grant’s max_chai n_I ength.

3. Reject with Del egati onDept hExceeded if the chain |l ength
constraint is violated.

The default max_chain_l ength for new Del egationGants is 1 (termnal,
no sub-del egation). Inplementations that do not support sub-

del egati on MUST reject any Del egationGrant with max_chain_|l ength
greater than 1 during grant acceptance, not at Paynentlntent

submi ssion tine.
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6

A2A I ntegration Notes

A2A pipelines that inplenent the Conposable Trust Evi dence For mat
([ A2A- CTEF]) MAY use the Del egationGant binding defined in this
docunent as the authority row within a Conposabl e Trust Evi dence
envel ope. The del egation binding serves as the authority evidence
col umm, conpl enenting the payment evi dence col um provi ded by the
action_ref and paynment _hash fields in [ STARK- RECEI PTS].

In an A2A Conposabl e Trust Evi dence envel ope, the binding between the
agent identity evidence and the paynent settlenment evidence is
establ i shed by the shared paynment _hash and action_ref pair, as
defined in [ STARK- RECEI PTS] Section 6. The del egate_pseudonymin the
Del egati onGrant provides the additional link to the specific agent
that consunmed the grant; a verifier can confirmthat the agent that
submitted the paynent (identified by agent id in the action_ref

prei mage per [ STARK- RECEI PTS] Section 5.3) is the sane agent that was
granted authority (identified by del egate_pseudonymin the

Del egati onGrant).

The cross-verification is:

SHA- 256( UTF- 8( NFC( acti on_ref preinage.agent_id))) nod P
== Del egati onGrant. del egat e_pseudonym

A verifier that can performthis check independently confirnms the
full delegation binding without contacting any external registry.
This is the Conposabl e Trust Evidence property for the del egation
surface.

The al | owed_nerchants and al |l owed_currencies fields in the

Del egati onGrant carry the sane semantic as the scope constraints in a
Conposabl e Trust Evidence authority row they define the set of
actions the agent is authorised to perform A2A inplenentati ons MAY
map these fields directly to their authority row schena.

The di scussion thread at [ A2A-CTEF] established the requirenent for
this cross-verification during the x402 coalition review of the Axis
4 conposite trust-query ([X402-2440]).

MCP Agent Protocol Notes

Model Context Protocol (MCP) servers that expose x402 paynent tools
to | anguage nodel agents can use the del egation binding defined in
this docunment to scope each agent session’s paynent authority. The
Vauban Pay MCP server ([ VAUBAN-DEMJ ) inplenents the
request del egation_grant tool, which constructs a Del egati onG ant
with the binding fields defined in Section 4 and returns the JCS-
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canoni cal hash for use as the grant’s content digest.
In an MCP paynent cycle, the del egati on binding operates as foll ows:

1. The MCP server receives an agent session registration carrying
the agent’s identity token (a URI or capability string issued at
connection tine).

2. The server conputes the del egate_pseudonym fromthe agent
identity token using the derivation in Section 5.1

3. The server issues a Del egati onGrant enbeddi ng the pseudonym and
the session’s spend caps, serialises the grant using JCS
([RFCB785]), and returns the JCS hash to the agent as the grant
ref erence

4. \Wen the agent subnmits a make_paynent call, the server
reconstructs the grant fromthe retai ned mani fest, conputes the
presenting agent’s pseudonym and conpares it against the stored
del egat e_pseudonym bef ore accepting the Paynentlntent.

5. The del egation_nonce is consuned on the first nmake_paynent cal
within the session epoch; a second call within the sane epoch is
rejected with Del egati onNonceRepl ay unless a new grant with a
fresh nonce is issued.

MCP server inplenmentations MJST NOT expose the Agent ldentity string
in the PAYMENT- RESPONSE or in any receipt body. The

del egate_pseudonymis the only identity-derived value that appears in
wi re-format objects subject to this extension.

8. Security Considerations
8.1. Agent ldentity Spoofing

An adversary that knows the target agent’s identity string can
preconput e the expected del egate_pseudonym and attenpt to construct a
forged Del egati onGrant with a matchi ng pseudonym The pseudonym
construction uses SHA-256, which is collision-resistant under
currently known attacks. |nplenentations MJST conbi ne pseudonym
verification with del egati on_nonce consunption: a correct pseudonym
does not suffice if the nonce has al ready been consuned.
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Additional mitigation: principals issuing DelegationGants SHOULD
sign the grant object with their own signing key (per the signature
mechani sm of the selected receipt format) before transmitting it to
the del egatee. A signed grant cannot be forged w thout the
principal’s private key, even if the adversary knows the target
pseudonym

8.2. Spend Cap Inflation

An adversary with wite access to the grant receipt (for exanple, a
conprom sed MCP server session) nmay attenpt to inflate the cap_per_tx
or cap_per _period fields before presenting the grant to the
facilitator. Because the grant is JCS-hashed at issuance, any
nmodi fi cation of these fields changes the grant’s content digest. A
facilitator that verifies the presented grant’s JCS hash agai nst the
digest it stored at grant registration will detect the inflation

Facilitators MJUST store the JCS hash of each registered

Del egati onGrant at registration tine and MJST re-verify the hash on
every grant presentation. A grant whose current JCS hash does not
mat ch the stored hash MJUST be rejected with G ant HashM smat ch

8.3. Nullifier Replay

The del egati on_nonce consunption discipline defined in Section 5.2
prevents replay of a captured Del egati onGrant receipt. The nullifier
store MUST be durable: a facilitator restart that loses its nullifier
store creates a replay wi ndow. |Inplenentations MJUST persist the
nullifier store to durable storage before acknow edgi ng grant
consunption to the del egatee

For high-availability deployments with nultiple facilitator
instances, the nullifier store MIST be shared (for exanple, via a
distributed key-value store with strong consi stency guarantees).

I npl enent ati ons usi ng eventual | y-consi stent stores MJST use
optinmstic locking to prevent race-condition-based nonce bypass.

8.4. Chain Depth Attack

An adversary may attenpt to construct a sub-del egati on chain that
exceeds the root grant’s nmax_chain_| ength by presenting each hop to a
different facilitator that has not retained the chain history.
Facilitators MJST verify the full chain depth against the root grant,
not just the i mediate parent grant. Chain reconstruction

([ LI FECYCLE- FSM Section 4.3) MJIST be applied to the full chain

bef ore accepting any Paynentlntent.
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I mpl ement ati ons that cannot reconstruct the full chain fromretained
mani f ests MJUST reject the Paynmentlntent with Chai nNot Reconstructabl e
rather than accepting it with partial chain verification.

8.5. Cross-Format Confusion

The del egat e_pseudonym derivation defined in Section 5.1 uses SHA- 256
and the felt252 prine. A verifier that applies the same derivation
to a different identity scheme (for exanple, a DID that resolves to a
different key) or a different prime may conpute a pseudonym t hat
coincidentally matches a legitimate grant. |nplenmentations MJST use
the derivation as defined in Section 5.1 without variation; a
pseudonym conput ed under a nodified derivation is not conpatible with
thi s extension.

Facilitators supporting nmultiple receipt formats MJST apply the
pseudonym derivation in Section 5.1 uniformy across formats.

For mat - speci fi ¢ pseudonym constructions that diverge from Section 5.1
MJST be treated as inconpatible and MJUST NOT be cross-verified

agai nst grants issued under this extension.

9. | ANA Consi derations

Thi s docunent introduces no new | ANA registrations. The

del egat e_pseudonym cap_per_tx, cap_per_period, period_seconds,

al | oned_merchants, allowed_currencies, del egation_nonce, and
max_chain_l ength fields are defined as extension fields within the
Del egati onGrant structure of the x402 V2 protocol ([X402-V2]). |If
the x402 Foundation TSC establishes a Del egationGant field registry
as an extension of the x402 Receipt Format registry defined in

[ STARK- RECEI PTS] Section 9, the fields in this docunment SHOULD be
submitted for registration

New error tokens introduced by this extension (AgentldentityM smatch,
Del egati onNonceRepl ay, G ant Revoked, G antHashM snatch,

Chai nNot Reconstructabl e) are used in the X-Receipt-Reject-Reason
header defined in [ STARK-RECEI PTS] Section 5.2. These tokens extend
the error taxonony of [STARK-RECEIPTS] without requiring a new
registry; they follow the sane nam ng convention and MJST be treated
as unknown tokens by verifiers that have not inplenented this

ext ensi on.
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10.

11.

11.
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Appendi x A.  Wirked Exanpl e: MCP Agent Del egati on Cycle

The followi ng exanple illustrates a conplete MCP agent del egation
cycl e under this extension.

A.l. Step 1: Gant |ssuance

The MCP server registers an agent session with identity string
di d: web: agent - 42. ntp. exanpl e. com The server conputes:

pseudonym raw = SHA- 256( UTF- 8( NFC( " di d: web: agent - 42. ntp. exanpl e. coni')))
= <32-byte SHA-256 digest>

pseudonym i nt = pseudonymraw as_bi g_endi an_i nteger nod P

del egat e_pseudonym = deci mal _string(pseudonym i nt)
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The server issues the followi ng Del egati onG ant object (JCS key order
shown for clarity):

{
"all owed_currencies": ["urn:x402:currency: USDC'],
"al l owed_nerchants": ["urn:x402: nerchant: api - exanpl e"],
"cap_per_period": "10000000",
"cap_per_tx": "500000",
"del egat e_pseudonyni: "<deci mal -felt252>",
"del egat ee": "di d: web: agent - 42. ncp. exanpl e. cont',
"del egator": "did:web: principal . exanpl e. cont',
"del egation_nonce": "<decinal-felt252>",
"expires_at": 1780000000,
"max_chain_length": 1
"period_seconds": 86400,
"scope": ["paynent:usdc", "nerchant: api-exanple"]
}

The server serialises this object via JCS ([ RFC8785]) and computes
the grant content digest: grant_hash = SHA-256( UTF-
8(JCS(grant_object))). The grant_hash is returned to the agent as
its Del egati onGrant reference.

A 2. Step 2: Paynentlntent Binding
When the agent submits a nmake_paynent call, the server:

1. Retrieves the stored Del egati onGrant by grant_hash

2. Verifies cap_per _tx: the requested anmount is within the per-
transaction ceiling.

3. Verifies allowed nmerchants: the target nerchant is in the |list.
4. Verifies allowed currencies: the paynent currency is permtted.

5. Conputes the presenting agent’s pseudonym and conpares it agai nst
del egat e_pseudonym (constant-time conpari son).

6. Checks the del egation_nonce against the nullifier store.

7. If all checks pass, builds the Paynentlntent carrying the
grant _hash as its Del egati onG ant reference.

A 3. Step 3: Facilitator Verification

The facilitator receiving the Paynentl|ntent:
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1. Extracts the grant_hash fromthe Paynent|ntent.
2. Looks up the retained Del egati onG ant mani fest by grant_hash

3. Re-hashes the manifest via JCS and confirns the digest matches
grant _hash (detects any field inflation).

4. Verifies the presenting agent’s del egate_pseudonym mat ches t he
retai ned val ue.

5. Verifies the delegation_nonce is not in the nullifier store.

6. Accepts or rejects the Paynentlntent based on all scope and cap
checks.

Appendi x B. Error Token Reference
The followi ng error tokens extend the X-Receipt-Reject-Reason

taxonony of [STARK-RECElI PTS] Section 5.2 for del egation bi nding
failures:
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| Token | HTTP | Description |
| | Status | |
[ e st e e e e s U
| AgentldentityM snmatch | 403 | The presenting agent’s |
| | | pseudonym does not natch |
| | | del egat e_pseudonymin the |
| | | retai ned Del egati onG ant. |
o e e e e e e oo Fomm oo o e e e e e e e e e e aa o - +
| Del egati onNonceRepl ay | 409 | The del egati on_nonce has |
| | | already been consuned. The |
| | | grant cannot be repl ayed. |
o e e e e a e oo oo R o m e e e e e e aaa oo +
| G ant Revoked | 410 | The Del egati onG ant has been |
| | | explicitly revoked by the |
| | | issuing principal. |
o m e e e e e e aao o T o m e e e e e e e aaao o +
| GrantHashM smat ch | 422 | The JCS hash of the presented |
| | | Del egati onGrant does not |
| | | match the stored digest. |
| | | Possible cap inflation or |
| | | field tanpering. |
o m e e e e e e aao o T o m e e e e e e e aaao o +
| Chai nNot Reconstructable | 422 | The facilitator cannot |
| | | reconstruct the full |
| | | delegation chain from |
| | | retained manifests. The |
| | | Paymentlintent is rejected |
| | | pending chain availability. |
o m e e e e i oo T o m e e e e e e aaao o +
| Del egati onDept hExceeded | 422 | The del egation chain exceeds |
| | | the root grant’s |
| | | max_chai n_l engt h. |
o e e e e e e e e oo oo S SRR o mm e e e e e e a— oo oo +
| Grant Expired | 410 | The Del egati onG ant |
| | | expires_at has el apsed. |
| | | Expired grants do not |
| | | authorise new Paymentlntents |
| | | (per [LIFECYCLE-FSM |
| | | Section 3.6). |
o m e e e e e e aao o T o m e e e e e e e aaao o +

Tabl e 2

Aut hor’ s Addr ess
Vauban Research
Vauban Research
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Emai | : research@auban. t ech
URI : https://pay. vauban. t ech
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