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Abst r act

Thi s docunent specifies an application-layer end-to-end encryption
(E2EE) schene for HTTP APIs. The schene uses X25519 Elliptic Curve
Diffie-Hell man (ECDH) for key agreenent, HKDF- SHA256 for key
derivation, and AES-GCM (with 128-, 192-, or 256-bit keys) for

aut henti cated encryption of request and response payl oads. Server
public keys are discovered through a Well-Known URI and authenticated
either by TLS or by a stronger out-of-band trust nmechani sm depending

on the deploynment threat nodel. The schene is designed to provide
confidentiality and integrity of payl oads independent of, and in
addition to, transport-layer security such as TLS. It provides

replay protection and key rotation.
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1. Introduction

Transport Layer Security (TLS) [RFC8446] protects HITP [ RFC9110]
traffic between two endpoints that share a direct connection. In
many nodern depl oynents, however, request and response payl oads
traverse intermedi aries such as reverse proxies, |oad bal ancers,
content delivery networks, and APl gateways. Each internediary
term nates TLS and observes plaintext, which expands the attack
surface and weakens the confidentiality guarantee provided to end
users.

Thi s docunent specifies a payl oad-1evel end-to-end encryption (E2EE)
schene for HTTP APIs. The schene protects the request and response
payl oad between the originating client and the term nating
application server. Internediaries that handl e the HTTP nessage can
route, |og nmetadata, and apply policy. They cannot read or nodify
the protected payl oad when clients authenticate the server key set
according to the deploynent threat nodel described in Section 11.

The schene conbi nes:

*  X25519 [RFC7748] for Elliptic Curve Diffie-Hellman (ECDH) key
agr eenent .

* HKDF with SHA-256 [ RFC5869] for deriving synmetric keys fromthe
shared secret.

* AES- GCM [ NI ST- SP-800-38D] with 128-, 192-, or 256-bit keys for
aut henti cated encryption of payl oads.

* A Well-Known URI [ RFC8615] for publishing the server’'s static or
rotating public key set.
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The scherme does not replace TLS; it is intended to be deployed on top
of TLS so that transport netadata such as the Host header and request
path remain protected on the wre.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng terns:

Client: The party that initiates an HITP request and that owns an
epheneral X25519 key pair for the duration of a session

Server: The party that termi nates the HITTP request, owns one or nore
X25519 key pairs whose public conponents are published, and
processes the decrypted payl oad.

Encryption Key (EK): A direction-specific symretric key of 128, 192,
or 256 bits derived fromthe X25519 shared secret using HKDF-
SHA256 and used as the AES-GCM key. The length is determ ned by
the negotiated AEAD identifier (see Section 5).

AEAD | dentifier (AEAD): A short string nam ng the AES-GCM variant in
use. One of "AES-128-CCM', "AES-192-CCM', or "AES-256- GCCM

Key ldentifier (KID: A short, opaque |abel that identifies one
public key in the server’s published key set.

Fingerprint: A base64url-encoded prefix of the SHA-256 hash of a
public key, intended for human-readabl e verification

3. Protocol Overview

The protocol has three phases: key discovery, key agreenent, and
aut henti cat ed nessage exchange.
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| Cient | | Server
S S

| GET /.well-known/encryption-keys |

I
generate epheneral (csk, cpk) |
shared = X25519(csk, server_public_key) |
EK req, EK res = HKDF- SHA256(...) |
I
I

POST /api/vl/resource

E2EE- Sessi on: "<ki d>"; |
aead=" AES- 256- GCM'; |
epk=: <32B base64>:; ts=<int>;
ni d="<uui d>" |

Cont ent - Type: application/e2ee

Body: nonce || ciphertext || tag

I

| shared = X25519(...) |
| EK req, EK res = ..

| decrypt, process

I

| 200 XK

| E2EE- Session: "<kid>"; |
| aead="AES- 256- GCM'; ts=<int>

| Content-Type: application/e2ee |
| Body: nonce || ciphertext || tag |
I
I

Fi gure 1: E2EE HTTP nessage fl ow
4. Key Discovery
4.1. Well-Known URI

A server that supports this schenme MJST publish its public key set at
the Well-Known URI [RFC8615]:

/. wel | - known/ encryption-keys
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The resource MJST be served over HTTPS and MJST be retrievable with
an HTTP CET request. The response MJST have nedia type application/
j son.

4.2. Key Set Docunent
The response body is a JSON object with the follow ng nmenbers:

issuer: A string identifying the server origin. The value MJST be
an HTTPS origin and MJUST match the origin fromwhich the key set
was retrieved unless the client has explicit out-of-band
configuration allow ng another issuer. REQU RED

keys: A JSON array of one or nore key objects, ordered from nost-
preferred to | east-preferred. REQUI RED.

Each key object has the foll owi ng nenbers:

kid: A short opaque string identifying this key within the set.
REQUI RED. KIDs MJST be unique within a single key set. The val ue
MJST contain between 1 and 128 characters and MJST match the
regul ar expression "[ A Za-z0-9._~-]+$. KID conparison is case-
sensitive

alg: The key agreement algorithm MJST be the string "X25519" for
this version of the protocol. REQU RED.

aeads: A non-enpty JSON array of AEAD ldentifier strings (see
Section 5) that the server is willing to accept under this key, in
order of server preference. REQU RED

public_key: The 32-byte X25519 public key, base64url -encoded
[ RFC4648] without padding. REQUI RED

fingerprint: The base64url-encoded [ RFC4648] first 16 bytes of the
SHA- 256 hash of the raw 32-byte public key. RECOMVENDED.

not _before: An RFC 3339 [ RFC3339] date-tinme val ue before which the
key MUST NOT be used. OPTI ONAL.

not _after: An RFC 3339 [RFC3339] date-tine value after which the key
MUST NOT be used. REQUI RED.

max_skew. A non-negative integer specifying the maxi mum acceptabl e
absolute difference, in seconds, between the request ts paraneter
and the server clock. This value bounds the tinmestanp check in
addition to the key validity wi ndow and determ nes the m ni mum
repl ay-cache retention period (see Section 11). REQU RED.

Vasyl enko Expires 6 Decenber 2026 [ Page 6]
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Clients MJST treat a key object that is missing a required nenber,
has a menber of the wong JSON type, or contains an invalid
public_key, not_before, not_after, or max_skew val ue as unusabl e.
Clients MJUST treat a key set containing duplicate kid val ues as

i nval id.
Exanpl e:
{
"issuer": "https://api.exanple.cont,
"keys": [
{
"kid": "2026-06",
"al g": "X25519",
"aeads": ["AES-256-CGCM', "AES-128-GCM'],
"public_key": "B6N8vBQk8i 3VdwbEChst CY3St FqgqFPt C9_Asr ht HHwW' ,
"fingerprint": "qqj _9wOLCyKX9PbhNQ 3JA"
"not _before": "2026-06-09T00: 00: 002",
"not _after": "2026-07-09T00: 00: 00Z",
"max_skew': 300
}
]
}

4.3. Caching

Responses SHOULD i ncl ude a Cache-Control header. Cients MAY cache
the key set for up to the duration indicated, but MJUST refresh the
key set before using a key whose not_after is in the past, and SHOULD
refresh on receipt of a key_unknown error (see Section 9).

4.4. (Qut-of-Band Trust

The integrity of the key set ultimately depends on the integrity of
the channel used to retrieve it. Cdients MJIST verify the TLS server
certificate of the server hosting the Well-Known URI per [RFC8446]
and [ RFC9325]. dients MJST also verify that the issuer value in the
key set matches the HITPS origin used to retrieve it, unless an out-
of -band configuration explicitly authorizes a different issuer

If the deploynent threat nodel includes TLS-term nating
intermediaries that are not trusted with plaintext payloads, TLS

aut hentication of the Well-Known URI is not sufficient to

aut henticate the encryption keys: such an intermediary coul d
substitute its own key set. |In that threat nodel, clients MJST

aut henticate the key set independently of the TLS connection by using
either a pinned key fingerprint or a verified HITP Message Signature
whose signing key was distributed out of band; see Section 11.
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Servers SHOULD additionally protect the key set response with HITP
Message Signatures [RFC9421], signed under a |long-lived signing key
di stributed out of band, and SHOULD include a Content-Digest field
[ RFC9530] over the key set body so that the signature covers a
content hash rather than the raw bytes. dients that have a pinned
signing key MIST reject any key set response whose signature is

nm ssing or invalid.

5. AEAD ldentifiers

Thi s docunent defines three AEAD Identifiers, all based on AES- GCM
[ NI ST- SP-800- 38D :

[ el s e sl °}
| AEAD Identifier | Key length | Nonce length | Tag length |
[ ol el s ey =gl *es b pet o}
| AES-128- GCM | 16 octets | 12 octets | 16 octets
o mee oo o e e oo oo o e e e e e o e e oo oo +
| AES-192- GCM | 24 octets | 12 octets | 16 octets
o e e e e e o S o e e e e o - S +
| AES-256- GCM | 32 octets | 12 octets | 16 octets
R Fom e m oo - - o e oo - Fom e m oo - - +
Table 1

Al three variants share the same nonce and tag |l ength and differ
only in key length. Inplenmentations MJST support AES-128-GCM and
AES- 256- GCCM  Support for AES-192-CGCM i s OPTI ONAL.

The client selects one AEAD ldentifier fromthe server’s aeads |ist
for each session and signals it in the request (see Section 8). The
server MJST reject any request whose AEAD ldentifier is not
advertised in the current key set entry for the chosen kid.

6. Key Agreenent and Derivation

6.1. Epheneral Cient Keys and Sessions
A _session_ is a contiguous sequence of requests sent by one client
under a single X25519 key pair (csk, cpk). The client public key cpk
is sent on the wire as the epk paraneter of the E2EE-Session fi el d.
Clients MJST generate (csk, cpk) using a cryptographically secure
random nunber generator. The default session scope is a single

request: clients SHOULD generate a fresh key pair for every request
unl ess they explicitly opt into a broader scope as described bel ow.
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A client MAY reuse one (csk, cpk) across multiple requests provided
that all of the follow ng hold:

* The reuse is confined to a single logical client instance (one
process, one user, one device).

* The key pair is not persisted to non-volatile storage and is
destroyed on process exit, user |ogout, or after a depl oynent-
defined inactivity timeout, whichever cones first.

* The depl oynent -defined session lifetine does not exceed the
shortest not_after of any server key it references.

* The client maintains its own nid uni queness within the session
(see Section 11).

Clients MJST NOT reuse (csk, cpk) across processes, after restart,
across users on a shared device, or after any event that would
invalidate the client’s secure-random state (for exanple, virtua
machi ne snapshot restore).
Each uni que val ue of epk observed by a server defines, together with
the server kid, the scope of replay-cache state for that client (see
Section 11). Per-request session scope therefore mninises both the
lifetime of the client private key and the anount of replay-cache
state retained for any one client.

6.2. Shared Secret
The shared secret is conmputed as:
Z = X25519(csk, server_public_key)

per Section 5 of [RFC7748]. |Inplenmentations MJST check that Z is not
the all-zero value and abort if it is.

6.3. Encryption Key Derivation

The request encryption key (EK req) and response encryption key
(EK res) are derived from Z usi ng HKDF SHA256 [ RFC5869]:
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PRK = HKDF- Extract(salt = cpk || server_public_key, |KM
EK req = HKDF- Expand( PRK,

2)

info = "e2ee/vl:req " || issuer || " "
|| aead [| " " || kid,
L = Nk)
EK res = HKDF- Expand( PRK
info = "e2ee/vl:res " || issuer || " "
|| aead || " " || kid,
L = Nk)
wher e:
* || denotes octet-string concatenation,

* cpk is the raw 32-byte client public key,
* server_public_key is the raw 32-byte server public key,
* issuer is the UTF-8 encoding of the key set issuer val ue,

* aead is the UTF-8 encodi ng of the sel ected AEAD ldentifier ("AES-
128- GCM', "AES-192-GCM', or "AES-256-GCM'),

* Kkidis the UTF-8 encoding of the Key Identifier used,
* Nk is the key length in octets inplied by aead (16, 24, or 32).
Bi ndi ng i ssuer, aead, kid, and both public keys into the HKDF inputs
bi nds the derived keys to the specific key agreenent transcript and
prevents cross-origin, cross-protocol, cross-key, cross-direction, or
cross-al gorithm confusion. Deriving separate request and response
keys prevents an AES-GCM nonce collision in one direction from
colliding with a nonce in the other direction

7. Message Format

7.1. Media Type
Prot ect ed payl oads MJST be sent with the nmedia type application/e2ee.
The nedia type identifies the ciphertext envel ope defined by this
docunent; the plaintext nedia type, when needed, is carried in the
cty paraneter of the E2EE-Session field (see Section 8.2).

7.2. Wre Format
The body of a protected request or response is the concatenation

body = nonce || ciphertext || tag
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wher e:

* nonce is 12 octets, generated with a cryptographically secure
random nunber generator for every nessage. Nonces MJUST NOT be
reused with the same direction-specific EK

* ciphertext is the AES-GCM encryption of the inner plaintext using
EK req for requests or EK res for responses and nonce, wth
addi tional authenticated data (AAD) as defined in Section 7.4.
The AES-GCM key length is determined by the sel ected AEAD
Identifier (see Section 5).

* tag is the 16-octet AES-GCM aut hentication tag.

Reci pients MJST reject a protected body shorter than 28 octets
(12-octet nonce plus 16-octet tag) as mal f or med.

7.3. Interaction with Content-D gest

The AES-CGCM tag al ready provides end-to-end integrity for the

ci phertext, so a Content-Digest field [ RFC9530] is not required for
integrity. Senders MAY include Content-Di gest over the raw

ci phertext body for caching, deduplication, or internediary integrity
checks; in that case the digest MIST be conmputed over the exact
serialized body (nonce || ciphertext || tag). Recipients MJST NOT
treat a present Content-Digest as a substitute for AES-GCMt ag
verification, and MJST NOT conpute or expose a digest over the
decrypted pl ai ntext.

7.4. Additional Authenticated Data

The AAD passed to AES-GCM binds only the cryptographic transcript of
the message. HITP semantics such as nethod, target URI, status code,
and sel ected headers are out of scope for AAD and are bound, when
needed, by HTTP Message Signatures [RFC9421] (see Section 7.5).

For AAD construction, an E2EE-Session field value MJST first be
parsed as a Structured Field Item and then serialized using the
determnistic serialization algorithmfor Structured Fields

[ RFC9651]. The serialized field value does not include the field
nane, colon, or surroundi ng whitespace. Recipients MJST NOT use the
raw field bytes as received froman HTTP/ 1.1 connection, because
equi val ent field values can have different wire serializations and
HTTP/ 2 and HTTP/3 do not preserve an HITP/ 1.1 header-field line.

For requests, the AAD MJUST be the ASCI| concatenati on:

AAD = "e2ee/vl:ireq" || " " || encryption-field
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For responses, the AAD MUST be the ASCI|I concatenation:

AAD = "e2ee/vlires" || " " || reg-encryption-field
|| " " || res-encryption-field

wher e:

* encryption-field is the deternministic serialization of the
request’s parsed E2EE- Session Structured Field value (see
Section 8),

* reg-encryption-field is the same value as encryption-field for the
request that produced this response,

* res-encryption-field is the determnistic serialization of the
response’ s own parsed E2EE- Session field val ue.

The |l eading "e2ee/vl:req" / "e2eel/vl:res" strings conbine a protocol -
version tag with a donai n-separation tag. They prevent a request

ci phertext from being accepted as a response (or vice versa) and
isolate this protocol fromany other use of AES-GCM under the sane
key.

I ncl udi ng both E2EE- Session fields in the response AAD aut henti cates
kid, aead, epk, ts, and nid fromboth directions jointly with the

ci phertext, prevents an internediary fromaltering any of them and
prevents response substitution across different requests.

7.5. Binding HTTP Semantics

Thi s specification does not bind HITP senantics (nethod, target URI
status code, request or response headers) into the AES-GCM AAD.

Doing so would conflict with the routine behaviour of TLS-term nating
intermediaries that legitimately rewite request targets, nornalize
pat hs, or add tracing paraneters.

Depl oynents that require an end-to-end binding of HITP semantics
SHOULD apply HTTP Message Signatures [RFC9421] to requests and
responses, al ongside the encryption defined by this docunment. The
cover ed-conponents |ist SHOULD i nclude at |east:

* For requests: @rethod, @arget-uri, the E2EE-Session field, and a
Content-Digest field [ RFC9530] conputed over the ciphertext body.

* For responses: @tatus, the E2EE-Session field, and a Content-
Di gest field over the ciphertext body.
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Because Content-Di gest covers the ciphertext (which already contains
the AES-GCM tag), an RFC 9421 signature over those components
transitively covers the encrypted payl oad. The signature key and
keyi d are independent of the X25519 key set defined here and are
managed per [ RFC9421].

A depl oynent that onmits HITP Message Signatures relies on this
protocol’s confidentiality and integrity guarantees only at the

payl oad | ayer, and on TLS and application-1evel checks for HITP
semantics. This is appropriate when the application cannot be
confused by a redirected ciphertext (for exanple, when each endpoint
parses a distinct payl oad schema and rejects unknown shapes).

8. The E2EE- Session Field
Al'l E2EE control netadata is carried in a single HTTP field naned
E2EE- Session. The field is a Structured Field [ RFC9651] whose val ue
is an Item a String identifying the server key (kid), wth naned
paraneters carrying the remaini ng netadat a.

8.1. Syntax
In the ABNF of [RFC9651], the field value is an sf-item
E2EE- Session = sf-item

The Itemvalue is a String holding the kid. The follow ng paraneters
are defined:
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b ool oo oo oo oo s oo e e o}
| Name | Type | Request | Response | Meani ng |
[ bl oo oo s oo gl oo e e oo oo s o}
| aead | String | required | required | AEAD Identifier |
| | | | | (see Section 5). |
Foommo- S S S Fom oo +
| epk | Byte | required | prohibited | dient epheneral |
| | Sequence | | | X25519 public key. |
R TS TS R o e e e e e e oo +
| ts | I'nteger | required | required | Seconds since Unix |
I I I I | epoch. I
Foommo- S S S Fom oo +
| nid | String | required | required | Per-message replay |
| | | | | identifier (e.qg. |
| | | | | WID. |
+o-m - - TS TS R o e e e e e e e e oo oo +
| cty | String | optional | optional | Media type of the |
| | | | | inner plaintext |
| | I | | (see Section 8.2). |
Fom e e - - Fomm oo - Fomm oo - Fomm e oo - St +

Table 2

epk is the raw 32-octet X25519 public key carried as a Structured

Fi el ds Byte Sequence (RFC 9651 base64, sf-binary, delinmited by :),

not base64url. Servers MJST reject any val ue whose decoded length is
not 32 octets.

ts MUST be a non-negative |nteger

nid MJUST contain between 1 and 128 characters and MJST match the
regul ar expression "[ A-Za-z0-9._~-]1+$. nid conparison is case-
sensitive

cty is OPTIONAL and, when present, MJST be the nedia type of the
i nner plaintext (see Section 8.2).

Par amet ers defined by future revisions of this specification or by
ext ensi ons MUST use distinct names. Recipients MJIST ignore unknown
paraneters semantically, but unknown paraneters remmin part of the
deterministic serialization that is authenticated as AAD. A field
val ue that contains the sane paraneter nanme nore than once MJST be
rejected as nmal formed; this check MJST occur before determnistic
serialization. |Inplenmentations whose Structured Fields parser cannot
report duplicate parameters MJST use a parser that can for this
field.
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8.2. Inner Content Type

The plai ntext recovered after AES-GCM decryption is opaque to this
specification. To allow recipients to dispatch on its format w thout
a separate inner header, senders MAY include a cty paraneter on the
E2EE- Session field carrying the inner plaintext’s nedia type as a
String, for exanple cty="application/json" or cty="application/cbor".

The val ue MJUST be a valid nedia type per Section 8.3 of [RFC9110].
Medi a-type paraneters (for exanple, charset=utf-8) MAY be present in
cty. Recipients SHOULD treat the absence of cty as "unspecified" and
rely on out-of-band know edge of the endpoint to interpret the

pl ai nt ext .

Because cty is a paraneter of the E2EE-Session field, it is covered
by the AES-GCM AAD (see Section 7.4), so an internediary cannot alter
the advertised inner nedia type without invalidating the tag.

The outer HITP Content-Type field, when present, MJST renain

appl i cation/e2ee (or another media type defined for the ciphertext
envel ope); cty does not replace it. Recipients that receive both an
outer Content-Type of application/e2ee and an inner cty MJST use cty
only for the decrypted plaintext.

8.3. Exanple

E2EE- Sessi on: "2026-06"; \
aead=" AES- 256- GCM'; \
epk=: r UOL+uM bAk9YdQzkl XqeYCSyf r dB7I 43/ Swr p3uf Bw=: ; \
ts=1781006400; \
ni d="3blclc2e- 2b6a- 4a0d- 9b6c- 2a9f 1b6ale21"; \
cty="application/json"

(Line folding shown for readability; the field is a single Structured
Field value. AAD construction uses determnistic Structured Fields
serialization, not these presentation |line breaks.)

8.4. Use in Requests and Responses

Every request that carries an encrypted payl oad MJST include exactly
one E2EE-Session field with all required paraneters. A response that
carries an encrypted payl oad MJST include an E2EE- Sessi on fi el d whose
kid Itemval ue and aead paraneter echo the request. The epk
paraneter MJST be omitted fromresponses; the server reuses the
client’s ephenmeral public key fromthe request. The ts paraneter on
a response MUST reflect the server’s current time. A response MJST
echo the request’s nid so that clients can correl ate responses and
detect duplicate or substituted responses.
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Clients MJUST verify that the kid Itemval ue and the aead and nid
paraneters of the response E2EE-Session field match the val ues they
sent in the corresponding request, and MJST di scard the response

wi t hout decrypting it on mismatch. A mismatch indicates either an
in-path attacker or a misconfigured internediary serving a cached or
cross-routed response. Because the request’'s E2EE-Session field is
included in the response AAD (see Section 7.4), a mismatch is also
detectable as an AES-GCMtag failure during decryption; the pre-
decryption check is RECOWENDED to avoid spending a decryption
attenpt on an obviously wong response.

8.5. Validation Oder

Reci pi ents MJST val i date the E2EE-Session field before any other
pr ot ocol step.

For requests, servers MJST validate in the follow ng order

1. Parse as a Structured Fields Item reject as nmal formed on
failure.
2. Check that the Itemvalue is a String, that all required request

paraneters are present, that no parameter prohibited in requests
by Section 8 is present, that no paranmeter nanme appears nore
than once, and that all known parameters have the types defined
in Section 8; reject as malforned on failure.

3. If cty is present, validate it as a nedia type per Section 8.3
of [RFC9110]; reject as malforned on failure.

4. Resol ve kid against the current key set; reject as key_unknown
or key_expired.

5. Check aead against the aeads list for that kid; reject as
aead_unsupport ed.

6. Decode and | engt h-check epk; reject as nal f orned.

7. Check the protected body length; reject as malforned if it is
shorter than 28 octets.

8. Check ts against the selected key’'s not_before/not_after
validity wi ndow and max_skew, reject as tinestanp_skew if
out si de the wi ndow.

9. Check nid against the replay cache; reject as replay _detected on
hit, but do not insert the nid yet.
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10. Derive EK req and attenpt AES-GCM decryption; reject as
decrypt _failed on tag failure.

11. After successful authentication and before invoking application
processing, insert the nid into the replay cache atomcally.

For responses, clients MJST validate in the follow ng order

1. Parse as a Structured Fields Item reject the response on
failure.

2. Check that the Itemvalue is a String, that all required response
paraneters are present, that epk is absent, that no paraneter
nane appears more than once, and that all paraneters known to
this specification have the types defined in Section 8; reject
the response on failure.

3. If cty is present, validate it as a nedia type per Section 8.3 of
[ RFC9110]; reject the response on failure.

4. Check that kid, aead, and nid match the request.

5. Check the protected body length; reject the response if it is
shorter than 28 octets.

6. Check that ts is a non-negative Integer and is acceptabl e under
| ocal response freshness policy.

7. Derive EK res and attenpt AES-GCM decryption; reject the response
on tag failure.

9. FError Handling

When a request cannot be processed due to a protocol error, the
server MJST respond with an HTTP error status and a Problem Details
obj ect [ RFC9457] serialized as application/problemtjson. The type
menber MUST be a URI of the form

urn:ietf:parans: e2ee: error: <code>

where <code> is one of the codes defined below The status nenber
MUST equal the HTTP status code of the response. The title nenber
SHOULD be a short, fixed human-readabl e summary of the code. The
detail menber, if present, SHOULD describe the specific occurrence
subject to the constraints in Section 11.6.

Exanpl e:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type": "urn:ietf:parans: e2ee: error: key_unknown",
"title": "Key identifier is not recognized",
"status": 400

}

The foll owi ng codes are defi ned:

key_unknown: HTTP 400. The kid Item val ue does not match any
current key.

key_expired: HITP 400. The referenced key is outside its
not before/not_after w ndow.

aead_unsupported: HITP 400. The aead paraneter is not advertised
for the referenced kid, or is not recognized by the server

decrypt _failed: HITP 400. AES-GCM authentication failed

ti mestanp_skew. HTTP 400. The ts paraneter is outside the
accept abl e wi ndow (see Section 11).

replay_detected: HITP 425. The server has already processed a
message with this nid within the replay wi ndow. The 425 (Too
Early) status [RFC8470] is reused here to signal that the server
is unwilling to process a request that may be a repl ay.

mal formed: HTTP 400. The E2EE-Session field is nissing, not
parseable as a Structured Field Item mssing a required
paraneter, or has a paraneter of the wong type or length, or the
protected body is too short to contain a nonce and tag.

10. | ANA Consi derations
Thi s docunent requests I ANA actions in the followi ng registries.
10.1. Well-Known URI

I ANA is requested to register the URI suffix encryption-keys in the
"Wl | - Known URIs" registry established by [RFC8615], with this
docunent as the reference

URI suffix: encryption-keys

Change controller: |ETF
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Status: permanent
Speci fication docunment: This documnent.

Rel ated information: This resource returns a JSON key set used by
the protocol defined in this docunent.

10. 2. Media Type
I ANA is requested to register the nedia type application/e2ee in the
"Media Types" registry, with this docunent as the reference and per
the procedures in [ RFC6838].
Type name: application
Subt ype nane: e2ee
Required paraneters: NA
Optional parameters: NA

Encodi ng considerations: binary

Security considerations: See Section 11

Interoperability considerations: |nplenentations need to parse the
E2EE- Session Structured Field and process the binary nonce |
ci phertext || tag envel ope defined by this document.

Interoperability depends on agreenent on the selected AEAD
Identifier, the key set entry referenced by kid, and the AAD
construction rules in Section 7.4.

Publ i shed specification: This docunent.

Applications that use this nedia type: HITP APIs that use the
encrypt ed payl oad envel ope defined by this docunent.

Fragment identifier considerations: NA

Additional information: Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): N A File extension(s): N A Macintosh file type
code(s): NA

Person and enmni|l address to contact for further information: See the
Aut hors’ Addresses section

I ntended usage: LIM TED USE
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Restrictions on usage: This nedia type is intended for HTTP request
and response payl oads that use the encrypted envel ope defined by
this document. It is not a general-purpose stored file format.

Aut hor: See the Authors’ Addresses section

Change controller: |ETF

10.3. HITP Field Nanmes

I ANA is requested to register the following entry in the "Hypertext
Transfer Protocol (HTTP) Field Name Registry"

* Field nanme: E2EE- Session
* Status: pernmanent
* Structured Type: Item
* Reference: This docunent
10.4. Problem Type URN Paraneter Ildentifier

I ANA is requested to add the following entry to the "I ETF URN Sub-
nanespace for Registered Protocol Paraneter ldentifiers" registry:

* Registered Paranmeter ldentifier: e2ee
* Reference: This document

* | ANA Registry Reference: E2EE Error Codes registry, created by
t his docunent

The registration policy for this registry is | ETF Revi ew [ RFC8126],
as specified for the urn:ietf:paranms nanespace by [ RFC3553].

The tenplate required by [ RFC3553] is:

Regi stry name: e2ee

Speci fication: This docunent.

Repository: The E2EE Error Codes registry created by this docunent.

I ndex value: A problemtype URI has the form
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urn:ietf:paramns: e2ee: error: <code>, where <code> is a | owercase
ASCI | error code registered in the E2EE Error Codes registry. No
transformati on or canonicalization is applied. Conparison is by
exact string natch.

10.5. E2EE Error Codes

I ANA is requested to create the "E2EE Error Codes" registry. The
registration policy is Specification Required [ RFC8126].

Error codes are ASCI| strings that MJST contain between 1 and 64
characters and MJUST match the regul ar expression

A a-z][a-z0-9_1{0,63}$%. New registrations MJST provide:

* Error code

* HITP status code

* Description

* Reference

The initial contents of the registry are:

Vasyl enko Expires 6 Decenber 2026 [ Page 21]



Internet-Draft E2EE HTTP June 2026

[ oo oo el oo ool e g U
| Error code | HTTP | Description | Reference

| | status | | |
[S sty & s e peey e p—p—j— U
| key_unknown | 400 | Key identifier is not | This |
| | | recogni zed. | document |
oo S oo S +
| key_expired | 400 | Key identifier is | This |
| | | outside its validity. | docunent

o e e e e oo oo S SRR o e e e e e e oo S +
| aead unsupported | 400 | AEAD identifier is | This |
| | not support ed. | document |
oo S oo S +
| decrypt _failed | 400 | AEAD aut henti cation | This |
| | | failed. | document |
o e e e e oo oo S SRR o e e e e e e oo S +
| tinmestanp_skew | 400 | Timestanp is outside | This |
| | | the accepted wi ndow. | docurent |
oo S oo S +
| replay_detected | 425 | Replay identifier was | This |
| | | al ready observed. | document

o e e e e oo oo S SRR o e e e e e e oo S +
| mal f or med | 400 | Protocol metadata or | This |
| | | body is nmalforned. | document |
oo S oo S +

Table 3
11. Security Considerations
11.1. Threat Model

This schene is designed to protect the confidentiality and integrity
of request and response payl oads agai nst:

* Internediaries that terminate TLS (reverse proxies, CDNs, AP
gat eways), and

* Passive observers of any plaintext channel between the TLS
term nator and the application backend.

Vasyl enko Expires 6 Decenber 2026 [ Page 22]



Internet-Draft E2EE HTTP June 2026

11.

11.

11.

It is not designed to protect HTTP netadata (method, path, headers
other than the protected body, response status) or to defeat traffic
analysis. It does not authenticate the client by itself. dient

aut hentication MAY be | ayered on top using the protected payl oad (for
exanpl e, bearer tokens carried inside the ciphertext) or, preferably,
by signing the request with HITP Message Signatures [RFC9421]; in the
|atter case the signature input MJST include the E2EE-Session field
and the Content-Digest field over the ciphertext body so that the
signature al so binds the AAD and ci phertext.

2. Transport Layer Security

Thi s schene MJST be used over TLS [ RFC8446] configured per current
best practice [RFC9325]. TLS protects request netadata, the Well-
Known key set retrieval, and provides server authentication.

3. Server Authentication and Key Trust

When the TLS endpoint that serves the Well-Known URl is also the
application endpoint trusted with plaintext payloads, the server’s
identity is authenticated by the TLS certificate of that host and by
the issuer value in the key set.

When TLS-terminating intermediaries are present and are not trusted
with plaintext payl oads, TLS authentication al one does not

aut henticate the encryption keys end to end. |In that depl oynment,
clients MIST verify the fingerprint of any key they use against a

val ue obtained out of band (for exanple, distributed with the client
software) or MJST verify a signature over the key set using a signing
key distributed out of band. Mbdbile and desktop client

i mpl ement ati ons are RECOMVENDED to pin at |east one fingerprint or

si gni ng key.

Where stronger guarantees are required, servers SHOULD sign the key
set with HITP Message Signatures [ RFC9421] and cover the body with a
Content-Digest field [RFC9530]. The signing key is necessarily
distributed out of band; clients that pin the signing key obtain key
authenticity that is independent of the Wb PKI used by TLS

4. Forward Secrecy

The client’s key pair is epheneral, but the server’s published key is
static for the lifetime of its key set entry. The schene therefore
provi des forward secrecy only with respect to client-side conprom se.
Conprom se of a server private key allows decryption of all sessions
that used it.
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Operators SHOULD rotate server keys frequently and use short

not _after windows. |Inplenentations of this specification SHOULD
publish at |east two overl apping keys in the key set to enable
seanl ess rotation.

A future revision of this protocol MAY define a node in which the
server returns a fresh epheneral public key on first contact,
providing full perfect forward secrecy at the cost of an additiona
round trip.

11.5. Replay Protection

Servers MJST validate the ts paraneter against the key validity

wi ndow for the referenced kid: any ts before not_before, when
present, or after not_after MJST be rejected (timestanp_skew).
Servers MJST al so reject any ts whose absolute difference fromthe
server clock exceeds the key set entry’s nmax_skew val ue
(timestanp_skew).

Servers SHOULD publish a max_skew val ue no | arger than the maxi mum
retry interval they are willing to support; a value of 300 seconds is
RECOMVENDED unl ess the depl oynent has stricter clock synchroni zation
or longer retry requirenents.

Clients MJUST read max_skew fromthe selected key set entry and
account for it when scheduling retries. A retry sent with a fresh
nid after the original request’s tinmestanp has aged beyond nmax_skew
is expected to fail tinestanp validation

Servers MJST mmintain a cache of recently seen nid val ues, keyed by
(kid, epk), for at least max_skew plus a snall tolerance for
processing |latency and clock granularity. A repeated nid MJST result
in replay_detected. Cdients MIST generate a fresh, unpredictable nid
for every request; a version 4 UU D or any 128-bit value drawn froma
crypt ographically secure random nunber generator is sufficient.

Servers MJST NOT insert a nid into the replay cache until the request
has been aut henticated successfully by AES-GCM Inserting a nid
before tag verification would allow an attacker to poison the replay
cache with unauthenticated requests. Servers MJST insert the nid
atomically after successful authentication and before application
side effects occur; if another request with the sane (kid, epk, nid)
wins that atomic insertion, the later request MJST fail with

repl ay_det ect ed.

The nid paraneter is an anti-replay identifier and is not an

application idenpotency key. The two have opposite behavior on a
cache hit: a duplicate nid MJUST cause the server to reject the

Vasyl enko Expires 6 Decenber 2026 [ Page 24]



Internet-Draft E2EE HTTP June 2026

request, whereas a duplicate application idenpotency key is normally
expected to cause the server to return the stored response of the
original request. Applications that require both fault-tolerant
retries and end-to-end replay protection MIST use distinct values for
the two purposes. An application idenpotency key, if used, SHOULD be
carried inside the encrypted payload so that the application sees it
but internediaries do not, and so that it is bound to the request by
the AES-GCMt ag.

The 12-byte AES-GCM nonce is independently random per nessage and
MUST NOT be reused under the sane direction-specific EK

11.6. Plaintext Error Responses

Error responses defined in Section 9 are sent as Problem Details

[ RFC9457] in plaintext and are therefore visible to any TLS-
termnating internmediary. FError responses do not carry encrypted
application payl oads and do not require an E2EE- Session field; sone
errors occur before the request E2EE-Session field can be parsed
safely.

Qperators MJST treat error netadata as observable to internediaries.
In particular:

* The detail and instance nmenbers of the Problem Details object MJST
NOT contain user identifiers, request contents, stack traces, or
any val ue derived fromthe decrypted pl aintext.

* The title nmenber SHOULD be a fixed string per error code and MJST
NOT vary with request content.

* Extension nenbers defined by future revisions or by depl oynents
MJST be subject to the same constraints.

* Error type URIs SHOULD be chosen fromthe fixed set in Section 9;
application-specific error informtion SHOULD i nstead be returned
as an encrypted payload with an appropriate HTTP stat us.

* The presence of decrypt_failed or replay_detected reveals to an
observer that an attack or a stale retry occurred; this is
consi dered acceptable as it aids defenders nore than attackers.

Successful responses MJST carry their application payl oad encrypted

under this specification; servers MIJST NOT fall back to a pl aintext
success response when the request was encrypted.
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11.7. Key Rotation

Each request carries a kid, allowing the server to retain the private
keys associated with all currently valid kids and decrypt requests
that arrive during a rotation. Cients MIST refresh the key set when
the cached entry has expired, when no key remains within its validity
wi ndow, or on key_unknown.

11.8. AlgorithmAgility

Thi s docunent specifies one key agreenent algorithm (X25519), one
key-derivation function (HKDF-SHA256), and three AEAD variants (AES-
128/ 192/ 256-GCM) . Servers MAY publish keys with alg values or |ist
aeads entries defined by future specifications; clients that do not
recogni ze an alg MJST ignore the key, and clients that do not
recogni ze any of the aeads entries for a key MIST treat the key as
unusabl e.

AES- 128- GCM and AES- 256- GCM are nandatory to inpl enent; AES-192- GCM
is OPTI ONAL because the 192-bit variant is rarely accelerated in
hardware and provides no security advantage over AES-128-GCMin this
setting. |Inplenentations SHOULD prefer AES-256-GCM by default. AES-
128-CCM i s acceptabl e when interoperability or constrai ned-device
performance takes precedence. |Inplenentations MJST reject any single
pl ai nt ext that exceeds the AES-GCM per-invocation input limt
(approxi mately 2739 - 256 bits per [N ST-SP-800-38D]). Deploynents
that reuse a client session across multiple requests SHOULD al so
enforce a maxi mum nunber of nessages per direction-specific EK; with
random y generated 96-bit nonces, 2732 nessages under one direction-
specific EK is an upper bound and is far above typical APl usage.

11.9. Side Channel s and | npl erent ati on

X25519 i npl enent ati ons MJUST be constant-tinme per [RFC7748]. AES-GCM
i npl ement ati ons SHOULD use hardware accel eration where available to
reduce the risk of cache-timng | eaks. HKDF and base64url

i mpl ement ati ons MJUST validate input | engths to avoid out-of -bounds

r eads.

11.10. Denial of Service
Decryption is conparatively cheap, but X25519 scalar nultiplication
is not free. Servers SHOULD rate-linmt requests bearing unknown or

expi red kids, and SHOULD reject malfornmed bodi es before performn ng
key agreenent.
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11.

12.

13.

13.

11. Conparison with Transport-Layer Sol utions

This schene is conplenentary to, and not a replacenent for
alternatives such as mlLS or QU C [RFCO000]. It is specifically
targeted at deploynents where TLS-ternminating internediaries are part
of the application architecture and renoving themis not feasible.

Privacy Consi derations

This protocol inproves payload confidentiality fromthe perspective
of TLS-terminating internediaries, but it does not hide HITP

met adata. Intermediaries can still observe the client and server
endpoi nts, request timng, request nethod, target URI, status code,
message sizes, and all unprotected HTTP fields. Applications that
carry privacy-sensitive values in URI's or unprotected headers wl|
still expose those val ues.

The E2EE-Session field is also visible to intermediaries. Its kid,
aead, ts, nid, epk, and cty paraneters can reveal deploynent state,
timng, retry behavior, client session scope, and the nmedia type of
the inner plaintext. Clients that need to reduce linkability SHOULD
use the default per-request client key scope and generate fresh nid
val ues for every request.

Pl ai ntext error responses expose protocol failure information, as
described in Section 11.6. Deploynments SHOULD avoid putting user-
specific or content-derived information in error details and SHOULD
carry application-specific error information inside encrypted
response payl oads when feasible.

These consi derations are intended to supplenent the privacy gui dance
in [ RFC6973].
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Acknowl edgrent s

The protocol described in this docunent derives froman inform

bl og- post i npl enentati on of end-to-end encryption for HITP APlIs using
X25519 and AES- GCM [ VASYLENKO BLOG . This docunent formalizes the
wire format, generalizes the cipher to AES-128/192/256-CCM with
explicit negotiation, specifies additional authenticated data and
replay protection, and defines key rotation senantics.

Wor ked Exanpl e

Thi s appendi x shows one conpl ete request/response pair using
deterministic inputs. Al values are hexadeci mal unless noted; |ines
of the form= are byte-identical to what an interoperable

i mpl ement ati on woul d conpute. The inputs (private keys, AES-GCM
nonces) are fixed so the exanple is reproducible; production code
MUST NOT reuse these val ues.

| nput s

server private (ssk) =
0102030405060708090a0b0c0d0e0f 10
1112131415161718191alblcldlelf 20

server public (spk) =
07a37cbc142093c8b755dc1b10e86¢cbh4
26374ad16aa853ed0bdf cOb2b86d1c7c

client private (csk) =
ala2a3ad4aba6a7a8a9aaabacadaeaf b0
b1b2b3b4b5b6b7b8b9babbbcbdbebf cO
client public (cpk) =
ad438bf ae31f 6c093d61d4339255ea79
8092c9f add07b97827f 4b0ae9dee7clc

kid = "2026-06"

aead = "AES- 256- CCM'

i ssuer = "https://api.exanple.cont

ts = 1781006400

nid = "3blclc2e-2b6a-4a0d-9b6c-2a9f 1b6ale21"
cty = "application/json"

Key Agreenent and Derivation
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X25519( csk, spk)
leadf 045f 970f 3619aa3a82d3ce461d6
8ee42839f 0563f f 052d8db20bf 927d29

salt = cpk || spk (64 octets)

info_req = "e2ee/vl:req https://api.exanpl e.com AES- 256- GCM 2026- 06"
info_res = "e2ee/vl:res https://api.exanpl e.com AES- 256- GCM 2026- 06"
EK req HKDF- SHA256(Z, salt, info_req, 32)

= 88927bb69c7f ce5a26b88ccf 3b8638c5
e876080eae5349c7a014787e80382f 81

EK res = HKDF- SHA256(Z, salt, info_res, 32)
= 2784f 1a637499c327e97ad56a0a199b9
50680c41e57597cea41a220233304a8b
Request

The serialized E2EE-Session field (single logical line):

E2EE- Sessi on: "2026-06"; aead="AES-256- GCCM';
epk=: r UOL+uM bAk9YdQzkl XqeYCSyf r dB7| 43/ Swr p3uf Bw=: ;
ts=1781006400;
ni d="3blclc2e- 2b6a- 4a0d- 9b6¢c- 2a9f 1b6ale21";
cty="application/json"

The AAD is the ASCII string below, using deterministic Structured
Fields serialization of the E2EE-Session field val ue:

e2ee/vl:.req "2026-06"; aead="AES-256-CCM'; epk=:...:; \
ts=1781006400; ni d="3blclc2e-2b6a-4a0d-9b6c-2a9f 1b6ale21"; \
cty="application/json"

(The :...: here stands for the full sf-binary form shown above and is
shortened only for readability; the actual AAD contains the ful
deterministic serialization.)

pl aintext = {"op":"transfer", "anmount": 1000, "to": "acct-42"}

nonce = deadbeef 0000000000000001
ci phertext =
a6b3551bec16e7866943502146d893b2
baa8bc6adef 76712f 7e4f ebcb576¢c821
41551464b46eb0f 096750ed69020

tag =
4cc3c77e4c463d111f 81bf 6¢f 83f 08d5
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The HTTP request body is nonce || ciphertext || tag, base64-encoded
here for conpact ness:

body (base64) =
392+7WAAAAAAAAABPr NVGHWB4ZpQLAhRE | Tsr qovGP2cS
9+T+vLV2y CFBVRRkt G6W8JZ1Dt aQ EzDx35MR) ORHAG bPg/ CNU=

Response

The response uses a fresh nonce and a newts, echoes kid, aead, and
nid, and onits epk

E2EE- Sessi on: "2026-06"; aead="AES-256- GCM';
ts=1781006401;

ni d="3blclc2e- 2b6a- 4a0d- 9b6¢c- 2a9f 1b6ale21";
cty="application/json"

AAD (the request’s deterministic field serialization followed by the
response’s deterministic field serialization):

e2ee/vl:res <request-encryption-fiel d> <response-encryption-field>

pl aintext = {"status":"ok","txid":"alb2c3"}

nonce f eedf ace0000000000000002
ci phertext =

f111c0a217756b5f 967108e32ce392d6
2f 4de9380b2267¢c53b81cc4679bc59
tag =

5b64d39058d1bb23e2cec5f 9¢69880el
body (base64) =
/ u36zgAAAAAAAAACBRHAOhD1al+WeQ j LOOS1i 9N6TgLI nf FO4H
MRnB8W/!t kO5BYObsj 4s7F+caYgOE=
Aut hor’ s Addr ess

Vitaliy Vasyl enko
Email: ietf@sital vas. com

Vasyl enko Expires 6 Decenber 2026 [ Page 32]



