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Abst r act
Thi s docunent di scusses protocol and network architecture aspects
that may have an inpact on the sustainability of network technol ogy.
The focus is on providing guidelines that can be hel pful for protoco
desi gners and network architects, where such guidelines can be given
About Thi s Docunent
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docunent nay be found at https://datatracker.ietf.org/doc/draft-
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1. Introduction

Thi s docunent di scusses protocol and network architecture aspects
that can have an inpact on the environmental sustainability of
network technol ogy. For brevity, we will use the termsustainability
in this docunent to refer to environnental sustainability. W do
note that sustainability as a termis widely used to refer to
different notions of sustainability, and the nost well-known | arger
definition of sustainability can be seen fromthe United Nations
Sust ai nabl e Devel opnent Goal s (UN SDG) [ UNSDG .
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Envi ronmental sustainability is an inportant consideration in
society, and in networking, too. Networking technol ogi es enable
societies to operate in an environnental | y sustai nabl e manner and
t hereby have a positive handprint, yet networks thensel ves nust be
environmental |y sustainable and attenpt to minimse their negative
footprint.

Fundanental ly the question we try to address concerns the resource
usage and the lifecycle of network equipnment. The |ess devices are
built, and energy is used, the | ess enissions are created. Networks
are built with hardware and these in turn use electrical energy to
run. Eventually, the hardware is decom ssioned and sone anount of
the materials are recycl ed.

We can divide the lifecycle into three major phases (omtting some
intermttent steps |like shipping of products):

1. Manufacturing (including the raw material extraction and usage,
the enbedded chi ps and el ectronics, casing, and energy needed for
these operations, etc.),

2. Use phase that is focused on the operational energy use and
repairing equipnent, and

3. End of life that can include both direct recycling of some of the
materials or finding a new life and usage for an old product that
still functions, after which it is finally recycled.

Net wor ks al so require some anount of physical construction to
realize, and this construction work also creates enissions. This
category of emissions is out of scope of this document because the
Internet community and network engineers have limted means to inpact
construction work itself and the associated industry, but we can

i mpact how networks, protocols and hardware are designed, built and
oper at ed.

Al'l these phases create harnful em ssions, into the ground and in the
air, that have a negative inpact on our environment and people. As
the type of such em ssions vary, they are often standardi zed as
carbon di oxi de equivalent (CO2e) to allow conparing sources and
anmounts of emnissions. Wen discussing (carbon) em ssions in this
docunent, we generally refer to CQ2e.

The manufacturing of networking hardware, both for fixed and wireless
networks, is a significant source of em ssions, and recycling of ICT
equipnent is still limted to the casing and sone other nminor parts.
Direct energy usage of networking and the source of the energy have
often been the primary concerns. There are many reports and
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scientific papers discussing carbon em ssions of the energy used by
ICT. As of today, and the foreseeable future, the difference in

em ssions of the electric grid between countries and regions can vary
significantly. e.g. In the EU there are 10-fold differences between
countries, and simlar differences exist between US states. On a

gl obal level, the differences can be over 50-fold. Yet, as the world
moves towards greener energy production, the relative negative
impacts related to manufacturing becomes nore proninent and the

i mportance of equi prent |ongevity grows.

When good design and architecture can inprove the sustainability of
net wor ks, they should certainly be applied to designing new protocols
and buil ding networks. Intuitively, protocol and network
architecture choi ces can have an inpact on sustainability. At the
very least the right design and architecture can nmake it possible to
have a positive inpact, but of course the architecture alone is not
enough. The possibilities offered by the architecture need to be
realized by inplenentations and practical depl oynents.

To give an exanple of an architectural aspect that potentially has a
sustainability inmpact, enabling the collection of information (e.g.,
energy consunption) and then using that information to nmake snmarter
decisions is one. For instance, understandi ng power consunption of

i ndi vi dual nodes can be valuable input to future purchasi ng deci sions
or devel opnment efforts to reduce the power consunption. Yet, as data
collection is often rather easy, it is easy to overdo it in such a
way that it |leads to accumul ation of dark data (i.e. data that is
coll ected and stored but never used). All data collection consunes
processi ng power, network resources and storage space, and this can
in turn increase the em ssions fromthe network.

O her architectural exanples include making it possible to scale
resources or resource selection processes perfornmed in a

sustai nability-aware fashion. The use of comunication primtives
that maximze utility in a given problem (e.g., using multicast) or
the use of technol ogi es that reduce the nunber or size of nessages
needed for a given task (e.g., binary encoding instead of textual)
are sone further exanples.

O course, sonme of these aspects nay have a mmjor inpact on
sustainability, where others may only have a mnor effect. There are
al so tradeoffs, such as side-effects of architectural choices, e.g.
dynani c scaling of a router network potentially inmpacts jitter;
putting cellular base stations to sleep and activating them as
capacity needs grow potentially introduces a delay in matching the
needs of the data fl ows.
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The docunent is intended to help engineering efforts in the | ETF,
provi de operational guidance in the operator community, as well as to
point to potential research directions in the |IRTF.

The scope of the docunent is advice on Internet and protoco
architecture, such as what architecture or capabilities new protocol
desi gns or features should have, what kind of operational network
architectures should be depl oyed, and how all of these can be
designed to best address sustainability concerns.

The focus of this docunent is to provide actionabl e design advice to
protocol designers. This docunent therefore addresses one aspect in
the architecture question and does not claimto cover the topic
exhaustivel y.

Thi s docunent is not focused on general issues around environnenta
sustainability, except those that pertain to architecture or
significant protocol features

It is to be noted that networks thensel ves are a service, a tool, for
all the applications and services on the Internet. Networks connect
data, people and services. The increase in networking and size of
the Internet is driven by these applications and the usage.

Therefore, the emi ssions fromnetworking are tied to the applications
and the data they consunme; with | ess applications or data, the
Internet would have | ess hardware and | ess energy usage. The goals
of this docunent are not to instruct application and service

devel opers to choose what applications are worthwhile or how nuch
content is sent. There are many foruns and parties whose nmission is
to hel p these devel opers to inplenent nore sustainable services, such
as, the Green Software Foundation, the G een Wb Foundati on, G eening
of Streaming, to nane a few.

The next two sections present architectural and protocol design
aspects that can have an inpact on the sustainability of networking.
Section 2 discusses those foundations that are required to prepare
for sustainability inmprovenments, and Section 3 discusses actions that
can be taken to make the actual inprovenents. For each topic in
these sections, we provide an overview, the notivation for why it
woul d be inmportant to consider for nore sustainable networking, an
anal ysis and reconmendations for future networking professionals.

Recommendati ons for protocol designers are discussed throughout the
docunent and summarized in Section 4. Finally, Section 5 discusses
further work that is needed to make further concrete recomendati ons
for the designers
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2.  Under st andi ng

It is essential to understand the current state of affairs before any
i nprovenents can be nmade. Thus, sone |evel of neasurenent is
necessary for starting to inprove sustainability. In nmany cases
measurenents are al so conpl enented by nodeling. In sone cases
nmodel i ng needs to be used since direct nmeasurenents may not al ways be
avail able. Mddeling is also used to conbi ne measurenments in ways
that make it nore effective in aiding the understandi ng of the
effects of the potential actions. e.g. Mdeling could be used to play
out nultiple what-if scenarios based on the actions recomended in
Section 3.

2.1. Measurenment and Mbodeling

The key goal s of neasuring and nodeling are to identify potentia
areas of inprovenent, and to establish a baseline to benchmark any

i nprovenents that are effected by the performed actions. This not
only hel ps defining an objective data-driven approach to inprovenent,
but also can illustrate what actions can cause a bigger inpact. This
could help prioritize what actions can be taken and when. This draft
assunes that the specific semantics of sustainability-related
measurenents (e.g., carbon factors, device-specific formulas) are
defined el sewhere and focuses instead on enabling architectures to
support measurenent, collection, and use.

2.1.1. Mot i vati on

Wt hout neasurenents of any kind, it is inpossible to assess if the
networks are functioning correctly. It is inpossible to knowif the
systemis efficient by conparing it against a baseline nodel. It is
al so inpossible to check that changes aimng at optim zi ng sonet hi ng
are indeed val uabl e.

This is particularly the case when | ooking at the systens as a whol e
in post-analysis. As discussed earlier, sone |evel of neasurenents
is useful input for further actions, such as deciding what parts of
the network need to be targeted for further inprovenent.

But neasurenments may al so be useful for sonme dynam c situations where
power - savi ng deci sions, for instance, depend on knowi ng the relative
power consunption of different activities, such as when a power-of f
deci sion invol ves understanding the relative savings during the

shut down period vs. the power cost of shutdown and startup
procedures, or the possible need to reconfigure other nodes in the
network due to the shutdown.
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At the same tinme, it is not possible (or even desirable) to neasure
everything. Excessive measurenent collection wthout clear

obj ectives can have a negative inpact by itself and some
considerations in this regard can be found in Section 3.5

Furt hernore, any neasurenent nust be validated. Relevance of

measur enents must be periodically assessed, e.g., with conparisons
bet ween measurenents within a network and the aggregate nunbers from
the electricity provider.

Finally, nmeasurements nade in the field nust be collected and

structured to allow later retrieval. And neasurenents are
counterproductive if they are endl essly accunul ated w t hout being
consul ted

2.1.2. Analysis

This section discusses how neasurenments relate to the fabrication and
usage phases and how efficiency can be neasured.

VWi | e power consunption is the nmost commonly used sustainability
metric, this docunent does not attenpt to define energy metrics or
nodel i ng standards. Those topics are in scope for the GREEN WG
(focused on operational energy) and the SUSTAIN RG (whi ch addresses
broader life-cycle inpacts and carbon nodeling). This section
focuses on the architectural inplications of enabling nmeasurenent,
not netric definitions.

2.1.2.1. Measuring inpacts of fabrication phase

Networ k infrastructure generates negative inpacts principally during
fabrication and usage phases. Measuring negative inpacts related to
fabrication falls in the activity of lifecycle analysis (LCA). LCAs
are typically performed per device, either by the equi pment vendor
itself, or by third-party analysts. LCA involves nodeling (see
Section 2.1.3.6). The analysis can be done in terns of climate
change (CC) but can be extended to other criteria as abiotic resource
depl etion (ARD), ecotoxicity (ET) or water usage (WJ). LCA also

i nvol ves information systenms keeping an inventory of the devices
uses. For many cl asses of devices, the enbedded carbon aspects or
use of raw materials are significant sustainability issues. As these
measurenents and inventories are external to the network
architecture, they are considered out of this docunent scope.
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2.1.2.2. Measuring inmpacts of usage phase

Measuring negative inpacts related to the usage phase falls in the
scope of nonitoring. In this phase, the npbst obvi ous sustainability-
rel ated neasurenent is power nonitoring to neasure the energy
consunption and estimate the rel ated negative inpacts.

Power (in Watts, that is, in Joule/s) or energy (in Joules)
measurenents al one are of meager use if the cause of the consunption
is not neasured as well. Any power/energy nmeasurenent shoul d occur
al ongsi de ot her nmeasurenents that can be used to determ ne energy
efficiency. Hence a sound measurenent architecture inplies the

exi stence of an energy efficiency framework of some kind.

2.1.2.3. Measuring efficiency

In the context of carbon accounting, em ssion accountants are
generally | ooking for a netric of the delivered value per unit of
carbon. In networking, the nmost obvious delivered value is nunber of
bits sent or received (traffic), or to the comunication capacity
made avail able during unit of time. |In both cases, the unit is the
bit, but the two netrics have very different nmeanings. In one case,
one spends a Joule to send a bit. In the other case, one spends a
Joule to offer a bandwi dth capacity of 1 bit/s during a second. The
latter is inmportant, as often comunication networks have
requirenents to be able to send nmessages when there’'s a need for it,
e.g., for energency conmunications, even when those nmessages nay not
al ways be sent.

The nmeasurement of efficiency is not restricted to energy. Traffic
or offered bandwi dth can be related to the carbon enitted by the
device traversed by this traffic. This carbon should include the
part associated with electricity, but also the part associated with
fabricating the device (pro rata tenporis) [LCAandUsage].
Sust ai nabl e efficiency can also be expressed in water used per
traffic, for exanple.

2.1.3. Recomendati on
The GREEN WG is chartered to define energy consunption netrics and
associ ated franmeworks. The GREEN franework provides a foundationa

bui I di ng bl ocks for monitoring and optim zi ng energy consunption
across networked devices and components.
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The SUSTAI N RG addresses broader neasurenent questions such as
enbedded emi ssions, raw materials, and life-cycle nodeling. This
docunent assumnes these efforts will define and validate the nmetrics
thenselves. Qur focus is on ensuring that Internet architecture
enabl es effective collection, transport, and use of such nmetrics for
operational decisions and reduction of environnental inpacts.

Aligning these efforts will support the devel opnent of conposite
metrics that connect operational energy use along with manufacturing/
end-of-1ife considerations in order to establish a coherent basis for
sustai nable digital infrastructure nanagenent.

In order to neet the needs discussed above, the follow ng
architectural design principles are proposed.

2.1.3.1. Future Proof Mtrics

We recommend that any measurenent franmework or sustainability-related
i nformati on shari ng nechani sm be designed to share different types of
information and not limted to a single metric such as power
consunption. Requirenents, units, granularity and collection method
specifications are sure to shift over tine.

2.1.3.2. Plug-in Architecture for Collection and Contro

Since the need to deliver on the use cases described is urgent, the
i ndustry has to acconmodate the capabilities (and limtations) of
existing equipnent in the field for collecting nmetrics. It is
recomrended to apply a plug-in architecture with nodul es that can
work with (read fromand control) devices of any kind, including
tradi tional networking hardware devices, cooling systens, software
stacks, and occasionally static data sheets.

2.1.3.3. Data with Content Decl aration

To make sense of the collected data, it nust be possible to see
exactly where all data is coming from what it means, its precision
and how it has been processed. The nmetadata itself nust al so have a
formal description. YANG m ght be suitable for nodeling the netadata
schenma. Keep the netadata attached to the dataflow it describes, so
that the relation is clear even when conponents are added by ot her
organi zations at a later point in tine.
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2.1.3.4. Processing Flexibility and Audit Trails

The col | ected data passes through a pipeline fromcollection to

deci sions. By processing we nean steps to reshape the data to match
further aggregation and processing steps, such as unit conversions,
sanpl e frequency alignnent, filtering, etc.

Separate these pipeline stages into separate nodul es and use
configuration to construct the pipeline. This gives flexibility,
reuse and enables a full audit trail. It is essential that every
data processing step can be reviewed in an audit situation w thout
| ooki ng at code.

2.1.3.5. Aligned with Reporting Franeworks

Ensure that the systemoutput is aligned with the nmeasurenent
requirenents set forth by relevant |egal frameworks, e.g. ESRS
(Europe), TCFD and |IFRS (US, Japan), BRSR (India), etc. The
responsi bl e corporate bodi es produci ng the corporate reports are
unlikely to use any technical collection systemthat isnt well
al i gned.

2.1.3.6. Mdeling

Where power optim zation choices are nade, accurate information is
required to decide the right choice

The paucity of up-to-date information on equi pment and system
paraneters, especially power consunption and nmaxi num t hr oughput,
makes estimating the power consunption and energy efficiency of these

systens extrenely challenging. |In addition, the rapid evolution of
technol ogy and products in |ICT makes the estinmation quickly outdated
and possibly inaccurate. |n some cases, physical neasurements have

to be replaced by partial neasurenents and mat hemati cal nodel i ng.
2.1.3.6.1. Power nodeling

To date, two approaches to network power nodeling are accepted as
providing a realistic estimte of network power consunption. These
approaches are referred to as "bottomup" and "top-down". The paper
[ Uni fying] surveys both approaches and provi de a new approach which
unifies both of them The unified approach is used to estinate the
power consunption of access, aggregation and core networKks.
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3.

3.

3.

Model i ng can al so hel p address attribution aspects, such as those
involved in an effort of an organization to calculate its Scope 3
em ssions. Moddeling can also be used to assist in establishing a
basel i ne energy consunption, and enable | ater conparisons to that
basel i ne.

Addi tional discussion of nodeling can be found in Appendi x A
Acti ons
1. Dynamic Scaling

Dynamic scaling is the ability to adjust resources according to
demand and possibly turn sone of them off during periods of |ow
usage. Exanples include the set of servers needed for a service, how
many duplicate links are needed to carry high-volune traffic, whether
one needs all base stations with overlappi ng coverage areas to be on,
etc.

Net wor ks and contmuni cations are also critical functions of the nodern
digital society. The reliability of individual networking Iinks or
devi ces cannot al ways be guaranteed. As a result, various |evels and
forns of resiliency are often needed, for instance through
redundancy. Yet, there is a question on how nuch redundancy is
needed and how qui ckly a backup or resource increase can be activated
due to increased demand.

Scaling can be pulled up and down by data consunption variations and
nmore rarely by power shortage. |n such situation dynamc scaling is
the ability to adjust denmand resources according to resources. Wen
operating on limted backup energy sources such as batteries or
generators, the architecture nmust support graceful adaptation before
power runs out. In such situations, networks nust mnimze
consunption to extend operational tine.

1.1. Motivation

Qut side of inplenmentation inprovenents, dynamc scaling is
potentially the nost prom sing nmethod for reduci ng power consunption
rel ated environnental inpacts. Scaling can happen on a device-I|eve
(increasing performance as traffic levels grow) or a network segnent
| evel (increasing the nunber of active links or cellular base
stations).

Consi dering current fixed networking hardware, dynam c scaling m ght
not have an inpact in situations where there’'s only a single router
or server serving a particular route, area, or function. Current
routers and switches exhibit limted potential dynam c scaling
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because the focus is on high performance and a stable connectivity.
There have been sonme recent inprovenents on this front as well. e.qg.
Energy-Efficient Ethernet (EEE) is a good exanple of a networking-

| evel specification to | ower energy consunption in idle node. EEE

has limted inpact on a network that has continuous traffic.

Resiliency can be inplemented within a single router as well, e.g. as
a backup power supply, between routers and switches as multiple |inks
bet ween the sanme nodes, having different |inks between two end

poi nts, overlapping cellular coverage, etc. All these necessarily
add nore hardware to provide the sane exact service. Sone of that
hardware can be fully operational at all tinmes and used to serve the
traffic, while other links may be in hot or cold standby dependi ng on
the use case.

Cel lul ar networks are typically built with significant overlap in
coverage areas of nmultiple base stations. Demand and busi ness
reasons dictate the design of the coverage, and regul ations m ght
dictate how reliable the cellular service should be. There is
extensive work world-wide to optim ze the operation of this
over | appi ng coverage, e.g. by turning down sone sites at night time
when traffic volunes are low. A cellular base station site can
consune anything froma few kWh to ten or nore kWh per provider
Modern cel lul ar base stations do inplenment nunmerous features to scale
the energy consunption. In general, cellular base stations have a
base energy consunption and traffic-dependent consunption, a somewhat
simlar behavior to what we can observe in nodern CPUs.

On the network | evel, nost |arge systens have significant anpbunt of
redundancy and spare capacity. Were such capacity can be turned on
or off to match the actual need at a given tine, significant
reductions in power consunption can be achieved.

Wher eas scal i ng down under normal conditions seeks to reduce
consunption while maintaining full capabilities, power-constrained
operations accept degraded performance or functionality. Operating
i n power backup nmode introduces a shift in network behavior as it
differs fromnetwork-driven auto scaling:

* Network, devices and conponents nust reduce power usage, possibly
sacrificing performance, feature sets, or redundancy.

* Each network domain (RAN, edge, and core network segnents) faces
its own constraints and policies in power-limted operation
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3.1.2. Analysis

Dynam c scaling could be seen as either an alternative or
conpl enentary to load stabilization, e.g., via "peak shavi ng"
Perhaps the nost realistic viewis that both are likely needed.

The nost rudi mentary approach to dynamic scaling is just turning some
resources off. However this may not be sufficient, and a nore
graceful / engi neered approach potentially yields better results.

Net work architects need to understand the inpacts of scaling changes
on users and traffic. These nmay include the fate of ongoing
sessions, latency/jitter, packets in flight, or running processes,
attenpts to contact resources that are no |longer present, and the
time it takes for the network to converge to its new state.

Dynam c scaling requires an understanding of |oad |evels for the
network, so information collection is required. It also requires
under st andi ng the power, tine and other costs of making changes.
(See [I-D. pignataro-enviro-sustainability-architecture] for

di scussi on of tradeoffs and multi-objective optim zation.)

Understanding the resiliency requirenents for a network or a piece of
equi pnent is also inportant for the optinmal control of resiliency,
e.g., as an input to decisions on how nmany instances of replicated
services need to be run and where.

Sone of the strategies that are useful in inplenmenting effective
dynani ¢ scaling include

* Matching the currently used resources to the actual need, be it
about traffic demand or resiliency. One way to do this is to use
power - proportional underlying technol ogi es, such as chipsets or
transm ssion technologies. And where this is not sufficient, the
ability to turn conponents/systens on and off is an alternative
strategy.

* Using | oad adaptive techniques allows the capacity of the nodes to
be dynam cal |y adjusted according to the demand. Exanpl es include
Adaptive Link Rate (ALR), which dynamically adapts the link rate
to suit traffic demand or power off links in Link Aggregation
based on traffic demand which is enpirically estinated based on
traffic arrival. LACP (Link Aggregation Control Protocol) defined
in | EEE 802. 1AX [Li nkAggregation] can be nodified to power off
links in an aggregation if they are not needed.

* Ability to enter "no new work" node for equipnent, to enable sone
resources to be eventually rel eased/turned off.
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Vel zI

Ability to nove ongoing tasks off to other equi pment, to prevent
di sruption of already started tasks.

Ability to schedul e changes in advance rather than maki ng them
abruptly, with associ ated signaling exchanges and possi bl e
transient routing and other failures. See for instance the tine-
variant routing work in the | ETF [ RFC9657]
[I-Dietf-tvr-requirenents] [I-D.ietf-tvr-schedul e-yang]
[I-D.ietf-tvr-alto-exposure].

Ef fi ci ent propagation of changes of new routes, new set of
servers, etc. in order to reduce the anount of time where state is
not synchroni zed across the network. The needs for the
propagati on sol ution needs to be driven by dynam c scaling and
sustainability as well as other aspects, such as recovery from
failures.

Bui | d mechani sns to deal with dynanmi c changes: Plan for dynanic
set of resources and not expect to work with a fixed set of
resour ces

Dynam c scaling requires automation in nbost cases, e.g., to turn
on new service instances. See again

[1-D. pi gnataro-enviro-sustainability-architecture] for a

di scussi on of automation.

Interaction with the energy grid can enable dynam c |oad shifting.
For instance, a demand-response technique can be used where the
systemtenporarily reduces its energy usage in response to pricing
signals froma smart grid. The proposed denand-response techni que
i nvol ves deferring the load fromelastic requests to later tine
periods in order to reduce the server demand and the current
energy usage, and hence, energy costs [LoadShifting].

Energy-aware routing. This generally ains at aggregating traffic
flows over a subset of the network devices and |inks, allow ng
other links and interconnection devices to be switched off. These
solutions shall preserve connectivity and QS, for instance by
limting the maxi numutilization over any link or ensuring a

m nimum | evel of path diversity. There are also algorithns for
Green Traffic engineering. For instance, [Segnent] enploys
segnment routing. Experinental analysis results [Experinent] show
that the resource usage for SRv6 could be nore than 70% | ower than
that of the SPF-based forwarding, depending on the network

t opol ogy.
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3.1.3. Recomrendati on

The gui del i nes above need to be considered specifically for each
protocol and systemdesign. Further work in detailing this guidance
woul d al so be useful

It is likely that there is increased attention to resiliency in the
future, given for instance the increased inportance of the tasks
supported by networks or the potentially increasing frequency of
natural disasters as a result of gl obal warm ng.

Scal ing steps during power shortage differ fromnetwork dynanic
scal i ng and depend on the network domain and the events: grid

out ages, deployment in renote or nobile environments, extrene weather
events, or any sort of enforced reductions in power usage |ike
monthly battery testing. Nevertheless, there is a gain to have a
common dynam ¢ scal i ng approach that includes network-driven scaling
and power-shortage scaling.

3.2. Transport

Transport protocols make it possible for conmunication flows to

adj ust thenselves to the dynamic conditions that exist in the network
at any given time: avail abl e bandwi dth, delays, congestion, the
ability of a peer to send or receive traffic, and so on. Depending
on the conditions, an individual flow may carry traffic at wdely
different rates, may pause for sone tine, etc.

Thi s behavi or has an effect on sustainability, e.g., in what periods
the endpoint and network systens are active or when they could be in
reduced activity or sleep states. Cellular networks and nobile |inks
can scale their energy usage based on | oad and enter a | ow power
state when a traffic flow ends. Thus, in theory, the faster the data
is transferred, the faster the device transm ssion/reception
functions can enter a | ow power state.

3.2.1. Mdtivation
Transport behavi or woul d have a possibility of inpacting how nuch
downtinme or sleep can be had in the comruni cati on system either on
the end systens or routers or other equipnent in between. The
savi ngs can be significant, at least in wreless systens.

I mprovenments through transport behavior are only useful if the
i nvol ved systens have power proportionality.
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3.2.2. Analysis

Various higher-level transport solutions may al so cache or pre-fetch
information. For instance, [I-D.irtf-nnrg-green-ps] lifts CDNs as
one exanpl e of technology that has reduced energy consunption, by
nmovi ng the needed endpoints cl oser to each other

On a given set of endpoints, application behavior can inpact
environmental costs. For instance,

[1-D. pi gnataro-enviro-sustai nability-consid] observes the effect of
protocol chattiness. Does the protocol rely on periodic updates or
heart beat nessages? Could such nmessage patterns result in preventing
links or nodes fromgoing to sleep (absent other comruni cations), and
in such a case, would an alternative pattern be feasible?

Transport | ayer protocol behavior also has an inpact. A critica
issue is the tradeoff involved in sending traffic. As argued in

[ Not TradeOf f], reducing the anount of time the endpoints and the
network are active can sonetinmes help save energy. As a result, in
general, delivering information as rapidly as possible woul d appear
to be desirable.

On the other hand, would such as rapid transnission inpact peak
traffic, and as such, contribute to a need to di mensi on networks for
hi gher traffic volumes? And in this case the need could be only a
perceived one as a less rapid transm ssi on woul d not have inpacted,
for instance, a user’s ability to view a video if the transm ssion
was nerely for the buffering of the rest of the video.

Furt hernore, bandw dt h-intensive applications can influence other
applications or users by presenting a significant |oad on the

net wor k, and consequently reducing capacity avail able for others, or
increasing buffering (and with it, latency) across the network path.
For an application with intermttent data transfers, such as
stream ng video, this would seemto speak in favor of sustained but
|l ower-rate delivery instead of transnitting short high-rate bursts

[ Sammy]. However, this is in contradiction with the energy-saving
approach above. Thus, the tradeoff is: should data be sent in a way
that is "friendly" to others (avoiding bad interference), or should
it save energy by sending fast, increasing the chance for equi pnent
to enter a "sleep" state?

At the tine of witing, the common choice for video is to opt for

hi gher rate delivery, potentially saving energy, and possibly at the
expense of other traffic. For non-urgent data transfers, the |IETF-

recomended default approach is the opposite: the LEDBAT congestion

control mechani sm[RFC6817], which is designed for such use, will

al ways "step out of the way" of other traffic, giving it alowrate
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when it conmpetes with any other traffic. Alternatively, if the goa

is to reduce energy, such traffic could be sent at a high rate, at a
strategically good noment within a longer time interval; this would

gi ve network equi pnment an opportunity to enter a sleep state in the

remaining tine period within the interval

A hypot hesis could be nmade that transport protocols should take
energy into account in addition to the many other inputs they decide
upon. For exanple, it is possible that a non-urgent data transfer
woul d send as nuch as possi ble as soon as possible when at | east one
of the Iinks along the path is known to be power proportional (e.g.,
a cellular link), while tracking buffer growth fromtransni ssion

del ays to scale back if delay should occur

Such ideas remain to be confirned with experinments, however.

Simlarly, caching and pre-fetching designs need to consider not only
the likelihood of having acquired the right content in nmenory, but

al so the sustainability cost of possibly fetching too much or the
timng of those fetching operations.

In general, information about the inpacts of |oading or not |oading
the network with additional traffic, and whether a certain sending
pattern enabl es power savings through sl eep nodes, would be
beneficial for the conmmunicating endpoints. Mechanisns for nmaking
such information available to the endpoints woul d be useful

3.2.3. Recomendati on

As can be seen fromthe above, there are a nunber of conpl ex
tradeoffs merely for transport protocol behavior on a given
connecti on.

This pronpts us to give two types of advice. The first type of
advice is for protocol designers: sinple nodels are unlikely to
guarantee optinmal results, but as long as normal precautions such as
congestion control, nonitoring queue buil d-up, and avoi di ng
unnecessary nessages are enployed, systenms will operate reasonably
wel | .
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The second type of advice is for further work in the research
community to better understand what strategies would actually provide
the best end-user and energy performance, and whether the choice of
strategy depends on other factors, such as whether sleep nodes are

i mpl emented in network nodes. There is a clear need for sinulations
and experinents to understand this better. This nmay be work that
fits within the | RTF SUSTAI N research group. Al so, new standards may
be needed if information sharing about the sustainability and sl eep
nmode characteristics of network systens is needed for applications to
make the best transport deci sions.

3.3. Equi pnment Longevity

This section discusses the ability to extend the useful |ife of
protocol s and/ or network equipnent in order to anortize the enbedded
energy costs over a |longer period, even though it may nean that the
prot ocol s/ equi pnent nay not be fully optinized for the present use.
This includes devising tools to informnetwork admnistrators and
their users of the potential benefits of network equi pment upgrades,
so that they can nmake better choices on what upgrades are necessary
and when.

It should be noted that froman environnental sustainability
perspective, it may not always be the best choice to upgrade network
equi pment whenever slightly | ess power-hungry and "greener"
alternatives becone avail able. The environnental cost of amortizing
the carbon enbedded inside equi pnent over its lifetime, including the
carbon associated with the manufacturing of the equipnent that is to
be replaced, should be taken into consideration as well.

3.3. 1. Mot i vati on

Enbedded carbon and raw materials can be a significant part of the
overal |l environmental inpact of systems. |If this can be inproved for
devices that are nanufactured in |arge quantities, the inprovenents
can be significant.

The nore the world noves toward | ow carbon energy sources, the nore
the manufacturing matters in the holistic view Today there can be
an order of magnitude difference in average em ssions for a kW of
electricity between two countries. Thus, any estimates that seek to
conpare the manufacturing and use phase eni ssions of a network

equi prrent woul d have to be cal cul ated per country or region, and
there is no universal standard for the whol e planet.
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Long equipnent lifetimes are only useful if the longer lifetimes can
be achi eved wi thout conprom sing other aspects of sustainability,
such as when using a high-end and power-hungry router in place of
smal |l routers. The exact nonent when a hardware change is warranted
for sustainability differs between countries and regions.

3.3.2. Analysis

When we engi neer protocols and network equi pment, we are inclined to
design themin a highly optimzed manner for a very specific set of
requi renents, use cases and context. Wile this is necessary in
certain cases (e.g. constrained nodes with limts on processing
capacity or long-lived battery powered devices), there are certainly
cases where such optim zed equi pnent is not absolutely required.

Most infrastructure network nodes on the Internet utilize only a
fraction of their design capacity nost of the tine.

Desi gning the equi pment with an eye on longevity comes with a set of
advant ages:

* It allows the sanme equi pnrent and protocols be reused in a
different context in the future. e.g. A core router of today can
becone an edge router in a near future and an access router in the
further future if the protocol inplenentations are adaptable.

* It can reduce conplexity in inplenmentations as well as in network
managenent that are usually inherent in highly optim zed systens

* |t can let network equi pnent operate for a | onger period and can
reduce the frequency of hardware upgrades, in turn reducing the
envi ronment al i npact associated with manufacturing, transporting,
and di sposi ng of the ol d/ new har dwar e.

* (One key disadvantage may be that not optimzing nmay result in the
need for premature upgrades for capacity and this needs to be
consi der ed.

Hence, it is very likely that extending the |life of protocols and

equi prrent with higher flexibility could provide a better
envi ronmental benefit than tightly optimzing only for today® /H uses.

wel zl, et al. Expi res 8 January 2026 [ Page 20]



I nternet-Draft Sustai nable Internet Architecture July 2025

Anot her aspect that can play an inportant role in extending the

| ongevity of equi prent concerns software-defined networking, in the
sense of designing networking equi pnent in such a way that new

equi pnent capabilities and features can be introduced via software
upgrades as opposed to requiring hardware replacenent. This requires
system architectures that incorporate the necessary infrastructure to
support such upgrades in a secure manner that does not conprom se
equi prent integrity.

On the other hand, it is very nuch possible that there could be new
equi pnent available that is significantly nore sustainable in its
operation. The longevity of the existing equipnment and the
anortization of its enbedded sustainability costs, needs to be

bal anced agai nst the potential operational savings to be realized by
upgradi ng to newer equi prent over the intended |lifecycle of the newer
equi pnent .

3.3.3. Recomendati on

The gui del i nes above shoul d be considered for any new system desi gn
If sone aspect of protocol or network equi prent design choice could
be nmade nore generic and flexible without a significant performance
and sustainability inpact, it needs to be studied in further detail.
Specifically, the potential additional sustainability costs due to
forgoing optim zation need to be wei ghed agai nst the potentia
savings in enbedded carbon and raw material costs brought about by
premat ure upgr ades.

There are al so cases where equi pnent upgrades are done to provide
better peak performance characteristics (e.g. higher advertised
speeds towards consuners) and these need to be viewed as well with
the sane tradeoffs in mnd. Also, when newer nore sustainable

equi prent is available there needs to be a cost benefit anal ysis nmade
to decide whether to keep current equi pnent running for |onger or
upgrade to realize the benefits of newer equi pnent even though it

i ncurs new embedded costs.

Finally, when designing networks, it is recomrended to consider
whether it is possible to reuse retiring equipment in a different
| ocation or for a different function (e.g. nove it to lower traffic
geographi es, core routers becone edge/ access routers etc.)

3.4. Encoding

This is about considering the effects encodi ng nmethods on
sustainability, such as the use of binary encodings instead of text.
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3.4.1. Mbdtivation

Better encodi ng can obviously reduce the | ength of nmessages sent or
reduce the anount of conputing required for the encodi ng and decodi ng

operations. It renmamins a question nark how big overall inpact this
is, however. It should only be perforned if it gives a nmeasurable
overal | inpact.

3.4.2. Analysis

Better encoding nethods are clearly beneficial for inproving the
detail ed-1 evel effectiveness of comunications.

The main questions are, however:

* How |large are the potential remaining savings in this area, and
how do they conpare to other things? Particularly considering
that nuch of the traffic on the Internet is video, which is
al ready highly optimnzed and constantly updated with better
encodi ng nethods. Mran et al. argued in their 2022 paper
[ CBORG eener] [RFCO547] that that for a weather data exanple from
[ RFC8428] [ RFC9193] there are significant savings. However, this
needs nore research in terns of the overall inpact across
di fferent exanples and the general nake up of Internet traffic.

* At what |ayer is the conpactness achieved? Are link, IP, or
transport |ayer nechanisns that can compact some of the verbose
messagi ng useful, or should each protocol have optiml conpacting?

* Tradeoffs related to conpute required to do encodi ng and decodi ng
operations. These can be relatively heavy operations,
particularly if conmpression is performed, particularly if Al-based
comput ational |y expensive methods are used.

3.4.3. Recommendati on

More research is needed to quantify the likely sources of measurable
i mpacts.

O course, new protocols can generally be designed to work with
conpact encoding, unless there is a significant reason not to. But
efforts to nodify existing protocols for the sake of encoding
efficiency should be further investigated by the above-nenti oned
quantification results.

One particular area of interest is the inmpact of Al-based conpression

met hods and their conputational and energy costs vs. achi eved savi ngs
i n communi cati on efficiencies.
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3.5. Sustainable by Design: Data CGovernance Perspective

I ncorporating sustainability into the design phase of network
architecture is critical for ensuring |ong-termenvironnmental and
operational benefits. Froma Data Governance point of view,

" Sust ai nabl e by Design" involves enbeddi ng sustainability principles
and practices into the data managenment frameworks and processes from
the outset.

3.5.1. Modtivation

Dat a governance plays a pivotal role in shaping how data is

coll ected, stored, processed, and used. By integrating
sustainability into these processes, organizations can ensure that
their data practices contribute to environnental goals, such as
reduci ng carbon footprints, optimzing resource usage, and m nim zi ng
wast e.

3.5.2. Analysis
Key el ements of Sustainable by Design in data governance incl ude:

* Data Mnimzation: Collecting only the data that is necessary and
useful, reducing storage and processing requirements, which in
turn | owers energy consunpti on.

* Efficient Data Storage Solutions: |Inplenenting energy-efficient
data storage technol ogi es and practices that prioritize reduced
power usage and cooling needs.

* Lifecycle Managenent: Ensuring that data is nmanaged throughout its
lifecycle in a way that minimzes environnental inpact, including
secure and sustai nabl e data di sposal practices.

* Transparency and Accountability: Establishing clear data
governance policies that pronpte transparency in data usage and
accountability for sustainability objectives.

3.5.3. Recommendat i on

Organi zations shoul d adopt data governance franeworks that

i ncorporate sustainability as a core principle. This includes
setting clear sustainability goals, measuring progress towards these
goal s, and continuously inproving data managenent practices to
enhance sustainability. By doing so, organizations can ensure that
their data operations are not only effective but also environnmentally
responsi bl e.
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There is a protocol designer angle in this as well. Protoco

desi gners shoul d consider at |east the data minimnm zation aspects from
Section 3.5.2, and may additionally consider providing mechani sns for
the lifecycle managenent and transparency aspects.

4. Recomendations for Protocol Design

The recomendati ons that can be applied by protocol designers and
architects have been listed in Section 2 and Section 3.
Specifically:

*  Measurenment and nodeling are a necessary foundation to understand
where environnental inpacts are generated, and to quantify any
i mprovenents. The recommendations related to this topic were
listed in Section 2.1.3. These are primarily about ensuring that
t he neasurenent frameworks are generic enough to support data
collection for an evolving set of netrics, and to prepare for the
possibility that mathematical nodeling may have to repl ace
nmeasurenents in some cases.

* Dynamic scaling is the ability to respond to demand vari ati ons and
resiliency requirements while optinizing energy consunption
clearly has significant potential for savings. Recommendations
related to this were listed in Section 3.1.3. These are about
some basic techniques for being able to scale systens up and down
whi | e avoi di ng negative effects fromthese operations.

* Transport-rel ated recommendati ons were listed in Section 3. 2.
These are about tradeoffs associated with different transport
strat egi es.

* Longevity-related recommendati ons were listed in Section 3.3.3.
These are primarily about how equi pnent can fulfill evolving roles
over its lifetime, and associated tradeoffs.

* Encodi ng-rel ated recommendati ons were listed in Section 3.4.3.
These are about the effects of encoding size in protocols, and the
associ at ed conpression conputing inpacts.

* Data governance-rel ated recommendations were listed in
Section 3.5.3. These are prinmarily about ensuring the right
anount of data is collected, stored, and processed, in view of the
effort required to do so.
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5.

Recommendati ons for Further Wrk and Research

There are several areas where concrete advice for protocol designers
could not be given, or additional advice would be useful, but we do
not understand the situation well enough to give practical advice.

These i ncl ude:

* Past and ongoing work in various systens and protocols has | ooked
at dynam c scaling extensively, but we believe work al so renains.
Any | arge-scale systemlikely benefits fromfurther analysis,
unl ess already ongoing. Guidance in Section 3.1 sinple, and
further work in detailing this guidance would al so be useful

* Transport-related optim zations (see Section 3.2) that enable
devices to consune | ess power by sleeping nore appear to have
potential for significant savings but confirnmng this requires
further research. Such research could be perforned in the context
of the recently chartered SUSTAIN research group

* NMre research is needed to quantify the Iikely sources of
nmeasur abl e i npacts when it cones to efficient protocol nessage
encodi ng di scussed in Section 3.4. Al so, the tradeoffs involving
the use Al-based conpressi on net hods deserve further study.

Again, these are topics that the research group could take on

Security Considerations

It is possible that the introduction of features and architectura
properties to facilitate environnmental |y sustainabl e |nternet
technol ogy introduces new attack vectors or other security

ram fications.

For exanple, the introduction of nmeasurenments and netrics for the
pur pose of saving energy could be nmisused for the opposite effect
when conpronm sed. For exanple, neasurenents mght be tanpered with
in order to cause an operator to waste energy. Energy neasurenents,
when abused, mght also result in conproni sed security, for exanple
by allowing to infer usage profiles. They could al so be abused to

i npl ement a covert conmunications channel in which information is

| eaked via tanpered neasurenent val ues that are being reported.

Net wor ki ng features and technol ogy choi ces may have security

i mplications regardl ess of why they are introduced, including for
reasons of environmental sustainability. The possibility of this
needs to be taken into consideration, understood, and conmunicated to
allow for their mtigation.
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Appendi x A, Mddel i ng Approaches and Literature

The paper [Mdeling] provides a nodel for |IP Routers and the routers
of other future Internet architectures (FIA) such as SCI ON and
NEBULA. They use a generic nodel which captures the conmonalities of
IP router as well as the peculiarities of FIA routers. They conduct
a |l arge-scale simulation based on this router nodel to estinate the
power consunption for different network architectures.

Since routers and other network devices and functions can be
virtualized, this article (1) provides conprehensive "graphical,

anal ytical survey of the literature, over the period 20102020, on

t he nmeasurenent of power consunption and rel evant power nodel s of
virtual entities as they apply to the telco cloud." This paper A

Met hodol ogy and Testbed to Devel op an Energy Model for 5G Virtualized
RANs | EEE Conference Publication | EEE Xpl ore got best paper award for
G eenNet 2024, but | amnot sure if we are interested to nodel 5G

v RAN.
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There is a plethora of publications on nodeling comruni cation
net wor ks and DC computi ng.

A. 1. Custoner Attribution

When organi zati ons assess their Scope 3 enissions, they need to sum
up their share of em ssions fromall their suppliers, one of which
for exanple, mght be a cloud hosting service. |In order for the
supplier to provide an em ssion share value back to the custoner, the
provi der needs to devel op a nechanismfor attribution

A significant challenge in accurately assessing Scope 3 emissions is
avoi di ng Doubl e Counting, where the sane emission is reported by
multiple entities. According to the GHG Protocol best practices, it
is crucial to establish clear guidelines and agreements between
suppliers and custoners to ensure that em ssions are attributed
correctly and not counted multiple tines. This requires transparent
conmuni cati on and precise em ssion reporting standards to ensure that
all parties involved have a consistent understandi ng of which

em ssi ons belong to which organi zati on

By addressing the Double Counting issue, conpanies can achi eve nore
accurate and reliable Scope 3 eni ssions assessnents, thereby
contributing to better overall sustainability reporting and

i nprovenent efforts.

A. 2. Baselining and Benchmarki ng

Establ i shing a baseline is a fundanental step in the process of

i mproving energy efficiency and sustainability of network technol ogy.
Basel i ni ng i nvol ves establishing a reference point of typical energy
usage, which is crucial for identifying inefficiencies and neasuring
i nprovenents over tine. In this step, the controller uses only the
coll ected data from datasheets and other reliable sources.

By establishing a baseline and using benchmarki ng, organizations can
determine if their networking equipment is performing nornmally or if
it is deviating fromexpected performance. This is the first step in
i dentifying and gui ding necessary inprovenents. Benchmarking

i nvol ves col |l ecting performance neasurenments of networking equi pnent
under controlled conditions. This process hel ps establish
standardi zed performance netrics, allow ng for conparison agai nst
basel i nes coll ected during regular operational conditions.

The initial measurenent of networking equi pnent’s energy efficiency
and performance, known as Baselining, should be coordinated with
vendor specifications and industry standards to understand what is
consi dered nornmal or optinmal perfornance. For exanple, if the
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basel i ne indicates that your switches
whi | e vendor specifications suggest 8
standard is 10 Gops per watt, actions
ener gy-savi ng neasures and upgrades.
subsequent neasurenents can reveal if
benchmark of 8-10 Cbps per watt.

Architecture July 2025

operate at 5 Cbps per watt,
Gops per watt and the industry
shoul d be taken to inpl enent
Conti nuously tracking
efficiency inproves towards the

This practice ensures that any inprovenents can be quantifiably
tracked over tinme, providing a clear neasure of the effectiveness of
the i npl emented changes and gui di ng further enhancenments in network

sustai nability.

See al so [Baseline] and [ Benchmar ki ngFr amewor k] .
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