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Abst ract

Thi s docunment specifies ICWP error handling in SRv6-based Virtua
Private Networks, that support direct localization of failures. It
provides a solution for connectivity check and fault |ocalization
wi t hout adding conplexity to P nodes and keeps P nodes service
agnostic. | CMP processing is changed only on ingress PE nodes and
gains from adding VPN-specific information to the SRv6 encapsul at ed
packet. Egress PE nodes are not involved in the forwardi ng of the
| CMP error messages. Therefore, the solution provides visibility
upto the failure even if ingress PE to egress PE connectivity is
broken within the SR donain.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Troubl eshooting is an essential part of all |IP networks. [P VPN

service of transport networks always represented a special challenge
to provide ICVMP error handling, as the hosts in a VPN are not part of
the transport network.

For VPNs the nain challenge to use | CMP for connectivity check and
fault localization is that network internal nodes (a.k.a. P routers)
are not service (i.e., VPN) aware. Therefore, P routers cannot route
VPN-specific | CMP error nessages back to the original source of the
packet, that triggered the generation of the |ICVMP error nessage.
Furthernore, in SRv6 networks the P routers may be I Pv6-only (i.e

may hot support the protocol (e.g. IPv4) or address space used by the
VPN clients).

The Uni form Model defined in [RFC3443] allows visibility of traversed
nodes outside the provider network.
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Thi s docunent proposes a solution that is capable to allow (1) ping
or trace for VPN endpoints with transport network visibility; and (2)
find broken link or node within the transport network (e.g., SRv6
donmi n) .

2. Term nol ogy
2.1. Terns Used in This Docunent

Thi s docunent uses the Segnent Routing term nology established in
[ RFC8402] and in [RFC9252]. The reader is assuned to be famliar
with those docunents and their term nol ogy.

The following terns used within this docunent are defined in
[ RFC8402]: Segment Routing, SR domain, Segnment ID (SID), SRv6, SRv6
SID, Active Segnent, and SR Poli cy.

The following terns used within this docunent are defined in
[ RFC8754]: Segment Routing Header (SRH).

The following terns used within this docunent are defined in

[ RFC8986]: NH (next header), SL (the Segnents Left field of the SRH),
FI B (Forwardi ng I nfornmati on Base), SA (Source Address), DA
(Destination Address), and SRv6 Endpoi nt Behavi or.

2.2. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. 1CWP Error Handling for SRv6-VPNs
3.1. Overview

VWhile a solution for diagnostics in MPLS VPNs has been created, the
sol ution designed for MPLS based VPN ping or traceroute has many

i nherited drawbacks. MPLS technol ogy has its special encapsul ation,
i.e., the MPLS header is a |abel stack. |In case of MPLS, P routers
have no options to identify the ingress of the MPLS tunnel, as |abels
in the header point towards the network egress point. This
characteristic restricts the possible solutions to provide VPN
specific ICVMP handling in MPLS networks and resulted in invol ving of
egress-PE nodes in the forwarding of the ICVP error nessages.
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| Pv6 encapsul ation used by SRv6 has an IP SA field referring to the
originator of the IP packet, i.e., the ingress endpoint of the SRv6
tunnel. Therefore the MPLS restriction does not have to apply for
SRv6 networks. The solution described here takes advantages from
this presence of the ingress endpoint information to provide an
opti mal nmethod and not to change [ RFC4443] procedures for P nodes.

Node functions in the described nmethod are as foll ows:

1. Ingress PE (ingress node of the SRv6 tunnel): VPN packet
encapsul ati on foll ows [ RFC3443] Uniform nodel. The node adds
VPN-specific information to the encapsul ated packet (i.e., IP
SA=VPN-specific-SID of the Ingress PE) and forwards it over the
SRv6 net worKk.

2. P node = Oiginator of the ICWP error (within the SRv6 donmain):
it does standard [ RFC4443] operation, so an |ICWMP error nessage is
sent to the originator (i.e., the ingress PE) of the SRv6
encapsul at ed packet, that caused the | CMP nessage generation
(e.g., when the Hop Limt of the packet expired).

3. Ingress PE: it processes the ICVW° error nessage and forwards it
to the original source of the (payl oad) packet, what is |ocated
within the VPN context. This processing is done by a VPN
associ at ed- | CMP- process-function and is described in detail in
Section 3. 2.

3.2. Details of I1CVMP Error Handling for VPNs in SRv6 Networks

Figure 1 shows the reference topol ogy used to describe the |CVMP error
handl i ng.

| <=-------- SRv6 Domain -------- >|
I I
omm-- + +----t +----t omm-- +
Host A----+ PE1 +------ +PL|------ | P2 +------ + PE2 +------ Host B
S + R ----t S +
I I
[ <--mmmmmm o WPN ---ommeeee - - >|

Figure 1: 1CWP Error Handling for VPNs in SRv6 Networks:
Ref erence Topol ogy

Packet processing works as follows:

1. HostA sends a packet to HostB.
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2. PEl encapsul ates the packet in an SRv6 tunnel (using the Uniform
model ). The I P SA of the encapsulation is a VPN-specific SID of
PEL.

3. Encapsul ated packet reaches P2 where Hop Linmit expires.

4. P2 generates an | CVWP Error Message and sends it to PE1l, using the
VPN-specific SID as an | P DA

5. PE1l processes the |CMP Error Message according to its VPN
associ at ed- | CMP- process-function and identifies the related VPN
i nstance.

6. PEl1 sends the processed | CMP Error Message to HostA.

7. HostA is informed about the Hop Limt expire event and its
network | ocation (i.e., P2).

The VPN-specific SID of PELl refers to the VPN instance where the
prefixes of the VPN can be | ooked up. The VPN-specific SIDis

all ocated by the PE. SIDs processing already defines the upper-|ayer
header steps (as per [RFC8986], section 4.1.1). The upper-layer =

| CMPv6, therefore there is no need for extra parsing rules. There

m ght be no need for extra SID allocation for a VPN. The solution
uses a SID per VPN, what is allocated for the VPN service. Mre
specifically for a VPN service the PE node can allocate SID(s) per-
prefix (e.g., End.DX6) or per-vrf (e.g., End.DT6). The solution uses
a per-vrf SID (e.g., End.DT6) in the IP SA of the SRv6 encapsul at ed
packets.

For nore sophisticated VPN configurations (e.g., Hub-and-Spoke VPN)
where nultiple VRFs (and SIDs) are configured for a given VPN, the
VPN specific SID of PElL always refers to the VRF instance (and its
per-vrf SID) where the prefixes of the connected custoner site(s) can
be | ooked up.

As the locator part of the VPN-specific SIDis routable within the

SRv6 domai n other PE and P nodes of the SRv6 dommin can send/route
packets to it.
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The SRv6 encapsul ati on process on the ingress PE node needs severa
input information to construct the outer SRv6 header. One group of
information is related to the IP DA and the SRH part of the SRv6
encapsul ation. They are derived fromthe renote service information
(e.g., VPN SID on the egress PE) and the SR policy (if exists). The
SR policy defines the path to which an ingress PE node steers a
packet flow. Applying a SR policy nmeans to select the path (e.g.,
defined by a SIDIlist) and placing the path descriptors into the IP
DA and the SRH fields of the outer SRv6 encapsul ati on.

Anot her group of information is needed as well for the SRv6

encapsul ation, like IP SA, Traffic Cass, FlowLabel, HopLimt,

Next Header. They are derived by various local functionalities. The
here described solution inpacts only the selection of the IP SA. As
per [ RFC9256] the source IP MJIST resolve to a unique node in the SRv6
domain, what is fulfilled by the above descri bed VPN specific SID.

Al other fields are defined by related RFCs. For exanple, Traffic
Class might be copied fromthe inner packet, FlowLabel night be

| ocal |y generated, etc.

The VPN- associ at ed- | CMP- process-functi on operation contains the
fol |l owi ng steps:

1. It processes the received | CVWPv6 error nmessage (originated e.g.,
froma P node within the SRv6 domain).

2. It identifies the related VPN, based on the VPN-specific I[P SA
value in the SRv6 encapsul ation of the received | CMPv6 error
message

3. It nodifies the | CVMP error message:

* |t renoves the SRv6 domain specific encapsul ati on/ header(s) of
the received | CMPv6 error nessage

* |t identifies the VPN-specific source of the original packet
that caused the I CMPv6 error nessage, based on the invoking
packet header part of the I CVPv6 error message payl oad.

* |t renoves the SRv6 domain specific header(s) fromthe
i nvoki ng packet header part of the | CMPv6 error nessage
payl oad.

t creates a new header for the |CMP error nessage, where the
P SArefers to the Oiginator-of-the-1CWv6-error-nessage and
h

I
I
the | P DA=Sour cel P-of -t he-i nvoki ng- packet.
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4. Forwards the nodified | CMP error nessage according to the | ocal
VPN routing table (VRF).

The VPN-associ at ed-| CMP-process-function may translate the | P address
of the Originator-of-the-1CWMPv6-error-nessage (e.g., a P node) to
limt the VPN-specific visibility characteristics. For exanple, if
the SRv6 donmi n operator does not want to export the real Nodel P or
SI D val ues used by the SRv6 domai n nodes.

3.3. VPNv6 illustration
This section illustares a VPNv6 Traceroute from a custoner host.

Host A sends the foll owing traceroute packet to HostB.
HostA out : (A::1, B::1, HL=3, NH=UDP)
(Traceroute probe)

PE1 encapsulates in SRv6. In PEL HL propagation is enabl ed.
PE1 out : (PE1: VPNL::, PE2:DT6::, HL=2, NH=IPv6)

((A:1, B::1, HL=2, NH=UDP)

(Traceroute probe))

P1 forwards the SRv6 packet.

P1_out : (PELl: VPNL::, PE2:DT6::, HL=1, NH=I Pv6)
((A:1, B::1, HL=2, NH=UDP)
(Traceroute probe))

Hop limt expires at P2. P2 inplenents the standard procedure
from[RFC4443] and generates an | CMPv6 error nessage.
P2_out : (P2::1:, PEL:VPNL::, HL=64; NH=I CVPv6)
(1 CGwPv6, Tine Exceeded,
[copy of the invoking packet =
(PEL1: VPNL::, PE2:DT6::, HL=1, NH=I Pv6)
((A:1, B::1, HL=2, NH=UDP)(Traceroute probe))
1)

P1 forwards the | CvWPv6 packet.
P1_out : (P2::1:, PEL:VPNL::, HL=63; NH=I CMPv6)
(Ircvwve, Time Exceeded,
[copy of the invoking packet =
(PEL1: VPNL::, PE2:DT6::, HL=1, NH=I Pv6)
((A:1, B::1, HL=2, NH=UDP) (Traceroute probe))
1)
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PE1 nodi fies the received | CMPv6 packet, by renoving the
SRv6 encapsul ation related information. |nvoking packet
specific VPN service is explicitly identified based on the
I P SA of the received | CVMPv6 error nessage.
PE1 out o (P2::1, A:1, HL=62, NH=I CWMPV6)
(Iavwpve, Tinme Exceeded,
[copy of the invoking packet =
(A :1, B::1, HL=2, NH=UDP)(Traceroute probe)
1)

3.4, Dealing with I Pv4-VPNs

In case of |Pv4-VPN service the VPN associ at ed- | CMP- process-functi on
operates as follows (v4/v6 are noted for clarity):

1. It processes the received | CMPv6 error nessage (originated e.g.,
froma P node within the SRv6 donain).

2. It identifies the related VPN, based on the VPN-specific IP SA
value in the SRv6 encapsul ation of the received | CMPv6 error
nessage

3. It synthesizes an | CWPv4 error nessage based on the received
| CMPv6 error nessage

* It identifies the VPNv4 specific source of the original |Pv4d
packet that caused the |ICMPv6 error nessage, based on the
i nvoki ng packet header parts of the |ICMPv6 error nessage
payl oad.

* |t creates the header for the | CMPv4 error nessage, in
accordance with [ RFC7600] (Section 4.8) and
[1-D.ietf-intarea-extended-icnp-nodeid] (Section 3), i.e.,
| Pv4 SA=192.0.0.8, Node ldentification Ohbject containing the
| Pv6 SA of the |ICVMPv6 error nessage and | Pv4d DA=l Pv4- SA- of -
t he- ori gi nal - packet .

4. Forwards the nodified | CMPv4 error nmessage according to the loca
VPNv4 routing table (VRF).

Wien PE node is aware of the | Pv4 address of the SRv6 node that
generated the | CMPv6 error nessage, then the PE node nay use it as
the I Pv4 SA of the synthesized | CMPv4 nmessage. How the PE node is
aware of that information is out-of-scope in this docunent.
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3.5. VPNv4 illustration
This section illustares a VPNv4 Traceroute from a custoner host.

Host A sends the following traceroute packet to HostB.
HostA out : (A 1.1.1, B.2.2.2, TTL=3, Prot=UDP)
(Traceroute probe)

PE1 encapsul ates in SRv6. In PElL HL propagation is enabl ed.

PE1_out : (PE1: VPNL::, PE2:DT6::, HL=2, NH=I Pv4)
((A1.1.1, B.2.2.2, TTL=2, Prot=UDP)
(Traceroute probe))

P1 forwards the SRv6 packet.

P1_out : (PELl: VPN1::, PE2:DT6::, HL=1, NH=Il Pv4)
((A-1.2.1, B.2.2.2, TTL=2, Prot=UDP)
(Traceroute probe))

Hop linmit expires at P2. P2 inmplements the standard procedure
from[RFC4443] and generates an | CMPv6 error nessage.
P2_out : (P2::1:, PEL:VPNL::, HL=64; NH=I CMPv6)
(IcvwpPv6e, Tinme Exceeded,
[copy of the invoking packet =
(PE1: VPN1: ., PE2:DT6::, HL=1, NH=I Pv4)
((A1.1.1, B.2.2.2, TTL=2, Prot=UDP)(Traceroute probe))
1)

P1 forwards the | CVPv6 packet.
P1_out : (P2::1:, PEL:VPNL::, HL=63; NH=I CMPv6)
(Iavwpve, Tinme Exceeded,
[copy of the invoking packet =
(PELl: VPNL::, PE2:DT6::, HL=1, NH=I Pv4)
((A1.1.1, B.2.2.2, TTL=2, Prot=UDP)(Traceroute probe))
1)
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PE1 processes the received | CMPv6 packet and renoves the
SRv6 encapsul ation related information. |nvoking packet
specific service is explicitly identified based on the
I P SA of the received | CMPv6 error nessage. An | CMPv4 packet
i s synthetized.
PE1_out : (192.0.0.8, A 1.1.1, TTL=62, Prot=ICwv4)
(ICwv4, Time Exceeded, N O=P2::1,
[copy of the invoking packet =
(A-1.1.1, B.2.2.2, TTL=2, Prot=UDP)(Traceroute probe)
1)
or when | Pv4 address of P2 is known by PE1l
PE1 out : (P2.2.2.2, A 1.1.1, TTL=62, NH=l CVPv4)
(1CvwPv4d, Time Exceeded,
[copy of the invoking packet =
(A-1.1.1, B.2.2.2, TTL=2, Prot=UDP)(Traceroute probe)

1)
3.6. Milti-level encapsul ations
Sone network scenarios result in a packet having nmultiple transport
outer | Pv6 headers preceding the custonmer’s inner |P header. For
exanple in TI-LFA scenarios within the SRv6 donmain. The solution
described in this docunent handles Tl-LFA scenarios and a traceroute
may di splay the TI-LFA backup path when activated.

Note: other multiple encapsul ation scenarios need further discussions
by the WG

3.7. Characteristics of the sol ution

| CVMP Error Handling for VPNs in SRv6 Networks has the foll ow ng
characteristics:

* |t elimnates the shortcom ngs of the MPLS based solutions, as (1)
it works in case of failures between ingress-PE and egress-PE and
(2) it supports direct localization of failures.

* It defines new functions only for Ingress PE nodes.

* |t uses a VPN specifc SID as a source address on ingress PE nodes.

* |t does not result in additional complexity on P nodes.

* It is conpliant to existing standards on P nodes, |ike [RFC4443].

* |t nmakes P nodes service agnostic and allows building | Pv6-only
core networKks.
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4.

* |t does not involve Egress PE nodes in the forwarding of the | CW
error messages.

* |t can hide the SIDs used inside the SRv6 donmai n and can provide
different visibility for served VPNs if needed.

Security Considerations

Thi s docunent does not inpose any additional security challenges to
be consi dered beyond the security threats described in [ RFC9252].

I ANA Consi derations
Thi s docunent nakes no | ANA requests.
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