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Abst r act

Thi s docunment specifies ICWP error handling in SRv6-based Virtual
Private Networks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 28 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

Troubl eshooting is an essential part of all IP networks. [P VPN
service of transport networks always represented a special challenge
to provide ICVMP error handling, as the hosts in a VPN are not part of
the transport network.

For VPNs the main challenge to use | CMP for connectivity check and
fault localization is that network internal nodes (a.k.a. P routers)
are not service (i.e., VPN) aware. Therefore, P routers cannot route
VPN specific |CMP error nessages back to the original source of the
packet, that triggered the generation of the |CVMP error nessage.
Furthernmore, in SRv6 networks the P routers may be IPv6-only (i.e

may not support the protocol (e.g. |Pv4) or address space used by the
VPN clients).

The Uni form Model defined in [RFC3443] allows visibility of traversed
nodes outside the provider network.

Thi s docunent proposes a solution that is capable to allow (1) ping
or trace for VPN endpoints with transport network visibility; and (2)
find broken link or node within the transport network (e.g., SRv6
donai n) .

Ter mi nol ogy
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2.1. Terns Used in This Docunent
Thi s docunent uses the Segment Routing termnology established in
[ RFC8402] and in [RFC9252]. The reader is assuned to be famliar
with those docunents and their term nol ogy.

2.2. Abbreviations

The foll owi ng abbreviations are used in this docunent:

SI D Segnent ldentifier.
SRH SRv6 header
SRv6 Segnment Routing over | Pv6.

2.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. |ICGW Error Handling for SRv6-VPNs
3.1. Overview

Wil e a solution for diagnostics in MPLS VPNs has been created, the
solution created for MPLS based VPN ping or traceroute has nmany

i nherited drawbacks. MPLS technol ogy has its special encapsul ation,
i.e., the MPLS header is a label stack. In case of MPLS, P routers
have no options to identify the ingress of the MPLS tunnel, as |abels
in the header point towards the network egress point. This
characteristic restricts the possible solutions to provide VPN
specific I CVWP handling in MPLS networKks.

| Pv6 encapsul ati on used by SRv6 has a srclP field referring to the
originator of the IP packet, i.e., the ingress endpoint of the SRv6
tunnel. Therefore the MPLS restriction does not have to apply for
SRv6 networks. The solution described here takes advantages from
this presence of the ingress endpoint information to provide an
optimal nmethod and to be fully inline with [ RFC4443].

Node functions in the described method are as foll ows:

Varga & Hal pern Expi res 28 August 2026 [ Page 3]



I nternet-Draft | CMP VPN SRv6 February 2026

3. 2.

Ingress PE (ingress node of the SRv6 tunnel): VPN packet
encapsul ati on foll ows [ RFC3443] Uniform nodel. The node adds VPN
specific information to the encapsul ated packet (i.e., srclP=VPN\-
specific-SID of the Ingress PE) and forwards it over the SRv6

net wor K.

P node = Oiginator of the ICWP error (within the SRv6 domain):

it does standard [ RFC4443] operation, so an |ICWP error nessage is
sent to the originator (i.e., the ingress PE) of the SRv6
encapsul at ed packet, that caused the | CMP nessage generation
(e.g., as the Hop Limt of the packet expired).

Ingress PE: it processes the |ICVMP error message and forwards it
to the original source of the (passenger) packet (located within
the VPN context). This function is called as VPN associ at ed-

| CMP-1 eak-function and is described in detail in Section 3.2.

Details of ICVWP Error Handling for VPNs in SRv6 Networks

Figure 1 shows the reference topol ogy used to describe the |CVMP error
handl i ng. Packet processing works as foll ows:

1.

2

Host A sends packet to HostB.

PE1 encapsul ates the packet in an SRv6 tunnel (Uniform node
used). The srclP of the encapsulation is a VPN specific SID of
PE1.

Encapsul at ed packet reaches P2 where Hop Linmit expires.

P2 generates an | CVP Error Message and sends it to PEl, using the
VPN specific SID as a dstlIP

PE1 process the I CVMP Error Message according to its VPN
associ ated-1 CMP-1 eak-function and identifies the related VPN
i nst ance.

PE1 send the processed | CVMP Error Message to HostA.

Host A is infornmed about the Hop Linmt expire event and its
network | ocation (i.e., P2).
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[ <--eenn--- SRv6 Domain -------- >|
I I
+----- + +----+ +----+ +----- +
Host A----+ PE1 +------ + Pl |------ | P2 +------ + PE2 +------ Host B
+--mna + +----+ +----+ +--mna +
I I
[ <--emmmmeie - WPN ----miio - >|

Figure 1: ICWP Error Handling for VPNs in SRv6 Networks:
Ref erence Topol ogy

The VPN associ at ed-1 CMP-1 eak-function operation contains the followg
st eps:

1. It processes the received |CVMP error nessage (originated e.g.,
froma P node within the SRv6 donain).

2. It identifies the related VPN, based on the VPN specific srclP
value in the SRv6 encapsul ation of the received | CVP error
nessage

3. It nodifies the | CMP error nessage:

* It renoves the SRv6 dommin specific encapsul ati on/ header(s) of
the received | CVMP error nessage

* |t identifies the VPN specific source of the original packet
that caused the I CVMP error nmessage, based on the invoking
packet header part of the I CVP error nessage payl oad.

* It renoves the SRv6 domain specific header(s) fromthe
i nvoki ng packet header part of the ICVMP error nessage payl oad.

* |t creates a new header for the ICVWP error nessage, where
srcl P=SRv6Ori gi nat or - of -t he-| C\VP- err or - message and
dst | P=Sour cel P- of -t he-i nvoki ng- packet .

4. Forwards the nodified I CMP error nessage according to the |oca
VPN routing table (vrf).

In case of an | Pv4-VPN service, a translation of involved IP
addresses is needed (between the related | Pv6 and | Pv4 addresses).
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The VPN associ ated-1 CWP-1 eak-function may translate the | P address of
the SRv6Origi nator-of-the-1CMP-error-nessage (e.g., a P node) to
limt the VPN specific visibility characteristics. For exanple, if
the SRv6 donai n operator does not want to export the real SID val ues
of the donmi n nodes.

3.3. Characteristics of the solution

| CVMP Error Handling for VPNs in SRv6 Networks has the foll ow ng
characteristics:

* |t is conpliant to existing standards, |ike [RFC4443].

* It elimnates the shortcom ngs of the MPLS based sol utions, as (1)
it works in case of failures between ingress-PE and egress-PE and
(2) it supports direct localization of failures.

* |t does not result in additional conplexity on P nodes.

* It makes P nodes service agnostic and all ows building | Pv6-only
core networks.

* |t uses a SID as a source address.

* It can hide the SIDs used inside the SRv6 domain and can provide
different visibility for served VPNs if needed.

4. Security Considerations

Thi s docunent does not inpose any additional security challenges to
be considered beyond the security threats described in [ RFC9252].

5. | ANA Consi derations
Thi s docunent nakes no | ANA requests.
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