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Abst ract

Thi s docunent proposes the Encrypted lIdentity Routing Protoco
(EIRP), a conceptual redesign of Internet routing where public IP
addresses are replaced by encrypted identities authenticated through
bl ockchai n consensus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Decenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
The Internet’s foundational addressing systemrelies on globally
visible I P addresses. EIRP introduces a paradi gmshift by replacing
routable I P addresses with encrypted identities authenticated through
bl ockchai n aut hori zati on

2. EIRP Architecture
El RP consists of four conceptual conponents: the Blockchain Identity
Ledger (BIL), Encrypted Routing Tokens (ERT), Secure Routing Overl ay
(SRO), and Access-Controll ed Address Resol uti on (ACAR)

3. Security Considerations
El RP prevents scanni ng, spoofing, and unsolicited traffic by ensuring
that only authorized peers may resolve routing netadata. Further
anal ysis is required regardi ng bl ockchain consensus | atency and
potential side-channel attacks on identity resolution

4. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.

5. Informative References
[ 1 ETF- Process]

| ETF, "I ETF New Work Process", 2026,
<https://ww.ietf.org/process/ new work/ >.
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