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Abst r act

Thi s docunent requests the allocation of the |Pv4 special - purpose
address 192.0.0.11/32 to enabl e | Pv4 conmuni cati on over |Pv6-only
net wor ks wi t hout subnets, ARP, tunneling, or translation. Hosts
configured with this address as their |1Pv4 default gateway resol ve
the next-hop link-layer address fromthe | Pv6 nei ghbor cache instead
of via ARP. |Pv4 packets are carried natively, end-to-end.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-vannook-intarea-ipv6-resol ved-

gat eway/ .

Source for this draft and an issue tracker can be found at
https://github. com renctovannook/ draft-i pv6-resol ved- gat enay.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Novenber 2026
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Net works migrating to | Pv6-only infrastructure still need to carry
IPv4 traffic. Traditional mechani snms such as dual -stack, tunneling,
and translation all reintroduce IPv4 at the infrastructure |evel
Thi s docunent defines a special -purpose | Pv4 address, 192.0.0.11
that signals to a host stack that |ink-layer resolution for the |Pv4d
default gateway is derived fromthe |ink-layer address entry for the
I Pv6 default router in the neighbor cache [ RFC4861], rather than via
ARP. The IPv4 routing table entry is unchanged; only the ARP
resolution path is nodified. This elimnates the need for |Pv4
subnets and ARP on the | ocal segnent, renoving the requirenent for
tunneling or translation at the first hop
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Pr obl em St at enment

| Pv4 next-hop resolution on a local |ink depends on ARP, which
requires an | Pv4 subnet to be configured on the link. In an

| Pv6-only network, no such subnet exists. Existing solutions --

dual -stack, tunneling, and translation-based approaches such as NAT64
-- generally require changes beyond the | ocal segment. This docunent
closes the first-hop resolution gap for I Pv4 hosts on | Pv6-only
segnents wi thout requiring changes to host software, packet formats,
or DHCPv4 clients.

Host Behavi or and Next-Hop Resol ution

When a host is configured to use 192.0.0.11 as its | Pv4 default
gateway, the host’s operating system MJST inplenent the follow ng
| ogi c:

1. The host MJST nmaintain a functional |Pv6 Nei ghbor Di scovery
i mpl ement ati on per [RFC4861] on the sane interface, including
default router discovery and nei ghbor cache nmi ntenance. No
additional action specific to this nechanismis required at
interface configuration tine.

2. \Wen the next hop for an | Pv4 packet is 192.0.0.11, the host MJST
NOT perform ARP. Instead, it consults the | Pv6 default router
|ist and nei ghbor cache for the link-1layer address, scoped to the
interface on which 192.0.0.11 is configured as the | Pv4 default
gat enay.

3. If the IPv6 default router link-layer address is in a usable NUD
state (REACHABLE, STALE, DELAY, or PROBE per [RFC4861]), the IPv4
packet is sent in a link-layer frame addressed to that
destination.
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4. |If no reachable | Pv6 default router is known after the interface
has completed initial configuration (i.e., at |east one RA has
been processed), the packet MAY be queued or dropped per
i mpl ementation policy. |If a last-known router address is
avai | abl e, a Nei ghbor Solicitation SHOULD be sent to that
address. For behavior prior to first RA reception, see the
startup paragraph bel ow.

Host stacks MJST treat 192.0.0.11 as a reserved address requiring

| Pv6- based next-hop resol ution, regardl ess of other address
configuration on the interface. This behavior is unconditional and
not dependent on any additional signaling. Wen a DHCPv4 | ease
configuring 192.0.0.11 expires and is not renewed, the host SHOULD
renove 192.0.0.11 as the I Pv4 default gateway and cease | Pv6-based
resolution on that interface. For statically configured depl oynents,
renoval is governed by local adnministrative policy.

Cross-interface resolution MUST NOT be perfornmed. On nulti-honed
hosts, each interface i ndependently resolves 192.0.0.11 against its
own | Pv6 nei ghbor cache state.

The foll owi ng pseudocode defines the resolution |ogic:
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on interface I (where 192.0.0.11 is the configured | Pv4 gateway):
i f next-hop(pkt) == 192.0.0.11
routers = default _router _list(l)

if routers is enpty:
if not first_ra_received(l): [* startup: MJST queue */

queue pkt
el se: /* m d-operation: MAY drop */
queue or drop pkt
send Router Solicitation on | /* ff02::2; subject to
RFC 4861 rate limting */
return

sel ected = select fromrouters bhy:
1. highest Default Router Preference (RFC 4191)
2. NUD state == REACHABLE /* if preference equal */
3. inplenmentation-defined [* if reachability equal */

Il addr = nei ghbor_cache(l, selected).!|| addr

if Iladdr is valid and NUD state != | NCOMPLETE
/* STALE, DELAY, and PROBE are usable; see RFC 4861 s7.3.3 */
send pkt in link-layer frame with dst = || addr

el se:
queue or drop pkt [* per inplementation policy */

send Nei ghbor Solicitation for selected router on

Rout er sel ection uses Default Router Preference as defined in

[ RFC4191]. When multiple routers have equal preference and
reachability, the tiebreaker is inplenmentation-defined; use of nost-
recently-heard RA is one reasonabl e approach

If the selected I Pv6 default router becones unreachabl e during an
active session, the host SHOULD re-evaluate the default router I|ist
and select an alternative. Existing transport sessions wll be
disrupted if the link-layer next-hop changes; this is consistent with
I Pv6 router failure behavior and is not specific to this nechani sm
Packets queued for a router that has becone unreachabl e SHOULD be
flushed and re-eval uated agai nst the updated router sel ection
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5.

Each time an interface transitions to an operational state and begins
RA solicitation, a host may recei ve DHCPv4 configurati on before any
RA has been processed. Until a reachable IPv6 default router is
known, |Pv4 packets MUST be queued rather than silently dropped,
pendi ng RA reception. |Inplenentati ons SHOULD bound this queue
duration to avoid indefinite resource consunption. On queue tineout,
packets SHOULD be dropped and an | CMPv4 Host Unreachabl e nessage MAY
be generated toward the sending application

Rout er Behavi or
1. End-to-End Packet Fl ow

In this nodel, end hosts are assigned | Pv4 addresses with a /32
prefix length. No IPv4 prefix is configured on the link; a sending
host directs all IPv4d traffic to the first-hop router using the |ink-
| ayer address derived fromthe |IPv6 nei ghbor cache. A host cannot
resol ve another host’s | Pv4 address on the local link wthout router
assi stance; direct host-to-host | Pv4 comunication on the segnent nay
occur via |ICWPv4 redirect ([ RFC1122], Section 3.2.2.2) fromthe

gat eway, but cannot be initiated by the host al one.

For return traffic to reach end hosts, operators MJST ensure that
host /32 routes with an | Pv6 next-hop per [RFC8950] are present in
the routing infrastructure, allowing routers to forward IPv4 traffic
toward the correct first-hop without requiring | Pv4d addresses on any
router interface. The nechani sm by which the routing infrastructure
| earns these host routes is outside the scope of this docunent.

The followi ng diagramillustrates the end-to-end packet flow.

Rout er-to-router forwardi ng uses [ RFC8950]; no I Pv4 address is
configured on any router interface. |Pv4 addresses used in the

di agram are fromthe docunentation ranges defined in [ RFC5737] and
are not globally routable.
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5.

2.

Host A Router R1
| Pv4: 198.51.100.1/32 (no I Pv4 address confi gured)
| Pv6: 2001:db8:1::1 I Pv6 |link-local: fe80::R1
[1] IPv4 pkt (src: 198.51.100.1, dst: 203.0.113.5)
L2 dst: MAC(RLl) -- resolved from ND cache, no ARP
.................................................... >
Router R1 Router R2
(no | Pv4 address) (no I Pv4 address confi gured)

I Pv6 link-local: fe80::R1 I Pv6 link-local: fe80::R2
[2] FIB | ookup: 203.0.113.5/32 via fe80:: R2 (RFC 8950)
L2 dst: MAC(R2) -- resolved from ND cache, no ARP

Router R2 Host B
(no | Pv4 address) | Pv4: 203.0.113.5/32
|Pv6 link-local: fe80::R2 | Pv6: 2001:db8:2::2

[3] FIB | ookup: 203.0.113.5/32 via fe80:: HostB (ND)
L2 dst: MAC(HostB) -- resolved from ND cache, no ARP

[4] | Pv4 packet delivered to Host B
No ARP is exchanged at any point.
Rout er | ngress Behavi or
Routers MUST treat 192.0.0.11 as an interface-scoped address -- valid
only on the interface on which it is configured, and only for
locally-termnated traffic. Specifically:
* |t MUST NOT be injected into any routing protocol
* |t MUST NOT trigger overl appi ng-subnet checks.

* It MJST NOT appear as source or destination in any forwarded
packet .

A router MAY respond to | CMPv4 echo requests addressed to 192.0.0. 11
and MAY generate | CVMPv4 Tinme Exceeded nessages using 192.0.0.11 as
the source address. Al such nmessages are interface-Ilocal.

| CMPv4 error generation on |IPv6-only transit routers is out of scope;
see [ RFC7600].
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5.3. Backward Conpatibility: Router ARP Response

The use of 192.0.0.11 as the DHCPv4 Router Option (Option 3) value is
fully conformant with [ RFC2132], which inposes no requirenent that
the router address be reachable via ARP on the sane subnet.

Unnodi fied hosts receiving 192.0.0.11 as their |1Pv4 default gateway
will issue an ARP request for it. A router SHOULD respond to such
ARP requests with its own MAC address. This is not proxy ARP: no
subnet exists, no renpte host is being proxied.

This enables a two-tier deploynent nodel on the sanme L2 segnent:

* *Unnodi fied hosts:* router answers ARP; | Pv4 forwarding works with
zero host-si de changes

* *Updated hosts:* |link-layer address resolved from | Pv6 nei ghbor
cache; ARP elimnated entirely.

Both tiers interoperate, allow ng increnental deploynent. The router
requires no per-host state to support both tiers sinmultaneously:
updat ed hosts will not send ARP requests for 192.0.0.11, so the
router’s ARP response behavior is triggered only by unnodified hosts.

6. Depl oynment Considerations

Thi s mechani sm conpl ements [ RFC8925] (1 Pv6-Only Preferred Option).
RFC 8925 all ows hosts to signal a preference for |Pv6-only operation,
but operators nmust still provide |IPv4 for hosts or applications that
require it. This docunent provides exactly that fallback: |Pv4
connectivity on an | Pv6-only segnent, without requiring a dual-stack
infrastructure or an |IPv4 subnet on the local link. A host that
receives Option 108 and transitions to I Pv6-only operation retains
functional |1Pv4 connectivity via 192.0.0.11 without any additiona
configuration.

Hosts without an | Pv6 stack are outside the scope of this docunent.

On segnents with nultiple routers advertising equal Default Router
Preference -- common in datacenter ECVP fabrics -- hosts may nake

i nconsi stent router selections based on RA timng. Operators SHOULD
configure explicit Default Router Preference values per [ RFC4191] to
ensure deterninistic behavior
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I mpl enentations in which IPv4 and | Pv6 stacks are managed by separate
processes -- as is common on nobile operating systens -- will require
i nter-process comunication to expose the | Pv6 nei ghbor cache to the
I Pv4 forwarding path. This is an inplenentation consideration and
does not affect the on-wire behavior defined in this docunent.

7. Security Considerations

I n the updat ed-host depl oynent nodel, ARP is elimnated fromthe
network entirely. In the unnodified-host nodel, ARP is constrained
to a single well-known address, reducing the ARP attack surface
relative to conventional dual-stack networks

The nechanismrelies on the integrity of 1Pv6 Nei ghbor Discovery.
Rogue RA risks apply as in any | Pv6 depl oynent and can be mtigated
with RA GQuard [ RFC6105]. Subnet scanning is mtigated since hosts
carry /32 addresses only.

A host receiving 192.0.0.11 as its |IPv4 default gateway on a network
that does not inplenent this nechanismw |l issue an ARP request that
recei ves no response, causing |Pv4 connectivity to fail silently.
Qperators SHOULD ensure 192.0.0.11 is only offered via DHCPv4 on
segnents where the nechanismis deployed. DHCPv4 snoopi ng and
dynani ¢ ARP inspection, where used, MJST be configured to permt ARP
responses for 192.0.0.11 fromthe first-hop router.

Thi s mechani sm does not interact with I Pv4 |ink-local address
configuration per [RFC3927]. A host configured with 192.0.0.11 as
its gateway and a link-local |Pv4d source address will follow the sane
resolution logic defined in Section 4 (Host Behavior and Next-Hop
Resol uti on).

8. I nplenentati on Requiremnments
[ PLACEHOLDER: This section wi |l docunent confornance requirenents and
reference known inplenmentations prior to | ETF Last Call. An
i mpl ementation is conformant if it satisfies all MJST and MJUST NOT
requirenents in Sections 4 and 5. A reference inplementation is
avail abl e at https://github. conlrencovannook/ v4-wi t h-v6-nh.]

9. | ANA Consi derations

Thi s docunent requests that | ANA assign 192.0.0.11/32 in the "I ANA
| Pv4 Speci al - Purpose Address Registry" [ RFC6890] as foll ows:
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| Field | Val ue |
[} e ————————— s —_———————(—(—(—————
| Address Bl ock | 192.0.0.11/32 |
R e +
| Nare | IPv4 Gateway via | Pv6 Resol ution |
domemmemeeeemeaeeaaas e e +
| RFC | This docunent |
T T +
| Allocation Date | (date of publication) |
R e +
| Termi nation Date | NA |
domemmemeeeemeaeeaaas e T Y +
| Source | True |
T T +
| Destination | True |
R e +
| Forwardabl e | Fal se |
domemmemeeeemeaeeaaas e T Y +
| dobally Reachabl e | Fal se |
T T +
| Reserved-by-Protocol | False |
R e +
Table 1

The Destination=True designation reflects that 192.0.0.11 may appear
as a destination in |ICVMPv4 nessages received by the router on a | ocal

interface (see Section 5.2). It does not inply global reachability;
Forwar dabl e=Fal se and G obal | y Reachabl e=Fal se toget her preclude any
use of this address beyond the local Iink.
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