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Abst ract

The Cryptographi c Message Syntax (CVB) has different signature
verification behavi our based on whether signed attributes are present
or not. This results in a potential existential forgery

vul nerability in CvB and protocols which use CMS. This docunent
describes the vulnerability and |ists a nunber of potenti al
mtigations for LAMPS working group di scussion.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://danvangeest. gi t hub. i o/ cns- euf - cna- si gneddat a/ dr af t - vangeest -
| anps-cns- euf - cna- si gneddata. html. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-
vangeest - | anps- cns- euf - cna- si gneddat a/ .

Di scussi on of this docunent takes place on the Limted Additional
Mechani sns for PKI X and SM ME Working Group mailing |ist

(mailto: spasm@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/spasn . Subscribe at
https://ww.ietf.org/ mailman/listinfo/spasni.

Source for this draft and an issue tracker can be found at
https://github. coml danvangeest/ cns- euf - cna- si gneddat a.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Cryptographi c Message Syntax (CW5) [ RFC5652] signed-data content
type allows any number of signers in parallel to sign any type of
content.

CVB gives a signer two options when generating a signature on sone
content:

* Cenerate a signature on the whole content; or

* Conpute a hash over the content, place this hash in the nessage-
digest attribute in the SignedAttributes type, and generate a
signature on the SignedAttri butes.

The resulting signature does not conmit to the presence of the
SignedAttributes type, allowing an attacker to influence verification
behavi our. An attacker can performtwo different types of attacks:

1. Take an arbitrary CM5 signed nessage M which was originally
signed with SignedAttributes present and rearrange the structure
such that the SignedAttributes field is absent and the origina
DER- encoded SignedAttributes appears as an encapsul ated or
detached content of type id-data, thereby crafting a new
structure M that was never explicitly signed by the signer. M
has the DER-encoded SignedAttributes of the original nessage as
its content and verifies correctly against the original signature
of M

2. Let the signer sign a nessage of the attacker’s choice without
SignedAttributes. The attacker chooses this nessage to be a
val i d DER-encoding of a SignedAttributes object. He can then add
this encoded SignedAttributes object to the signed nessage and
change the signed nessage to the one that was used to create the
messageDi gest attribute within the SignedAttributes. The
signature created by the signer is valid for this arbitrary
attacker-chosen nessage.
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This vulnerability was presented by Fal ko Strenzke at | ETF 121
[ LAMPS121] and is detailed in [Str23].

Due to the linmted flexibility of either the signed or the forged
nmessage in either attack variant, the fraction of vul nerable systens
can be assumed to be small. But due to the w de depl oyment of the
af fected protocols, such instances cannot be excl uded.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Potential Mtigations

Potential mtigations are described in the follow ng sub-sections as

input to the working group discussion. |If this draft is adopted and
the working group has taken a decision which neasure(s) should be
realized, we'll describe the chosen neasures in detail.

The nitigations in this section nmake use of a context string which is
passed to the signature algorithms sign and verify functions.

M.- DSA [ FI PS204], SLH DSA [ FI PS205], Conposite M.- DSA
[1-D.ietf-lanps-pg-conposite-sigs], and Ed448 [ RFC8032] take a
context string during signing and verification. The context string
may be up to 255 bytes long. By default the context string is the

enpty string.

Sign(sk, M ctx="")
Verify(sk, M ctx="")

RSA, ECDSA and Ed25519 signatures do not take a context string and
woul d not be hel ped by these mtigations.

Ed448 can take a context string but does not currently in CVB
[ RFC8419] .

Ed25519ct x [ RFC8032] takes a context string but is not specified for
use in CMS
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3.1. Imrediate Forced Use of Specific Signature Context Strings
I medi ately update [I-D.ietf-lanps-cns-nl-dsa],
[I-D.ietf-lanps-cns-sphincs-plus], and
[I-D.ietf-lanmps-pg-conposite-sigs] to require a context string, with
a different value for use with and without signated attributes.
When signed attributes are present:

Sign(sk, M "signed-attributes")
Verify(sk, M "signed-attributes")

When signed attributes are absent:

Sign(sk, M "no-signed-attributes")
Verify(sk, M "no-signed-attributes")

Unlike the followi ng mtigations, Ed448 cannot be addressed by this
mtigation because it is already published and in use.

3.2. Attribute-Specified Use of Inplicit Signature Context Strings
Li ke Section 3.1, but the use of the signature context string is
indicated by a new, enpty (or attribute value ignored), sign-wth-
context-inplicit unsigned attribute.
[I-Dietf-lanmps-cns-m-dsa], [I-D.ietf-I|anps-cns-sphincs-plus], and
[1-D.ietf-lanps-pg-conposite-sigs] can be published using the default
signature context string. M.-DSA, SLH DSA, Conposite-M.-DSA, and
Ed448 only use the non-default context string when the new attribute
i s used.

3.2.1. Signing
When signed attributes are present:

unsi gned-attributes. add(sign-with-context-inplicit)
Sign(sk, M "signed-attributes")

When signed attributes are absent:

unsi gned-attri butes. add(sign-with-context-inplicit)
Sign(sk, M "no-signed-attributes")

3.2.2. Verifying

When signed attributes are present:
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I F unsi gned-attributes. contains(sign-with-context-inplicit)
THEN Verify(sk, M "signed-attributes")
ELSE Verify(sk, M "")

When signed attributes are absent:

I F unsi gned-attributes. contains(sign-with-context-inplicit)
THEN Verify(sk, M "no-signed-attributes")
ELSE Verify(sk, M "")

Attribute-Specified Use of Explicit Signature Context Strings

Li ke Section 3.2 but the new unsigned attribute (sign-wth-context-
explict) contains a senmi-colon-delinmted list of keyword (and
optional value) strings. This addresses the possibility of future
CVB features that require context paraneters.

ctx = "<keyword_1>[=val uel];...; <keyword_n>[ =val ue]"
The list is ordered al phabetically by type string. This list is
validated by the verifier and used as the signature context string.
(alternative: the SHA-256 hash of the list is used as the signature
context string to avoid it getting too |ong)

A proposed list of initial signature context string keywords foll ows:
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| REQU RED to be in the sign-
| with-context-inplicit |
| attribute, to differentiate
| a signature in CM5 froma |
| signhature with the sane |
| private key over sone ot her
| data. |

| Present if signed |
| attributes are used, not |
| present if signed |
| attributes are not used. |
| Alternative: always |
| present, value = 0/1, yes/

| no dependi ng on whet her |
| signed attributes are |
| present or not. |

ase64( SHA- 256(
r ot ocol _cont ext

)

| Allows the protocol using |
| CM5 to specify a context. |
| SHA-256 is applied so that

| the length available to the

| protocol context isn't |
| dependent on the other |
| context values used in CMVS.

| (alternative: no SHA-256 |
I I
I I
I I
| |
I I
I I
I I

~0T T

here, apply SHA-256 to the
whol e CM5 cont ext).
base64-encoding is applied
so the app context doesn’t
i ntroduce sem -colons to
mess up CMB' parsing of
this string.

Table 1: Potential Context String Keywords
When a verifier processes a Signerinfo containing the sign-wth-
context-explicit attribute, it MJUST performthe follow ng consistency

checks:

* |If the "signed-attrs" keyword is present and SignedAttributes is
not present in the Signerinfo, fail verification

Van Geest & Strenzke Expires 19 Septenber 2025 [ Page 7]



I nternet-Draft EUF- CMA for CMS Si gnedDat a March 2025

* |If the "signed-attrs" keyword is not present and SignedAttributes
is present in the Signerinfo, fail verification

If the consistency checks pass, the signature is verified using the
string in the sign-with-context-explicit attribute as the signature
context (alternative: using SHA-256 of the string in the sign-with-
context-explicit attribute).

VWhen a verifier processes a Signerinfo without the sign-wth-context-
explicit attribute, they MIST verify the signature using the default
signature context value ("").

[I-D.ietf-lanps-cns-m -dsa], [I-D.ietf-Ianps-cns-sphincs-plus], and
[I-D.ietf-1lanps-pg-conposite-sigs] can be published using the default
signature context string. M.-DSA, SLH DSA, Conposite-M-DSA, and
Ed448 only use the non-default context string when the new attribute
i s used.

4. Straw Mtigations

The following mtigations mght not be good ideas but are included
just in case there’'s a seed of genius in them

4.1. Attack Detection in CMS

If eContent Type is id-data and SignedAttributes is not present, check
if the encapsul ated or detached content is a valid DER-encoded
SignedAttributes structure and fail if it is. The nmandatory

content Type and nessageDi gest attributes, with their respective O Ds,
shoul d give a low probability of a legitimte nessage being fl agged.

If an application protocol deliberately uses such a signed nmessages,
verification would fail.

This mitigation does not address the inverse probl emwhere a protoco
doesn’t used SignedAttributes but for sone reason often sends
messages whi ch happen to be formatted |ike valid SignedAttributes
encodi ngs, with attacker-controlled bytes where the nmessage di gest
attribute would be.

4.2. A ways/ Never use SignedAttributes in Your Protoco

I ndi vidual | y update each protocol which use CM5 to always require or
forbid signed attributes. |In particular, if an eContentType ot her
than id-data is used, Section 5.3 of [RFC5652] requires that signed
attributes are used. During verification, ensure that you are
receiving the expected (non-id-data) eContentType and that signed
attribues are present.
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4.3. Attack Detection in Your Protocol

Section 4.1 but specified in the protocol that uses CMS rather than
CVS itsel f.

4. 4. Check Content Type Consi stency

Check that the content type the Encapsul at edContent|nfo val ue being
verified is consistent with your application.

If the content type of the Encapsul atedContentl|nfo val ue being
verified is not id-data and signed attributes are not present,
verification MUST fail.

5. RFCs Using the id-data eContentType

The RFCs in the follow ng subsections use the id-data eContent Type.
This table sumuari zes their usages of signed attributes.

ity st
| RFC | Signed Attributes Usage |
o e S S S
| [RFC8894] | Requires the used of signed attributes |
| [RFB572] | Says nothing about signed attributes |
| [RFCB551] | RECOMMENDS signed attributes )
| [RFco257] | Forbids signed attributes )
| [RFCS751] | RECOWENDS signed attributes )
| [RFCS655] | Says nothing about signed attributes |
| [RFCS636] | Forbids signed attributes )
| [RFCS126] | Requires signed attributes )
| [RFC5024] | Says nothing about signed attributes |
| [RFC3851] | RECOMMENDS signed attributes )
| [RFC3126] | Requires signed attributes )
| [RFC2633] | RECOMMENDS signed attributes )
Fom e e o m m e e e e e e e e e e em e eeoooooo +

Table 2: RFCs using id-data
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An RFC requiring or forbidding signed attributes does not necessarily

mean that a verifier will enforce this requirenent when verifying,
their CM5 inplenmentation may sinply process the nmessage whet her or
not signed attributes are present. |If one of the signed attributes

is necessary for the verifier to successfully verify the signature or
to successfully process the CMs data then the attack will not apply;
at | east not when assumi ng the signer is well-behaved and al ways
signs with signed attributes present in accordance with the

appl i cabl e specification.

5.1. RFC 8894 Sinple Certificate Enrol ment Protocol

Figure 6 in Section 3 of [RFC8894] specifies id-data as the

eCont ent Type, and shows the use of signedAttrs. The docunent itself
never refers to signed attributes, but instead to authenticated
attributes and an authenticatedAttributes type. Errata |ID 8247
clarifies that it should be "signed attributes" and "signedAttrs".

Since SCEP requires the use of signedAttrs with the id-data
eCont ent Type, and the recipient nust process at |east sone of the
signed attributes, it is not affected by the attack.

5.2. RFC 8572 Secure Zero Touch Provisioning (SZTP)
Section 3.1 of [RFC8572] allows the use of the id-data eContent Type,
al though it also defines nore specific content types. |t does not
say anyt hing about signed attributes.

5.3. S/M ME RFCs

[ RFC8551], [RFC5751], [RFC3851], and [RFC2633] require the use of the
i d-dat a eCont ent Type.

Section 2.5 of [RFC8551] says:
Recei ving agents MJST be able to handl e zero or one instance of
each of the signed attributes listed here. Sending agents SHOULD
generate one instance of each of the follow ng signed attributes
in each S/'M ME nessage:

and
Sendi ng agents SHOULD generate one instance of the
signingCertificate or signingCertificateV2 signed attribute in
each Signerinfo structure.

So the use of signed attributes is not an absolute requirenent.
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5.4. RFC 6257 Bundl e Security Protocol Specification
Section 4 of [RFC6257] says:
In all cases where we use CMS, inplenentations SHOULD NOT i ncl ude
additional attributes whether signed or unsigned, authenticated or
unaut henti cat ed.

5.5. RFC 5655 IP Flow I nformati on Export (IPFIX)

[ RFC5655] is a file format that uses CMS for detached signatures. |t
says nothing about the use of signed attributes.

5.6. RFC 5636 Traceabl e Anonymous Certificate
Appendi x C. 1.2 of [RFC5636] says:
The signedAttr el enent MJST be onitted.
5.7. RFC 5126 CM5 Advanced El ectronic Signatures (CAdES)
Section 4.3.1 of [RFC5126] specifies mandatory signed attributes.
One of the signed attributes is used to determ ne which certificate
Lftgiﬁfj to verify the signature, so this CaDES is not affected by the

5.8. RFC 5024 CDETTE File Transfer Protocol 2

[ RFC5024] uses the id-data eContent Type and says nothi ng about signed
attributes.

5.9. RFC 3126 Electronic Signature Formats for long termelectronic
si gnatures

Section 6.1 of [RFC3126] requires the MessageDi gest attribute, which
is a signed attribute.

6. Security Considerations

TODO Security
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8.

8.

8.

The vulnerability is not present in systenms where the use of
SignedAttributes is nmandatory, for exanple: SCEP, Certificate
Transparency, RFC 4018 firmware update, German Snart Metering CVB
data format. Any protocol that uses an eContent Type other than id-
data is required to use signed attributes. However, this security
relies on a correct inplementation of the verification routine that
ensures the presence of SignedAttri butes.

The vulnerability is also not present when the nessage is signed and
then encrypted, as the attacker cannot |earn the signature.

Concei vably vul nerabl e systens (TODO describe these better):

* Unencrypted firmnare update denial of service

*  Dense nessage space

* Signhing unstructured data

* External signatures over unstructured data

* Systenms with perm ssive parsers

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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