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1. Introduction

1.1 Motivation

Recent advances in Large Language Moddel s (LLMs) have enabl ed the construction of software
agents capabl e of conpl ex reasoning,

pl anni ng, and adaptive behavior. Wile such agents increasingly participate in real-world
comput at i onal

processes—interacting with servers, services, and other agents—there exists no standard

i zed protocol governing how agents express intent,

exercise authority, delegate capabilities, or bind execution outcones to their internal r

easoni ng.

Current inplementations rely on ad-hoc nmechani snms that |ack formal identity, revocation s

emantics,

del egation safety, and cross-donmin trust guarantees. This absence of standardization cre

ates system c risks,

i ncluding privilege escal ation, confused-deputy vulnerabilities, audit failures, and unco

ntroll ed del egati on chai ns.

The Agent Interaction & Del egation Protocol (AIDP) defines a formal, interoperable framew

ork for agent-based interaction,

enabl ing secure, auditable, and revocabl e agency across heterogeneous systens and adminis

trative domains.

1.2 Coal s

Al DP defines a protocol that:

- Enabl es agents to express verifiable intent toward external systens.
- Provides formal identity and authority nodels for agents.

- Supports constrai ned, revocabl e del egati on across trust boundari es.
- Bi nds execution results to originating intent.

- Enabl es deterninistic, auditable agent control | oops.

- Remai ns transport-agnosti c and nodel - agnosti c.

1.3 Non- Goal s

Al DP does not specify:

- Speci fic cryptographic al gorithns.

- Concrete serialization formats.

- Transport protocols.

- LLM architectures or pronpting strategies.

These concerns are explicitly |ayered beneath the AIDP control plane.

2. Term nol ogy and Conventi ons

2.1 Definitions

The key words MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD, SHOULD NOT, RECOMVENDED
, MAY, and OPTIONAL are to be interpreted as described in RFC 2119.

Agent :

An aut ononmpous software entity capabl e of producing |Intent Envel opes and processing Cbserv
ations.

I ntent Envel ope:

A protocol nessage expressing a requested action, including its governance and security c
ont ext .

Aut hority:

A verifiable capability granting an Agent perm ssion to perform specific actions under de
fined constraints.

Del egati on:



The controlled transfer of a subset of authority from one Agent to another.

Executi on Boundary:

The conponent responsible for enforcing authorization, executing actions, and producing O
bservati ons.

Observati on:

A protocol nessage binding the outcome of execution to the originating Intent Envel ope.
Trust Boundary:

A boundary across which identity, authority, and del egati on MJST be reval i dat ed.

3. Architecture Overview

3.1 System Conponents

An Al DP-conpl i ant system consists of the follow ng | ogical conponents:

- Reasoni ng Engi ne: Produces |Intent Envel opes and consunmes Cbservations.

- Agent Runtine: Hosts the Reasoni ng Engi ne and nmanages agent state.

- Executi on Boundary: Enforces authority, executes actions, and enits CObservations.

- Authority Service: |ssues, validates, and revokes authority objects.
- observati on Channel: Delivers bound execution outcones to agents.
These conmponents MAY be co-located or distributed.

3.2 Layered Mdel
Al DP defines a | ayered architecture:

Layer Descri ption

Agency Contr ol Intent, Del egation, Authority
Trust ldentity, Validation, Revocation
Executi on Action di spatch and enforcenent
Transport Del i very mechani sm (out of scope)

Each | ayer MJST operate independently of specific transport or serialization technol ogies

3.3 Control Loop

The normative agent control |oop is:

A. I ntent Envel ope B. Authority Validation C Execution D.Cbhservation E Reasoning F.Next Inte
nt Envel ope

An Agent MJST NOT proceed with new reasoning steps w thout a corresponding Chservation fo
r any prior Intent Envel ope.

4. Agent ldentity Model

4.1 ldentity Requirenents

Every Agent participating in Al DP MUST possess a verifiable identity.

An Agent ldentity MJST provide the followi ng properties:

- Uni queness: A globally unique identifier.

- I ssuance: ldentification of the issuing authority.

- Lifetime: Explicit validity interval.

- Revocability: Capability to be invalidated i ndependently of expiration.

- Ref erencability: Stable reference suitable for inclusion in protocol nessages.

An Agent ldentity MJUST NOT be inplicitly inferred fromtransport, host, or network contex
t.

4.2 ldentity Resolution and Validation

Al'l Agent ldentities MJST be resolved and validated at every Trust Boundary crossing.

Val i dati on MJST i ncl ude:

- Aut henticity of the issuing authority.

- Current revocation status.

- Lifeti me constraints.

Failure of identity validation MIST result in inmediate rejection of the associated Inten
t Envel ope.

5. Authority & Capability Model
5.1 Authority Objects
Authority is represented as a first-class object, hereafter terned a Capability.



A Capability MJIST contain:
Subj ect: Agent ldentity to which authority is granted.
- Action: Pernmitted operation(s).
- Resource: Target resource(s).
- Constraints: Scope, quantity, tenporal, and contextual linits.
- I ssuer: Authority that issued the capability.
- Revocati on Pointer: Mechanismfor revocation verification.
Capabi lities MJST be eval uated i ndependently of any agent clains.

5.2 Capability Del egation
Agents MAY del egate authority only by issuing new Capabilities with strictly reduced scop
e.
Del egati on MJST satisfy:
Subset ti ng Rul e: Del egated authority MJUST NOT exceed original authority.
- Traceability: Each del egated capability MJST reference its parent.
- Revocability: Revocation of a parent capability MJST invalidate all derived capab
ilities.
Del egati on chains MJUST be preserved and transmitted with each Intent Envel ope.

5.3 Revocation Semantics

Revocati on MJST be supported for:

- Agent ldentity

- Capabilities

- Del egati on chai ns

Revocation MJUST take effect inmedi ately upon verification and MJST NOT depend on token ex
piration al one.

6. Intent Envel ope

6.1 Envel ope Structure

An Intent Envel ope is the fundanmental protocol nessage produced by an Agent.
Each Intent Envel ope MJST cont ai n:

- envel ope_id: dobally unique, non-reusable identifier.

- ti mestanp: Tine of issuance.

- actor_ref: Reference to Agent ldentity.

- authority ref: Reference to Capability.

- i ntent _body: Declared action, target, and paraneters.

- constraints: Execution limtations.

- del egation_chain: Odered list of del egated Capabilities.

- observability hooks: Declaration of required observati on behavior.

o

2 Envel ope Validation Rules

Upon receipt, the Execution Boundary MJST verify:

1. Actor identity validity.

2. Capabi lity authenticity and scope.

3. Del egation chain integrity.

4. Revocation status for all identities and capabilities.
5. Constraint satisfaction.

6. Non-reuse of envelope_id (replay protection).

Failure of any validation step MJUST abort execution.

6.3 Authority Separation Principle
Agents MUST NOT nodi fy:
actor _ref
- aut hori ty_ref
- del egati on_chain
These el enents are nmanaged exclusively by the Authority Service and Execution Boundary.

7. Execution Mdel

7.1 Execution Boundary

The Execution Boundary is the sol e conponent authorized to perform actions on behalf of a
n Agent.

The Execution Boundary MJST:

- Enforce identity and authority validation.

- Apply constraint verification.

- Execute the requested action.



- Emit a bound Observation
The Execution Boundary MJST NOT accept any action request outside of a validated Intent E
nvel ope.

7.2 Authorization & Enforcenent Flow

Nor mat i ve execution fl ow

Recei ve I ntent Envel ope.

Validate identity.

Val idate authority and del egati on chain.
Verify revocation status.

Enforce constraints.

Execute acti on.

Cener ate Qbservati on.

Del i ver Cbservation via Qbservati on Channel
Any failure in steps 25 MJUST result in rejection

ONoOThwhE

8. Observation & Feedback Bi nding

8.1 bservation Structure
Each Cbservati on MJUST cont ai n:
- envel ope_id

- execution_id

- st at us

- resul t

- side_effects

- ti mestanp

- attestation

8.2 Binding Requirements

An (bservation MJST be cryptographically, tenporally, and semantically bound to its origi
nating Intent Envel ope.

Agents MUST NOT perform forward reasoni ng or produce subsequent |ntent Envel opes without
a valid Cbservation for all prior Intents.

8.3 Replay Protection & Determ nism
The tuple (envel ope_id, execution_id, tinestanp) MJIST provide replay protection
Agent reasoning | oops MJIST be determnistic with respect to received Qbservations.

9. Milti-Agent Interaction

9.1 Trust Boundaries
At every Trust Boundary crossing, the receiving domain MIUST i ndependently vali date:
- Agent ldentity
- Capabi lity authenticity
- Del egation chain
Revocati on status
hb inmplicit trust MAY cross a Trust Boundary.

9.2 Cross-Donmai n Del egation

Del egati on across domai ns MUST fol |l ow.

- Capabi lity subsetting rules

- Explicit del egation chain construction

- I ndependent revocation enforcenent

Shared secrets or inherited credentials MJST NOT be used as del egati on nmechani sns.

9.3 Agent-to-Agent Protocol Flow

Normative nmulti-agent interaction

Agent A — Intent Envel ope — Trust Boundary — Agent B

Agent B — Execution Boundary — Observation — Agent A

Every stage MJUST preserve auditability and authority constraints.

10. Security Considerations

10.1 Scope

This section defines the threat nodel for AIDP systens, including attacker capabilities,
assets, trust boundaries, and normative mtigations. Unless explicitly stated otherw se,
all requirenents in this section are normative



10. 2 Assets

An Al DP depl oyment MUST treat the following as protected assets:

- AIDP Identity Material: Agent ldentity objects and their validation artifacts.

- Capabilities: Authority objects, including parent/derived rel ationships and const
raint sets.

- Del egati on Chains: Ordered proof of authority derivation across one or nore donai

ns.

- I ntent Envel opes: Including envel ope id, actor_ref, authority ref, constraints, a
nd hooks.

- Observations: Including attestati on and bindings to prior intents.

- Audit Trail: Immutable records sufficient to reconstruct intent-execution-observa

tion causality.
- Execution Targets: External resources/services whose state can be nodified by act
i ons.

10. 3 Trust Boundaries and Security Donmains

Al DP recogni zes the foll ow ng boundari es:

- TB-1: Agent Runtine Execution Boundary

The Agent Runtinme is untrusted for enforcenment. The Execution Boundary is the policy enfo
rcenment point.

- TB-2: Dormain A Donein B

Cross-domain interacti ons MJST assune zero inmplicit trust.

- TB-3: Authority Service Verifiers

Capability issuance and revocation status MJST be independently verifiable.

- TB-4: (Observation Channel Agent

observation delivery MJST prevent substitution, replay, and confusion of results.
Crossing any Trust Boundary MJST trigger independent identity, authority, chain, and revo
cation validation.

10. 4 Attacker Model

Attackers MAY possess one or nore of the follow ng capabilities:

- Net wor k Adversary: Can observe, replay, delay, or reorder nmessages across a trans
port.

- Mal i ci ous Agent: Can generate arbitrary Intent Envel opes and attenpt to induce ex
ecuti on.

- Conprom sed Agent Runtine: Can mani pul ate pronpts, |ocal state, tool outputs, and
message orderi ng.

- Conprom sed Execution Target: Can respond with m sl eading outputs or partial fail
ures.

- I nsider: Possesses legitimte credentials or access in one domain.

- Supply Chai n/ I npl ement ati on Bugs: Leverages parser ambiguities, canonicalization

i ssues, and validation gaps.

Al DP MUST renmi n secure agai nst nmalicious agents and network adversaries. Conprom se of t
he Execution Boundary is out of scope (if it fails, enforcenent fails), but audit and con

tai nment SHOULD still limt blast radius.

10.5 Security Goals

An Al DP system MJST provi de:

- G 1 Least Privilege: Capabilities constrain what nay be execut ed.

- G 2 Non-Repudi ation of Control Flow. Audit can reconstruct who requested what and
what execut ed.

- G 3 Replay Resistance: Intents and observati ons cannot be reused to re-trigger ac

tions.

- G 4 Del egation Safety: Del egation cannot anplify privileges; revocation propagate
S.

- G5 Qutcone Integrity: Observations are bound to the originating intent and execu
tion.

- G 6 Conproni se Containnment: A conproni sed agent cannot exceed granted authority.
- G 7 Cross-Domain Robustness: No inplicit trust crosses domain boundaries.

10.6 Threats and Mtigations
10.6. 1 Confused Deputy

Threat: A less-privileged agent induces a nore-privileged system conponent to perform act
ions outside the attacker’ s authority.



Mtigations (normative):

- The Execution Boundary MJST aut horize based solely on validated authority ref and
del egati on_chain, not on agent-provided expl anations or natural -l anguage intent.

- The Execution Boundary MJST verify that the capability subject matches actor_ref
(or matches a valid del egation subject in the chain).

- Capabi lities MJST encode the target resource(s) and permtted action(s) explicitl

y; W ldcards SHOULD be avoi ded or constrai ned.

10.6.2 Privilege Escal ati on via Del egati on

Threat: An agent del egates authority beyond what it possesses (scope anplification), or a
receiver msinterprets del egati on senantics.

M tigations:

- Del egat ed capabilities MIST be strict subsets of parent capabilities (Subsetting
Rul e) .

- Del egati on chains MUST be validated end-to-end at execution tine.

- Recei vers MUST reject any chain that contains an invalid or unverifiable |ink

- Revocation of a parent capability MJST invalidate all derived capabilities.

10. 6.3 Replay of Intent Envel opes

Threat: Reuse of an Intent Envelope to trigger repeated execution (financial transfers, d
estructive actions).

M ti gations:

- envel ope_id MJUST be globally unique and MJUST NOT be accepted nore than once per r
el evant replay w ndow.

- Executi on Boundaries MJUST maintain replay state appropriate to the risk profile o
f the action class.

- Constraints SHOULD i nclude explicit idenpotency requirenments for side-effectful a
ctions.

10.6.4 Replay or Substitution of Cbservations

Threat: An attacker replays a prior Cbservation or substitutes a different Cbservation to
st eer reasoni ng.

M ti gations:

- observati ons MJST include envel ope_id and execution_id

- Observations MJST carry an attestation fromthe Execution Boundary.

- Agents MJST reject Observations that do not match an outstanding I ntent Envel ope

- Agents MJUST NOT progress reasoning for an intent until a valid bound Observation
is received

10. 6.5 Paraneter Confusion and Canonicalization Attacks

Threat: Anbiguities in serialization or parsing allow an attacker to snmuggl e paraneters o

r exploit differences between validators and executors.

M ti gations:

- I mpl enent ati ons MJST define a canonical representation for signing/verifying
(even if encoding is out of scope, the “to-be-verified” form MJUST be unanbi guou

S).

- Val i dators and executors MJST share identical parsing and validation |ogic.
- Unknown fields in security-relevant sections MJST be rejected or handled by stric
t extension rul es.

10. 6.6 Tinme-of -Check / Tinme-of-Use (TOCTOU) on Revocation

Threat: A capability is valid at validation tine but revoked before execution conpl etes;
or cache stal eness causes use of revoked authority.

M tigations:

- Executi on Boundaries MJST check revocation status at execution tine, not solely a
t receipt tinme, for high-risk actions.

- Revocati on mechani sms MJUST support near-imredi ate effect.

- Depl oynments SHOULD define risk tiers: lowrisk actions MAY tol erate bounded stale
ness; high-risk actions MJST NOT.

10. 6.7 Conproni sed Agent Runtime / Pronpt I|njection

Threat: The agent runtine is manipul ated so the reasoning engine emts malicious intents
or misinterprets observations.

M tigations:

- Enf orcement MJUST occur at the Execution Boundary, not in the agent.



- Capabi lities MJST be constrained such that unintended intents have |imted inpact

- Qbservation binding MUST prevent fabricated “success” states.
Hi gh-ri sk capabilities SHOULD require additional policy controls (e.g., approvals
) outside agent reasoning.

10.6.8 Cross-Domain Identity and |Issuer Spoofing
Threat: An attacker forges identities/capabilities froman untrusted issuer or exploits i
ssuer confusi on.

M ti gations:
- Domai ns MUST nmaintain explicit trust anchors for issuers.
- Al identities and capabilities MJST include issuer identification.

- If issuer validation fails, the intent MJIST be rejected.

10.6.9 Audit Trail Gaps and Non-Attribution

Threat: M ssing |ogs prevent reconstruction of actions, enabling undetected abuse.

M tigations:

- Executi on Boundaries MJST |og |Intent Envel ope receipt, authorization decision, ex
ecution outcomnme, and Cbservation em ssion.

- Audit records MJST include envel ope_id, execution_ id, actor ref, authority ref, a
nd a digest of intent_ body.

10. 6. 10 Deni al of Service

Threat: Flooding the Execution Boundary wi th envel opes or forcing expensive validation.
M tigations:

- I mpl enentati ons SHOULD rate-limt by actor/issuer.

- Val i dati on SHOULD be staged (cheap rejection first).

- Depl oynments MAY require preflight checks for costly operations.

10. 7 Residual Ri sk and Qut-of-Scope Conditions

- If the Execution Boundary is fully conmprom sed, authorization cannot be trusted.
Depl oynments SHOULD still maintain independent audit and anomaly detection.

- If the Execution Target returns msleading results, AIDP can ensure binding/attes
tation but cannot guarantee target truthful ness beyond attestati on scope.

- Human approval s, |egal policies, and organi zational controls are depl oynment conce
rns and are not specified by Al DP, though Al DP enables their enforcenment hooks.

10. 8 Security Requirenents Sunmary

I mpl enent ati ons claimng AlDP conpliance MJUST, at m ni num

- Validate identity and issuer trust anchors at each Trust Boundary.

- Enforce capabilities and del egati on chain subsetting at execution tine.
- Support revocation with near-imedi ate effect for high-risk actions.

- Provide replay protection for intents and bound observati ons.

- Produce attestable observations linked to intents and executions.

- Mai ntain auditable records sufficient for forensic reconstruction.

11. CGovernance & Conpliance Consi derations

Al DP depl oynents SHOULD pr ovi de:

- Conprehensive audit trails.

- Pol i cy-driven revocation procedures.

- Capabi lity lifecycl e managenent.

- Regul at ory conpli ance support.

Gover nance mechani sms MUST renai n external to agent reasoni ng processes.

12. Extensibility Mdel

AIDP is intentionally extensible.

Ext ensi ons MJST:

- Preserve all normative validation requirenments.

- Avoi d weakening identity, authority, or revocation semantics.
- Decl are conpatibility with base Al DP senantics.

13. 1 ANA Consi derations
Thi s docunent does not require any | ANA actions at this tine.

14. Acknow edgenents
The aut hors acknow edge the emergi ng agent systens community whose practical challenges m
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16. Wre Fornat

16.1 Serialization Famlies

Al DP nessages MJST be representable in at | east one of the followi ng serialization famil
es:

- Al DP-JS (JSON): Human-readabl e encodi ng for debuggi ng, docunentation, and early a
dopti on.

- Al DP-CB (CBOR): Binary encoding for production deploynents with strict canoni cal

zation.

An i npl enent ati on MAY support additional encodi ngs, provided that:

1. The semantic nodel is preserved exactly, and

2. A deterministic canonical signing input (Section 16.3) is defined.

16. 2 Message Types

Al DP defines three primary wire nessages:

- Intent Envelope (I1E): request to execute a governed action
- oservation (OB): bound result of an execution

- Problem Details (PD): structured rejection / error.

Each nessage MJUST carry:

- ai dp_version

- nsg_type

- payl oad

16. 3 Canoni cal Signing | nput
To prevent canonicalization attacks, AIDP requires an unamnbi guous signing input.
- For AIDP-JS, the signing input MJUST use:
- UTF- 8 JSON
- | exi cographi ¢ key ordering
- no insignificant whitespace
- no duplicate keys
- determ nistic nunmber formatting
- For AIDP-CB, the signing input MJUST use:
CBOR canoni cal encodi ng (determ nistic)
The signing input MUST be conputed over the payl oad object only (not transport netadata).
The exact canoni calization profile MJST be decl ared as canon.

16.4 Attestations and Proofs
Al DP supports two proof-bearing fields:
- proof: signature or MAC over canoni cal signing input

proof _chain: optional chain of proofs for delegation |inks
Intent Envel opes SHOULD be signed by the Agent Runtinme when any
non-trivial authority is exercised. Observations MJST be attested by
the Execution Boundary.

16.5 Comon Header

Al AIDP wire nmessages MJST incl ude:

- aidp_version (string, e.g. "1.0-draft")

- nmsg_type (string: "IE" | "OB" | "PD")

- canon (string: canonicalization profile identifier)

- payl oad (object)

- proof (object, OPTIONAL unless required by |local policy)

17. Wre Schemas
Bel ow are normative field sets. Inplenmentati ons MIJST reject unknown fields in security-cr
itical sub-objects unless explicitly permtted by the Extensibility Model

17.1 Intent Envel ope Payl oad (IE)

Requi r ed

- envel ope_id (string/UU D)

- ti mestanp (RFC3339 string)



- actor_ref (object)

- authority ref (object)

- i ntent _body (object)

- constraints (object)

- del egati on_chain (array, MAY be enpty)
- observabi lity_hooks (object)

17.1.1 actor _ref

- agent _id (string)

- i ssuer (string)

- identity ref (string) — dereferenceable URI/URN-Iike reference (transport-agnost
ic)

17.1.2 authority ref

- cap_id (string)

- i ssuer (string)

- cap_ref (string) — dereferenceabl e reference

- rev_ref (string) — revocation pointer reference

17.1. 3 intent _body

- action (string)

- target (object)

- paraneters (object)

target MJST include at |east:

- resource (string)

- domain (string) — security domain identifier

17.1.4 constraints

Constraints SHOULD incl ude (as applicable):

- not _before / not_after (RFC3339)

- max_cost (nunber)

- max_uses (i nteger)

- risk tier (string: "low'|"med"|"high", OPTIONAL but RECOVVENDED)
- i denpot ency_key (string, OPTI ONAL)

17.1.5 del egati on_chain
Each el ement MJST i ncl ude:

- cap_id

- i ssuer

- cap_ref

- parent _cap_id (string)

- rev_ref

- I'i nk_proof (object) — proof binding child to parent

17.1. 6 observability hooks

- return_to (object) — e.g. inbox/topic/endpoint reference

- required fields (array of strings) — MJST minimally include envel ope_id, execut

on_id, status
- delivery_node ("push"|"pull™)
- ti meout _sec (integer)

17.2 Observation Payl oad (OB)
Requi r ed
- envel ope_id

- execution_id (string)

- ti mestanp (RFC3339)

- status (string: accepted|rejected|executed|failed|partially_executed)
- result (object, MAY be enpty)

- side_effects (array, MAY be enpty)

- attestation (object)

17.2.1 attestation

- boundary_id (string)

- i ssuer (string)

- attest_profile (string)

- deci sion (string: authorized|not_authorized|constraint_violation|invalid_chain|re



voked| r epl ay)

- policy digest (string) — hash/reference to policy version used
- evi dence (object, OPTIONAL) — nmininal additional evidence (non-sensitive by defa
ult)

Observati ons MJST be signed/attested by the Execution Boundary (i.e., proof REQU RED for
OB by default).

17.3 Problem Details Payl oad (PD)
Requi r ed
- envel ope_id (if applicable)
- ti mest anmp

- error_code (string)

- error_nessage (string)

- details (object, OPTIONAL)
Recommended error_code val ues

- I NVALI D_I DENTI TY

- UNTRUSTED | SSUER

- REVCOKED

- I NVALI D_CAPABI LI TY

- I NVALI D_DELEGATI ON_CHAI N

- CONSTRAI NT_VI OLATI ON

- REPLAY_DETECTED

- MALFORMED MESSAGE

- UNSUPPORTED_VERSI ON

18. Exanple Wre Messages (Al DP-JS)

18.1 Intent Envel ope (single-agent — server)

{
"aidp_version": "1.0-draft",
"nsg_type": "IE,
"canon": "Al DP-JS- Canonl",
"payl oad": {

"envel ope_id": "O0f 2e3cla-9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al10",
"timestanmp": "2026-01-13T09: 14: 00+02: 00",

"actor_ref":

"agent _id": "agent:al pha",

"issuer": "did:exanple:issuerA",

"identity ref": "urn:aidp:id:issuerA: agent-al pha"
}

"1uthority_ref": {
"cap_id": "cap: al pha: pay-v1",

"issuer": "did:exanpl e:aut hA",
"cap_ref": "urn:aidp: cap: aut hA: cap- al pha- pay-v1l",
"rev_ref": "urn:aidp:rev:authA: list-01"

"intent _body": {

"action": "paynent.create",
"target": { "dommin": "svc:paynents", "resource": "acct:nerchant-123" },
"paraneters”: { "anmount": 50, "currency": "EUR', "nmeno": "invoice-8841" }

"constraints": {
"not _before": "2026-01-13T09: 14: 00+02: 00",
"not_after": "2026-01-13T09: 19: 00+02: 00",
"max_uses": 1
"risk tier": "high",
"i denpot ency_key": "idem 3d7f0d"
},
"del egation_chain": [],
"observability_hooks": {

"delivery_node": "push",
"return_to": { "type": "inbox", "ref": "urn:aidp:inbox:agent:alpha" },
"required fields": ["envel ope_id", "execution_id", "status", "attestation"],

"timeout _sec": 30



"proof": {
"al g": "ed25519",
"kid": "key:agent-al pha-1",
"sig": "BASEGAURL(...)"
}
}

18.2 Observation (Execution Boundary — agent)
{
"aidp_version": "1.0-draft",
"meg_type": "OB",
"canon": "Al DP-JS- Canonl",
"payl oad": {
"envel ope_i d": "Of 2e3cla- 9h9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"execution_id": "exec-9c2dla",
"timestanmp": "2026-01-13T09: 14: 02+02: 00",
"status": "executed",
"result": { "payment _id": "pay_7712", "state": "captured" },
"side_effects": |
{ "resource": "acct:nerchant-123", "delta": { "captured_eur": 50 } }
]

"attestation": {

"boundary_id": "boundary: paynments-gw 1"
"issuer": "did: exanpl e: paynment sDomai n",
"attest _profile": "A DP-OB-Attestl",
"decision": "authorized",

"policy _digest": "sha256:5d3a...e91"

}

roof": {

"al g": "ed25519",

"kid": "key: boundary-paynments-1",
"sig": "BASE64URL(...)"

}

}

}

18.3 Problem Details (rejection exanple)
{
"aidp_version": "1.0-draft",
"msg_type": "PD',
"canon": "Al DP-JS- Canonl",
"payl oad": {
"envel ope_i d": "O0f 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"timestanp": "2026-01-13T09: 14: 01+02: 00",
"error_code": "REVOKED',
"error_message": "Capability or identity has been revoked.",
"details": { "rev_ref": "urn:aidp:rev:authA:list-01", "cap_id": "cap:al pha: pay-v1l" }

}

roof": {
"al g": "ed25519",
"kid": "key: boundary-paynments-1",
"sig": "BASEG4URL(...)"
}
}

19. Exanple Fl ows

19.1 Flow 1 — Single-Agent Action (Agent Server)
Goal : Agent requests a state-changing action on an external service w th bounded authorit

y.
Steps (normative):

1. Agent Runtine obtains/holds a capability authority ref.

2. Agent produces an Intent Envelope (IE) referencing actor _ref and authority ref.
3. Executi on Boundary validates: identity, issuer trust anchors, capability scope, r

evocation, constraints, replay.
4. Executi on Boundary executes the action on the target service.



Executi on Boundary emits an Cbservation (OB) bound to envel ope_id and execution_i

Agent MUST NOT proceed for that intent until OB is received and vali dat ed.
rity properties:

Enf orcement at Execution Boundary, not the LLM

Repl ay resistance via envelope_id

Qutcome integrity via OB attestation

w 2 — Delegation (Agent A — Agent B — Execution)
ent A delegates linmted authority to Agent B to performa specific action

Agent A possesses parent capability cap: AO.

Aut hority Service issues del egated capability cap: Bl wth:

parent _cap_id = cap: A0

scope subset (e.g., only resource=X, only max_uses=1, only within 2 m nutes)
Agent A sends IE to Agent B with del egation_chain = [cap: Bl |link proof ...]

Agent B either:

accepts responsibility and forwards IE to its Execution Boundary, or

rejects (policy/local risk)

Executi on Boundary validates entire chain end-to-end (including parent/child |ink

fs).
Executi on produces OB, returned to the return_to hook (Agent A and/or B dependi ng
policy).

rity properties:

No credential sharing

Subsetting rule enforced at execution
Revocati on propagates al ong chain

w 3 — Revocation Md-Flight (TOCTQU)

CGoal : Capability revoked after |IE issuance but before execution finalization.
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IE is received and prelimnarily validated.

Bef ore executing high-risk action, Execution Boundary MJST re-check revocation st
r risk tier/policy).

I f revoked, execution MJST abort and PD returned with REVOKED.

Audit record MJUST note decision and revocation evi dence used.

rity properties:

Near -i mredi ate revocation effect

Clear failure semantics and auditability

w 4 — (bservation Substitution Attenpt
twork attacker tries to replay an old OB to trick the agent.

Attacker replays OB with m smatched or al ready-settled envel ope_id.
Agent validates OB proof and checks if envel ope_id is outstanding.
Agent MUST reject OB if:

envel ope_id not outstanding, or

OB proof invalid, or

attestation issuer untrusted

Agent continues waiting or initiates recovery (out of scope).

rity properties:

OB bi ndi ng prevents confusion

Agent | oop does not advance without valid OB

w5 — Milti-Dormai n Boundary Crossing
ent in Domain A requests execution in Donain B.

Donmain B applies TB rules: zero inplicit trust.

Domain B validates issuer trust anchors for identities and capabilities.
Domain B val i dates revocation pointers accessi bl e/ acceptabl e under its policy.
If any issuer untrusted, reject with UNTRUSTED | SSUER

rence Architecture

rvi ew
tion defines a reference architecture for Al DP deploynents. The architecture is m



odel - agnosti ¢ (LLM vendor-i ndependent) and transport-agnostic. It separates reasoning fro
m enf orcenent and bi nds execution outconmes to originating intents.

Al DP systenms MUST inpl erent an Execution Boundary as the enforcenent point. Agent reasoni
ng conmponents MJST NOT be relied upon for authorization, revocation, replay prevention, o
r audit integrity.

20. 2 Logi cal Conponents

An Al DP depl oynment consists of the follow ng |ogical conponents. Conponents MAY be co-I|oc
ated or distributed.

1. Reasoni ng Engi ne (RE)

Produces Intent Envel opes and consunes Cbservations. (Oten an LLM but not required.)

2. Agent Runtine (AR

Hosts the RE; manages |ocal state, menory, and tool nediation. The AR is not a policy enf
orcenent point.

3. Executi on Boundary (EB)

Pol i cy enforcenent and action execution conponent. Validates identity/capabilities/delega
tion, checks revocation, prevents replay, executes actions, and attests Cbhservations.

4. Aut hority Service (AS)

| ssues Capabilities, manages |lifecycle, and provides revocation status via rev_ref.

5. Identity Provider / Issuer (IdP)

| ssues Agent ldentity artifacts referenced by actor_ref.

6. observati on Channel (0C)
Del i vers (hservations to agents via push and/or pull. (e.g., inbox, queue, webhook)
7. Audit Log (AL)

Append-only event record of intent receipt, authorization decisions, execution results, a
nd observation em ssion.

8. Executi on Targets (ET)

External systens acted upon (APlIs, services, websites via autonmation, databases, etc.).

20.3 Trust Boundari es

Al DP defines explicit trust boundaries. Crossing a trust boundary MJST trigger independen
t validation.

- TB- AR/ EB: Agent Runtinme to Execution Boundary

AR is untrusted for enforcenent; EB MJUST validate all incomng | Es regardl ess of origin.
- TB- Dorai n: Cross-donmai h boundary

ldentity, capabilities, issuer trust, and revocation MJST be revalidated in the receiving
domai n.

- TB- OC. (nservati on Channel boundary

observations MJST be attested by EB and verified by the Agent Runtine/RE.

20.4 Reference Architecture D agram
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20.5 Normative Interfaces
This section defines the conceptual interfaces between components.

20.5.1 I E Subm ssion Interface (AR — EB)
- Input: AIDP Intent Envel ope (IE)
- Qut put: I mredi ate PD or async OB (or both if policy allows)
EB MJST i npl enent :
- Identity validation for actor_ref
- Capability validation for authority_ref
- Del egation chain validation
- Revocation checks via rev_ref
- Repl ay detection for envel ope_id
Constraint enforcenent
AR MAY i npl emrent preflight validation, but EB validation is authoritative.

20.5.2 Authority Resolution Interface (EB AS)

- EB dereferences cap_ref and rev_ref

- EB verifies:

- capability authenticity

- scope/ constraints

- revocation status (including parents in chain)

- i ssuer trust anchor

AS MUST support:

- capability retrieval (or verification artifacts)

- revocation status | ookup with bounded | atency for high-risk actions

20.5.3 ldentity Validation Interface (EB 1dP)

- EB dereferences identity ref and validates issuer trust
- EB checks identity revocation status

| dP MUST support:

- identity verification artifacts

- revocation status

20.5.4 Cbservation Delivery Interface (EB - OC — AR
- EB emits Cbservation (OB) with attestation proof
- OC delivers via:
- push (webhook/ queue) and/ or
pul I (inbox retrieval)
AR MUST verify:
- OB proof (attestation)
- envel ope_id matches outstandi ng intent
- i ssuer trust anchor for the EB attestation

20.5.5 Audit Interface (EB — AL)

EB MJUST record:

- recei pt of IE (digest)

- aut hori zati on deci si on and reasons
- execution_id

- st at us/ out come

- emtted OB digest



AL SHOULD be append-only. Tanper-evidence i s RECOMVENDED.
20.6 Data Fl ow Specifications

20.6.1 Standard Singl e- Domai n Fl ow

RE -> AR propose action

AR -> EB: | E(envel ope_id, actor_ref, authority ref, constraints, hooks)
EB -> AS/I1dP: validate capability + identity + revocation

EB -> ET: execute action

EB -> AL: wite audit events

EB -> OC. enmit OB(attested)

OC -> AR deliver OB

AR -> RE: provide validated OB for next-step reasoning

20.6.2 Cross-Donain Fl ow (Donain A — Domai n B)
Domain A: AR A -> EB B (IE)
(crosses TB- Domai n)
Domain B: EB B validates issuers/trust anchors independently
EB B executes, attests OB
OB del i vered back per hooks (possibly to OC A and/or OC _B)
Recei vi ng domai ns MUST NOT assune trust in issuer sets unless explicitly configured.

20.7 Policy Enforcenent Points

EB is the required enforcenent point. The followi ng controls MJST be enforced at EB:
- Revocati on checks (risk-tier dependent strictness)

- Repl ay protection

- Constraint verification (tinme, uses, scope)

- Del egation chain integrity

- Audi t eni ssion

AR/ RE control s are advisory only.

20.8 M ni mal Depl oynment Profiles

20.8.1 Mninmal Profile (Single Domain)
Required: RE, AR, EB, AS (or enbedded capability verifier), OC, AL
Optional : external 1dP (can be enbedded issuer)

20.8.2 Multi-Domain Profile
Required: EB and trust anchor policy per domain, cross-donain issuer validation, revocati
on accessibility policy, OC bridging rules.

20.9 Failure Mddes and Required Behaviors

- If AS/1dP is unreachable for a high-risk action, EB MIST fail closed (reject) unl
ess local policy explicitly permts bounded stal eness.

- If OB delivery fails, EB SHOULD support pull-based retrieval via OCto avoid “lo
st observations” .

- If replay is detected, EB MJUST reject with REPLAY_DETECTED and | og the attenpt.

21. Concrete Transport Binding: HTTP (Al DP- HTTP)

21.1 Overview
This section specifies a concrete transport binding for AIDP using HTTP. It defines:
- submi ssi on of Intent Envelopes (IE) to an Execution Boundary (EB),
- delivery/retrieval of Cbservations (0B),
- structured error reporting (PD),
m ni mal requirenents for replay safety and correl ation.
Th| s binding is conpatible with AIDP-JS (JSON) payl oads as specified in Sections 1619. Al
DP-CB (CBOR) MAY be supported via content negotiation.

21. 2 Resources and Rol es

- Client: Agent Runtinme (AR) or Agent-facing proxy.
- Server: Execution Boundary (EB).

- observati on Channel: either:

- push: EB calls an AR webhook, or

- pull: AR polls an EB-hosted inbox.



21.3 Medi a Types

I mpl enent ati ons MJST support JSON

- | E: application/aidp+json; nmsg=lE

- OB: application/aidp+json; nsg=0B

- PD: application/aidp+json; nmsg=PD
Servers MAY additionally support CBOR

- appl i cation/ ai dp+cbor; mnsg=I E| OB| PD

21. 4 Common HTTP Headers

Clients and servers MJST use:

- Cont ent - Type: as above

- Accept: one or nore supported AlDP nedia types

The foll owi ng headers are RECOVMENDED:

- | denpot ency- Key: val ue of constraints.idenpotency key (when present)

- X- Al DP- Envel ope-ID: mrrors payl oad. envelope_id (for tracing; not authoritative)

21.5 Authorization at HTTP Layer
Al DP aut horization is enforced via authority ref/capabilities at the AIDP | ayer. However,
the HTTP channel itself MJST be authenticated to prevent anonynous flooding and to enab
e policy decisions.
EB depl oynents MUST require at |east one of:

mut ual TLS (nTLS), or
- QAuth 2.0 Bearer token, or
- anot her mutual |y authenticated mechani sm
I mportant: HITP-layer auth MJST NOT be treated as sufficient authorization for actions. E
B MUST still validate AIDP identity/capability/delegation/revocation per the core spec.

21.6 Endpoint: Submit Intent Envel ope

POST /vl1/aidp/intents

Request body: an | E nmessage.

Success responses:

- 202 Accepted: intent accepted for processing; OB will be delivered via hooks (pus
h) and/ or nade avail able for pull.

- 200 OK: intent executed synchronously and OB is returned in the response body (a

| owed for |ow | atency operations).

Fai | ure responses:

- 400 Bad Request: mal formed Al DP nessage (PD returned)

- 401 Unaut hori zed: HTTP-layer auth failure (PD OPTIONAL; nmay be plain HITP)

- 403 Forbi dden: AIDP authorization failure (PD returned)

- 409 Conflict: replay detected / envel ope_id reuse (PD returned)

- 415 Unsupported Media Type: unsupported encodi ng

- 429 Too Many Requests: rate limting (PD OPTI ONAL but RECOVVENDED)

- 500/ 503: server failure / dependency failure (PD RECOMVENDED)

Response body:

- For 200: an OB

- For 202: either enpty or a mininmal acknow edgnment object (OPTIONAL). I|f included,
it MUST NOT cl ai mexecution success.

- For failures: a PD SHOULD be returned.

21.6.1 Correl ation Rules

- EB MJST treat payl oad.envelope id as authoritative.

- I f X-AlDP-Envel ope-1D is present and does not match the payl oad, EB MJST reject w
ith MALFORMED MESSAGE

21.6.2 Synchronous vs Asynchronous Execution

EB MAY execute synchronously (200) when

- action is lowrisk and | ow | atency, and
revocation checks can be perforned inline.

Clhermnse EB SHOULD default to 202 + asynchronous OB.

21.7 Endpoint: Retrieve Cbservation (Pull Mbde)

GET /v1/ ai dp/ observati ons/{envel ope_i d}

Ret ur ns:

- 200 K + OB if available

- 404 Not Found if unknown (or not yet avail able)

- 410 Gone if envelope_id is known but observation expired/ garbage-collected (PD RE



COMVENDED)
- 409 Conflict if multiple observations exist and client nmust page (see 21.7.1)
EB SHOULD retai n observations for a configurable retention w ndow.

21.7.1 Miultiple Qbhservations per Envel ope

I n advanced depl oynents, an envel ope may yield nultiple OBs (e.g., accepted then executed
). If multiple are retai ned, EB MJST support:

GET /v1/ ai dp/ observati ons?envel ope_id=... &fter=...&imt=...

Ret urni ng either:

- a single latest OB (default), or

- a list of OBs when node=all.

21.8 Endpoint: Observation Inbox (Pull Mde, Queue Semantics)

GET /v1/ ai dp/i nbox

Query pararns:

- cursor (opaque)

- limt (1100)

Returns 200 OK with:

- itenms: array of OB nessages

- next _cursor: cursor for pagination

EB MJST only deliver observations intended for the authenticated caller per observability
_hooks.return_to.

21.9 Observation Delivery (Push Mde)

If observability hooks. delivery_mpbde = "push", return_to MJST include a webhook URL refer
ence or a resol vabl e endpoint reference.

EB will deliver via:

POST <agent _webhook _url >

Body: an OB nessage.

Expect ed responses by AR

- 200 OK: received and accepted

- 409 Conflict: duplicate delivery (idenpotent accept)

- 410 Gone: endpoint deprecated (EB SHOULD fall back to pull if configured)

EB MJST inplenent retries with backoff. Duplicate deliveries MJST be possible; AR MIST ha
ndl e i denmpotently using (envel ope_id, execution_id).

21.10 Problem Details over HITP

PD is carried as the response body for Al DP-I|ayer errors.

Mappi ng gui dance:

- I NVALI D_I DENTI TY, UNTRUSTED | SSUER, REVCKED, | NVALI D DELEGATI ON_ CHAIN — 403
- CONSTRAI NT_VI OLATION — 403 (or 409 if semantic conflict)

- REPLAY_DETECTED — 409

- MALFORMED MESSAGE, UNSUPPORTED VERSI ON — 400

- UNSUPPORTED_MEDI A TYPE — 415

21. 11 HTTP Cachi ng
Responses contai ning OB or PD MJUST include headers preventing internediary caching:
- Cache-Control : no-store

21.12 Transport-Level Integrity and Confidentiality
Al DP- HTTP MUST be carried over TLS. mlLS is RECOMVENDED for high-risk tiers.

21.13 M nimal HTTP Sequence Exanpl es

21.13.1 Subnit 1E (Async)

1. AR — EB

PCST /vl/aidp/intents with IE

EB — AR

202 Accepted

2. EB — AR webhook

POST https://agent. exanpl e/ aidp/ob with OB
AR — EB

200 &K

21.13.2 Subnit | E (Sync)
AR — EB



POST /vl/aidp/intents with IE
EB — AR
200 K with OB

21.13.3 Pull OB

AR — EB

GET /v1/ ai dp/ observati ons/ {envel ope_i d}

EB — AR

200 K with OB (or 404 Not Found until ready)

21.14 Full HTTP Exanpl es

Al of the above assune:

- TLS active

- Cont ent - Type: application/aidp+json; nsg=..
- canon: Al DP-JS- Canonl

- sig are placehol ders

21.14.1 Async Success (202 + webhook OB)

Request (AR — EB)

PCST /vl/aidp/intents HITP/ 1.1

Host: eb. paynents. exanpl e

Cont ent - Type: application/ai dp+json; nsg=IE

Accept: application/aidp+json; nmsg=0B, application/aidp+json; msg=PD
| denmpot ency- Key: idem 3d7f0d

X- Al DP- Envel ope- I D. 0Of 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al0

Aut hori zation: Bearer eylJ... (transport auth; not sufficient for Al DP auth)
Cache-Control: no-store
{

"aidp_version": "1.0-draft",

"meg_type": "IE",

"canon": "Al DP-JS- Canonl",

"payl oad": {

"envel ope_id": "O0f 2e3cla-9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al10",
"timestanmp": "2026-01-13T09: 14: 00+02: 00",

"actor_ref": { "agent_id": "agent:al pha", "issuer": "did:exanple:issuerA", "identity_
ref": "urn:aidp:id:issuerA: agent-al pha" },
"authority ref": { "cap_id": "cap:al pha: pay-v1l", "issuer": "did: exanpl e:authA", "cap_
ref": "urn:aidp: cap: aut hA: cap- al pha- pay-v1", "rev_ref": "urn:aidp:rev:authA:list-01" },
"intent _body": {
"action": "paynent.create",
"target": { "dommin": "svc:paynents", "resource": "acct:nerchant-123" },
"paraneters”: { "amount": 50, "currency": "EUR', "meno": "invoice-8341" }
}

onstraints": {

"not before": "2026-01-13T09: 14: 00+02: 00",
"not _after": "2026-01-13T09: 19: 00+02: 00",
"max_uses": 1,

"risk_tier": "high",

"i denpotency_key": "idem 3d7f0d"

}

’elegation_chain": [1,
"observability_hooks": ({

"delivery_node": "push",
"return_to": { "type": "webhook", "ref": "https://agent.exanpl e/aidp/ob" },
"required fields": ["envel ope_id", "execution_id", "status", "attestation"],
"tinmeout _sec": 30

} }

"proof": { "alg": "ed25519", "kid": "key:agent-al pha-1", "sig": "BASE64URL(...)" }

}

Response (EB — AR

HTTP/ 1.1 202 Accepted

Cache-Control: no-store

Cont ent - Type: application/ai dp+json; nmsg=PD



"aidp_version": "1.0-draft",

"msg_type": "PD',

"canon": "AlI DP-JS- Canonl",

"payl oad": {
"envel ope_i d": "O0f 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"timestanp": "2026-01-13T09: 14: 01+02: 00",
"error_code": "ACCEPTED ASYNC',

"error_message": "Accepted for processing; observation will be delivered via hooks.",
"details": { "estimated": "not_provided" }
%,roof": { "alg": "ed25519", "kid": "key:boundary-paynments-1", "sig": "BASE64URL(...)"
% . o
EF;ﬁL.use of PD as ack” for 202 to have a structured message. Alternatively it can be

Webhook Delivery (EB — AR endpoint)

POST /aidp/ob HTTP/ 1.1

Host: agent. exanpl e

Cont ent - Type: application/aidp+json; nsg=0B

Accept: application/aidp+j son; nmsg=PD

Cache-Control : no-store

X- Al DP-Del i very-1D: deliv-77al1

X- Al DP- Envel ope- I D. 0Of 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al0

{
"aidp_version": "1.0-draft",
"meg_type": "OB",
"canon": "Al DP-JS- Canonl",
"payl oad": {
"envel ope_i d": "Of 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"execution_id": "exec-9c2dla",
"timestanmp": "2026-01-13T09: 14: 02+02: 00",
"status": "executed",
"result": { "payment _id": "pay_7712", "state": "captured" },
"side_effects": [{ "resource": "acct:nerchant-123", "delta": { "captured_eur”: 50 } }
1,
"attestation": {
"boundary_id": "boundary: paynments-gw 1"
"issuer": "did:exanpl e: paynent sDonai n",
"attest _profile": "A DP-OB-Attestl",
"deci sion": "authorized",
"policy digest": "sha256:5d3a...e91"
}}
"proof": { "alg": "ed25519", "kid": "key:boundary-paynents-1", "sig": "BASE64URL(...)"
}

}

Webhook Response (AR — EB)

HTTP/ 1.1 200 K

Cache-Control: no-store

Cont ent - Type: application/ai dp+json; nmsg=PD

{

"aidp_version": "1.0-draft",

"msg_type": "PD',

"canon": "AlI DP-JS- Canonl",

"payl oad": {
"envel ope_i d": "O0f 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"timestanp": "2026-01-13T09: 14: 03+02: 00",
"error_code": "DELIVERY_OK",
"error_message": "Cbservation received."

}



21.14.2 Revoked Capability (403 + PD)

HTTP/ 1.1 403 For bi dden

Cache-Control: no-store

Cont ent - Type: application/aidp+json; nmsg=PD

{
"aidp_version": "1.0-draft",
"msg_type": "PD',
"canon": "AIDP-JS-Canonl",
"payl oad": {
"envel ope_id": "O0f 2e3cla-9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al10",
"timestanp": "2026-01-13T09: 14: 01+02: 00",
"error_code": "REVOKED',
"error_message": "Capability or identity has been revoked.",
"details": {
"rev_ref": "urn:aidp:rev:authAlist-01",
"cap_id": "cap:al pha: pay-v1",
"deci sion": "revoked"
} }
"proof": { "alg": "ed25519", "kid": "key:boundary-paynents-1", "sig": "BASE64URL(...)"
}
}

21.14.3 Replay Detected (409 + PD)

HTTP/ 1.1 409 Conflict

Cache-Control: no-store

Cont ent - Type: application/aidp+json; nmsg=PD

{
"aidp_version": "1.0-draft",
"msg_type": "PD',
"canon": "AIDP-JS-Canonl",
"payl oad": {
"envel ope_id": "Of 2e3cla-9b9a- 4a8c- 8c2b- 2f 3b9f 3c5al10",
"timestanp": "2026-01-13T09: 14: 01+02: 00",
"error_code": "REPLAY DETECTED',
"error_message": "Envelope ID has al ready been processed. ",
"details": { "replay_wi ndow': "configured", "first_seen": "2026-01-13T09: 14: 00+02: 00"
}}
"proof": { "alg": "ed25519", "kid": "key:boundary-paynents-1", "sig": "BASE64URL(...)"
}
}

21.14.4 Constraint Violation (403 + PD)
HTTP/ 1.1 403 For bi dden

Cache-Control : no-store

Cont ent - Type: application/aidp+json; nmsg=PD

{

"aidp_version": "1.0-draft",

"meg_type": "PD',

"canon": "AlI DP-JS-Canonl",

"payl oad": {
"envel ope_i d": "Of 2e3cla- 9b9a- 4a8c- 8c2b- 2f 3b9f 3c5a10",
"timestanmp": "2026-01-13T09: 20: 10+02: 00",
"error_code": "CONSTRAI NT_VI OLATI ON',

"error_message": "Constraint check failed.",
"details": {
"violations": [
{ "field": "constraints.not_after", "reason": "expired" },
{ "field": "constraints.nax_uses", "reason": "already_consuned" }
]
}

b



"proof": { "alg": "ed25519", "kid": "key:boundary-paynents-1",
}
}

21.15 Webhook Verification Mbdel (Push Qobservations)

sig": "BASE64URL(...)"

21.15.1 Trust Anchors

Each Agent Runtime (AR) MJST maintain a set of trust anchors for validating incom ng Cbse
rvation deliveries. These trust anchors MJST i ncl ude:

- Approved issuers of Execution Boundary (EB) attestations (e.g., did:exanple: payne
nt sDonai n)

- (OPTIONAL) Explicit allowists of specific EB instances identified by boundary_id

The AR MJST reject any webhook-delivered Qoservation if:

- attestation.issuer is not included in the trust anchors, or

- the public key referenced by proof.kid cannot be resolved for the declared issuer
, or

- the boundary_id is disallowed by |Iocal policy.

21.15.2 Required Verification Steps (AR-side)
Upon recei pt of an Qobservation via webhook, the Agent Runtinme MJST performthe follow ng
steps, in order:

Parse and schema-validate the Cbservation nessage using strict validation rules.

Verify the attestation proof (proof) over the canonical signing input.

Val i date issuer trust, ensuring attestation.issuer is trusted.

Bi nd the Cbservation to an outstanding Intent:

payl oad. envel ope_id MJST correspond to a currently pending Intent Envel ope, other
se the Observation MJUST be rejected or quarantined according to policy.

Enforce replay protection:

The tuple (envel ope_id, execution_id) MJIST be accepted at nobst once.

OPTI ONAL but RECOMMENDED: Verify attestation.policy_digest against a |locally know
n policy registry when avail abl e.
If any verification step fails, the AR MUST NOT accept the Cbservation and MJST respond w
ith a non-2xx HTTP status code.
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21.15.3 Delivery I|denpotency

Executi on Boundaries MJST treat webhook delivery as retry-safe.

Agent Runtines MJST process webhook Cbservations idenpotently, keyed by:

(envel ope_id, execution_id)

If a duplicate delivery is received, the AR MUST NOT re-apply any state transition and SH
QULD return either:

- 409 Conflict (duplicate), or

- 200 K with a Problem Details payl oad indicating duplicate acceptance.

21. 15. 4 Webhook Channel Authentication

In addition to cryptographic attestation inside the Cbservation itself, the webhook trans
port channel SHOULD be protected using:

- Mutual TLS (mILS), or

- An HTTP aut hentication mechani smthat cryptographically binds the EB identity to
the TLS sessi on.

Channel -1 evel authentication mtigates denial-of-service attacks and prevents unauthentic
ated injection of traffic toward the AR

21.15.5 Anti-Substitution Rules

The Agent Runtime MJST enforce the follow ng anti-substitution rules:

- The payl oad. envel ope_id in the Cbservati on MIUST correspond exactly to the pending
I ntent Envel ope.

- If the AR maintains a local digest of the submtted Intent Envel ope, it SHOULD en

sure the received Cbhservation corresponds to that digest entry.

- Al fields declared in observability hooks.required fields MJST be present before
the Coservation is accepted.

Failure of any rule MJUST cause the Chservation to be rejected.

21.15.6 Error Responses from Wbhook Endpoi nt
The AR webhook endpoint MJST use the follow ng status codes:
HTTP Code Meani ng



200 oservati on accepted

409 Duplicate delivery

400 Mal f or med Cbservation

403 Untrusted issuer or invalid proof
410 Endpoi nt deprecated

429 Rate limted

21.15.7 Fall back to Pull Mode

I f repeated webhook deliveries fail, the Execution Boundary SHOULD:

- Retain the Qobservation for retrieval via GET /vl/aidp/observations/{envel ope_id},
and

- Optionally emit a Problem Details message indicating push delivery failure

21.16 Reference Validation Pipeline

This section defines the normative validation and execution pipeline that every Al DP-conp
| iant Execution Boundary (EB) and Agent Runtinme (AR) MJST inpl enent.

Any deviation fromthis sequence constitutes a protocol violation

21.16.1 Execution Boundary Validation Pipeline
Upon recei pt of an Intent Envel ope over HTTP, the EB MJST execute the followi ng steps in
order:
1. Transport Authentication
Message Parsing
3. Canonicalization
4. Proof Verification
5. Schenma Vali dation
6. ldentity Validation
7. Capability Resolution
8. Del egation Chain Validation
9. Revocation Checks
10. Constraint Enforcenent
11. Replay Protection
12. Authorization Deci sion
13. Execution
14. Observation Construction
15. Attestation & Enm ssion
16. Audit Recording

21.16.2 Detailed Step Semantics

1. Transport Authentication

The EB MJST verify HITP-layer authentication (nrLS, QAuth, etc.) and reject unauthenticat
ed clients.

Transport authentication does not grant execution authority.

2. Message Parsing
The EB MUST parse the incom ng message strictly.
Mal f or med nessages MJST be rejected with MALFORVED MESSAGE

3. Canonicalization
The EB MJST canonicalize the payload using the declared canon profile.
Fail ure MUST abort processing.

4. Proof Verification
If present, proof MJST be verified against the canonical payl oad.
Fai | ure MJUST abort processing.

5. Schema Validation
The EB MJST val i date the payl oad agai nst the Al DP schema for the decl ared nessage type.
Unknown fields in security-critical objects MJIST cause rejection

6. ldentity Validation
The EB MJST resol ve and validate actor_ref.identity ref and issuer trust.
Failures MUST result in INVALID_| DENTITY or UNTRUSTED | SSUER.

7. Capability Resolution



The EB MJST resol ve authority ref.cap_ref, validate issuer trust, and | oad associ ated con
straints.

8. Del egation Chain Validation

If delegation_chain is present, the EB MJST:

- Val i date every link’ s proof

- Enf orce subsetting rul es

- Verify parent-child rel ationships

- Rej ect any anplification of authority
Failures MJST result in | NVALI D_DELEGATI ON_CHAI N

9. Revocation Checks
The EB MJST consult all rev_ref references (identity, capability, delegation parents).
For high-risk actions, revocation checks MJST be perforned imediately prior to execution

10. Constrai nt Enforcenent

Al'l constraints MJST be enforced:

- time wi ndows

- usage limts

- resource scope

- risk tier policies

Fail ures MJST result in CONSTRAI NT_VI OLATI ON

11. Replay Protection
The EB MJST verify that envel ope_id has not been previously accepted.
Repl ay MUST result in REPLAY_DETECTED.

12. Authorization Deci sion
If and only if all prior steps succeed, the EB MJUST authorize the action

13. Execution
The EB executes the action on the target system
Execution failures MJST still produce an Cbhservation with status = fail ed.

14. Observation Construction

The EB MUST construct an Cbservati on bound to:
- envel ope_id

- execution_id

- deci si on

- resul t

- side effects

- appl i ed policy

15. Attestation & Emi ssion

The EB MUST:

- attach an attestation

- sign the Observation

- deliver it via the configured Gbservation Channe

16. Audit Recording

The EB MUST record:

- envel ope di gest

- deci si on

- execution_id

- final status

- emtted Cbservation di gest

21.16.3 Agent Runtime Validation Pipeline (OB)
Upon receiving an Gbservation, the AR MJST perform
Parse & Scherma Vali date

Canoni cal i ze

Verify Attestation Proof

Verify |ssuer Trust

Bi nd to Qutstanding Intent

Enf orce Replay Protection
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7. Accept and Rel ease Intent
If any step fails, the Cbservation MJST be rejected and MJUST NOT advance agent reasoni ng.

21.16.4 Determnistic Agent Loop Guarantee

An agent loop is conpliant if and only if:

No agent reasoning step occurs wi thout a validated Cbservation
This rule is absolute.

21.16.5 M nimal Conformance Checkli st

An inplenmentation clainng Al DP-HTTP conpliance MJST inpl ement:
- full EB pipeline

- full AR pipeline

- replay store

- revocation resol ver

- attestation verification

- audi t | oggi ng

22. Al DP Conformance Test Suite — Qutline

22.1 Purpose

Thi s docunent defines the test framework for validating whether an inplenmentation is conp
liant with the Al DP specification

It enabl es:

- certification of inplenentations,

- interoperability between vendors,

- obj ective security verification

22.2. Certification Levels

Level 1 — AIDP-Core

M ni mal functional conpliance.

Level 2 — AIDP-Secure

Includes full security & revocation semanti cs.

Level 3 — AIDP-Enterprise

Includes auditability, cross-donain, governance & recovery.

22.3 Test Domai ns

Dorrai n Focus

I dentity Agent identity validation

Aut hority Capabi lity enforcenent

Del egati on Subsetting & chain validation
Revocati on I medi ate invalidation

Intent Schenmn & canonicalization

Execution Enf or cenent correct ness
Qoservati on Binding & integrity

Repl ay Duplicate detection

Audi t Traceability & non-repudi ation
Cr oss- Donmi n Trust boundary handl i ng

22.4 Core Test Categories

22.4.1 ldentity & Trust

- T-1D-01: Reject invalid issuer

- T-1D-02: Reject expired identity

- T-1D-03: Enforce trust anchors

- T-1D-04: Revalidate across trust boundary

22.4.2 Capability & Authority

- T- AUTH-01: Enforce action scope

- T- AUTH- 02: Enforce resource scope

- T- AUTH 03: Enforce constraints

- T- AUTH 04: Reject capability anplification



22.4.3 Del egation

- T-DEL-01: Validate del egation chain

- T- DEL- 02: Reject broken chain

- T- DEL- 03: Enforce subsetting rule

- T- DEL- 04: Revoke parent invalidates children

22.4.4 Revocation

- T-REV-01: | medi ate revocation enforcenent

- T- REV- 02: Revocation after acceptance but before execution
- T- REV-03: Revocation during execution (high risk path)

22.4.5 Intent Envel ope

- T-1E-01: Canonicalization correctness
- T-1E-02: Proof verification

- T-1E-03: Reject mal forned envel ope

- T-1E-04: Enforce required fields

22.4.6 Execution & Enforcenent

- T-EX-01: Reject without valid authority

- T- EX-02: Enforce constraints before execution
- T- EX-03: Execute only after full validation

- T-EX-04: Reject on replay

22.4.7 (bservation & Feedback Binding

- T-OB-01: Bind OB to correct envel ope_id

- T-OB-02: Reject mismatched OB

- T-OB-03: Enforce determ nistic agent |oop
- T-OB-04: Reject unsigned OB
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Replay & Ordering

- T- RPL-01: Detect duplicate envel ope_id
- T-RPL-02: Reject reused execution_id

- T-RPL-03: Maintain replay w ndow

22.4.9 Audit & Conpliance

- T- AUD-01: Record full action trace
- T- AUD- 02: Reconstruct causal chain
- T-AUD- 03: Verify non-repudiation

22.4.10 Cross-Domain & Federation

- T-XD-01: Enforce trust boundary

- T-XD-02: Reject untrusted issuer

- T- XD- 03: Preserve del egati on semantics across domai ns

22.5 Failure Injection Tests

- Networ k failure m d-execution
- Revocati on during processing
- oservation delivery failure
- Dupl i cat e webhook delivery

- Corrupted attestation

- Mal i ci ous agent i nput

22.6 Required Artifacts for Certification

An i mpl enent ati on seeking certification MUST provide:
- Test harness access

- Public verification endpoints

- Audit | ogs

- Pol i cy configuration

- Revocation interface

- Capabi lity issuance interface

22.7 Conpliance Declaration

An i npl enentati on MAY claim

“Al DP- Conpl i ant: Level X’

only after passing all tests for that certification |evel
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