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Abstract

This specification defines a data format for shared brotl

conpressi on, whi ch adds support for shared dictionaries, |arge w ndow
and a container format to brotli (RFC 7932). Shared dictionaries and

| arge wi ndow support allow significant conpression gains conpared to
regular brotli. This docunment updates RFC 7932
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1. Introduction

1.1. Purpose
The purpose of this specification is to extend the brotli conpressed
data format ([RFC7932]) with new abilities that allow further
conpr essi on gai ns:

* Shared dictionaries allow a static shared context between
encoder and decoder for significant conpression gains.

* Large window brotli allows nuch | arger back reference distances
to give conpression gains for files over 16M B.

* The framing format is a container format that allows storage of
mul tiple resources and that reference dictionaries.

Thi s docunent is the authoritative specification of shared brotl
data formats and t he backwards conpati ble changes to brotli, and
defi nes:

* The data format of serialized shared dictionaries

* The data format of the fram ng format

* The encodi ng of wi ndow bits and di stances for |arge w ndow
brotli in the brotli data format

* The encodi ng of shared dictionary references in the brotli data
f or mat

1.2. Intended audi ence

This specification is intended for use by software inplenenters to
conpress data into and/or deconpress data fromthe shared brotl
dictionary format.

The text of the specification assumes a basic background in
programm ng at the level of bits and other prinitive data
representations. Famliarity with the technique of LZ77 coding [LZ77]
i s hel pful but not required.

1.3. Scope
This specification defines a data format for shared brotl

conpressi on, which adds support for dictionaries and extended
features to brotli [RFC7932].
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1.4. Conpliance

Unl ess ot herwi se indicated bel ow, a conpliant deconpressor nust be
abl e to accept and deconpress any data set that conforns to all the
specifications presented here. A conpliant conpressor mnust produce
data sets that conformto all the specifications presented here.

1.5. Definitions of ternms and conventions used

Byte: 8 bits stored or transmitted as a unit (sane as an octet). For
this specification, a byte is exactly 8 bits, even on nachi nes that
store a character on a nunber of bits different fromeight. See
bel ow for the numbering of bits within a byte.

String: a sequence of arbitrary bytes.

Bytes stored within a conputer do not have a "bit order", since they
are always treated as a unit. However, a byte considered as an

i nteger between 0 and 255 does have a nobst- and | east-significant
bit, and since we wite nunbers with the nost-significant digit on
the left, we also wite bytes with the nost-significant bit on the
left. In the diagranms bel ow, we nunber the bits of a byte so that bit

0O is the least-significant bit, i.e., the bits are nunbered:
R +
| 76543210]|
Fomm oo +

Wthin a conputer, a nunber nmay occupy nmultiple bytes. Al multi-byte
nunbers in the format described here are unsigned and stored with the
| east-significant byte first (at the |l ower nenory address). For
exanpl e, the decimal 16-bit nunber 520 is stored as:

0 1

T T +

| 00001000] 00000010]|

R R +

N N

| |

| + nore significant byte = 2 x 256
+ less significant byte = 8

1.5.1. Packing into bytes

Thi s docunent does not address the issue of the order in which bits
of a byte are transmtted on a bhit-sequential medium since the fina
data format described here is byte- rather than bit-oriented.
However, we describe the conpressed bl ock format bel ow as a sequence
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of data elements of various bit |lengths, not a sequence of bytes. W
must therefore specify how to pack these data el enents into bytes to
formthe final compressed byte sequence:

* Data el enents are packed into bytes in order of
increasing bit nunber within the byte, i.e., starting
with the least-significant bit of the byte.

* Data el ements other than prefix codes are packed
starting with the least-significant bit of the data
el ement. These are referred to here as integer val ues
and are consi dered unsi gned.

* Prefix codes are packed starting with the nost-significant
bit of the code.

In other words, if one were to print out the conpressed data as a
sequence of bytes, starting with the first byte at the *right* margin
and proceeding to the *left*, with the nost-significant bit of each
byte on the left as usual, one would be able to parse the result from
right to left, with fixed-width elenents in the correct MSB-to-LSB
order and prefix codes in bit-reversed order (i.e., with the first

bit of the code in the relative LSB position).

As an exanpl e, consider packing the follow ng data elenents into a
sequence of 3 bytes: 3-bit integer value 6, 4-bit integer value 2,
3-bit prefix code b’110, 2-bit prefix code b’ 10, 12-bit integer value
3628.

byte 2 byte 1 byte 0

T T T +

| 11100010] 11000101] 10010110|

R R R +

N VANVAN N N

| | | | |

| | | | +--- - - i nteger value 6

| | | R i nteger value 2

| [ R prefix code 110

| R prefix code 10

R T i nteger val ue 3628

2. Shared Brotli Overview
Shared brotli extends brotli [RFC7932] with support for shared
dictionaries, larger LZ77 wi ndow and a frami ng format.

3. Shared Dictionaries

A shared dictionary is a piece of data shared by a conpressor and

Al akuijala et. al. Expires Aug 13, 2025 [ Page 5]



Internet-Draft Shared Brotli Data Fornat Feb 13, 2025

deconpressor. The conpressor can take advantage of the dictionary
context to encode the input in a nore conpact manner. The conpressor
and the deconpressor nust use exactly the sanme dictionary. A shared
dictionary is specially useful to conpress short input sequences.

A shared brotli dictionary can use two nethods of sharing context:

* An LZ77 dictionary. The encoder and decoder could refer
to a given sequence of bytes. Miltiple LZ77 dictionaries
can be set.

* A customstatic dictionary: a word list with transforns. The
encoder and decoder will replace the static dictionary data
with the data in the shared dictionary. The original static
dictionary is described in Section 8 in [ RFC7932]. The origi na
data from Appendi x A and Appendi x B of [RFC7932] will be
replaced. In addition, it is possible to dynamically swtch
this dictionary based on the data conpression context, and/or
to include a reference to the original dictionary in the custom
di ctionary.

If no shared dictionary is set the decoder behaves the sane as in
[ RFC7932] on a brotli stream

If a shared dictionary is set, then it can set any of: LZ77
dictionaries, overriding static dictionary words, and/or overriding
transforns.

3.1. Custom Static Dictionaries

If a customword list is set, then the follow ng behavior of the RFC
7932 decoder [RFC7932] is overridden

Instead of the Static Dictionary Data from Appendi x A
of [RFC7932], one or nore word lists fromthe customstatic
dictionary data are used.

Instead of NDBITS at the end of Appendix A, a custom
SI ZE BI TS BY_LENGITH per customword list is used.

The copy length for a static dictionary reference nust be
between 4 and 31 and nmay not be a val ue for which
SI ZE_BI TS BY_LENGTH of this dictionary is O.

If a customtransforms list is set without context dependency, then

the follow ng behavior of the RFC 7932 decoder [RFC7932] is
overri dden:
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The "List of Word Transformations"” from Appendix B is
overridden by one or nore lists of custom prefixes, suffixes and
transf orm operati ons.

The transformid nust be snaller than the nunber of transforns
given in the customtransforns |ist.

If the dictionary is context dependent, it includes a |ookup table of
64 word list and transformlist combinations. Wen resolving a static
dictionary word, the decoder conputes the literal context id, as in
section 7.1. of [RFC7932]. The literal context id is used as index in
the | ookup tables to select the word list and transforns to use. |f
the dictionary is not context dependent, this idis inplicitely O

i nst ead.

If a distance goes beyond the dictionary for the current id and
multiple word list / transformlist conbinations are defined, then a
next dictionary is used in the following order: if not context
dependent, the sane order as defined in the shared dictionary. If
cont ext dependent, the index matching the current context is used
first, the sane order as defined in the shared dictionary excl uding
the current context are used next.

3.1.1. Transform Operations

A shared dictionary may include customword transformations, to

repl ace those specified in Section 8 and Appendi x B of [RFC7932]. A
transform consists of a possible prefix, a transform operation, for
some operations a paraneter, and a possible suffix. In the shared
dictionary format, the transformoperation is represented by a
nunerical 1D, listed in the table bel ow

I D Qperation
ldentity
OmitlLastl
Om tLast 2
Om tLast 3
OritLast4
OntLastb
OritLast6
OritlLast?7
Om t Last 8
Om tLast9
Ferment Fi r st
Fer nent Al |
OmntFirstl

OCO~NOOUIT~WNEFO

B R e
N RO
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13 OmntFirst2

14 OmntFirst3

15 OntFirst4

16 OntFirsts

17 OntFirst6

18 OmntFirst?

19 OritFirst8

20 OmtFirst9

21 ShiftFirst (by PARAVETER)
22 ShiftA |l (by PARAMETER)

Operations O to 20 are specified in Section 8 in [RFC7932].
ShiftFirst and ShiftAll transform specifically encoded SCALARs.

A SCALAR is a 7-, 11-, 16- or 21-bit unsigned integer encoded with 1,
2, 3 or 4 bytes respectively with following bit contents:

7-bit SCALAR:

G ven the input bytes matchi ng SCALAR encodi ng pattern, the SCALAR
val ue is obtained by concatenation of the "s" bits, with the npst
significant bits comng fromthe earliest byte. The "X" bits could
have arbitrary val ue.

An ADDEND is defined as the result of limted sign extension of
16-bit unsi gned PARAMETER:

At first the PARAMETER is zero-extended to 32 bits. After this,

if the resulting value is greater or equal than 0x8000,
then OxFFOO000 is added.
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ShiftAll starts at the beginning of the word and repetitively applies
the following transformuntil the whole word is transforned:

If the next untransforned byte matches the first byte of the 7-,
11-, 16- or 21-bit SCALAR pattern, then:

If the untransformed part of the word is not |ong enough to
mat ch the whol e SCALAR pattern, then the whole word is
mar ked as transforned.

O herwi se, let SH FTED be the sum of the ADDEND and the
encoded SCALAR. The |owest bits from SH FTED

are witten back into the corresponding "s" bits. The "0",
"1" and "X' bits remain unchanged. Next, 1, 2, 3 or

4 not transforned bytes marked as transformed, according to
the SCALAR pattern | ength.

O herwi se, the next untransforned byte is marked as transforned.

ShiftFirst applies the sane transformas ShiftAl, but does not
iterate.

3.2. LzZ77 Dictionaries

If an LZ77 dictionary is set, then the decoder treats this as a

regul ar LZ77 copy, but behaves as if the bytes of this dictionary are
accessi bl e as the unconpressed bytes outside of the regular LZ77

wi ndow for backwards references.

Let LZ77_DI CTI ONARY_LENGTH be the length of the LZ77 dictionary.
Then word_id, described in Section 8 in [RFC7932], is redefined as:

word_id = distance - (max allowed distance + 1 +
LZ77_DI CTI ONARY_LENGTH)

For the case when LZ77_DI CTI ONARY_LENGTH is 0, word_id matches the
[ RFC7932] definition.

Let dictionary_address be
LZ77_DI CTI ONARY_LENGTH + max al | owed di stance - di stance

Then di stance val ues of <length, distance> pairs [RFC7932] in range
(max al |l owed di stance + 1)..(LZ77_DI CTI ONARY_LENGTH + max al | owed
di stance) are interpreted as references starting in the LZ77
dictionary at the byte at dictionary address. If length is |onger
than (LZ77_DI CTI ONARY_LENGTH - dictionary_address), then the
reference continues to copy (length - LzZ77_DI CTI ONARY_LENGTH +
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di ctionary_address) bytes fromthe regular LZ77 w ndow starting at
t he begi nni ng.

4. Varint Encoding

A varint is encoded in base 128 in one or nore bytes as foll ows:

where the "x" bits of the first byte are the least significant bits
of the value and the "x" bits of the last byte are the nost
significant bits of the value. The last byte nust have its MSB set to
0, all other bytes to 1 to indicate there is a next bhyte.

The maxi num al | oned anpbunt of bits to read is 63 bits, if the 9th
byte is present and has its MSB set then the stream nust be
consi dered as invalid.

5. Shared Dictionary Stream

The shared dictionary stream encodes a customdictionary for brotl
i ncl udi ng custom words and/ or custom transformations. A shared
dictionary may appear standal one or as contents of a resource in a
fram ng format container

A conpliant shared brotli dictionary stream nust have the follow ng
format:

2 bytes: file signature, in hexadeci mal the bytes 91, O.

varint: LZ77_DI CTI ONARY_LENGTH, nunber of bytes for a LZ77
dictionary, or O if there is none.
The maxi num al | owed val ue is the maxi mum possi bl e sliding
wi ndow size of brotli or of |large w ndow brotli

LZ77_DI CTlI ONARY_LENGTH bytes: contents of the LZ77 dictionary.

1 byte: NUM CUSTOM WORD LI STS, may have value 0 to 64

NUM_CUSTOM WORD LI STS times a word list, with the foll ow ng
format for each word |ist:

28 bytes: SIZE BITS BY LENGIH, array of 28 unsigned 8-bit

i ntegers, indexed by word Iengths 4 to 31. The val ue
represents | og2(nunber of words of this |ength),
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with the exception of 0 neaning O words of this

I ength. The nmax allowed length value is 15 bits.
OFFSETS_BY_LENGTH is conputed fromthis as
OFFSETS _BY_LENGTHi + 1] = OFFSETS BY_LENGTHi] +
(SI ZE_BITS BY_LENGTH i] ? (i <<

SI ZE BITS BY LENGTH i]) : 0)

N bytes: words dictionary data, where Nis
OFFSETS_BY_LENGTH[ 31] + (SIZE_BI TS BY_LENGTH 31] ?
(31 << SIZE BITS BY_LENGTH 31]) : 0), first all the
words of shortest length, then all words of the next
I ength, and so on, where for each length there are
either 0 or a positive power of two amount of words.

1 byte: NUM CUSTOM TRANSFORM LI STS, nmay have value 0 to 64

NUM_CUSTOM TRANSFORM LI STS tinmes a transformlist, with the
followi ng format for each transformlist:

2 bytes: PREFI X SUFFI X LENGTH, the length of prefix/suffix
data. Must be at |east 1 because the |ist nust
al ways end with a zero-length stringlet even
if enpty.

NUM_PREFI X_SUFFI X tines: prefix/suffix stringlet.
NUM _PREFI X_SUFFI X i s the anobunt of stringlets parsed and
must be in range 1..256.

1 byte: STRING LENGTH, the |l ength of the entry contents.
0 for the last (terminating) entry of the
transformlist. For other entries STRI NG LENGTH
must be in range 1..255. The 0 entry nust be
present and nust be the |last byte of the
PREFI X _SUFFI X LENGTH byt es of prefix/suffix
data, else the streamnust be rejected as
i nvalid.

STRI NG _LENGTH bytes: contents of the prefix/suffix.
1 byte: NTRANSFORMS, anount of transformation triplets.
NTRANSFORMS tinmes: data for each transform

1 byte: index of prefix in prefix/suffix data;
must be | ess than NUM PREFI X SUFFI X.

1 byte: index of suffix in prefix/suffix data;
must be | ess than NUM _PREFI X_SUFFI X.
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6.

1 byte: operation index, must be an index in the table of
operations listed in the Section
"Transform Operations"”.

If and only if at |east one transform has operation index
ShiftFirst or ShiftAll:

NTRANSFORMS ti nes:

2 bytes: parameters for the transform If the transform
does not have type ShiftFirst or ShiftAll, the
val ue nust be 0. ShiftFirst and ShiftAll
interpret these bytes as an unsigned 16-bit
i nt eger.

NUM_CUSTOM WORD LI STS > 0 or NUM _CUSTOM TRANSFORM LI STS > 0
(else inplicitly NUMDICTIONARIES is 1 and points to the
brotli built-in and there is no context map)

1 byte: NUM DI CTI ONARI ES, nmay have value 1 to 64. Each
dictionary is a conbination of a word list and a
transformlist. Each next dictionary is used when the
di stance goes beyond the previous. |If a CONTEXT _MAP is
enabl ed, then the dictionary matching the context is
moved to the front in the order for this context.

NUM DI CTI ONARI ES tines: the D CTlI ONARY_MAP:

1 byte: index into a customword list, or value
NUM CUSTOM WORD LI STS to indicate to use the brotli
[ RFC7932] built-in default word |i st

1 byte: index into a customtransformlist, or value
NUM_CUSTOM TRANSFORM LI STS to indicate to use the
brotli [RFC7932] built-in default transformli st

1 byte: CONTEXT_ENABLED, if O there is no context map, if 1 a
context map used to select the dictionary is encoded
bel ow

I f CONTEXT_ENABLED is 1, a context nmap for the 64 brotli
[ RFC7932] literals contexts:

64 bytes: CONTEXT_MAP, index into the DI CTI ONARY_MAP for
the first dictionary to use for this context

Large Wndow Brotli Conpressed Data Stream
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Large wi ndow brotli allows a sliding window beyond the 24-bit maxi mum
of regular brotli [RFC7932].

The conpressed data streamis backwards conpatible to brotl
[ RFC7932], and may optionally have the follow ng differences:

Encodi ng of WBITS in the stream header: the follow ng new
pattern of 14 bits is supported:

8 bits: value 00010001, to indicate a | arge w ndow
brotli stream

6 bits: WBITS, nust have value in range 10 to 62

D stance al phabet: if the streamis a |arge w ndow brotl
stream the maxi mum nunber of extra bits is 62 and the
theoretical maxi mum size of the distance al phabet is
(16 + NDI RECT + (124 << NPOSTFI X)). This overrides the
val ue for the distance al phabet size given in Section
3.3. of [RFC7932] and affects the anount of bits in the
encodi ng of the Sinple Prefix Code for distances as
described in Section 3.4 of [RFC7932].

An additional limtation to distances, despite the

| arge all owed al phabet size, is that the al phabet is

not allowed to contain a distance synbol able to represent
a distance larger than ((1 << 63) - 4) when its extra
bits have their maxi numvalue. It depends on NPOSTFI X

and NDI RECT when this can occur

A decoder that does not support 64-bit integers nmay reject a stream
if WBITS is higher than 30 or a distance synbol fromthe distance
al phabet is able to encode a distance |arger than 2147483644.

7. Shared Brotli Conpressed Data Stream
The format of a shared brotli conpressed data stream wi thout fram ng
format is backwards compatible with brotli [RFC7932], with the
foll owi ng optional differences:
*) LZ77 dictionaries as descri bed above are supported
*) Customstatic dictionaries replacing or extending the static
dictionary of brotli [RFC7932] with different words or
transforns are supported
*) The stream may have the format of regular brotli [RFC7932],

or the format of large window brotli as described in section
6
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8. Shared Brotli Fram ng Format Stream

A compliant shared brotli fram ng format stream has the format
descri bed bel ow.

8.1. Main Format

4 bytes: file signature, in hexadecimal the bytes 0x91, 0xOa,
0x42, 0x52. The first byte contains the invalid WBITS
conbi nation for brotli [RFC7932] and | arge wi ndow brotli.

1 byte: container flags, 8 bits wth neanings:

bit 0 and 1: version indicator, nust be b’'00, otherw se the
decoder nust reject the data streamas invalid.

bit 2: if 0, the file contains no final footer, may not contain
any netadata chunks, may not contain a central directory,
and may encode only a single resource (using one or nore
data chunks). If 1, the file may contain one or nore
resources, netadata, central directory, and must contain a
final footer.

multiple tines: a chunk, each with the format specified in section
8.2

8. 2. Chunk For mat

varint: length of this chunk excluding this varint but
including all next header bytes and data. If the val ue
is 0, then the chunk type byte is not present and the
chunk type is assunmed to be O.

1 byte: CHUNK TYPE
0: paddi ng chunk
1. metadata chunk

2: data chunk

3: first partial data chunk

4: mddle partial data chunk

5: last partial data chunk

6: footer netadata chunk

7: gl obal netadata chunk

8: repeat netadata chunk

9: central directory chunk

10: final footer

if CHUNK TYPE is not padding chunk, central directory or fina

f oot er:
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1 byte: CODEC
0: uncompressed
1: keep decoder
2: brotli
3: shared brotl
if CODEC is not "unconpressed"

varint: unconpressed size in bytes of the data contai ned
within the conpressed stream

if CODEC is "shared brotli"

1 byte: anmount of dictionary references. Miltiple dictionary
references are possible with the follow ng
restrictions: there can be maxi mum 1 serialized
di ctionary, and maxi mum 15 prefix dictionaries (a
serialized dictionary nay al ready contain one of
those). G rcular references are not allowed (any
dictionary reference that directly or indirectly
uses this chunk itself as dictionary).

per dictionary reference:
1 byte: flags:
bit 0 and 1: dictionary source:

00: Internal dictionary reference to a full resource
by pointer, which can span one or nore chunks.
Must point to a full data chunk or a first
partial data chunk.

01: Internal dictionary reference to single chunk
contents by pointer. May point to any chunk wth
content (data or netadata). If partial data
chunk, only this part is the dictionary. In this
case, the dictionary type is not allowed to be a
serialised dictionary.

10: Reference to a dictionary by hash code of a
resource. The dictionary can conme from an
external source such as a different container
The user of the decoder nust be able to provide
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the dictionary contents given its hash code (even
if it comes fromthis container itself), or treat
it as an error when the user does not have it
avai | abl e.
11: invalid bit conbination
bit 2 and 3: dictionary type:

00: prefix dictionary, set in front of the sliding
wi ndow

01: serialized dictionary in the shared brotl
format as specified in section 5

10: invalid bit conbination
11: invalid bit conbination
bit 4-7: must be O
hash- based:

1 byte: type of hash used. Only supported val ue: 3,
i ndi cating 256-bit H ghwayhash [ HAYHASH) .

32 bytes: 256-bit H ghwayhash checksumto refer to
dictionary.

poi nter based: varint encoded pointer to its
chunk in this container. The chunk nust cone earlier
in the container than the current chunk

extra header bytes, depending on CHUNK TYPE. If present,
they are specified in the subsequent sections.

remai ni ng bytes: the chunk contents. The unconpressed data

*)
*)

Al akui jal a et.

in the chunk content depends on CHUNK TYPE
and is specified in the subsequent sections.
The conpressed data has foll ow ng

format dependi ng on CODEC

unconpressed: the raw bytes
if "keep decoder”, the continuation of the conpressed
stream which was interrupted at the end of the previous

chunk. The decoder fromthe previous chunk nust be used
and its state it had at the end of the previous chunk
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must be kept at the start of the decoding of this chunk

*) brotli: the bytes are in brotli format
[ RFC7932]
*) shared brotli: the bytes are in the
shared brotli format specified in section
7

8. 3. Metadata For nat

Al'l the netadata chunk types use the following format for the
unconpr essed content:

Per field:

2 bytes: code to identify this netadata field. This nust be
two | owercase or two uppercase al pha asci
characters. |If the decoder encounters a | owercase
field that it does not recognise for the current
chunk type, non-ascii characters or non-al pha
characters, the decoder nust reject the data stream
as invalid. Uppercase codes may be used for custom
user metadata and can be ignored by a conpliant
decoder.

varint: length of the content of this field in bytes,
excl uding the code bytes and this varint

N bytes: the contents of this field
The last field is reached when the chunk content end is reached. I|f
the length of the last field does not end at the sanme byte as the end
of the unconpressed content of the chunk, the decoder nust reject the
data streamas invalid.
8. 4. Chunk Specifications
8. 4. 1. Paddi ng Chunk (Type 0)

Al'l bytes in this chunk nust be zero, except for the initial varint
that specifies the remaining chunk |ength.

Since the varint itself takes up bytes as well, when the goal is to

i ntroduce an ampbunt of paddi ng bytes, the dependence of the | ength of
the varint on the value it encodes nust be taken into account.
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A single byte varint with value 0 is a padding chunk of length 1.
For nore paddi ng, use higher varint values. Do not use nultiple
shorter paddi ng chunks, since this is slower to decode.

8.4.2. Metadata Chunk (Type 1)

Thi s chunk contains netadata that applies to the resource whose
beginning is encoded in the subsequent data chunk or first partial
dat a chunk.

The contents of this chunk follows the format described in Section
8. 3.

The following field types are recogni sed

id: nane field. May appear 0 or 1 tines. Has the follow ng
format:

N bytes: name in UTF-8 encodi ng, |ength determ ned by the
field ength. Treated generically but may be used as
filenanme. If used as filenanme, forward slashes '/’
shoul d be used as directory separator, relative paths
shoul d be used and filenanes ending in a slash with
O-length content in the matching data chunk shoul d be
treated as an enpty directory.

m: nodification type. May appear 0 or 1 times. Has the foll ow ng
format:

8 bytes: mcroseconds since epoch, as a little endian signed
twos conpl enent 64-bit integer

customuser field: any two uppercase ASCI| characters.
8.4.3. Data Chunk (Type 2)
A data chunk contains the actual data of a resource.
Thi s chunk has the followi ng extra header bytes:
1 byte: flags:
bit 0: if true, indicates this is not a resource that should be
output inplicitly as part of extracting resources from
this container. Instead, it may be referred to only
explicitly, e.g. as a dictionary reference by hash code

or offset. This flag should be set for data used as
dictionary to inprove conpression of actual resources.
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bit 1: if true, hash code is given
bits 2-7: nmust be zero
i f hash code is given:

1 byte: type of hash used. Only supported val ue: 3,
i ndi cating 256-bit H ghwayhash [ HAYHASH) .

32 bytes: 256-bit H ghwayhash checksum of the unconpressed
dat a

The unconpressed content bytes of this chunk are the actual data of
the resource.

8.4.4. First Partial Data Chunk (Type 3)

This chunk contains partial data of a resource. This is the first
chunk in a series containing the entire data of the resource.

The format of this chunk is the sane as the format of a Data Chunk
(Section 8.4.3) except for the differences noted bel ow.

The second bit of flags nust be set to 0 and no hash code given

The unconpressed data size is only of this part of the resource, not
of the full resource

8.4.5. Mddle Partial Data Chunk (Type 4)

Thi s chunk contains partial data of a resource, and is neither the
first nor the last part of the full resource.

The format of this chunk is the sane as the format of a Data Chunk
(Section 8.4.3) except for the differences noted bel ow.

The first and second bits of flags nust be set to O.

The unconpressed data size is only of this part of the resource, not
of the full resource

8.4.6. Last Partial Data Chunk (Type 5)
Thi s chunk contains the final piece of partial data of a resource.

The format of this chunk is the sane as the format of a Data Chunk
(Section 8.4.3) except for the differences noted bel ow.
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The first bit of the flags nust be set to O.

If a hash code is given, the hash code of the full resource
(concatenated fromall previous chunks and this chunk) is given in
thi s chunk.

The unconpressed data size is only of this part of the resource, not
of the full resource.

The type of this chunk indicates that there are no further chunk
encoding this resource, so the full resource is now known.

8.4.7. Footer Metadata Chunk (Type 6)

This nmetadata applies to the resource whose encodi ng ended in the
precedi ng data chunk or last partial data chunk

The contents of this chunk follows the format described in Section
8. 3.

There are no | owercase field types defined for footer mnetadata.
Uppercase field types can be used as custom user data.

8.4.8. G obal Metadata Chunk (Type 7)

This nmetadata applies to the whol e container instead of a single
resource.

The contents of this chunk follows the format described in Section
8. 3.

There are no |l owercase field types defined for global netadata.
Uppercase field types can be used as custom user data.

8.4.9. Repeat Metadata Chunk (Type 8)
These chunks optionally repeat nmetadata that is interl eaved between
data chunks. To use these chunks, it is necessary to also read
additional information, such as pointers to the original chunks, from
the central directory.

The contents of this chunk follows the format described in Section
8. 3.

Thi s chunk has an extra header byte:

1 byte: chunk type of repeated chunk (nmetadata chunk
or footer netadata chunk)
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This set of chunks nust follow the followi ng restrictions:

It is optional whether or not repeat netadata chunks are
present.

If they are present, then they nust be present for al
met adat a chunks and footer metadata chunks.

2025

There may be only 1 repeat netadata chunk per repeated netadata

chunk.

They must appear in the sane order as the chunks appear in the

container, which is also the sane order as listed in the
central directory.

Conpressi on of these chunks is allowed, however it is not allowed

to use any internal dictionary except an earlier repeat
met adata chunk of this series, and it is not allowed for a

met adat a chunk to keep the decoder state if the previous chunk

is not a repeat nmetadata chunk. That is, the series of
met adat a chunks nust be deconpressible w thout using other
chunks of the framng format file.

The fields contained in this metadata chunk nust follow the follow ng

restrictions:

If afieldis present, it nust
exactly match the corresponding field of the copied chunk

It is allowed to leave out a field that is present
in the copied chunk

If afieldis present, then it nust be present in *all* other
repeat netadata chunks when the copi ed chunk contains this

field. In other words, if you know you can get the nane field
froma repeat chunk, you know that you will be able to get al

names of all resources fromall repeat chunks.

8.4.10. Central Directory Chunk (Type 9)

The central directory chunk, along with the repeat netadata chunks,
allow to quickly find and |ist conpressed resources in the container

file.

The central directory chunk is always unconpressed and does not have

the codec byte. It instead has the followi ng format:

varint: pointer into the file where the repeat nmetadata chunks are
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|l ocated, or O if they are not present
per chunk Ii sted:
varint: pointer into the file where this chunk begins
varint: amount of header bytes N used bel ow

N bytes: copy of all the header bytes of the pointed at chunk,
including total size, chunk type byte, codec,
unconpressed size, dictionary references, X extra
header bytes. The content is not repeated here.

The last listed chunk is reached when the end of the contents of the
central directory are reached. If the end does not match the | ast
byte of the central directory, the decoder nust reject the data
stream as invalid.

If present, the central directory nust list all data and metadata
chunks of all types.

8.4.11. Final Footer Chunk (Type 10)

Chunk that closes the file, only present if in the initial container
header flags bit 2 was set.

Thi s chunk has the follow ng content, always unconpressed:
reversed varint: size of this entire framng format file,
i ncluding these bytes thenselves, or 0 if this

size is not given

reversed varint: pointer to the start of the central directory,
or O0if there is none

A reversed varint has the sane format as a varint, but has its bytes
in reversed order and is designed to be parsed fromend of file
towar ds the begi nni ng.

8.4.12. Chunk ordering

The chunk ordering nust follow the rul es described below, if the
decoder sees otherwise, it nust reject the data streamas invalid.

Paddi ng chunks may be inserted anywhere, even between chunks for

whi ch the rul es bel ow say no other chunk types may cone in
bet ween.
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Met adat a chunks nust cone i medi ately before the Data chunks of
the resource they apply to.

Foot er netadata chunks nust cone inmediately after the Data
chunks of the resource they apply to.

There may be only 0 or 1 netadata chunks per resource.
There may be only 0 or 1 footer netadata chunks per resource.

A resource nust exist out of either 1 data chunk, or 1 first
partial data chunk, O or nore middle partial data
chunks, and 1 last partial data chunk, in that order

Repeat netadata chunks nust follow the rules of section 8.4.9.
There may be only 0 or 1 central directory chunks.

If bit 2 of the container flags is set, there may be only a
singl e resource, no netadata chunks of any type, no centra
directory, and no final footer

If bit 2 of the container flags is not set, there nmust be exactly
1 final footer chunk and it nust be the last chunk in the file.

9. Security Considerations

The security considerations for brotli [RFC7932] apply to shared
brotli as well.

In addition, the same considerations apply to the decodi ng of new
file format streams for shared brotli, including shared dictionaries,
the framng format and the shared brotli format.

The dictionary nmust be treated with the sanme security precautions as
the content, because a change to the dictionary can result in a
change to the deconpressed content.

The CRIME attack [CRIME] shows that it’s a bad idea to conpress data
frommxed (e.g. public and private) sources -- the data sources

i nclude not only the conpressed data but al so the dictionaries. For
exanple, if you conpress secret cookies using a public-data-only
dictionary, you still leak information about the cookies.

Not only can the dictionary reveal information about the conpressed
data, but vice versa, data conpressed with the dictionary can revea
the contents of the dictionary when an adversary can control parts of
data to conpress and see the conpressed size. On the other hand, if
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the adversary can control the dictionary, the adversary can | earn
i nformati on about the conpressed dat a.

The nost robust defense against CRIME is not to conpress private data
(e.g., sensitive headers |ike cookies or any content with PIl). The
chal l enge has been to identify secrets within a vast anount of to be
conpressed data. Cloudflare uses a regul ar expression [ CLOJDFLARE] .
Another idea is to extend existing web tenplate systens (e.g., Soy
[SOY]) to allow devel opers to mark secrets that nust not be

conpr essed

A less robust idea, but easier to inplenent, is to randonize the
conpression algorithm i.e., adding randomy generated padding,
varying the conpression ratio, etc. The tricky part is to find the
ri ght bal ance between cost and security, i.e., on one hand we don’t
want to add too nmuch paddi ng because it adds a cost to data, on the
other hand we don’'t want to add too little because the adversary can
detect a small anount of padding with traffic analysis.

Anot her defense in addition is to not use dictionaries for cross-
domai n requests, and only use shared brotli for the response when the
origin is the same as where the content is hosted (using CORS). This
prevents an adversary fromusing a private dictionary with user
secrets to conpress content hosted on the adversary’s origin. |t

al so hel ps prevent CRIME attacks that try to benefit froma public
dictionary by preventing data conpression with dictionaries for
requests that do not originate fromthe host itself.

The content of the dictionary itself should not be affected by
external users, allow ng adversaries to control the dictionary allows
a formof chosen plaintext attack. Instead, only base the dictionary
on content you control or generic |large scale content such as a
spoken | anguage, and update the dictionary with large tine intervals
(days, not seconds) to prevent fast probing.

The use of Hi ghwayhash [HWHASH] for dictionary identifiers does not
guarant ee against collisions in an adversarial environnent and is
intended to be used for identifying the dictionary within a trusted,
known set of dictionaries. In an adversarial environment, users of
shared brotli should use another mechanismto validate a negoti ated
dictionary, such as using a cryptographically-proven secure hash

10. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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