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Abst r act

Thi s docunment specifies TIBET TAT, a Touch-and-Transfer protocol for
movi ng seal ed continuity-bearing objects across proximty, relay, and
| ocal - networ k handoff | anes.

TAT defines a consent-bound handoff nodel, a seed exchange for tunne
establi shnent, encrypted chunk stream ng, and nutual transfer
anchoring between sender and receiver.

TAT does not define identity truth, semantic class, or seal ed object
class by itself. Instead, it defines the wire and handoff | ayer that
carries such objects once sender and receiver have agreed to
transfer. TAT is intended to sit between the Continuity Envel ope
Protocol (CEP) and higher-Ilevel application profiles such as | DDrop.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 19 Novenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

Many systens can transport bytes, but fewer specify the exact handoff
semanti cs of a consensual seal ed transfer

TI BET TAT addresses this gap. TAT is the wire and handoff protoco
for touch-and-transfer and related relay delivery paths.

The key design principle is sinple: transfer MJST be consent-bound,
anchored, and seal ed.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
TAT The Touch-and- Transfer protocol specified in this docunent.

Seed A conpact signed handshake obj ect exchanged before tunne
openi ng.
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Consent The explicit receiver-side decision to accept, reject, or
request more information before transfer continues.

Transfer Pair The sender-side transfer_out anchor and receiver-side
transfer_in anchor that together record a single handoff event.

TAT Tunnel The encrypted transport channel established after seed
val i dati on and consent.

Tonbstone An optional finality record witten after successful
transfer to indicate deactivation or succession.

Pr ot ocol Overvi ew

TAT sits between general continuity messagi ng and hi gher-1evel
application protocols. TIBET decides causal truth, TAT decides
transfer flow, | CC or TZA/ TBZ seal ed carriers deci de object
structure, and SSM deci des vi si bl e di spatch surface.

TAT is intended as the generic transfer profile that a specialized
application profile MAY build upon.

TAT MAY be used across nultiple transport nodes including proximty
touch, local relay, |local network handoff, and HTTP-assi sted handoff.
The transport substrate MAY vary, but the TAT consent, tunnel, and
transfer-pair semantics MJST remain invariant.

TAT Obj ects

Seed bject Advertises transfer intent and carries ninimum materi al
for validation and tunnel setup.

Consent (hject The receiver-side signed response that echoes the
transfer identifier and states accept, reject, or request_nore.

Transfer-Qut Anchor The sender-side record of initiated transfer.
It MUST be witten before protected content fl ows.

Transfer-1n Anchor The receiver-side record of received and verified
transfer. 1t MJST only be witten after integrity verification
succeeds.

Optional Tonbstone An optional finality object recording
deactivation or succession after transfer.

Touch- and- Tr ansf er Fl ow

van de Meent Expi res 19 Novenber 2026 [ Page 3]



I nternet-Draft TI BET TAT May 2026

1. sender generates an epheneral X25519 keypair and a new
transfer_pair_id

2. sender emits a Seed hject

3. recei ver validates the seed and perforns consent

4. receiver enmts a signed Consent Cbject

5. sender verifies consent

6. sender wites transfer_out

7. both sides derive the tunnel key

8. encrypted chunks are streaned

9. receiver verifies final integrity and wites transfer_in

10. sender MAY wite a tonbstone

A relay or HITP flow fol l ows the same | ogi cal sequence

I mpl enent ati ons MUST NOT weaken bil ateral consent, transfer-pair
integrity, or receiver binding nmerely because the transport is not
NFC- based.

6. Tunnel Establishment

TAT seeds are RECOMVENDED to be encoded conpactly, for exanple using
CBOR, when the seed nmust traverse a narrow proxinity channel

TAT RECOMMENDS X25519 for epheneral ECDH [ RFC7748] and HKDF- SHA256
[ RFC5869] for deriving a per-transfer tunnel key and nonce prefi x.

The transfer itself SHOULD use an authenticated encryption schene
such as AES- 256- GCCM [ RFC5116]. Chunks MJST be sequenced and
integrity checked, and the receiver MJST conpare the final result to
the sender’s summary before witing transfer_in.

7. Validation Rules
1. *Bilateral Consent*: a sender MJST NOT begin protected content
transfer before an explicit receiver-side consent has been

verifi ed.

2. *Seed Authenticity*: the receiver MJST verify the seed signature,
fingerprint, and transfer identifier before producing consent.
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3. *Transfer-Pair Consistency*: the same transfer_pair_id MJST
appear in the initiating seed, the receiver consent, the sender
transfer_out anchor, and the receiver transfer_in anchor

4. *StreamlIntegrity*: the receiver MJST verify the streamintegrity
and final content summary before witing transfer_in.

5. *Mutual Anchoring*: the sender MIST wite transfer_out before
content flow, and the receiver MIST wite transfer_in only after
successful verification

6. *Post-Transfer Finality*: if a sender clains deactivation or
succession, this MJST be represented by an explicit tombstone or
equi valent finality object rather than by silent del etion al one.

8. Relationship to CEP, TIBET, SSM |CC, and | DDrop

TAT is lower than | DDrop, conplenentary to SSM orthogonal to I CC or
TZA/ TBZ seal ed object semantics, and anchored by but not identical to
TI BET causal truth.

CEP is the unbrella continuity nodel, TAT is the generic handoff and
transfer profile, and IDDrop is an identity-transfer application
profile over TAT.
* TIBET deci des causal truth
* TAT carries the handoff
* | CC or TZA seal s the object
* SSM rmekes the outer surface routable
* | DDrop decides identity-transfer semantics above TAT

9. Security Considerations
TAT is designed to reduce anbiguity in seal ed handoff, but severa
security properties depend on correct conposition. Physica
proximty alone is insufficient without explicit consent. Transport
confidentiality is insufficient without nutual anchoring. Transfer
success is insufficient without final integrity checks. Silent
deletion is insufficient as proof of retirement.
I mpl enent ati ons SHOULD surface fingerprint, sender identity, or
equi val ent trust hints before consent. [|nplenentations MJST treat

transfer_pair_id reuse as suspicious. Replayed or stale consent
responses MJST be rejected.
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10. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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