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Abst r act

Thi s docunent defines the Semantic Surface Manifest, a human-readabl e
and policy-matchable routing layer for identity-bound continuity
cont ai ners and TBZ- based seal ed bundl es.

The Semantic Surface Manifest exposes |imted dispatch netadata such
as tinme fragnent, context, profile, and priority w thout exposing
sealed content. It is intended for use in systens where routing
deci sions may need to occur before deep inspection, while trust
remai ns anchored in intrinsic bundle properties such as magi c bytes,
mani f ests, hashes, signatures, and causal references.

In short: address visible, content seal ed.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 10 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

Status of This Meno (-02 reV|S|on)
Probl em St at ement . .
Ter m nol ogy .
Desi gn CGoal s
Synt ax .
ﬂmmemt%mm
Vocabul ary Regi stries
.1. Profile Registry .
.2. Priority R59|stry .
. 3. Context
8. Processi ng Model
.1. Surface Parse .
.2. Type Sniff S
.3. Deep Verification . .
.4. Surface-to-Mnifest CbnS|stency .
9. Mrrored Manifest Fields
10. Exanple .
11. Msmatch d asses .
11.1. Cosnetic M snatch .
11. 2. Routing-Ri sk M smatch
11.3. No Mrrored Fields . .
12. daimVerified Extension (Prlvacy PreserV|ng Pollcy

NoohkwNE
~N~ o~

0 00 00
N~NNOOOOOOOOOOOOUTOO oo, WWW

Answer s) 7

12.1. Design goal 7
12.2. Chall enge envelope f|elds 7
12. 3. Response envel ope fields . 8
12.4. Normative privacy posture 8
12.5. Semantics . . 8
12.6. Audit and CBOM |npl|cat|ons . 8
12.7 Rel ati onship to broader cIaln}verlflcatlon . 9
13. Seal ed Aut hentication Mdule (SAN) Ext ensi on 9
13.1. Design goal . . . . . 9
13.2. SAM envel ope flelds 9
13.3. Normative posture 10
13. 4. Causal chain |npl|cat|ons 10
13.5. Exanple . e 10
13.6. Ceneralisation across credentlal donmai ns . 11

van de Meent Expi res 10 Novenber 2026 [ Page 2]



I nternet-Draft SSM May 2026

13.7. Position in the four-wWfamly . . . . . . . . . . . . . 11
14. Security Considerations . . . . . . . . . . . . . . . . ... 11
15. Privacy Considerations . . e 24
16. Interoperability CDnS|derat|ons .o e 22
17. Relationship to JI'S, TIBET, TAT, and ICC e 22
18. Future Work . . . . . e 74
19. Questions for Future ReV|5|ons e 4
20. | ANA Considerations . . . . . . . . . . . . . . . . . . . . . 13
21. References . . e I
Appendi x A Acknomﬁedgenents e I
Author’s Address . . . . . . . . . . . . . . . . . . . . . ... 13

1. Status of This Menp (-02 revision)

This menmo is an Internet-Draft revision (-02) of draft-vandeneent-
tibet-semantic-surface-manifest. The -02 revision adds Section 13
(Seal ed Aut hentication Mdul e Extension) foll owi ng work on bounded
credenti al -del egation as a conplenment to the claimverified pattern
in Section 12. The change set follows the four-Wfanily nam ng
agreed with the inplenmentation teamon 12 May 2026: tibet-vault
(WHEN), tibet-keychain (WHERE/ HOWN, tibet-sam (VWHY), tibet-gateway
( WHERE- EXEC) .

The present -00 version captures the core routing nodel, visible
syntax, mrrored-surface concept, and ni smatch consequences needed
for first public review

2. Probl em St at enent

Seal ed containers often provide strong integrity but weak dispatch
semanti cs.

Systens therefore face a recurring tradeoff: either encrypt and sea
everyt hing, delaying routing and policy choice until deep inspection,
or expose too nuch netadata, weakening privacy and creating new
security anbiguities.

The Semantic Surface Manifest addresses this by providing a
constrained, readable routing |ayer that supports dispatch w thout
decrypting content, mnimzes netadata exposure, does not replace
cryptographic verification, and conposes wth existing seal ed-
cont ai ner wor kf | ows.

3. Term nol ogy
Identity-Bound Continuity Container: A cryptographically sealed

bundl e that conbi nes identity binding, continuity semantics, and
contai neri zed payl oad transfer

van de Meent Expi res 10 Novenber 2026 [ Page 3]



I nternet-Draft SSM May 2026

Semantic Surface Manifest: A human-readabl e routing surface
associated with a bundle, typically expressed through filenanme or
obj ect-nane structure and optionally mrrored into seal ed mani f est
fields.

Intrinsic Truth: Properties established by the seal ed object itself,
such as magi ¢ bytes, manifest, signatures, hashes, and chain
anchors.

Extrinsic Surface: Properties expressed outside the seal ed object
for dispatch and routing, such as tinme fragnment, context, profile,
and priority.

Surface-Integrity Event: A neaningful msmatch or anonaly invol ving
visible routing surface and mrrored sealed routing fields.

4. Design CGoals
The Semantic Surface Manifest is intended to remain hunman-readabl e,
machi ne- par seabl e, bounded in disclosure, and conposable wth
existing I CC or TBZ verification workfl ows.
It should support wildcard or policy matching, align with | ogs and
audit ecosystens, and support nirrored sealed fields for consistency
checks. It nmust not be treated as proof of identity or content,
override manifest truth, or carry rich payload details.

5. Syntax
The normative external formis:

<time-fragnent >. <context>.<profile> <priority>[.<icc-ext>]

The Semantic Surface Manifest is intentionally flat and dot-delinted
in version 1. The formal grammar uses ABNF as defined in [ RFC5234].

Each segnent is restricted to |l owercase letters, digits, and hyphens.

Segnments nmust not contain spaces, slashes, underscores, nested dots,
or uppercase letters.
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sur f ace- name time-fragnment "." context

[ "." icc-ext ]

profile priority

ti me-fragnment date-frag [ "t" tinme-frag "z" ]

date-frag =4DIGT "-" 2DIGT "-" 2DIG T
time-frag =2DGET "-" 2DGAT

cont ext = 1*32(segnent - char)

profile = 1*16(segnent - char)

priority = 1*16(segnent - char)

i cc-ext = 1*16(segnent - char)

segnent - char = LCALPHA / DT /[ "-"
LCALPHA = W&61-7A

DAT = 9%30- 39

6. Time Fragnment Format
Thi s docunent prefers an | SOB601-style fragnent over conpact | ocal
date forms because it is |exicographically sortable, readable across
jurisdictions, aligned with |ogs, and supports both coarse and fine
routing granularity.
Two forms are recomrended in version 1:

2026- 05-08
2026- 05- 08t 18- 382z

7. Vocabul ary Registries

7.1. Profile Registry
Initial profile values include claude, gemni, gpt, kit, iddrop,
parentattest, capsule, and tza. These values describe senmantic
class, not vendor authenticity.

7.2. Priority Registry

Initial priority values include urgent, normal, background, and
seal ed.

7. 3. Cont ext

The context field remains open-text in version 1 but is expected to
be short, |ow | eakage, and ABNF-conf orm ng.

8. Processi ng Model
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8.1. Surface Parse

A compliant inplementation may parse the semantic surface before
opening the bundle in order to choose a queue, handler, retention
policy, or operator |ane.

8.2. Type Sniff

An i nmpl enentation should verify container type using intrinsic
signals such as TBZ magi ¢ bytes before deep handli ng.

8.3. Deep Verification

Before trust-sensitive operations, an inplenmentation nmust verify the
seal ed container according to its intrinsic integrity rules.

8.4. Surface-to-Mnifest Consistency

If the sealed nmanifest contains mrrored surface fields, the

i mpl ement ati on shoul d conpare them agai nst the external semantic
surface. Meaningful msmatch should be treated as a surface-
integrity event leading to triage, quarantine, or policy review
rat her than silent acceptance.

9. Mrrored Manifest Fields
Thi s docunent defines optional mrrored manifest fields such as
surface_tinme_fragnent, surface_context, surface profile, and
surface_priority.
If both an external semantic surface and internal mirrored fields are
present, the mrrored fields are authoritative for triage
classification and deep semantic handli ng.

10. Example
Exanpl e external surface:
2026- 05- 08. r edspect er-revi ew. cl aude. ur gent
Processing may route to an urgent queue, classify as a candidate
profile, verify TBZ nagic bytes, inspect the manifest, verify
si gnatures and hashes, conpare visible and seal ed surface, and only
then hand to a profile-aware handler if consistent or policy-
appr oved.

11. Msmatch C asses
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11.1. Cosnetic M smatch

A visible | abel changes while sealed truth remains intact.
Recomended di sposition is triage with nmanifest semantics prevailing.

11.2. Routing-Ri sk M smatch

A visible profile and a sealed profile differ in a way that creates
significant msrouting risk. Recomended disposition is triage or
quarantine, not auto-materialization

11.3. No Mrrored Fields

Legacy bundl es may provide visible routing only, yielding a reduced-
assurance node because no seal ed-surface conparison is possible.

12. daimVerified Extension (Privacy-Preserving Policy Answers)

This section defines an OPTI ONAL extension to the SSMthat allows a
seal ed envel ope to carry a privacy-preserving policy answer such as
an age-gate verification, wthout disclosing the underlying persona
data used to derive that answer.

The ClaimVerified Extension is intended for chall enge-response fl ows
where: a verifier (e.g. a nmerchant) MJST be assured that a rule is
satisfied (e.g. "user is age 18 or older"); a responder (e.g. a
wal | et on a Secure Encl ave smartphone) hol ds the personal data needed
to evaluate the rule locally; and neither side wishes to transnit the
personal data itself.

12.1. Design goa

A response envel ope using this extension answers: did this chall enge
satisfy the requested rule. It explicitly does NOT answer: who the
person is, what their exact birth date is, what document nunber they
carry, or any other personal payl oad.

12.2. Chall enge envel ope fields

The verifier issues a challenge as a seal ed envel ope carrying the
following fields. Required: intent (policy intent, e.g.

"verify age"); threshold (rule paraneter, e.g. 18); reply to
(verifier address as AINS or JIS-D D); challenge_nonce (opaque per-
chal I enge random val ue); chall enge_hash (sha256 of canonica

chal lenge material). Optional: valid_until (expiry timestanp,
RFC3339); policy domamin (e.g. "age-gate"); jurisdiction (country or
policy-scope identifier); evidence class (e.g. "mninmal-

di scl osure").
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12. 3. Response envel ope fields

The responder issues a response as a seal ed envel ope carrying the
following fields. Required: intent (the response form e.g.
"verify age response"); chall enge _hash (sha256 copied fromthe
challenge); claimuverified (synbolic claim e.qg.
"age_over_threshold"); threshold (MJST match chall enge); result

(bool ean true or false). Optional: issuer_anchor (trust anchor
reference); valid_at (time of local verification); result_scope (e.qg.
"session-only"); receipt_requested (bool ean).

12. 4. Normative privacy posture

A response envel ope using this extension MJST NOT include full I|ega
nane, birth date, passport nunber, citizen nunber, face tenplate, or
raw credential payload. It MAY include trust anchor reference for

the issuing credential, policy domain reference, and chal | enge-bound
correlation material such as chall enge_hash, only where needed for
downstream verification or audit.

12.5. Semantics

A claimverified response asserts: "a trusted wallet answered this
exact challenge with a valid claimverified result against the

paraneter threshold". It explicitly does NOT assert "this is natura
person X'. This keeps the statenment policy-bound, not identity-
maxi mal . The cryptographi c bi nding between chal |l enge and response

via chal | enge_hash prevents replay across distinct verifier sessions.
12.6. Audit and CBOM i nplications

I mpl enent ati ons MAY record the chal |l enge-response pair in a Causa
Bill of Materials (CBOVW to enabl e subsequent regulatory review A
conpliant CBOM trace SHOULD show. chal l enge received with

chal | enge_hash; local policy evaluation perfornmed; response enitted
with matchi ng chal l enge_hash; response accepted or deni ed by
verifier; receipt logged if receipt_requested is true. The CBOM
trace MUST NOT cause the merchant or auditor to retain persona
identity payl oads. The cryptographic chain alone is sufficient

evi dence that the policy answer was produced by an identity-bound
wal | et for a specific challenge.
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12.7. Relationship to broader claimverification

This extension is intentionally mnimal. The sane shape generali zes
to other policy domains: verify age with threshold (age-gate);

verify residency with jurisdiction (region-gate); verify kyc class
with level (tiered consent); verify role with role (attestation-bound
capability). In all cases the responder discloses only the synbolic
cl ai m and bool ean result, never the underlying personal evidence.

13. Seal ed Authentication Mdul e (SAM Extension

This section defines an OPTIONAL extension to the SSMthat pernmits a
seal ed envel ope to carry an intent-bound, one-shot authentication
artifact, such that an agent may request execution of a specific
action w thout ever holding the underlying secret material in

cl eartext.

The SAM extension is intended for credential -bearing flows where: an
upstream caller (e.g. an automated agent) needs to cause a specific
action to occur (e.g. publish a package, sign a transaction, deploy a
container); the calling actor MJUST NOT possess the raw credentia
needed to performthat action; and a bounded execution boundary (e.g.
ti bet-gateway) hol ds custody of the credential and perforns the
action on behalf of the caller under cryptographically enforced
scope.

13.1. Design goa

A SAM envel ope answers: which single bounded act is this artifact
permitted to authorise, by which actor, for which target, until when
It does NOT carry the secret material in a formthe hol der can read;
the encrypted credential block can only be unseal ed inside the
trusted execution boundary that materialised the SAM

This is the natural conplenent to the CaimVerified Extension
(Section 13): claimverified responses say "this rule is satisfied";
SAM envel opes say "this single bounded act is now authorised"

13.2. SAM envel ope fields

A SAM envel ope carries the following fields in its seal ed nanifest.
Required: intent (semantic |abel for the bounded act, e.g.

"upl oad_package"); secret_id (opaque identifier of the underlying
credential in the issuing keychain); target_action (the action
endpoi nt or contract address); actor_id (JIS-D D of the actor
permtted to present this envelope); valid until (RFC3339 expiry

ti mestanp); epheneral _id (single- use identifier tied to this

mat eri al i sation).
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Optional: constraints (array of key-value pairs that further bound
the act, e.g. package="tibet-zip", registry="pypi"); policy_|ane
(which policy regime authorised this SAM; receipt_required (bool ean,
whet her a seal ed receipt is expected after execution);

supersedes samid (link to a prior SAMthis one replaces, in rotation
chai ns).

13.3. Normative posture

A SAM envel ope MUST NOT include the underlying secret material in
cleartext form The encrypted credential block, if present in the
seal ed payl oad, MJST be decryptable only by the execution boundary
identified in the manifest (typically identified by its public key or
AINS reference).

An execution boundary that materialises a SAM envel ope MJST: validate
the mani fest signature agai nst the issuing keychain; check that the
actor _id nmatches the entity presenting the envel ope (via TIBET-SI G V1
or equivalent identity proof); confirmthat valid until has not

el apsed; enforce that the intended action matches target_action and
all constraints; and destroy the epheneral session after execution
conpl etes, whether successful or not.

An execution boundary MJST NOT permit a SAM envel ope to be replayed:
the epheneral _id is single-use and MUST be recorded in a non-repl ay
log for at least the duration of valid_until plus the conservative
net wor k- cl ock- skew mar gi n.

13.4. Causal chain inplications

SAM materialisation is itself a causally-anchored event. The issuing
keychain SHOULD record a secret-proxied event in its custody tineline
(see related tibet-keychain specification), with action_id and

parent _action_id linking the SAM nmaterialisation to the originating

i ntent request.

Upon execution, the execution boundary SHOULD enmit a provenance-

seal ed response that references the SAM envel ope’s samid and
epheneral _id, so that downstream audit wal kers (e.g. tibet-cbom can
construct the full chain: intent request - SAMmaterialisation -
execution - response. Each step is Ed25519-signed by the actor
responsi ble for that step

13.5. Exanple

Agent intent: "upload tibet-zip v1.0.3 to PyPI". Keychain
mat eri ali ses a SAM envel ope with the follow ng mani fest fields:
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i ntent = "upl oad_package", secret_id = "sec_pypi 001", target_action
= "/upl oad/ pypi", actor_id = "jis:hunotica: codex", valid_until =
"2026- 05-12T10: 34: 182", epheneral _id = "eph_d7fad2165el13",
constraints = [ package="tibet-zip", registry="pypi"].

The agent receives the SAM as a seal ed .tza envel ope; the agent
cannot extract the underlying PyPl token. The agent forwards the
envel ope to a tibet-gateway endpoint, which validates the manifest,
breaks the seal in its own runtime, executes the upload against PyPI,
emts a provenance-seal ed response back to the agent, and destroys
the epheneral session. The agent never possessed the PyPl token at
any point.

13.6. Generalisation across credential domains

The sane envel ope shape generalises to any credential - bearing action
wher e bounded del egation is required: publication to package
registries (PyPl, crates.io, npm Maven), source-code platforns

(G tHub PATs, G tLab tokens), cloud APIs (AW service accounts, GCP
service credentials), signing operations (snmart-contract

transacti ons, code-signing keys, TLS-certificate issuance), and

dat abase access where the agent shoul d not see the connection string.
In all cases the envel ope captures intent + scope, and the gateway
performs the act under cryptographi c enforcenent.

13.7. Position in the four-Wfamly

The SAM ext ension defines the WHY primtive in a four-part famly of
credential -life-cycle artifacts: a tenporal-trigger |ayer (WHEN, see
related tibet-vault specification) decides when a sealed result nmay
be di scl osed; a custody-and-tineline |layer (WHERE/ HON see rel ated
ti bet-keychai n specification) records where the secret |ives and who
touched it; the SAM I ayer (WHY, this section) authorises a single
bounded act without releasing the secret; and an executi on-boundary
| ayer (WHERE- EXEC, see related tibet-gateway specification) safely
performs the act. The four |ayers conpose into one causally
verifiable credential workfl ow

14. Security Considerations
The Semantic Surface Manifest is not a source of trust.
I mpl ement ati ons nust assume that external nanes can be changed and
visible routing | abels can be nisleading. The seal ed container
remains the only strong source of truth.

Routing may depend on SSM but trust nmust not depend on SSM al one.
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15. Privacy Considerations
The Semantic Surface Manifest intentionally exposes |limted netadata.
I mpl enenters shoul d keep context |low sensitivity, avoid direct
secrets or detail ed personal data, and prefer nam ng for dispatch
rat her than discl osure.

16. Interoperability Considerations
The SSMis designed to conpose with TBZ, |CC-based continuity
containers, TIBET Drop or TAT fl ows, session-state bundles,
attestation bundl es, seal ed capsul es, |ocal storage, transport
obj ects, attachments, queues, and router decisions.

17. Relationship to JI'S, TIBET, TAT, and ICC
Thi s docunent does not replace JIS identity semantics, TIBET causa
ordering, TAT transfer flow, or |ICC seal ed object semantics. It adds
a visible routing surface above them
A clean split is that JIS decides who is acting, TIBET decides causa
truth, TAT decides transfer flow, |ICC decides seal ed object class,
and SSM deci des visi bl e dispatch senanti cs.

18. Future Work
* richer but still bounded registries for profile
* explicit mrrored-surface validation nodes
*  MJUX or SNAFT routing integration
* U conventions for displaying safe routing netadata
* signed or policy-bound surface-to-nmanifest binding hints

19. Questions for Future Revisions
The foll owi ng topics are non-blocking for the present -00 version and
are recorded here to guide |ater discussion and interoperability
wor k.

* whether profile should remain open-text or nmove to a tighter
registry

* whether the optional suffix should be preserved, normalized, or
i gnored by parsers
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* whet her seconds-level tine fragnents should be allowed in version
1

* whet her sone donmins should escalate all msmatch to quarantine
while others allow | owrisk auto-continue

20. | ANA Consi derati ons

Thi s docunent requests two registries: a Surface Profile Registry and
a Surface Priority Registry.

Regi stration policy for both is Expert Review as described in

[ RFC8126]. Initial profile values are claude, genmini, gpt, kit,

i ddrop, parentattest, capsule, and tza. |Initial priority values are
urgent, normal, background, and seal ed.

No registries are requested for tine-fragnment, context, or icc-ext in
version 1.
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