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Abst r act
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human actors, and automated processes. A TIBET token captures four

di mensi ons of provenance: content (ERIN), references (ERAAN), context
(EROVHEEN), and intent (ERACHTER). Tokens are cryptographically

si gned, hash-chai ned, and designed for append-only storage. TIBET is
transport-agnostic and encoding-flexible, with JSON over HTTPS as the
baseline serialization. This docunment specifies the token data
nmodel , chain semantics, canonicalization rules, verification
procedures, and integration points with conpanion protocols JIS
[JIS], UPIP [UPIP], RVP [RVP], and AINS [ AINS].
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Aut ononpbus agents, Al systens, human operators, and autonated
processes increasingly interact across trust boundaries. Wen
decisions are nade -- who initiated them what data informed them in
what context, and for what reason -- this information is critical for
audit, regulatory conpliance (including the EU Al Act [EU Al -ACT]),
and di spute resolution. Current |ogging approaches are fragnmented:
they capture events but not intent, actions but not context, outcones
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but not reasoni ng.

TI BET addresses this gap by defining a structured evidence token that
captures four dinmensions of provenance for every interaction

* ERIN. What is INthe action (content, payl oad, decision)

*  ERAAN. What is attached TO the action (references, dependencies)
*  EROVHEEN. What is AROUND the action (context, environnent)

*  ERACHTER What is BEH ND the action (intent, reasoning)

These four conmponents -- naned using Dutch prepositions that describe
spatial relationships -- together provide the evidence needed to
answer not only "what happened?” but also "why did it happen?", "what
informed it?", and "what was the context?"

1.1. Pr obl em St at enent

Exi sting audit and | oggi ng approaches suffer fromthree structura
limtations:

1. PARTIAL CAPTURE: Traditional |ogs record events (what) but not
intent (why) or context (in what situation). After the fact,
auditors nust reconstruct intent fromcircunstantial evidence --
a process sonetinmes called "conpliance archaeol ogy. "

2. FRAGMVENTED CHAI NS: When an action triggers subsequent actions
across systens, actors, or trust boundaries, the causal chain is
typically lost. Each systemnaintains its own logs with no
st andardi zed | i nki ng mechani sm

3. NO VERIFICATION: Log entries are typically unsigned plain text.
There is no standardi zed nechanismto verify that a | og entry has
not been nodified, that it was created by the clainmed actor, or
that the chain is conplete.

TI BET provi des a standardi zed, cryptographically verifiable evidence
format that addresses all three limtations.

1.2. Design Principles
EVI DENCE OVER ENFORCEMENT: Tl BET records what happened. It does not
prevent or allow actions. Enforcement is a policy decision made

by consum ng applications based on TIBET evidence. Evidence
cannot be un-recorded; enforcenent can be bypassed.
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TRANSPORT AGNOSTICI SM  TI BET tokens are data objects, not protoco
messages. They can be transported over HTTP, WbSocket, nessage
queues, gRPC, or any other nechanism This docunent defines JSON
over HTTPS as the baseline serialization for interoperability.

ENCODI NG FLEXI BI LI TY: While JSON [ RFC8259] is the baseline encoding,
TI BET tokens MAY be serialized in CBOR [ RFC8949], Protoco
Buf fers, or other formats, provided the canonicalization rules
(Section 5) are maintained.

CHAI N CAPABI LI TY: Tokens link to formchains via parent references,
enabling reconstruction of conplete interaction histories across
actor and system boundari es.

COVPANI ON | NTEGRATI ON: TIBET is designed as part of a protoco
suite. It relies on JIS[JIS] for actor identity, and is consuned
by UPIP [UPIP] for process integrity, RVP [RVP] for continuous
verification, and AINS [AINS] for agent discovery. This docunent
defines TIBET's own scope and specifies integration points w thout
duplicating functionality defined el sewhere.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Actor: An entity that creates, nodifies, or participates in a TIBET
token. Actors include Al agents, human users, autonated
processes, and services. Actor identity is established through
the conpanion JIS protocol [JIS] or through |ocally-assigned
identifiers.

Chain: An ordered sequence of TIBET tokens |inked through parent id
references. A chain represents a conplete interaction or
transaction history frominitiation to resolution

Conpani on Protocol: One of the protocols in the TIBET suite: JIS
[JIS] (identity), UPIP [UPIP] (process integrity), RVP [ RVP]
(continuous verification), AINS [AINS] (discovery). Each
conpani on addresses a distinct concern while relying on TIBET for
provenance.

ERACHTER: Dutch: "behind it." The intent conponent of a TIBET
token. Captures WHY an action was taken
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3.

3.

ERAAN: Dutch: "attached to it." The reference conponent of a TIBET
token. Captures dependencies, rel ated tokens, and external
resources.

ERIN. Dutch: "init." The content conponent of a TIBET token.
Captures the actual content or action.

EROVHEEN: Dutch: "around it." The context conponent of a TIBET
token. Captures environnental and situational context.

FIRFA (First Initiation Revoke/ Accept): A trust establishnent
protocol defined in JIS[JIS]. FIR A produces a trust score
between 0.0 and 1.0 that TIBET tokens MAY reference.

Provenance: The complete origin and history of a piece of data or
decision, including all transformations and the reasoni ng behind
t hem

Token: A single TIBET record capturing one interaction, decision, or
event with full four-dimensional provenance.

Token Hash: The SHA-256 [ FI PS180-4] hash of a token's canoni cal
serialization, excluding the "signature" and "hash" fields. The
token hash is used for chain linking and integrity verification.

Token Data Mbdel

1. Token Structure

A TIBET token is a JSON [ RFC8259] object. The follow ng exanple
shows all required and conmonly used optional fields:
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"token_id": "tbt-550e8400-e29b-41d4-a716-446655440000",
"version": "1.1",
"type": "decision",
"timestanmp": "2026-03-29T10: 30: 00. 000Z",
"actor": "jis:idd:root _idd 2025",
"erin": {
"deci sion": "APPROVED',
"confidence": 0.92

}

raan":
"t bt:550e8400- e29b- 41d4- a716- 446655440001",
"model : credit-scoring-v2.3.1"

]

romheen”: {

"environment": "production",

"region": "eu-west-1",

"regulatory context": ["GDPR', "EU Al-Act"]
}

rachter": "Credit application evaluated per policy v2.3.1
section 4.2. Score 0.92 exceeds threshold 0.75.",
"parent _id": "tbt-550e8400-e29b-41d4-a716-446655440001",
"state": "RESOLVED',
"hash": "sha256: 4f 2e8alb. .. ",
"signhature":
"al gorithnt: "Ed25519",
"public_key": "ed25519: base64...",
"val ue": "base64..."
}
}

3.2. Required Fields
Every TIBET token MUST contain the follow ng fields:
"token_id" (string): A globally unique identifier. MJST be prefixed
with "tbt-" followed by a UU D v4 [ RFC9562]. Exanple: "tbt-
550e8400- e29b- 41d4- a716- 446655440000" .

"version" (string): The TIBET protocol version. For tokens
conformng to this docunent, the value MJST be "1.1".

"type" (string): The token type. See Section 3.4 for defined types.
"timestanmp” (string): The creation tinme in |1SO 8601 format with

m | 1isecond precision and UTC tinezone designator (Z). Exanple:
"2026-03-29T10: 30: 00. 000Z".
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"actor" (string): The identifier of the entity that created this
token. See Section 8 for format requirenents

"erin" (object): The content conponent. MJST be a non-enpty JSON
object. See Section 4.1

"eraan" (array): The reference conponent. MJST be a JSON array (MAY
be enpty). See Section 4.2.

"eronheen" (object): The context conponent. MJST be a JSON obj ect
(MAY be enpty). See Section 4.3.

"erachter" (string): The intent conponent. MJST be a non-enpty
human-readabl e string. See Section 4. 4.

"state" (string): The current lifecycle state. See Section 7.1

"hash" (string): The token hash conputed per Section 5.2. Fornat:
"sha256: <hex64>".

"signature"” (object): Cryptographic signature over the canonica
token. See Section 5.3.

3.3. Optional Fields

"parent _id" (string): The token_id of the parent token. Present
when this token is part of a chain. See Section 6.1

"parent _hash" (string): The hash of the parent token at the tine of
child creation. SHOULD be present when parent _id is present.
Enabl es chain integrity verification w thout fetching the parent.

"supersedes” (string): The token_id of a token that this token
supersedes. See Section 6. 3.

"met adata" (object): |Inplenentation-specific key-value pairs.
I mpl enent ati ons MJUST NOT place data required for interoperability
i n netadat a.
3.4. Token Types

The foll owi ng token types are defi ned:

"action": A concrete action perforned by an actor (APl call, file
wite, comrand execution).

"decision": A decision nmade by an actor, including the factors and
confidence | evel
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"message": A communi cation between actors (query, response,
notification).

"query": A request for information or capability.
"response": A reply to a query or nessage.
"observation": A passive recording of state or event, not initiated

by the token’s actor
"transition": A state change in a workflow or process.

I mpl enent ati ons SHOULD use the defined types. |Inplenentations MAY
define additional types using the "x-" prefix (e.g., "x-audit",
"Xx-heartbeat"). Inplenentations MJST NOT reject tokens with
unrecogni zed types.

4. Provenance Conponents
4.1. ERIN - Content Conponent

ERIN ("What’'s INit") captures the core content or action. The ERIN
obj ect MJST be present and MUST NOT be enpty.

The internal structure of ERIN is application-defined. TIBET does
not prescribe specific fields within ERIN, but the follow ng patterns
ar e RECOMVENDED:

For actions and deci si ons:

"erin": {
"action": "approve_transaction",
"confidence": 0.92,
"paraneters": { }

For messages and queri es:

"erin": {
"content": "What are nmy account perm ssions?",
"format": "natural | anguage",
"l anguage": "en"

ERI N answers the question: "What is the core payload of this
i nteraction?"
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4.2. ERAAN - Reference Component
ERAAN ("What’'s attached TO it") captures dependencies, references to
ot her tokens, external resources, and related artifacts. ERAAN MJST
be a JSON array.
Each el enent SHOULD use a typed reference format:

"<type>:<identifier>"

Defi ned reference types:

"tbt:" Reference to another TIBET token (by token_id)
"nodel :* Reference to an Al nodel version

"policy:" Reference to a policy docunent version
"dataset:" Reference to a dataset

"api:" Reference to an external APl cal

"docunent:" Reference to a document or file

"actor:" Reference to another actor’s identity

I mpl enent ati ons MAY define additional reference types.
I mpl enent ati ons MJST preserve unrecogni zed reference types during
processi ng.

Exanpl e:
"eraan": |
"tbt:tbt-550e8400-...",

"nodel : credit-scoring-v2.3.1",
"policy: | ending-policy-2026qg1"

ERAAN answers the question: "Wat other artifacts inforned or are
connected to this interaction?"

4.3. EROVHEEN - Context Conponent
EROVHEEN ("What’'s AROUND it") captures the environnmental and
situational context at the time of the interaction. EROVHEEN MJST be
a JSON object (MAY be enpty if context is not available).

RECOMMVENDED f i el ds:
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"environment" (string): Deploynment environnent (e.g., "production”,
"stagi ng", "devel opment").

"region" (string): Deploynent region or |ocation.
"session_id" (string): Session identifier, if applicable.

"regul atory_context" (array of strings): Applicable regulatory
frameworks (e.g., "GDPR', "EU-Al-Act", "N S2").

Addi tional context fields are application-defined.

Exanpl e:

"eronmheen": {
"environment": "production",
"region": "eu-west-1",
"session_id": "sess _abcl123",

"regul atory_context": ["GDPR', "EU Al-Act"]
}

EROVHEEN answers the question: "In what context did this interaction
occur ?"

ERACHTER - Intent Conponent
ERACHTER ("What’s BEHIND it") captures the intent, reasoning, and
pur pose of the action. ERACHTER MJUST be a non-enpty hunman-readabl e
string.
ERACHTER serves two purposes:
1. AUDI TABILITY: Regulators and auditors can understand WHY an
action was taken without reverse-engi neering the decision from
| ogs.

2. ACCOUNTABI LI TY: The stated intent is part of the signed token,
making it a verifiable conmtnment by the actor.

For autonmted deci si ons, ERACHTER SHOULD i ncl ude:

* The decision logic or rule that was applied

* The threshold or criteria that was met or not met
* \Wet her human oversi ght was avail able or triggered

Exanpl e:
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"erachter”: "Credit application eval uated per policy

| endi ng- pol i cy-2026ql1 section 4.2. Score 0.92 exceeds
threshold 0.75. Human review not triggered (confidence
above 0.90 per oversight policy)."

ERACHTER answers the question: "Wy was this action taken?"
4.5. Conponent Boundaries

To guide inplenenters in placing data in the correct component:

The core action,
deci si on, or
payl oad

ERIN (content)

I I
I I
I I
I I
| Areference to | ERAAN (references)
| another token, |
| nodel, policy, |
| or external |
| resource |
I I
| Environmental, |
| situational, or |
| depl oynent |
| context |
I I
I I
I I
I I

EROVHEEN ( cont ext)

The reasoni ng,
pur pose, or
justification

ERACHTER (i ntent)

When in doubt, the test is: "Wwuld an auditor need this to understand
WHAT happened (ERIN), what | NFORMED it (ERAAN), WHERE/ VHEN it
happened (EROVHEEN), or WHY ( ERACHTER) ?"

5. Canoni calization and Hashing

5.1. Canonical JSON Serialization

Bef ore conputing hashes or signatures, a TIBET token MJST be
serialized to Canonical JSON. The canonical formis defined as:

1. Al object keys are sorted | exicographically by Unicode code
poi nt .
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2. No whitespace between tokens (no spaces after col ons or commas,
no new ines).

3. Strings use only the escape sequences defined in RFC 8259
Section 7.

4. Nunbers use the shortest representation wthout |eading zeros.
No trailing zeros after decimal point.

5. The "signature" and "hash" fields are EXCLUDED from the canonica
formused for hash and signature conputation

Thi s canoni calization ensures that the same |ogical token produces

the sane byte sequence regardl ess of the serializer used, which is

necessary for hash and signature verification across inplenentations.
5.2. Token Hash Conputation

The token hash MJST be conputed as foll ows:

1. Construct a JSON object containing all required and present
optional fields EXCEPT "hash" and "signature".

2. Serialize this object using Canonical JSON (Section 5.1).

3. Conpute SHA-256 [FIPS180-4] over the UTF-8 encodi ng of the
canoni cal string.

4. Encode the result as | owercase hexadeci nmal .

5. Prefix with "sha256:".

Result format: "sha256: <64 hex characters>"
5.3. Signhature Ceneration

After conputing the token hash, the creating actor MJST sign the
t oken:

1. Take the token hash string (e.g., "sha256: 4f2e8alb...").
2. Sign this string using the actor’s private key.

3. Construct the signature object:
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"sighature":
"al gorithn: "Ed25519",
"public_key": "ed25519: <base64 public key>",
"val ue": "<base64 si gnature>"

}
The algorithmfield MJST be one of:

*  "Ed25519" ( RECOMVENDED)
* " ECDSA- P256"

I mpl ement ati ons SHOULD use Ed25519 unl ess constrai ned by existing
infrastructure

5.4. Signature Verification
To verify a TIBET token's signature:
1. Extract and renove the "signature" and "hash" fields.
2. Serialize the renaining object using Canonical JSON
3. Conpute SHA-256 over the canonical string.

4. Conpare the conputed hash with the stored "hash" field. If they
differ, the token has been nodified.

5. Verify the signature in "signature.val ue" agai nst the conputed
hash using the public key in "signature. public_key".

6. If JISidentity binding is available (Section 8.2), verify that
the public key belongs to the clainmed actor

6. Chain Semantics

6.1. Parent-Child Linking
Tokens form chai ns through the "parent_id" field. Wen an action
triggers a subsequent action, the subsequent token SHOULD reference
the triggering token as its parent.
Chain rul es:

* A token with no parent_id is a ROOT token (chain origin).

* Atoken with a parent _id is a CH LD token
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* A parent MAY have nultiple children (branching).

* A child MIUST have exactly zero or one parent.

* \When parent _id is present, parent _hash SHOULD al so be present,
containing the parent’s hash at child creation tine.

Exanpl e chai n:

[User Query] =--> [Al Processing] --> [API Call]

I I I
t bt - 001 t bt - 002 t bt - 003
(root) parent:tbt-001 parent:t bt-002

6.2. Append-Only Expectation

TI BET tokens, once created and signed, MJST NOT be nodified. The
token_id, hash, and signature together forman i mmutable record.

Tokens MAY be stored in any storage systemthat preserves their
integrity. Append-only |ogs, content-addressabl e stores, databases
with wite-once semantics, or |edger systens are all suitable,

provi ded the storage system does not nodi fy token contents.

Thi s docunent does not mandate a specific storage system The
integrity of a TIBET token is self-contained: any verifier can
reconpute the hash and verify the signature w thout trusting the
storage system
6.3. Token Supersession
When a token’'s content nust be corrected or updated (e.g., an
incorrect decision is revised), inplenmentations MJIST NOT nodify the
original token. |Instead, a new token MJUST be created wth:
* A new token_id
* The "supersedes"” field set to the original token's token_id
* An ERACHTER expl ai ning why the original is being superseded

The original token remains in the chain, preserving the conplete
hi story including corrections.

6.4. Chain Verification

To verify a TIBET chain:
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1. For each token in the chain, verify the token hash and signature
(Section 5.4).

2. For each child token, verify that parent _hash (if present)
mat ches the actual hash of the referenced parent.

3. Verify that tinmestanps are nonotonically non-decreasing from
parent to child.

4. Verify that the chain has no gaps (every referenced parent _id
exists in the chain or is declared as external).

Chain verification failures MJUST be reported as evidence. Wether a
verification failure blocks processing is a local policy decision
(evidence over enforcenent).
7. Token Lifecycle
7.1. State Model
TI BET tokens have the followi ng states:
CREATED - -> ACTI VE --> RESCLVED
I
+- - > SUPERSEDED
State descriptions:
"CREATED': Token initialized, action pending or in progress.
"ACTIVE": Action is being processed or nonitored.
"RESOLVED': Final state. Action conplete, outcome recorded.
"SUPERSEDED": Token has been superseded by a newer token
(Section 6.3). The superseding token's token_id SHOULD be
recorded in the transition record.
Note: The -00 version defined states DETECTED, CLASSI FlI ED, and
M Tl GATED. These are renpved in -01 because they conflate provenance
recording with incident response workflow, which is a policy concern.
I mpl enent ati ons that need incident response states SHOULD define them
as application-specific extensions in the "netadata" field.
7.2. State Transitions

State transitions foll ow these rul es:
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7

8.

8.

3.

1

* CREATED -> ACTIVE: Wen the action begins processing.

* CREATED -> RESOLVED: For instantaneous actions

* ACTIVE -> RESOLVED: Wen the action conpl etes.

* ACTI VE -> SUPERSEDED: When a correction is issued

* RESOLVED -> SUPERSEDED: Wen a resolved action is |ater corrected.

*  CREATED -> SUPERSEDED: When an action is cancell ed before
processi ng.

All other transitions are invalid.
State Transition Record

Each state transition MJST be recorded as a separate TIBET token of
type "transition" wth:

* parent_id pointing to the token being transitioned

* ERIN containing: {"transition": {"fron: "ACTIVE", "to":
" RESOLVED'}}

* ERACHTER expl ai ning why the transition occurred
* The actor who authorized the transition
This ensures that even state changes produce auditabl e evidence.
Actor ldentity
Actor ldentifier Fornat

The "actor" field MJST be a string identifying the entity that
created the token. The following formats are defi ned:

JISidentity: "jis:<entity type>: <identifier>" Exanples:
"jis:idd:root _idd _2025", "jis:human:jasper",
"jis:service: paynment _gat eway"

Local identity: "local:<identifier>" Used when JIS identity is not

available. The identifier is locally assigned and has no gl oba
uni queness guar ant ee.

I mpl enent ati ons SHOULD use JIS identities when avail abl e.
I mpl ement ati ons MUST accept both formats.
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8.2. JIS ldentity Binding
When the actor uses a JIS identity (Section 8.1), the signature’s
public key SHOULD be verifiable against the actor’s JIS identity
record. This binding enables a verifier to confirmthat:
1. The actor identifier refers to a real, established entity.
2. The signing key belongs to that entity.
3. The entity’'s trust score (FIR' A) can inform processi ng deci si ons.
The mechanismfor resolving a JISidentity to its public key is
defined in [JIS]. AINS [AINS] provides discovery of the resolution
endpoi nt ..

8.3. Anonynous and Pseudonynous Actors

TI BET supports anonynmous and pseudonynmous tokens. An actor MAY use a

pseudonymous identifier (e.g., "local:anon-session-4f2e") when
privacy requirenents prevent identity disclosure. 1In this case:
*  The token MJST still be signed (the key proves consistency within

a session, even if the actor is unknown).
* The ERACHTER SHOULD note that the actor is pseudonynmous and why.

* Verifiers SHOULD treat pseudonynous tokens with | ower trust than
identified tokens.

9. Trust Scoring (FIR A
9.1. Trust Score as Evidence

TI BET tokens MAY include trust-related evidence in EROVHEEN. Trust
scores are conmputed by the conpanion JIS protocol [JIS] using FIR A
and represent the actor’s trust level at the time of token creation.

Trust scores are EVI DENCE, not ASSERTIONS. A trust score in a TIBET
token neans "at the time of this action, this registry conputed this
score for this actor." Different registries MAY conpute different
scores for the sane actor

9.2. Score Inputs

Trust scores are behavior-based, not clai mbased. Scores adjust
based on:
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* Consistency of behavior patterns

* Accuracy of stated intent (ERACHTER) vs. actual outcones
* Chain integrity maintenance

* Response to verification requests

The scoring algorithmis defined in JIS [JIS]. TIBET provides the
evi dence chain that scoring algorithns consune.

9.3. Local Evaluation
Trust scores MJUST be computed locally by each evaluating party. A
trust score fromone registry is an opinion, not a fact. Only the
underlying TIBET evidence chain is factual

This prevents "trust |aundering” -- the inflation of trust scores
t hrough perm ssive internediaries.

10. Transport Considerations
10.1. Baseline: JSON over HTTPS
For interoperability, JSON encoding over HTTPS is the baseline
transport. Al conformng inplenentati ons MUST support this
basel i ne.
10.2. Alternative Transports
TI BET tokens MAY be transported over
*  WebSocket connections
*  Message queues (AMQP, Kafka, NATS)
* gRPC streans
* File transfer (for UPIP bundl es)

* |-Poll nessages (for agent-to-agent conmmunication)

Regardl ess of transport, the token format and verification procedures
defined in this docunent apply.
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10.

11.

11.

11.

12.

12.

12.

3. Content-Type

VWhen TIBET tokens are transnmitted over HITP, the Content-Type header
SHOULD be:

application/tibet+json

I mpl enent ati ons MUST al so accept "application/json"
St orage Consi derati ons

1. Append-Only Logs

TI BET tokens MAY be stored in append-only logs or ledgers. This is
RECOMVENDED f or regul ated environnents but is not a protoco
requirenent. The integrity of a TIBET token is self-verifiable
through its hash and signature, independent of the storage system

2. Retention Policy

Retention of TIBET tokens is a |ocal policy decision. This docunent
makes no normative statenents about retention periods. [|nplenenters
shoul d consi der applicable regulatory requirenents (e.g., CGDPR [ GDPR]
right to erasure, financial record retention rules).

When tokens contai ning personal data are deleted per retention
policy, inplementations SHOULD retain a tonmbstone record contai ni ng:
token_id, token hash, deletion tinestanp, and the reason for

del eti on.

Privacy Considerations
1. Sensitive Data in Components
ERI N and EROVHEEN conponents MAY contai n personal data, business-
sensitive information, or security-relevant context. |nplenentations
MUST support encryption at rest for stored tokens and SHOULD support
field-level encryption for individual components.
2. Selective Disclosure
An actor presenting a TIBET chain to a verifier MAY redact conponents
that are not relevant to the verification purpose. Wen conmponents

are redact ed:

* The token hash is still verifiable (proving the redacted version
was derived froma valid token).
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* Redacted fields are replaced with their individual hashes,
prefixed with "redact ed: sha256: <hex>".
* The signature remains valid over the original token

The verifier can confirmthat a valid token exists with the clainmed
hash wi t hout seeing the redacted content.

12.3. Redacted Views
| mpl enent ati ons SHOULD support generating redacted views of tokens
where sensitive fields (ERIN, EROVHEEN) are replaced with their
hashes. This enabl es sharing provenance chains for audit purposes
wi t hout exposing sensitive content.

12. 4. Data Mnimzation
I mpl enent ati ons SHOULD apply data ninimzation principles:
* ERIN: Include only the m ni mum content needed for provenance.
*  EROVHEEN. Include only context relevant to audit and verification

*  ERACHTER: |nclude only reasoning relevant to accountability.

* ERAAN. Reference external resources by identifier rather than
enbeddi ng their content.

13. Security Considerations
13.1. Token Integrity
Attack: An adversary nodifies a token's content after creation

I mpact: The audit trail contains false evidence. Decisions based on
the nodified token nay be incorrect.

Mtigation: Every token includes a hash conputed over its canonica
serialization and a cryptographic signature fromthe creating actor
Modi fication of any field invalidates the hash, which invalidates the
si gnature.

Depl oynent: | nmpl ement ati ons MUST verify hash and signature before

processing any token. |Inplenentations MJST reject tokens with
i nval i d hashes or signatures and MJST record the rejection as
evi dence.
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13.

13.

13.

2. Chain Integrity
Attack: An adversary inserts, renoves, or reorders tokens in a chain.

I mpact: The audit trail is inconplete or msleading. Causa
rel ati onshi ps may be falsified.

Mtigation: Child tokens include parent_hash, creating a hash chain.
Insertion of a fake token breaks the chain because the fake token’s
hash will not match the parent _hash in subsequent tokens.

Depl oynment: | npl enentati ons MJST verify parent _hash references during
chain verification. |Inplenmentations SHOULD al ert on chain gaps
(referenced parents that do not exist).

3.  Non- Repudi ation
Attack: An actor denies creating a token
I mpact: Accountability is underni ned.

Mtigation: Tokens are signed with the actor’s private key. The
signature can be verified by any party with access to the actor’s
public key (published via JIS identity or AINS record).

Depl oyment: For hi gh-assurance scenari os, inplenentati ons SHOULD use
har dwar e- prot ect ed si gni ng keys (secure elenments, TPM. For standard
scenari os, software key managenent with proper access controls is
sufficient.

4. Replay Attacks
Attack: An adversary replays a valid token froma different context.

I mpact: The audit trail records an action that did not occur in the
cl ai mred context.

Mtigation: Tokens include mllisecond-precision timestanps. Chain
linking (parent_id + parent_hash) binds tokens to specific positions
in a chain. Replaying a token in a different chain or at a different
time creates a detectabl e inconsistency.

Depl oynment: | npl ement ati ons SHOULD reject tokens with tinestanps
outside a configurable wi ndow (default: 5 minutes). For real-tine
scenarios, tighter w ndows are RECOVMENDED.
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13.5. Unauthorized State Transitions

Attack: An adversary issues a state transition for a token they did
not create.

I mpact: The token's lifecycle is corrupted.

Mtigation: State transitions are recorded as separate tokens
(Section 7.3) that nmust be signed by an authorized actor. Wo may
transition a token is a local policy decision

Depl oynment: | nmpl ement ati ons SHOULD nmi ntai n an access control |ist
per token specifying which actors may issue transitions. At m ninmm
the creating actor MJST be authorized.

13.6. Denial of Service

Attack: An adversary floods the systemw th tokens, exhausting
storage or processing capacity.

I mpact: Legitimate tokens cannot be created or stored.

Mtigation: Token creation is tied to actor identity (Section 8).
Rate |limting per actor, based on FIR' A trust score, is the primary
defense. Lowtrust actors SHOULD have lower rate limts.

Depl oyment: | npl ement ati ons MJST i npl enment per-actor rate limting.
I mpl enent ati ons SHOULD use FIR/ A trust scores to set rate lints
dynanmi cal | y.

13.7. Key Conprom se
Attack: An actor’s signing key is conproni sed.

I npact: The adversary can create tokens inpersonating the conpronised
actor.

Mtigation: JIS [JIS] provides key rotation and revocation

mechani sms.  When a key is revoked, verifiers can determ ne that
tokens signed with the revoked key after the revocation tinestanp are
suspect .

Depl oynment: | npl ement ati ons SHOULD check key revocation status during

signature verification. |Inplenentations SHOULD use short-1lived
si gni ng keys where feasible.
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13.8. Inplenentation Gui dance
I mpl enent ati ons MUST use SHA-256 [ FI PS180-4] for all hash
conputations. |nplenmentations SHOULD support algorithmagility
through the hash prefix ("sha256:") to enable future mgration.

I mpl ement ati ons MUST use Ed25519 or ECDSA- P256 for signatures.
Ed25519 i s RECOMMENDED for new i mpl enent ati ons.

14. Integration w th Conpani on Protocols
14.1. JIS - ldentity and Trust Establishnent

JIS [JIS] provides actor identity and trust establishnment. TIBET
relies on JIS for:

* Actor identifier format (Section 8.1)
* Public key resolution for signature verification
* FIR/ A trust scores as evidence input

Each JI'S FI R A handshake SHOULD produce a TIBET token recording the
trust establishnment event.

Mappi ng of JI'S Hunotica context to TIBET conmponents:
* Hunotica.sense -> ERIN (what triggered the action)
* Hunotica.context -> EROVHEEN (situational context)
* Hunotica.intent -> ERIN.intent (the decl ared purpose)
* Hunotica. expl anati on -> ERACHTER (the reasoni ng)
14.2. UPIP - Process Integrity
UPI P [ UPI P] uses TIBET tokens to record process execution provenance.
Each UPI P | ayer transition (STATE, DEPS, PROCESS, RESULT, VERI FY) MNAY
produce a TIBET token. Fork tokens reference TIBET chains to
est abl i sh handoff provenance.
14.3. RVP - Continuous Verification
RVP [ RVP] produces verification tokens that include TIBET provenance
fields. Each RVP verification nmonent corresponds to a TIBET token

recording: who was verified, how, with what confidence, and why
verification was triggered.
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14.4. AINS - Agent Discovery
AINS [ AINS] records MAY reference TIBET chain anchors as trust
evidence. A long TIBET chain with verified integrity is evidence of
sust ai ned, auditable operation. AINS registries MAY wei ght TIBET
chain evidence in trust score conputation

15. | ANA Consi derations

15.1. Media Type Registration

Thi s docunent requests registration of the foll owi ng nedia type
[ RFC6838] :

Type name: application

Subt ype nane: tibet+json

Requi red paranmeters: none

Opti onal parameters: none

Encodi ng considerations: binary (UTF-8 JSQON)
Security considerations: See Section 13
Interoperability considerations: See Section 3
Publ i shed specification: this docunent

Applications that use this nmedia type: TIBET token creators and
verifiers, autonomous agent platfornms, audit systens

Fragrment identifier considerations: none

Person and emai|l address to contact for further information: Jasper
van de Meent <jasper @unotica.nl >

I ntended usage: COMVON
Restrictions on usage: none
Aut hor: Jasper van de Meent

Change controller: |ETF
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Note: The -00 version requested registration of X-TIBET-* HITP
headers. This is withdrawn. Provisional HITP header fields do not
require registration, and the use case does not justify standardized
header fields at this tine.
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Appendi x A.  Token Exanpl es

A 1. Sinple Query Token
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"token_id": "tbt-550e8400-e29b-41d4-a716-446655440000",
"version": "1.1",
"type": "query"
"timestanmp": "2026-03-29T10: 30: 00. 000Z",
"actor": "jis:human:user_12345",
"erin": {
"content": "What are nmy account perm ssions?",
"format": "natural _| anguage",
"l anguage": "en"
b,
"eraan": |
"actor:jis:service:account_service"
],
"eronmheen": {
"environment": "production",
"client": "nobile-app-v3.2",
"regul atory context": ["GDPR']
}

rachter": "User requesting account information via
sel f-service portal. Routine access check, no el evated
per m ssions requested. ",
"state": "CREATED',
"hash": "sha256: 4f 2e8alb3c9d7e6f...",
"signhature":
"al gorithn: "Ed25519",
"public_key": "ed25519: MCowBQYD. . .",
"val ue": "7f3a%b2c..."
}
}

A.2. Al Decision Token (Child)
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{
"token_id": "tbt-550e8400-e29b-41d4-a716- 446655440001",
"version": "1.1",
"type": "decision",
"timestamp": "2026-03-29T10: 30: 05. 1272",
"actor": "jis:idd:credit_nodel v2",
"erin": {
"deci sion": "APPROVED',
"anmount ": 50000,
"confidence": 0.92,
"factors": {
"credit_score": 0.85,
"income_ratio": 0.78,
"history_length": 0.95
}
1
"eraan": |
"tbt:tbt-550e8400- e29b-41d4- a716- 446655440000",
"nodel : credit-scoring-v2. 3.1",
"policy:|ending-policy-2026q1"
I,
"eronheen": {
"environment": "production",
"region": "eu-west-1",
"regul atory_context": ["GDPR', "EU Al-Act"],
"human_oversi ght": "avail abl e"
}
"erachter": "Credit application evaluated per policy

| endi ng- pol i cy-2026ql section 4.2. Score 0.92 exceeds
threshol d 0.75. Approved. Human review not triggered
(confidence above 0.90 per oversight policy OP-7.1).",
"parent _id": "tbt-550e8400-e29b-41d4-a716-446655440000",
"parent _hash": "sha256: 4f 2e8alb3c9d7e6f...",
"state": "RESOLVED',
"hash": "sha256: 7c9d1b2e3f 4a5d6¢c. . . ",
"signature":
"al gorithm: "Ed25519",
"public_key": "ed25519: KDWOBQYE. . . ",
"val ue": "9d2f 3alb..."
}
}

Appendi x B. Canoni cal i zati on Exanpl e
G ven the token in Appendix A 1 (excluding "hash" and "signature"):

Canoni cal JSON (abbrevi at ed):
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{"actor":"jis:human: user_12345","erachter":"User requesting...",
"eraan":["actor:jis:service:account_service"],"erin":{"content":
"What are my account perm ssions?","format":"natural | anguage",
"l anguage":"en"}, "eromheen": {"client":"nobil e-app-v3.2",

"envi ronment": "production","regulatory context":["CGDPR']},
"state":"CREATED', "ti mestanp": " 2026-03-29T10: 30: 00. 000Z",
"token_id":"tbt-550e8400- e29b- 41d4- a716- 446655440000",
"type":"query","version":"1.1"}

Not e: keys are sorted |lexicographically ("actor" < "erachter" <
"eraan" < "erin" < "eronmheen" < "state" < ...).

Appendi x C. Changes from -00

This section lists substantive changes from draft-vandeneent-ti bet-
provenance- 00:

1. Added RFC 8174 al ongsi de RFC 2119 in Term nol ogy.

2. Changed i ntended status from Standards Track to Informational.
The protocol needs broader review and inpl enentati on experience
before Standards Track is appropriate.

3. Added "version" field (value "1.1") to token structure.

4. Added "tbt-" prefix to token_id for namespacing.

5. Repl aced "immutabl e | edger" | anguage with transport/storage-
agnostic formul ation. Tokens are self- verifiable; storage is a
depl oynent deci si on.

6. Added canonicalization rules (Section 5) for determnistic
hashi ng across i npl enent ati ons.

7. Structured the signature as an object with algorithm
public_key, and value fields (was: bare string).

8. Sinplified state nodel fromfive states (CREATED, DETECTED,
CLASSI FI ED, M Tl GATED, RESOLVED) to four (CREATED, ACTI VE,
RESOLVED, SUPERSEDED). |Incident response states are
application-specific, not protocol.

9. Added t oken supersessi on nechani sm (Section 6. 3).

10. Added conponent boundary gui dance (Section 4.5).

11. Added Privacy Considerations section (Section 12) with sel ective
di scl osure and redacted vi ews.
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12.

13.

14.

15.

16.

Expanded Security Considerations from4 paragraphs to 8
structured subsections with attack/inpact/mtigation/ deploynment
format.

Renoved X-TIBET-* HTTP header registration from | ANA
Consi derations. Not justified at this stage.

Added Actor ldentity section (Section 8) with JI'S binding and
pseudonynous actor support.

Nor mal i zed conpani on protocol references to [JIS], [UPIP],
[ RVP], [AINS].

Updat ed references: added RFC 9562 (UU D), RFC 8949 (CBOR), RFC
6838 (nedia types), FIPS 180-4 (SHA-256).
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