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Abst r act

Thi s document specifies TIBET (Transaction/Interaction-Based Evi dence
Trail), a protocol for establishing conplete provenance chains in Al-
to-Al and Al-to-human interactions. TIBET provides a standardi zed
token structure capturing WHAT happened (ERIN), WHAT was attached
(ERAAN), the CONTEXT around it (EROVHEEN), and WHY it happened
(ERACHTER). This enables audit trails that meet energing regul atory
requi renents for Al transparency.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 28 July 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
Modern Al systens increasingly nmake deci sions that affect people,
organi zations, and critical infrastructure. Regulators worldw de are
i ntroduci ng requirenents for Al transparency, accountability, and
auditability, including the [EU-Al-ACT], [CA-AB853], and [ GDPR].
Current approaches to logging and audit trails are fragnmented and
of ten i nadequate for conpliance
TI BET addresses this gap by providing a standardi zed protocol for
capturing conpl ete provenance information for any Al interaction
Unli ke traditional |ogging that captures only WHAT happened, TIBET
captures four dinensions of provenance:
* ERIN (What’s INit): The actual content or action
*  ERAAN (What's attached): Dependenci es and references
*  EROVHEEN (What's around it): Environmental context
* ERACHTER (What’'s behind it): Intent and reasoning
Thi s four-di nensi onal approach enabl es organi zati ons to answer not
just "what happened?" but also "why did it happen?" and "what was the
context?" - questions regulators ask
The protocol is designed to be:
* Transport-agnostic: Works over HTTP, WbSocket, queues
*  Format-flexible: [RFC8259] or CBOR
* Chai n-capabl e: Tokens link to formaudit trails
* Trust-integrated: Built-in trust scoring via FIR'A

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Actor An entity that creates or participates in a TIBET token. My
be an Al system human user, or autonmated process.

Chain A sequence of |linked TIBET tokens representing a conplete
interaction or transaction history.
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FIRFA (First Initiation Revoke/ Accept) The trust scoring system used
to evaluate actor reliability. Scores range fromO0.0 to 1.0.

Provenance The conplete origin and history of data or a deci sion,
including all transformations and reasoni ng.

Token A single TIBET record capturing one interaction with ful
provenance information

3. Protocol Overview
TI BET operates as follows:
1. An actor initiates an action (query, decision, etc.)
2. A TIBET token is created capturing all four dinensions
3. The token is cryptographically signed by the actor
4. The token is stored in an i mutabl e | edger
5. Child tokens link to parents via parent_id
6. State transitions are recorded as token updates

7. The conplete chain provides full audit trai

S SRR + R + S SRR + R +
| Actor |--->] Create |--->| Sign |---> Store
R ppe—— + | Token | | Token | | Ledger
S + R + S +
I I
% v
R + R +
| Child | | Verify |
| Tokens | | Chain |
S + S +

Figure 1: Token Fl ow D agram
4. Token Structure

A TIBET token is encoded as [RFC8259] and MUST contain the follow ng
fields:
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{
"token_id": "uuid",
"type": "action|decision|nmessage| query|response”,
"timestanmp": "1SO 8601",
"actor": "actor-identifier",
"erin": { },
"eraan": [ ],
"eronheen": { },
"erachter": "string",
"parent id": "optional-parent-token-id",
"state": "CREATED| DETECTED| CLASSI FI ED| M TI GATED| RESOLVED',
"signature": "cryptographic-signature",
"hash": "sha256-hash"
}

Figure 2: Token Schema

4.1. ERIN - Content Conponent

ERIN ("What’s INit" - Dutch origin) captures the actual content or
action being perforned.
{
"erin": {
"query": "What is the weather in Tokyo?",
"format": "natural _| anguage",
"l anguage": "en"
}
}

The ERI' N conponent MUST be present and MJST NOT be enpty.
4.2. ERAAN - Attachment Conponent

ERAAN ("What’'s attached" - Dutch origin) captures dependencies,
ref erences, and rel ated resources.

{
"eraan": |
"t oken: abc123",
"docunent : policy-v2.3",
"nodel : gpt - 4-turbo"
]
}
Format: "type:identifier". Common types: token, docunment, nodel,

dat aset, api, hunman.
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The ERAAN conponent MAY be enpty but MJUST be an array.
4.3. EROVHEEN - Context Conponent

EROVHEEN ("What’'s around it" - Dutch origin) captures environnental
and situational context.

"eronmheen”: {
"environment": "production",
"region": "eu-west-1",
"regul atory context": ["CGDPR', "Al-Act"]

}
}

SHOULD i ncl ude: environnent, timestanp context, and rel evant
regul atory frameworKks.

4.4. ERACHTER - | ntent Conponent
ERACHTER ("What’s behind it" - Dutch origin) captures intent,

reasoni ng, and purpose. This is REQU RED for regul atory conpliance.

"erachter”: "User requested weather for travel planning."

}

MUST be a human-readabl e string explaining WHY this action was taken.
5. Token Lifecycle
5.1. Creation
Tokens MJST be created at the initiation of any user query, Al
deci sion, data access, external APl call, or state change in a
wor kf | ow.
Upon creation, the token MJST be assigned a uni que token_id
([ RFC9562] UUI D v4 RECOMMENDED), current tinestanp in |ISO 8601
format, initial state of "CREATED', and cryptographic signature from
the actor.
5.2. State Transitions
TI BET tokens support the foll owing states:

CREATED -> DETECTED -> CLASSI FI ED -> M Tl GATED -> RESOLVED
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CREATED Token initialized, action pending

DETECTED Action observed by nonitoring systens
CLASSI FI ED Action categorized (normal, anomaly, threat)
M TI GATED |f anomaly, corrective action taken

RESOLVED Final state, action conplete

Transitions MJST record: new state, tinestanp, actor, and reason for
transition.

5.3. Chain Linking

Tokens form chains through parent _id. A child token MJST reference
its parent to maintain audit trail continuity.

Query -> Processing -> APl Call -> Result
I I I I

token_1 t oken_2 t oken_3 token_4
parent: 1 parent: 2 parent: 3

Figure 3: Exanple Chain

Conpl et e chains enabl e reconstruction of any interaction frominitial
request to final response.

6. Trust Scoring (FIR A)

TIBET integrates with FIR/A for trust scoring. Each actor has a
trust score from0.0 to 1.0.

Trust Levels:

* 0.8-1.0: HGH TRUST - Full access

* 0.5-0.8: MODERATE - Standard verification

* 0.2-0.5: LOW- Enhanced verification, sandbox

* 0.0-0.2: NO TRUST - Access denied

Trust scores are behavior-based, not clai mbased. Scores adjust

based on behavi or patterns, ERACHTER accuracy, chain integrity, and
verification responses.
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7. Transport Considerations

TIBET is transport-agnostic. |nplenentations MAY use HITPS REST
APl s, WebSocket, nmessage queues (AMQP, Kafka), or gRPC

For interoperability, [RFC8259] encodi ng over HTTPS i s RECOMMENDED as
basel ine transport.

Cont ent - Type: application/tibet+json

8. Security Considerations

8.1. Token Integrity
Al'l tokens MJST be cryptographically signed. Signatures SHOULD use
Ed25519 or ECDSA P-256. The signature covers all fields except the
signature field itself.

8.2. Chain Integrity

Each token MUST include a hash of its contents. Child tokens SHOULD
i nclude parent’s hash in ERAAN to enabl e chain verification

8.3. Privacy
ERI N and EROVHEEN MAY contain sensitive data. |nplenentations MJST
support encryption at rest and SHOULD support field-level encryption
for sensitive conponents.

8.4. Non-Repudi ation

Actor signature conmbined with i mutabl e | edger storage provi des non-
repudi ati on. Actors cannot deny creating tokens they have signed.

9. | ANA Consi derations

Thi s docunent requests registration of:
9.1. Media Type Registration

Medi a Type: application/tibet+json
9.2. HITP Header Fields

* X-TI BET- Token-1D

* X-TIBET-Chain-1D
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*  X-TI BET-Trust - Scor e
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{
"token_id": "550e8400-e29b-41d4-a716- 446655440000",
"type": "query"
"timestanp": "2026-01-24T10: 30: 002",
"actor": "user_12345",
"erin": {
"query": "What are ny account perm ssions?",
"format": "natural _| anguage”
}
"eraan": ["session:sess abcl123"],
"eronheen": {
"environment": "production",
"client": "nmobil e-app-v3.2",
"regul atory_context": ["GDPR']
}
"erachter": "User requesting account info.",
"state": "CREATED',
"signature": "base64-sig",
"hash": "sha256-hash"
}
A. 2. Al Decision Token
{
"token_id": "550e8400-e29b-41d4-a716- 446655440001",
"type": "decision",
"timestanp": "2026-01-24T10: 30: 052",
"actor": "credit_nodel v2",
"erin": {
"deci sion": " APPROVED'
"amount": 50000,
"confidence": 0.92
}
"eraan": |
"t oken: 550e8400- e29b- 41d4- a716- 446655440000",
"model : credit-scoring-v2.3.1"
"eronmheen": {
"environment": "production”,
"region": "eu-west-1",
"regulatory context": ["GDPR', "EU Al-Act"]
},
"erachter”: "Credit approved per policy 4.2.",
"parent _id": "550e8400-e29b-41d4-a716-446655440000",
"state": "CLASSIFlI ED',
"signature": "base64-sig",
"hash": "sha256- hash"
}
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The TI BET protocol was devel oped as part of HumpticaOS, an Al
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