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Abst ract

Thi s docunent defines RVP (Real -tinme Verification Protocol), a
protocol for continuous identity verification through ordered
cascades of verification nmethods. Unlike traditional authentication
nodel s that verify once and trust until session expiry, RVP treats
every interaction as a verification nonent. Each nonent produces a
Verification Token: a cryptographic evidence record capturing which
met hods were used, what confidence each produced, and whet her the
accunul at ed confidence nmeets the required threshol d.

RVP defines a Verification Cascade: an ordered chain of verification
met hods (behavi oral bionetrics, physical identity, device context)
where each | ayer activates only when preceding | ayers produce

i nsufficient confidence. The cascade produces evidence at every
step; enforcenment is a |local policy decision

RVP integrates with TIBET [ TIBET] for provenance tokens and JIS [JI S]
for identity semantics. The protocol is designed for local-first
operation with no dependency on centralized identity providers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 30 Septenber 2026
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1. Introduction

Modern identity verification operates on a fundanental assunption:
verify once, trust until the session expires. A user authenticates
at login and the systemgrants a session token valid for minutes,
hours, or days. During that period, the system has no evi dence that
the sanme person is still present, that the device has not been
conprom sed, or that the user’s intent aligns with their actions.

RVP replaces this "verify-then-trust" nodel with continuous evidence-
based verification. Every interaction is a verification nonent that
produces a cryptographi c evidence token recording identity confidence
at that point.

1.1. Problem Statenent
Current verification systenms suffer from

1. TEMPORAL GAP: Verification at |ogin proves nothing about identity
mnutes |ater.
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1.

1.

2.

3.

2.  SINGLE MODALITY: Systens rely on one nethod. Wen it fails, no
fall back with evidence exi sts.

3. CENTRALI ZED TRUST: ldentity providers are single points of
failure and surveill ance.

4. ENFORCEMENT W THOUT EVI DENCE: Systens bl ock actions but do not
record WHY the request was suspicious or WHAT signal s
contri but ed.

Desi gn Principles

EVI DENCE OVER ENFORCEMENT: RVP produces evidence. Wether to bl ock,
all ow, or escalate is a local policy decision.

CONTI NUOUS OVER SESSION:  Every interaction is a verification nonent.
There are no trusted sessions. Confidence is a score that rises
and falls with evidence.

LOCAL OVER CENTRAL: Verification happens on-device. No centralized
identity provider is required. The protocol MJST operate offline
wi th degraded but functional verification.

M NI MAL OVER MAXI MAL: Each nmonent collects only the tel enetry needed
for the current confidence |evel. Raw bionetric data never | eaves
t he devi ce.

Scope

Thi s docunent defi nes:

* The verification cascade nodel

* Five standard telenetry |ayers

* The verification token fornat

* Cascade fallback and hard stop conditions

* |Integration with WBC Verifiable Credentials
Thi s docunent does NOT defi ne:

* Specific biometric algorithns

* Scoring formulas (local policy)

* Transport-layer security (use TLS)
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* The Predictive Airlock nechanism (deferred to future work, see
Appendi x D)

Not e: The -00 version included the Predictive Airlock as a core
protocol conponent. It has been noved to an informative appendi x
because it represents a substantial subsystemthat warrants separate
specification. Inplenmentations MAY inplement the Predictive Airlock
as described in Appendix D

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Verification Monent A single point where identity confidence is
eval uated. Produces exactly one Verification Token

Verification Cascade An ordered sequence of verification nethods.
Each | ayer activates when preceding | ayers produce insufficient
confidence. Terninates at GO, SOFT VERIFY, or HALT

Verification Token A cryptographic evidence record of a verification
monent. Contains: methods used, confidence scores, hashes (not
raw data), timestanp, and TIBET provenance fi el ds.

Confidence Score A value between -1.0 and 1.0. Positive val ues
indicate identity match. Negative values indicate contradiction
0.0 indicates inconclusive.

Cascade Layer A single verification method (e.g., keystroke
dynanmics, facial recognition). Each |ayer produces an i ndependent
confidence output.

GO Cascade resolution where accunul at ed confi dence neets or exceeds
the threshold. Action permitted with evidence.

SOFT VERIFY Cascade resol ution where confidence is positive but
bel ow threshol d. Additional explicit verification requested.

HALT Cascade resolution where confidence is zero or negative.
Action blocked with full evidence record.

Profile A locally-stored behavioral nodel. Contains statistica

baselines for telemetry signals. Never transmitted; only profile
hashes are included in tokens.
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3. Protocol Overview

3.1. Continuous vs. Session-Based Verification
Traditional
T=0 Logi n -> Session token issued
T=1 Acti on -> Token valid? -> Permit

T=3600 Token expires -> Re-login

No evi dence about identity between T=0 and T=3600.

RVP:

T=0. 000 Action requested

T=0. 002 Cascade: keystroke + device -> confidence 0.94 -> GO
T=0. 003 Evi dence token produced

T=1.000 Action requested

T=1.002 Cascade: keystroke deviates -> confidence 0.61
T=1.003 Face check added -> confidence 0.89 -> GO

T=2.000 Action requested

T=2.002 Cascade: all layers -> confidence 0.12 -> HALT
T=2.003 Evidence token with full cascade path

3.2. The Verification Mnent
A Verification Mment consists of:
1. TRIGEGER An action is requested
2. CASCADE: Telenetry layers eval uate confidence
3. DECISION. GO SOFT VERIFY, or HALT
4. TOKEN: Verification Token produced with all evidence

The nonent SHOULD conpl ete within the depl oyment | atency budget. For
interactive systens: 50-200ms. For APl calls: 1-10ns over head.

4. Verification Cascade
4.1. Cascade Layers

RVP defines five standard cascade | ayers. |nplenmentations MJST
support at |east two |ayers.
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Priority Layer Si gnal Type Passi ve
L1 KEYSTROKE Behavi oral bi om Yes

L2 Bl OVETRI C Physical identity M xed
L3 DEVI CE Har dwar e/ net wor k Yes

L4 VOCAL Acousti c Yes

L5 BEHAVI ORAL Intent anal ysis Yes

"Passive" indicates the |ayer can operate wi thout explicit user
action. Passive layers enabl e continuous verification wthout
i nterruption.

I mpl ement ati ons MAY support additional |ayers using the "Lx-" prefix
for customlayers (e.g., "Lx-nfc").

4.2. Layer Activation

Layers activate based on the confidence deficit: the difference
bet ween the threshold and accunul ated confi dence.

Required threshol d: 0.85
L1 KEYSTROKE: 0.40 -> deficit: 0.45 -> continue
L1 + L3 DEVICE: 0.65 -> deficit: 0.20 -> continue
L1 + L3 + L5: 0.87 -> deficit: 0.00 -> GO
Layers activate in priority order. The cascade term nates when
* Accumul ated confidence >= threshold: GO
* Al layers exhausted, confidence > 0: SOFT VERI FY
* Al layers exhausted, confidence <= 0: HALT
* Any single |ayer produces active contradiction: HALT
4.3. Confidence Scoring
Each | ayer produces a confidence val ue between -1.0 and 1.0:
1.0 Perfect profile match
0.0 No signal (unavail able or inconclusive)

-1.0 Active contradiction (definite m smatch)

Accumul at ed confi dence:
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Ctotal = SUM(w.i * c_i) for i in activated |ayers

where wi = weight, c_i = layer confidence
Wei ghts MUST sumto 1.0

Wei ghts are configurabl e per deploynment. Default: equal weight
across activated | ayers.

The exact scoring forrmula within each layer is a |local policy
decision. This docunment defines the score range, inputs, and
accurul ation, not the formul as.

4.4. Cascade Resol ution

GO Ctotal >= threshold. Evidence token records all |ayers.

SOFT VERIFY 0.0 < Ctotal < threshold. Systemrequests explicit
verification (fingerprint, face). Not a block; a request for nore
evi dence.

HALT Ctotal <= 0.0, or any layer <= -0.5, or all l|layers exhausted
bel ow minimum Full evidence token produced. System MUST NOT
di scl ose which layer triggered the halt.

5. Telenmetry Layers
5.1. L1 KEYSTRCKE - Behavioral Bionetrics

Signal s: typing speed, key press duration, inter-key intervals, error
patterns, comrand vocabul ary.

Privacy: Raw keystrokes NEVER stored or transmitted. Only
statistical aggregates retained in profile. Profile stored |ocally,
encrypted at rest. Token contains only: confidence score +
profil e _hash + devi ati on_category.

5.2. L2 BIOMETRIC - Physical ldentity
Sub- | ayers (activated in order):
* L2a FACE: Facial geonetry hash, |iveness detection

* L2b FINGERPRINT: M nutiae hash, sensor quality

* L2c IRIS: Iris code hash (if avail able)
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Privacy: Tenplates stored ONLY on-device. Tenplates MJIST be
encrypted with device-bound key. Tenplates MJST NOT be
transmttable. Token contains only: confidence + nethod_used +
tenpl ate_hash. |Inplenentations MAY use [FI D] for hardware-backed
bi onetric authentication.

5.3. L3 DEVICE - Hardware and Networ k Cont ext

Signal s: device fingerprint, network type, geol ocation, NFC
responses, software state.

NFC docunent binding (passport, ID card): read signed data fromchip
verify docunment signature, conpare to profile. Relevant for el DAS
2.0 hi gh-assurance verification

5.4. L4 VOCAL - Acoustic Telenetry

Signal s: voice frequency profile, speech cadence, sub-verba
patterns.

Privacy: Audio processed in real-tinme and i medi ately di scarded.
Only statistical features retained. User MJST explicitly consent to
vocal telenetry.

5.5. L5 BEHAVIORAL - Intent Analysis

Signal s: action sequence probability, time-of-day patterns, task
context, command sophistication |evel

Det ects: devel oper running unfamliar admin commands, actions at
unusual hours, rapid sequences fromnormally deliberate user

6. Verification Token

6.1. Token Structure
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{
"protocol": "RVP",
"version": "1.1",
"token_id": "rvp-a7b3c9d2e4f 1",
"timestamp": "2026-03-29T14: 30: 00. 003Z2",
"subject": {
"profile_hash": "sha256: 4f2e8a...",
"devi ce_hash": "sha256: 7c9dlb..."
}
"cascade": {
"l ayers_activated": ["L1", "L3", "L5"],
"l ayers_ski pped": ["L2", "L4"],
"l ayer _results": {
"L1": {"confidence": 0.42, "category": "nom nal "},
"L3": {"confidence": 0.31, "category": "nom nal "},
"L5": {"confidence": 0.18, "category": "nominal"}
},
"accumrul at ed_confidence": 0.91,
"threshol d": 0. 85,
"resolution": "GO
}
"evi dence": {
"telenmetry hash": "sha256:9cla...",
"cascade_path": "L1->L3->L5->C0",
"time_el apsed_ns": 3
},
"tibet": {
"erin": "verification_nonent",
"eraan": ["profile_hash", "device_hash"],
"eronheen": {"location": "local", "network": "wifi"},
"erachter": "continuous identity verification”
},
"previous_token": "rvp-b8c4d0e3f 2a5",
"chain_l ength": 47,
"token_hash": "rvp:sha256: 7d3f..."
}

Figure 1: Verification Token Schema

6.2. Token Chain

March 2026

Consecutive tokens forma chain. Each references its predecessor via

"previous_token". The chain provides:

* Continuity proof: identity verified for

* Trend anal ysis: confidence stable, rising,

N moment s

or falling
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* Anonmaly detection: chain gaps are verification signals
6.3. TIBET Integration
Every token includes TIBET provenance fi el ds:
* ERIN: verification result and nethod
* ERAAN. profile hash, device hash, action hash
* EROVHEEN: | ocation, network, device state
*  ERACHTER: why verification was triggered
7. Cascade Fal |l back Protoco
7.1. Fallback Triggers
A fallback is triggered when
* Layer hardware unavail abl e
* Layer produces confidence = 0.0
* Layer produces negative confidence
* Layer exceeds | atency budget

The cascade continues to the next layer. The Verification Token
records all attenpts and failures.

7.2. Hard Stop Conditions
I medi ate HALT regardl ess of accunul ated confi dence:
1. Any layer produces confidence <= -0.5
2. Device fingerprint matches no enrolled device
3. NFC docunent signature verification fails
4. Chain gap detected (mssing tokens in sequence)

5. Concurrent sessions on different devices with conflicting
identity clains

Hard stops are FINAL for the current action. Re-establishnent
requi res high-assurance verification
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8. Credential Binding
8.1. WBC Verifiable Credentials Integration

RVP provides the evidence | ayer beneath Verifiable Credentials

[ VC- DATA- MODEL]. A VC says "this person is 18+"; RVP provides

evi dence of HOWthat was determ ned, WHEN, by WHAT met hod, and with
WHAT confi dence.

{
"@ontext": ["https://wwv. W3. org/ 2018/ credential s/v1l"],
"type": ["VerifiableCredential", "AgeVerification"],
"issuer": "did:web: exanpl e. cont',
"credential Subject": {"ageCOver": 18},
“proof": { "..." : "..." 0},
"rvpEvi dence": {
"protocol": "RVP",
"verification_chain": ["rvp:sha256:..."],
"chai n_confidence_min": 0.87,
"met hods_used": ["L2a_face", "L3 device_nfc"],
"last_verified": "2026-03-29T14: 30: 002",
"continuous": true
}
}

Figure 2: Verifiable Credential with RVP Evidence
8.2. Credential Presentation with RVP Proof
When presenting a credential, the holder attaches a CURRENT RVP token
proving they are still the person the credential was issued to. This
solves the "stolen credential" problem even with a copied VC, the
attacker cannot produce a matchi ng RVP chain.
9. Local-First Architecture
9.1. On-Device Processing
I mpl enent ati ons MJST:
* Process all bionetric data on-device
* Store profiles only on-device (encrypted)

* Cenerate verification tokens locally

* (Operate without network connectivity (degraded)
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| mpl ement ati ons MUST NOT:
* Transmit raw bionetric data
* Require a centralized server for cascade eval uation
* Store profiles in cloud storage
9.2. Network | ndependence
Thr ee nodes:
ONLI NE  Full cascade, all layers avail able
OFFLINE Local cascade only, tokens stored for later sync
DEGRADED Partial cascade, reduced threshol ds
10. Transport Considerations

RVP verification tokens are JSON [ RFC8259] objects transportabl e over
any nechani sm Content-Type: application/rvp+json.

For Al-to-Al verification, tokens MAY be transported via |-Poll
messages with nmetadata type "rvp_verification".

11. Privacy Considerations
11.1. Bionetric Data Protection
*  Tenplates stored ONLY on-device, encrypted with device-bound keys
* Raw data processed and i nmedi ately di scarded
* Tokens MJST NOT contain bionetric data
* Users MJST be able to delete all data at any tine

These requirenents align with GDPR Article 9, EU Al Act bionetric
identification requirenents, and el DAS 2.0 data m nim zati on.

11.2. Telemetry Mnim zation
Each | ayer MJST inplenent mnimal telenmetry: collect only what is

needed, process imediately, retain only aggregates, store only
hashes in tokens.
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11.3. Sel ective D sclosure

Users control which verification evidence is shared. Tokens use per-
verifier pseudonynous identifiers to prevent cross-service tracking.

12. Security Considerations

12.1. Evidence vs. Enforcenent
RVP produces evidence, not policy. An inplenentation MAY bl ock,
all ow with reduced privileges, require additional verification, or
log and alert. The choice is a POLICY decision, not a PROTOCCL
deci si on.

12.2. Replay Attacks
Tokens include mllisecond tinmestanps, predecessor references, and
devi ce-state nonces. Verifiers SHOULD reject tokens ol der than a
configurabl e wi ndow (default: 10 seconds).

12.3. Adversarial Inputs
Attacks on cascade | ayers:
* Face spoofing: Mtigated by liveness detection

* Fingerprint spoofing: Mtigated by sensor quality assessnent

* Keystroke mimcry: Difficult at scale, requires nmatching dozens of
paramet ers sinul t aneously

* Behavioral mimcry: Inpractical for extended sessions

Multi-layer cascade is the primary defense: spoofing one |ayer is
feasi bl e; spoofing four sinultaneously is significantly harder

12. 4. Cascade Limtations
RVP is not infallible. Known limtations:
* A sufficiently notivated adversary with physical access to the
device and bionetric sanples can potentially defeat individua

| ayers

* Profile cold-start: new users have no behavi oral baseline,
reducing L1 and L5 effectiveness
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* Environmental factors (lighting, noise) affect bionmetric | ayer
reliability

These limtations are recorded as evidence (reduced confidence
scores), not hidden

13. Regul atory Consi derations
RVP is designed to support conpliance wth:

* [EU-AI-ACT]: Audit trails (Art. 12), human oversight (Art. 14),
transparency (Art. 13)

* |[EIDAS2]: LOA Hi gh verification, selective disclosure, offline
capability

* NI S2: Continuous access verification, incident evidence
* |[CGDPR]: Data mnimization, bionmetric protection, right to erasure
*  DORA: Continuous operator verification, |ICT incident evidence

RVP is NOT a renote bionetric identification system |t operates on-
device for the device holder’s own verification

Detail ed regulatory mapping is available in the -00 version of this
docunent, Section 13.

14. | ANA Consi derations
Thi s docunent requests registration of:
Medi a Type: application/rvp+j son
Not e: The -00 version defined protocol prefixes and token ID fornats.
These are nmaintained as conventions but do not require | ANA
registration at this stage.
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Appendi x A.  Verification Token JSON Schema

(Preserved from-00 with m nor updates: version field added, "Lx-"
prefix support for customl ayers.)

Appendi x B. Cascade Configuration Schema
(Preserved from-00.)

Appendi x C. Use Case Exanpl es

C.1. Age Verification at Point of Sale
(Preserved from-00.)

C. 2. Continuous Devel oper Authentication
(Preserved from -00.)

C.3. Child on Parent’s Device

(Preserved from-00. This exanple denonstrates passive identity
swi t ching through cascade evidence, not bl ocking.)

Appendi x D. Predictive Airlock (Future Extension)
The Predictive Airlock is a nmechanismthat pre-renders the expected
out cone of an action before execution and neasures the delta between
prediction and reality as a verification signal.

The -00 version included this as Section 5 and L6 Al RLOCK cascade
layer. It has been noved to this appendi x because:

1. It represents a substantial subsystemwth its own state
managenent, prediction nodels, and delta classification.

2. It warrants separate specification for proper review

3. The core RVP cascade nodel is conplete without it.

van de Meent & Al Expi res 30 Septenber 2026 [ Page 17]



Internet-Draft RvP March 2026

| mpl enent ati ons MAY inplenment the Predictive Airlock as described in
-00 Section 5 and integrate it as an additional cascade |ayer (L6

Al RLOCK). The airlock’s confidence output is derived fromthe
prediction delta: c_airlock = 1.0 - delta.

A future docunent may specify the Predictive Airlock as a standal one
extension to RVP.

Appendi x E.  Changes from -00

1. Added RFC 8174 al ongsi de RFC 2119

2. Changed intended status from Standards Track to |nformational

3. Moved Predictive Airlock fromcore protocol to informative
appendi x (Appendix D). L6 AIRLOCK renoved from standard cascade
| ayers.

4. Reduced cascade from 6 |layers to 5 standard | ayers. Custom

| ayers supported via "Lx-" prefix.

5. Conpressed regulatory alignment from6 detail ed subsections to
one conci se section (Section 13) with reference to -00 for
detail s.

6. Conpressed transport considerations (renmoved 5G 6G subsecti ons

-- these are depl oynent context, not protocol).

7. Added Cascade Limtations to Security Considerations
(Section 12.4).

8. Added Scope section (Section 1.3) clarifying what RVP does and
does not defi ne.

9. Confidence scoring fornula kept as informative gui dance, not
normati ve. Exact fornulas are |ocal policy.

10. Normalized conpani on protocol references to [TIBET], [JIS],
[UPIP], [AINS].

11. |1 ANA reduced to nedia type registration only.
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