I nt ernet Engi neering Task Force J. van de Meent

I nternet-Draft R Al
I nt ended status: Standards Track Hunoti ca
Expires: 19 Septenber 2026 18 March 2026

RVP: Real -tine Verification Protoco
draft - vandeneent - rvp- cont i nuous-verification-00

Abst r act

Thi s docunent specifies RVP (Real -time Verification Protocol), a
protocol for continuous, nulti-layer identity and process
verification. Unlike traditional authentication nodels that verify
once and trust until session expiry, RVP treats every interaction as
a verification nonent. Each nonent produces a cryptographic evidence
token capturi ng who, what, when, how, and wi th what confidence the
verification succeeded or fail ed.

RVP defines a Verification Cascade: an ordered chain of verification
met hods (bionetric, behavioral, device telenmetry, environnental
context) where each | ayer activates only when the preceding |ayer
produces insufficient confidence. The cascade operates within a
Predictive Airlock that pre-renders expected outconmes and detects
deviations in real -tine.

RVP integrates with TIBET [TIBET] for provenance tokens, UPIP [ UPIP]
for process integrity evidence, JIS[JIS] for identity semantics, and
WBC Verifiable Credentials [VC DATA-MODEL] for credential issuance
and presentation. The protocol is designed for local-first,
decentralized operation with zero dependency on centralized identity
provi ders.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Modern identity verification operates on a flawed assunption: verify
once, trust until the session expires. A user authenticates at login
-- password, MFA token, bionetric scan -- and the systemgrants a
session token that remains valid for mnutes, hours, or days. During
that period, the system has no evidence that the sane person is still
present, that the device hasn’'t been conpromi sed, or that the user’s
intent aligns with their actions.

This "verify-then-trust"” nodel was designed for an era of keyboard-
and- nouse interaction with stationary conputers. It does not

addr ess:

* Mbbil e devices that change hands, networks, and | ocations

* Al agents that act autononously on behal f of users

* Milti-actor processes that span devices and trust domains

* Continuous interactions where identity nmust be re-established
monent by nonent

* Regul atory requirenments ([EU Al -ACT], [EIDAS2], [N S2]) that
demand conti nuous nonitoring and auditabl e evi dence

Thi s docunent specifies RVP (Real -time Verification Protocol), a
protocol that replaces session-based trust with continuous evi dence-
based verification. RVP treats every interaction as a verification
monent, produci ng cryptographic evidence of identity confidence at
each point.

1.1. Probl em Statenent
Current verification systenms suffer fromfive structural failures:
1. TEMPORAL GAP: Verification happens once; trust persists
indefinitely. A session token issued at 09:00 proves nothing
about identity at 09:05.
2. SINGLE MODALITY: Systems rely on one verification nethod

(password, fingerprint, face). When that method fails or is
conprom sed, the system has no fallback w th evidence.
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2

3. CENTRALI ZED TRUST: ldentity providers (1dPs) create single points
of failure and surveillance. A conpronised |IdP conpromni ses all
dependent servi ces.

4. NO PREDI CTION: Systens react to events after they happen. There
is no mechanismto pre-conpute expected behavi or and detect
deviations in real -tine.

5. ENFORCEMENT W THOUT EVI DENCE: Systens bl ock actions based on
rules. Wen a block occurs, the systemrecords "access denied"
but not VWHY the request was suspicious, WHAT signals contributed,
or HOWthe decision was reached.

RVP addresses all five by defining:

* A CONTINUQUS verification nodel that produces evidence at every
i nteraction

* A CASCADE of verification nethods with ordered fallback
* A LOCAL-FIRST architecture with no required central authority

* A PREDI CTI VE Al RLOCK that pre-renders expected state and detects
devi ations before they execute

* An EVI DENCE- FI RST approach where every decision is provable
Desi gn Principles
RVP is built on five principles:

EVI DENCE OVER ENFORCEMENT: The system proves what happened. It does
not enforce what should happen. A mismatch is recorded as
evidence, not converted into a block. Enforcenent can be
bypassed; evi dence cannot be un-recorded.

CONTI NUOUS OVER SESSI ON:  Every interaction is a verification noment.
There are no trusted sessions. Confidence is a continuous score
that rises and falls with evidence.

LOCAL OVER CENTRAL: Verification happens on-device or at the nearest
edge node. No centralized identity provider is required. The
protocol MUST operate fully offline with degraded but functional
verification.

PREDI CTI VE OVER REACTI VE: The system pre-renders expected outcones
before actions execute. Deviation frompredictionis the primary
signal, not pattern matching agai nst known attacks.
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M NI MAL OVER MAXI MAL: Each verification nmonment collects only the
telemetry needed for the current confidence level. Bionetric data
is processed locally and reduced to hashes. Raw data never | eaves
the device unless the user explicitly consents.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174].

Verification Moment A single point in time where the system
eval uates identity confidence based on avail able tel enetry.
Produces exactly one Verification Token.

Verification Cascade An ordered sequence of verification nethods
(layers) where each subsequent |ayer activates when the preceding
| ayer produces insufficient confidence. The cascade term nates at
the first layer that neets the required confidence threshold, or
at HALT if no | ayer succeeds.

Predictive Airlock A nmechanismthat pre-renders the expected outcone
of an action before execution. The delta between prediction and
reality is a verification signal. Based on the Airlock concept
defined in tibet-triage [UPIP].

Verification Token A cryptographic record of a single verification
monent. Contains: nmethod used, confidence score, telenetry hash
(not raw data), timestanp, device context, cascade path, and TIBET
provenance fi el ds.

Confi dence Score A value between 0.0 (no confidence) and 1.0 (ful
confidence) representing the system s belief that the clained
identity matches the actual identity at this nmonent.

Cascade Layer A single verification nmethod within the cascade (e.g.,
keystroke dynami cs, facial recognition, fingerprint, device
telemetry). Each layer has an i ndependent confidence out put.

Tel enetry Signal A neasurable data point used as input to a cascade
| ayer. Exanples: typing speed, face geonetry hash, GPS
coordi nates, NFC chip response

Delta The measured difference between predicted state and actua

state at a verification nonent. A delta of zero indicates perfect
predi ction natch.
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Hard Stop A cascade outcone where no verification method produces
sufficient confidence and the systemhalts the current action. A
hard stop produces a Verification Token with confidence 0.0 and
full evidence of all cascade |ayers attenpted.

Soft Verify A cascade outconme where confidence is below threshold
but above zero. The systemrequests additional verification
(deeper cascade) without bl ocking the action.

Profile A locally-stored behavioral nodel for a known identity.
Contains statistical baselines for telenmetry signals (typing
speed, active hours, common | ocations, device usage patterns).
Profiles are never transmitted; only profile hashes are included
in Verification Tokens.

HALT Term nal state of a cascade where accunul ated evi dence
indicates identity cannot be verified. Produces a full evidence
token and stops the current action.

GO Terninal state of a cascade where accumnul ated evi dence neets or
exceeds the required confidence threshold. Produces an evi dence
token and permts the action.

Pr ot ocol Overvi ew

Conti nuous vs. Session-Based Verification

Tradi ti onal session-based verification:

T=0 Login (password + MFA) -> Session Token issued

T=1 Action -> Token valid? Yes -> Perm t
T=2 Action -> Token valid? Yes -> Permt
.T.:.3600 Acti on -> Token valid? Yes -> Permtt
T=3601 Token expires -> Re-login required

The system has NO evi dence about identity at T=1 through T=3600. It
trusts the session token, which proves only that someone
aut henti cated at T=0.

RVP conti nuous verification:
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T=0. 000 Action requested

T=0.001 Airlock pre-renders expected outcone

T=0. 002 Cascade eval uates: keystroke + device + face

T=0. 003 Confidence: 0.94 -> QO (evidence token produced)
T=0.004 Action executes

T=1.000 Action requested

T=1.001 Airlock pre-renders expected outcone

T=1.002 Cascade eval uates: keystroke devi ates

T=1.003 Confidence: 0.61 -> SOFT VERI FY (deeper cascade)
T=1.004 Face check: match -> Confidence: 0.89 -> GO
T=2.000 Action requested

T=2.001 Airlock pre-renders expected outcone

T=2.002 Delta: prediction !=reality (unexpected command)
T=2.003 Cascade eval uates: keystroke + device + face + finger
T=2.004 Confidence: 0.12 -> HALT (full evidence token)

Every action produces evidence. The confidence score is conputed
fresh at every nmoment. There is no cached trust.

3.2. The Verification Mnent
A Verification Monent is the atomc unit of RV/P. |t consists of:

1. TRIGGER An action is requested (conmand, APl call, data access,
navi gati on, transaction)

2. PREDICTION: The airlock pre-renders the expected outcone based on
current state, user profile, and context

3. CASCADE: Telenetry layers evaluate identity confidence

4. DELTA: Predicted outcone is conpared to actual signals

5. DECISION. GO, SOFT VERIFY, or HALT

6. TOKEN: A Verification Token is produced with all evidence

The entire nonment SHOULD conplete within the | atency budget defined
by the deploynment context. For interactive systens, this budget is
typically 50-200ns. For APl calls, the budget is typically 1-10ns

over head.

3.3. Architecture Overvi ew
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I I
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Figure 1: RVP Architecture
4. Verification Cascade
The Verification Cascade is the core decision engine of RWP. It
eval uates identity through an ordered sequence of |ayers, where each
| ayer adds confidence or triggers deeper verification.
4.1. Cascade Layers
RVP defines six standard cascade |ayers. |nplenentati ons MAY support

additional layers. |Inplenentations MJST support at |east two | ayers
to qualify as RVP-conpliant.
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Priority Layer Si gnal Type Lat ency Passi ve
L1 KEYSTROKE Behavi oral bionmet. <l1ns Yes

L2 Bl OVETRI C Physical identity 10- 100ns M xed
L3 DEVI CE Har dwar e/ net wor k <5ms Yes

L4 VOCAL Acoustic telenetry 10-50ns Yes

L5 BEHAVI ORAL Intent anal ysis 5-50ns Yes

L6 Al RLOCK Predictive delta 1-10ms Yes

"Passive" indicates the |ayer can operate without explicit user
action. Passive layers are preferred because they enabl e continuous
verification without interrupting the user

4.2. Layer Activation
The cascade activates |ayers based on the Confidence Deficit: the
di fference between the required confidence threshold and the current
accunul ated confi dence.

Requi red confidence: 0.85 (configurable per action type)

L1 KEYSTRCKE: 0.40 confidence -> deficit: 0.45 -> continue
L1 + L3 DEVI CE: 0.65 confidence -> deficit: 0.20 -> continue
L1 + L3 + L6: 0.87 confidence -> deficit: 0.00 -> QO

Layers are activated in priority order. Each layer’s confidence is
ADDED to the accumul ated score (w th di mi ni shing weight for |ower-
priority layers). The cascade terni nates when

* Accumul ated confidence >= required threshold: GO

* Al layers exhausted, confidence > 0 but < threshold: SOFT VERI FY
(request explicit verification)

* Al layers exhausted, confidence < mninmm HALT

* Any single |ayer produces negative confidence (active
contradiction): inmediate HALT

4.3. Confidence Scoring

Each cascade | ayer produces a Layer Confidence val ue between -1.0 and
1.0:

* 1.0: Perfect match with profile

* 0.0: No signal (layer unavailable or inconclusive)
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* -1.0: Active contradiction (definite m smatch)

Negati ve val ues indicate the | ayer has positive evidence that the
identity does NOT match. A single layer producing -0.5 or |ower
SHOULD trigger i mediate HALT regardl ess of other |ayers.

The Accumrul at ed Confi dence is conputed as:

Ctotal = SUM(w.i * c_i) for i in activated |ayers
wher e:
W_i wei ght of layer i (configurable, default: 1/N)

c_i confidence output of |ayer i
Weights MUST sumto 1.0. Default weight distribution assigns equa
weight to all activated | ayers.

4.4. Cascade Resol ution
The cascade resolves to one of three states:

GO Ctotal >= threshold. Action permtted. Verification Token
records all |ayer outputs as evidence.

SOFT VERIFY: 0.0 < Ctotal < threshold. Action paused. System
requests additional verification (e.g., explicit fingerprint scan,
face check). This is NOT a block; it is a request for nore
evi dence. The user experience SHOULD be mnimal friction (e.g., a
fingerprint touch, a glance at canera).

HALT: Ctotal <= 0.0, or any layer produced active contradiction, or
all layers exhausted bel ow m ni mumthreshol d. Action bl ocked.
Ful I evi dence token produced. System MJST NOT di scl ose whi ch
specific layer triggered the halt (to prevent adversari al
adapt ati on).

4.5. Cascade D agram
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Action requested

v
Fommm---- + >= threshol d
[ L1l KEYSTR| - === === m s e e e e e e e e e e o > G0
T
| insufficient
v
Foommmm- - + >= threshold (cunul ative)
[ L2 BIQVET| === === mmmmmmmmmmm oo e e e - ce
Fomm oo+
| insufficient contradiction
R e HALT
v
Foommm-- - + >= threshold (cunul ative)
| L3 DEVICE| === === - m s e e e e e e e e > GO
Fomm oo+
| insufficient
v
Fo-mmmo--- + >= threshold (cunul ative)
| L4 VOCAL |=------mmmmmmmmmmmm e e e e o ce
Fom e+
| insufficient
v
Fo-emm--- + >= threshold (cunul ative)
[ L5 BEHAV | == - m o s s e e e e e e e e e e > GO
e
| insufficient
v
AR + >= threshold (cunul ative)
[ L6 AIRLK | === mm e e e e e e e e e e > GO
B
| exhausted
v

C > 0? --yes--> SOFT VERIFY (request explicit input)
I

no

%
HALT (full evidence token)

Figure 2. Cascade Fl ow
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5. Predictive Airlock
The Predictive Airlock is what distinguishes RV/P fromreactive
verification systens. |Instead of evaluating actions after they
occur, the airlock PRE-RENDERS the expected outconme and neasures the
delta between prediction and reality.
5.1. Pre-Rendering Expected State
At each verification nonent, the airlock conputes:
EXPECTED STATE = f(current_state, user_profile, action_request)
Thi s comput ati on uses:
* Current systemstate (files, processes, network, nenory)
* User behavioral profile (typical actions, sequences, timng)
* The requested action (comrand, APl call, navigation)
* Historical patterns (what usually follows this action)
The expected state is conputed BEFORE the action executes. For
comput e-i ntensive predictions, the airlock MAY use VRAM accel erated
pre-rendering. For resource-constrained devices, the airlock MAY use
statistical nodels in RAM
T=0.000 Action: "git push origin main"
T=0.001 Airlock pre-renders:
- Expected: push succeeds, 3 files, branch main
- User profile: does git push 4x/day avg
- Sequence: preceded by "git add" and "git commt"”
- Timng: within work hours (09:00-23:00)
T=0.002 Reality: matches prediction
- Delta: 0.0 -> high confidence signa
5.2. Delta Detection
The delta between prediction and reality is conputed as:
DELTA = di st ance( EXPECTED STATE, ACTUAL_STATE)
The di stance function is donai n-specific:

* For commands: edit distance between expected and actua

* For timing: standard deviations fromprofile mean

van de Meent & Al Expires 19 Septenber 2026 [ Page 13]



Internet-Draft RvP March 2026

* For sequences: probability under profile Markov nodel
* For outputs: structural diff of expected vs. actual result
A delta of 0.0 neans perfect prediction natch (strong positive
signal). Increasing delta values indicate increasing deviation from
expect ed behavi or.

5.3. Deviation Cassification

Devi ations are classified into four categories:

Del ta Range Classification Acti on

0.0 - 0.2 NOM NAL No effect on confidence

0.1- 0.3 M NOR Sl i ght confidence reduction
0.3 - 0.7 SI GNI FI CANT Tri gger deeper cascade | ayers
0.7 - 1.0 CRI Tl CAL Tri gger SOFT VERI FY or HALT

5.4. Airlock Resolution

The airlock contributes to the cascade as L6 (AIRLOCK | ayer). Its
confidence output is derived fromthe delta:

c_airlock = 1.0 - delta
This means a perfect prediction match contributes maxi mum confi dence,
while a conplete deviation contributes zero (or negative, if the
action contradicts the profile entirely).
The airl ock SHOULD naintain a rolling prediction nodel that adapts to
the user’s evolving behavior. Mdel updates MJIST be stored locally
and MJUST NOT be transmitted.

6. Telenetry Layers
Each telemetry | ayer defines what signals it collects, how confidence
is computed, and what data is retained (as hashes only, never raw
bi ometric data).

6.1. L1 KEYSTROKE - |nput Behavioral Bionetrics
Si gnal s:

* Typing speed (words per minute, rolling average)

* Key press duration (per-key tinng profile)
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* |Inter-key interval patterns

* FError rate and correction patterns

* Language and shorthand patterns (e.g., "t" for "het")
* Capitalization habits

* Command vocabul ary (for CLI interactions)

Confi dence conputation

* Conpare current session signals to stored profile

* Statistical distance (Mahal anobis) fromprofile centroid
* Confidence = 1.0 - nornalized _distance

Privacy:

* Raw keystrokes are NEVER stored or transmtted

* Only statistical aggregates are retained in profile

* Profile is stored locally, encrypted at rest

* Verification Token contains only: confidence score + profile_hash
+ signal devi ation_category

Exanpl e:

Profile: typing_speed=80wpm caps_frequency=0.02,
error_rate=0.04, |ang=n

Current: typing speed=15wpm caps_frequency=0. 31,
error_rate=0.38, |ang=n

Di stance: 4.7 standard devi ations

Confidence: -0.2 (active contradiction)

Interpretation: Different person typing (e.g., child)

6.2. L2 BIOVETRIC - Physical Identity Signals
Sub- | ayers (activated in order):
L2a FACE: Facial geonetry hash (not raw inmage). Liveness detection
(anti-spoofing). Confidence based on match score to enrolled

tenplate. Failure nodes: poor lighting, canmera obstruction, face
covering produce confidence: 0.0 (inconclusive).
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L2b FI NGERPRI NT: M nutiae hash (not raw fingerprint). Sensor
quality assessnent. Confidence based on match score to enrolled
tenpl ate. Activated when L2a fails or produces | ow confidence.

L2c IRIS (if available): |Iris code hash. Activated when L2a and L2b
both fail.

Privacy:
* Bionetric tenplates are stored ONLY on-device
*  Tenpl ates MJST be encrypted with device-bound key

*  Tenplates MJST NOT be transmittable (bound to hardware secure
el ement where avail able, e.g., TEE SE)

* Verification Token contains only: confidence score + nethod used +
tenpl ate_hash (not tenplate itself)

Fal | back chai n:

Face -> confidence > 0? -> use it

confidence
I
v
Fi ngerprint -> confidence > 0? -> use it
I
confidence
I
v
Iris -> confidence > 0? -> use it
|
confidence = 0 (no sensor)
I
v
L2 overall confidence: 0.0 (all bionmetric unavail able)
-> cascade continues to L3

0 (canera fail)

0 (sensor fail)

.3. L3 DEVICE - Hardware and Network Cont ext

Si gnal s:

* Device fingerprint (hardware identifiers, secure el enent)
* Network type and characteristics (WFi, cellular, VPN

* Geolocation (GPS, cell tower, WFi positioning)
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* NFC responses (for docunent/card binding)

* Installed software state (rel evant security patches)
* PBattery state, sensor availability

Confi dence conputati on:

* Device fingerprint match to enrolled device: 0.3 base
* Network consistency with profile: +0.1 to +0.2

* Location consistency with profile: +0.1 to +0.2

* NFC docunent binding (passport, I1D: +0.3

Anonal y detecti on:

* VPN where profile shows direct connection: -0.2

*  New country where profile shows single country: -0.3
* Device fingerprint mismatch: -0.5 to -1.0

* NFC docunent msmatch: -1.0 (inmedi ate HALT)

NFC Docunent Bi ndi ng:

Digital passport (2030) or digital ID card:

1. NFC tap -> read signed data fromchip

Verify docunent signature (issuing authority CA)

Conpare docunent identity to enrolled profile
Produce confidence: match=0.95, partial=0.5, fail=0.0

Pwn

March 2026

This layer is critical for [ElIDAS2] conpliance, where the European
Digital ldentity Wallet (EUDIW requires high-assurance identity

verification for cross-border services.
6.4. L4 VOCAL - Acoustic Telenetry
Si gnal s:
* Voice frequency profile (fundanental + harnonics)
* Speech cadence and rhythm

* Sub-verbal signals (throat sounds, acknow edgnents)
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* Silencel/ speech ratio patterns
* DITMF-1i ke tonal analysis for non-speech vocalizations
This | ayer operates passively when audio input is available (e.g.,
voi ce calls, voice conmmands, ambient m crophone with consent). It
does NOT require the user to speak specific phrases.
Confi dence conmputati on:
* Voice profile match: 0.0 to 0.7
* Sub-verbal pattern match: 0.0 to 0.3
*  Conbi ned: weighted sum
Privacy:
* Audio is processed in real-time and i medi ately di scarded
* Only statistical features are retained (frequency profile)
* Raw audi o MUST NOT be stored or transnitted
* User MUST explicitly consent to vocal telenetry
Human DTMF | ntegration:
Sub-verbal signals (throat sounds indicating "yes", "no", "hmt,
"ok") can serve as continuous passive authentication. These signals
are distinct per individual and difficult to replicate. A sinple
throat-cl ear or acknow edgnent sound provides a telenetry data point
wi t hout requiring conscious user action.
6.5. L5 BEHAVIORAL - Intent vs. Action Analysis

Si gnal s:

* Action sequence probability (does this action follow | ogically
from previ ous actions?)

* Time-of-day patterns (active hours profile)
* Interaction frequency and rhythm
* Task context (what project, what goal)

* Command sophi stication level (nmatches user skill profile?)
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Confi dence conputati on:

* Action probability under profile nodel: 0.0 to 0.5

* Tenporal consistency: 0.0 to 0.2

* Context consistency: 0.0 to 0.3

This layer detects anomalies |ike:

* A devel oper suddenly running unfam liar adm n conmands

* Actions at 3 AM when profile shows 9-23 active hours

* Sophisticated attacks froma profile with basic skill |eve

* Rapid command sequences where profile shows deliberate pace
6.6. L6 AIRLOCK - Predictive Delta Verification

This layer uses the Predictive Airlock (Section 5) to conpute the

del ta between expected and actual state. It is unique anbng cascade

| ayers because it operates on the ACTION rather than the | DENTITY.

The insight: identity verification and action verification are the

same thing. |If the action matches what this identity would do, both

the identity and the action are verified simultaneously.

Confi dence conputation

* Delta = 0.0: full confidence (1.0)

* Delta = 0.5: noderate confidence (0.5)

* Delta = 1.0: zero confidence (0.0)

* Delta > 1.0 (inpossible action): negative (-0.5to -1.0)

7. Verification Token

Every verification nonent produces exactly one Verification Token
The token is the atom c evidence unit of RVP

7.1. Token Structure
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{
"protocol": "RVP",
"version": "1.0",
"token_id": "rvp-a7b3c9d2e4f 1",
"timestanmp": "2026-03-18T14: 30: 00. 003Z2",
"subject": {
"profile_hash": "sha256: 4f2e8a...",
"devi ce_hash": "sha256: 7c9dlb..."
}
"cascade": {
"l ayers_activated": ["L1", "L3", "L6"],
"l ayers_ski pped": ["L2", "L4", "L5"],
"l ayer _results": {
"L1": {"confidence": 0.42, "signal _category": "nomnal"},
"L3": {"confidence": 0.31, "signal _category": "nomnal "},
"L6": {"confidence": 0.18, "signal _category": "nominal"}
},
"accumrul at ed_confidence": 0.91,
"threshol d": 0. 85,
"resolution": "GO
}
"airlock": {
"prediction_hash": "sha256: b3dl...",
"delta": 0.02
"devi ation_class": "nom nal"
},
"evi dence": {
"telenmetry hash": "sha256:9cla...",
"cascade_path": "L1->L3->L6->C0',
"time_el apsed ns": 3
},
"tibet": {
"erin": "verification_nonent",
"eraan": ["profile_hash", "device hash", "action_hash"],
"eronheen": {"location": "local", "network": "wifi"},
"erachter": "continuous identity verification"
},
"token_hash": "rvp:sha256: 7d3f..."
}

Figure 3: Verification Token Exanpl e

7.2. Token Lifecycle

Verification Tokens are i mutable once created. They follow a sinple

l'ifecycle:

CREATED - > STORED -> (optional |y) CHAI NED -> ARCHI VED
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Tokens are stored locally on-device. They MAY be transmitted to a
verifier (e.g., a service provider) as proof of verification. Wen
transmtted, only the token is sent -- never the underlying telenetry
dat a.

7.3. Token Chain

7

Consecutive Verification Tokens form a chain. Each token references
its predecessor:

{
"token_id": "rvp-b8c4dOe3f2a5",
"previous_token": "rvp-a7b3c9d2e4f 1",
"chain_l ength": 47,
"chai n_confidence_trend": "stable"

}

The chai n provi des:

* CONTINUITY PROOF: This identity has been continuously verified for
N nonments over T time period

*  TREND ANALYSI S: Confidence is stable, rising, or falling

*  ANOVALY DETECTI ON: A sudden break in the chain (missing tokens) is
itself a verification signa

4. TIBET Integration
Every Verification Token includes TIBET provenance fields [TIBET]:
* ERIN (what’s in it): The verification result and net hod

* ERAAN (what's attached): Profile hash, device hash, action hash,
previ ous token reference

* EROVHEEN (what's around it): Location, network, device state,
envi ronment al cont ext

* ERACHTER (what's behind it): Wy this verification was triggered
(action request, tinmer, anonaly)

This ensures every verification nonent is not just recorded but
PROVENANCE- TRACKED: who verified, how, when, why, and with what
evi dence.
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8. Cascade Fal | back Protoco

When a cascade | ayer fails (hardware unavail abl e, inconcl usive
result, or active contradiction), RVP defines a structured fallback
pr ot ocol

8.1. Fallback Triggers
A fallback is triggered when
* Layer hardware is unavail abl e (canmera broken, no NFC)
* Layer produces confidence = 0.0 (inconclusive)
* Layer produces negative confidence (contradiction)
* Layer tines out (exceeds |atency budget)
8.2. Fallback Flow

Primary nethod fails
I
%
Is there a next cascade | ayer?

yes no
| |
v v
Acti vat e next Al'l |l ayers exhausted
cascade | ayer Ctotal > 0? -> SOFT VERI FY
Ctotal <= 0? -> HALT

The fall back flow is TRANSPARENT: the Verification Token records
which [ ayers were attenpted, which failed, and why. This evidence is
critical for audit and for identifying systematic failures (e.g., a
canmera that fails frequently may need repl acenent).

8.3. Flare Integration
When a verification cascade cannot conplete locally (all |oca
met hods exhaust ed, device degraded), RVP MAY use the Flare Rescue

Protocol [FLARE] to request verification assistance froma nearby
trusted node.
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Local cascade exhausted (confidence = 0.4, threshold = 0. 85)
I
%
Flare SOS -> |-Poll -> Trusted edge node
I
v
Edge node perforns additional verification:
- Network reputation check
- Cross-reference device registry
- Historical chain analysis
I
v
Fl areResult -> additional confidence: +0.3
Conbi ned: 0.7 -> SOFT VERI FY (not HALT)

Fl are-assisted verification MIST be recorded in the Verification
Token with the assisting node’'s identity and the specific methods
used.

8.4. Hard Stop Conditions

RVP defines conditions that trigger inmediate HALT regardl ess of
accunul ated confi dence:

1. Any layer produces confidence <= -0.5 (strong contradiction)
2. Device fingerprint does not match any enroll ed device

3. NFC docunent signature verification fails

4. Cascade chain shows gap (m ssing tokens in sequence)

5. Concurrent sessions detected on different devices with
conflicting identity clains

Hard stops are FINAL for the current action. The user MJST re-
establish identity through an explicit, high-assurance verification
flow (e.g., NFC passport tap + bionetric).

9. Credential Binding
RVP provi des the evidence | ayer beneath WBC Verifiable Credentials
[ VC- DATA- MODEL] . Where a Verifiable Credential says "this person is

18+," RVP provides the cryptographic evidence of HONthat was
det erm ned, WHEN, by WHAT net hod, and wi th WHAT confi dence.
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9.1. WBC Verifiable Credentials Integration

A Verifiable Credential (VC) consists of:

* (Cains (e.g., "age >= 18", "name: ...", "nationality: ...")

* |lssuer signhature

* Credential netadata

What a VC does NOT contain:

* HOWthe issuer verified the clains

* WHEN the verification |last occurred

* \Whether the subject is still the person who was verified
* \What evidence supports the clains right now

RVP fills this gap by attaching an RVP Evi dence Chain to any
Verifiable Credential:

{
"@ontext": ["https://wwv W3. org/ 2018/ credential s/v1"],

"type": ["VerifiableCredential", "AgeVerification"],
"issuer": "did:web: exanpl e. cont,
"credential Subject": {
"ageOver": 18
}

"proof": { },

"rvpEvi dence": {

"protocol": "RVP",

"verification_chain": [
"rvp: sha256: 4f 2e8a. .. ",
"rvp: sha256: 7¢9d1lb. .. ",
"rvp: sha256: b3dle2..."

]

hai n_| ength": 3,

"chai n_confidence_mn": 0.87,

"chai n_confidence_max": 0. 94,

"met hods_used": ["L2a face", "L3 device nfc", "L6 airlock"],
"last_verified": "2026-03-18T14: 30: 002",

"continuous": true

van de Meent & Al Expires 19 Septenber 2026 [ Page 24]



Internet-Draft RvP March 2026

9.2. Credential |ssuance from RVP Evi dence

A credential issuer can use an RVP evidence chain as the basis for
issuing a Verifiable Credential:

User RVP Engi ne | ssuer
I I I
| -- request credential --->| |
I I I
| RVP cascade: | |
| L2a face -> match | |
| L3 NFC passport -> 18+ | |
| L6 airlock -> nomi nal | |
I I I
| Evi dence chain | |
| produced (3 tokens) | |
I I I
| | -- evidence chain --->|
I I I
| | I ssuer verifies: |
| | - chainintegrity |
| | - method sufficiency|
| | - confidence levels |
I I I
| <------ Verifiable Credential -------------------- |
I

(with rvpEvi dence attached) |
9.3. Credential Presentation with RVP Proof
When presenting a credential to a verifier, the holder can attach

CURRENT RVP evi dence proving they are still the person the credential
was issued to:
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Hol der RVP Engi ne Verifier

I I I
| -- present credential --->| |

I I I
| RVP cascade NOW | |
| L1 keystroke -> match | |
| L2a face -> match | |
I I I
| Fresh verification | |
| t oken produced | |
I I I
| |-- VC + fresh RVP ---3|
I I I
| | Verifier checks: |

| | 1. VC signature OK |
| | 2. RVP chain valid |
| | 3. Fresh token < 5s |
| | 4. Sane profil e_hash|
I I I
| <------ Access granted (with evidence) ----------- |

This solves the "stolen credential" problem even if someone obtains

a copy of the VC,

t hey cannot produce a matching RVP chai n because

the cascade | ayers (bionetric, behavioral, device) will not match the

enroll ed profile.

9.4. Age Verification Use Case

A common WBC VC use case is age verification. RVP enables continuous
age verification w thout revealing exact age:

Step 1: Initial verification (one-tine)
- NFC tap on passport/ID -> extract date of birth
- Face match to passport photo -> confidence 0.92
- Issue VC. "ageOver: 18" with RVP evidence chain

Step 2: Subsequent presentations (continuous)
- Present VC to service
- RVP produces fresh verification token:

L1 keystroke:

profile match (0. 4)

L2a face: sanme person as passport (0.5)
Conbi ned: 0.9 -> GO
- Verifier receives: VC + proof that holder IS the subject

Zer o- knowl edge property:
- Verifier learns: "this person is 18+"
- Verifier does NOT | earn: exact age, nane, passport numrber
- Verifier DOES learn: verification nmethod and confidence
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9.5.

10.

10.

Digital Passport / Digital 1D (el DAS 2.0)

The European Digital ldentity Wallet (EUDI W, mandated by [ El DAS2]
regul ation, requires

* Hi gh-assurance identity verification (Level of Assurance: High)
* Cross-border interoperability

* User control over shared attributes

* Ofline capability

RVP aligns with EUD Wby providing:

* LOA High verification through cascade (NFC docunment + bionetric +
devi ce bi ndi ng)

* | nteroperabl e evidence tokens (JSON [ RFC8259], TI BET-si gned)

* Sel ective disclosure: only confidence scores and nethod types are
shared, never raw bionetric data

* Ofline: cascade operates locally, tokens stored on-device,
evi dence chain verifiable wthout network

Local -First Architecture
1. On-Device Processing
RVP is designed to run entirely on-device. The verification engine,
profile storage, telemetry processing, and token generation all
operate locally. This is not optional; it is a core protoco
requi renent.
| mpl enent ati ons MUST:
* Process all bionetric data on-device
* Store profiles only on-device (encrypted at rest)
* Generate verification tokens locally
* (Qperate without network connectivity (degraded but functional)

I npl enent ati ons MJST NOT:

* Transmit raw bionetric data to any external service
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* Require a centralized server for cascade eval uation
* Store profiles in cloud storage
* Depend on network connectivity for basic verification
10.2. Edge Verification
For scenarios requiring cross-device verification (e.g., a termna
at an airport, a point-of-sale system, RVP supports edge
verification:
User device Edge node Service
I I
|-- RVP token + VC ------ >|
I I
| Edge verifies: |
| - Token signature |
| - Chain integrity |
| - Freshness (<10s) |
| |
| |-- verified claim--->
I I

The edge node NEVER receives raw bionetric data. It receives only
the Verification Token (confidence scores, nethod types, hashes) and
the Verifiable Credential.

10.3. Network I ndependence
RVP defines three operation nodes:
ONLI NE:  Full cascade, Flare backup avail able, token sync

OFFLI NE: Local cascade only, tokens stored for later sync

DEGRADED: Partial cascade (some |ayers require network), reduced
confidence threshol ds accepted

The protocol MJST gracefully degrade:
Ol i ne: L1 + L2 + L3 +L4 + L5 + L6 ->full confidence

Ofline: L1 + L2 + L6 -> reduced but functiona
Degraded: L1 + L6 -> minimal but non-zero confidence
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10. 4. Latency Requirements

RVP verification overhead MJUST NOT degrade user experience. Target
| at ency budgets:

Cont ext Budget Measured (reference)
Interactive CLI/ U < 50ns 0. 3ms (Tl BET/ UPI P)
APl call augmentation < 10ns 0. 3ms (Tl BET/ UPI P)
Background conti nuous < 200ns N A (passive)

NFC docunent read < 500ns ~300ns (typical)

Bi onmetric capture < 1000ms ~200ns (typical)

The TIBET/ UPI P reference inpl enentati on has denonstrated 0. 3ns
over head on comodity hardware (Lenovo P520, Xeon W 2133, dual RTX
3060). This confirns that continuous verification is feasible
wi t hout perceptible |atency.
11. Transport Considerations
11.1. 5G Integration
Current 5G networks provide:
* Sub-1ns radio | atency (theoretical)
* 1-10ms end-to-end | atency (practical)
* 100 Mops - 1 Gbps throughput
This is sufficient for RVP edge verification: a verification token (<
2KB) can be transmtted to an edge node and verified within the 50nms
i nteractive budget.
5G network slicing can provide dedi cated RVP verification channels
wi th guaranteed | atency for high-assurance scenarios (e.g., border
control, financial transactions).
11.2. 6G Preparedness
Projected 6G specifications ([ITU I Mr2030]):
* Sub-0.1nms | atency
* 50-200 CGbps throughput

* Native AI/M integration
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* Sensing capabilities (environnent-aware networ k)
6G enabl es RVP capabilities not feasible on 5G

* Network-layer telenetry as a cascade |ayer (the network itself
provi des identity signals)

* Real-time bionetric streamng for edge verification (with user
consent) at zero perceptible |atency

* Distributed cascade across device + network + edge in under 1ns
t ot al

RVP is designed to be 6G ready by:

* Defining cascade | ayers as pluggable (new | ayers for network-
native sensing)

* Using |I-Poll transport that adapts to avail abl e bandwi dth
* Supporting sub-mllisecond token generation
11.3. O fline Operation
RVP MUST operate fully offline. 1In offline node:
* Only on-device cascade | ayers are avail able
* Tokens are stored locally with nonotoni c sequence nunbers

* \When connectivity resunmes, stored tokens MAY be synced to a
verification log (if configured)

* Confidence threshol ds MAY be adjusted for offline node
(i npl erent ati on-specific policy)

11.4. |-Poll Transport

For Al-to-Al verification and Flare rescue, RVP uses |-Poll [IPOLL]
as its messaging transport. |-Poll provides:

* HTTP-based push/pull nessagi ng
* Agent addressing via AINS (.aint domains) [AlNS]
*  Message types: PUSH, PULL, SYNC, TASK, ACK

* Trust scoring per agent (FIR A)
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12.

12.

12.

RVP verification tokens are transported as |-Poll nessages with
met adata type "rvp_verification":

{
"fromagent": "user_device.aint",
"to_agent": "service_edge.aint",
"pol | _type": "PUSH',
"content": "RVP verification token",
"met adat a": {
"rvp_verification": true,
"token_hash": "rvp:sha256:...",
"chain_|l ength": 47
}
}

Security Considerations
1. Evidence vs. Enforcenent
RVP follows the principle of EVIDENCE OVER ENFORCEMENT. The protocol
produces cryptographic evidence of verification outconmes. It does
NOT prescribe enforcenent policy.
An inpl ementation MAY:
* Bl ock actions when confidence is bel ow threshol d
* Allow actions with reduced privil eges
* Require additional verification
* Log and alert without bl ocking
The choi ce of enforcenent is a POLICY decision, not a PROTOCCL
deci sion. RVP provides the evidence; the depl oynent context
determi nes the response.
This design is deliberate. Enforcenent nechanisns can be bypassed
(disable the check, spoof the result). Evidence cannot be un-
recorded. An attacker who bypasses enforcenent still produces
anomal ous evidence in the verification chain.

2. Bionmetric Data Protection

RVP inpl ementati ons MJST conply with biometric data protection
requirenents:

* Bionetric tenplates MJST be stored only on-device
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*  Tenplates MJST be encrypted with devi ce-bound keys

* Raw bionetric data MJST be processed and i nmedi ately di scarded
(not stored, not transmtted)

* Verification Tokens MJST NOT contain bionetric data (only nethod
type, confidence score, tenplate hash)

* Users MJST be able to delete all bionetric data and profiles at
any tine

These requirenents align with [GDPR] Article 9 (special categories of
personal data), [EU Al-ACT] requirenments for biometric identification
systens, and [ElI DAS2] data m nim zation principles.

12.3. Replay Attacks

An attacker who captures a Verification Token cannot replay it
because:

* Each token includes a mllisecond-precision timestanmp
* Each token references its predecessor (chain integrity)
* Each token includes a nonce derived fromdevice state

* Verifiers SHOULD reject tokens ol der than a configurable freshness
wi ndow (default: 10 seconds)

12. 4. Adversarial Inputs
Adversarial attacks on cascade | ayers:

* FACE SPOOFING Mtigated by |liveness detection (L2a). RVP
RECOMMVENDS 3D |iveness detection (depth sensing) over 2D photo-
based detecti on.

*  FINGERPRI NT SPOCFING Mtigated by sensor quality assessment and
capacitive/ultrasoni c sensing.

* KEYSTROKE MM CRY: Difficult at scale; requires matching dozens of
timng paraneters simultaneously. Statistical detection of "too
perfect" matches.

*  BEHAVI ORAL M M CRY: Requires sustained matching of action

patterns, timng, and sequences. Inpractical for extended
sessi ons.
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Multi-1layer cascade is the primary defense: spoofing one |ayer is
feasi bl e; spoofing four or nore sinultaneously is exponentially
har der .

12.5. Privacy by Design
RVP incorporates privacy by design at every |level:

* MNMZATION: Only confidence scores and met hod types | eave the
devi ce, never raw data

* LOCAL PROCESSING All biometric and behavi oral anal ysis runs on-
devi ce

*  SELECTI VE DI SCLOSURE: User controls which verification evidence is
shared with which verifier

* UNLI NKABI LITY: Verification Tokens use per-verifier pseudonynous
identifiers to prevent cross-service tracking

* DELETION: Users can delete all profiles and tokens at any tine
with i medi ate effect

12.6. Telemetry Mnim zation
Each cascade | ayer MJST inplenent the principle of mninmal tel enetry:
* Collect only what is needed for confidence conputation
* Process inmmediately, retain only statistical aggregates
* Discard raw signals after processing
* Store only hashes in verification tokens
| mpl enent ati ons MUST provide a telenmetry manifest listing every
signal collected, its purpose, retention period, and del etion
pr ocedur e.
13. Regulatory Alignnent
13.1. EU Al Act
The [EU- Al -ACT] classifies real-time bionetric identification as
Igiygh—ri sk (Annex 111, Category 1). RVP addresses Al Act requirements

* Providing full audit trails (Article 12 - Record-keepi ng)
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* Enabling human oversight (Article 14 - via HALT nmechani sm
* Ensuring transparency (Article 13 - cascade path recorded)
* Supporting risk managenent (Article 9 - confidence scoring)
* (Qperating locally (mnimzing mass surveillance risk)
RVP is NOT a renpote bionetric identification system It operates on-
device for the device holder’'s own identity verification. This
distinction is critical for Al Act classification.

13.2. elDAS 2.0 / EUDIW
The European Digital ldentity Wallet regul ation ([EIDAS2]) requires:
* Level of Assurance Hi gh for cross-border identity
* Qualified Electronic Signatures
* Selective attribute disclosure
* Offline operation capability
RVP provides the verification evidence |ayer that supports LOA High
through nulti-factor cascade (bionmetric + document + device), with
full audit trail and offline operation.

13.3. NI S2 Directive
[NI'S2] requires essential and inportant entities to inplement risk
managemnent measures includi ng access control and incident evidence.
RVP provi des:
* Continuous access verification (not session-based)
* |ncident evidence through verification chain anomalies
* Tanper-evident audit trail

13.4. CGDPR
RVP is designed for [ GDPR] conpliance:

* Article 5(1)(c) - Data mnimzation: only hashes transmtted

* Article 9 - Bionetric data: processed locally only
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* Article 17 - Right to erasure: full deletion supported

* Article 25 - Data protection by design: privacy is architectural,
not bolted on

* Article 35 - DPIA: cascade configuration enables proportionality
assessnent

13.5. DORA
The Digital Operational Resilience Act ([ DORA]) requires financia
entities to maintain ICT risk nanagenent frameworks. RVP supports
DORA by:
* Providing continuous verification of operator identity
* Producing audit evidence for ICT incident reporting

* Supporting operational resilience through offline capability

* Enabling third-party risk assessnment through verification chain
anal ysi s

13.6. WBC Verified Credentials
RVP is designed as a conplementary protocol to WBC Verifiable
Credential s [ VC-DATA-MODEL]. It does not replace VCs; it provides
the EVI DENCE LAYER that VCs currently | ack.

A Verifiable Credential answers: "Wiat is clained?" RVP answers:
"How was it verified, and is it still true?"

Toget her, they provide a conplete identity verification stack: clains
+ evidence + continuous proof.

14. | ANA Consi derati ons

Thi s docunent defines the follow ng protocol identifiers:

Protocol prefix: "rvp:" -- ldentifies RVP verification tokens
Hash format: "rvp:sha256: <hex>" -- SHA-256 hash of verification
t oken
Token ID format: "rvp-<hex12>" -- 12-character hexadeci ma
identifier
M ME type (registration requested): "application/rvp+json" -- RVP
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verification token in JSON

|-Poll nmetadata type: "rvp_verification" -- ldentifies I-Poll
messages carrying RVP verification tokens
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endix A.  Verification Token JSON Schema
{ .
"$schemn": "https://json-schema. org/draft/2020-12/schema",
"title": "RVP Verification Token",
"type": "object",
"required": [
"protocol", "version", "token_id", "tinestanp",
"subject", "cascade", "evidence", "token_hash"
] i)
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"properties": {

"protocol ": {
"type": "string",
"const": "RVP"

}

"version": {

"type": "string",

"pattern": "A[0-9]+\\.[0-9]+$"
},
"token_id": {

"type": "string",
"pattern": "Arvp-[a-fO0-9]{12}$"
}

"timestamp": {
"type": "string",
"format": "date-tine"
},
"subject": {
"type": "object",
"required": ["profile_hash", "device_hash"],
"properties": {
"profile _hash": {
"type": "string",
"pattern": "~sha256:[a-f0-9]{8, 64}%$"
}

1 evi ce_hash": {
"type": "string",
"pattern": "~sha256:[a-f0-9]{8, 64}%"
}
}

ascade": {
"type": "object”,
"required": |
"l ayers_activated", "layer_results",

}

"accumrul at ed_confi dence", "threshold", "resolution"

]

roperties": {
"l ayers_activated": {
"type": "array",
"itens": {
"type": "string",
"enund': ["L1", "L2", "L2a", "L2b", "L2c",
"L3", "L4", "L5", "L6"]
}

, ayers_skipped": {
"type": "array",

}

van de Meent & Al Expires 19 Septenber 2026

March 2026

[ Page 38]



Internet-Draft RvP March 2026

"itenms": {"type": "string"}
}
"l ayer _results": {

"type": "object",

"addi tional Properties": {
"type": "object",
"required": ["confidence", "signal_category"],
"properties": {

"confidence": {
"type": "nunber",
"mnimum': -1.0,
"maxi mun': 1.0

}

i gnal _category": {
"type": "string",
"enunt: ["nomnal", "mnor", "significant",
"critical", "contradiction"]
}

}
}

ccunul at ed_confi dence": {
"type": "nunber",
"mnimun': -1.0,

"maxi mun': 1.0

}

} 1

"threshol d": {
"type": "nunber",
"m ni mun': 0.0,
"maxi mum': 1.0

}

esol ution": {

"type": "string",

"enunt: ["GO', "SOFT_VERI FY", "HALT"]
}

}

"airlock": {
"type": "object”,
"properties": {
"prediction_hash": {"type": "string"},
"delta": {"type": "nunmber", "mnimuni: 0.0},
"deviation_class": {
"type": "string",
"enund: ["nominal™, "mnor", "significant”, "critical"]
}
}
3
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"evi dence": {
"type": "object",
"required": ["telemetry_hash", "cascade_path",
"time_el apsed_ns"],
"properties": {
"telemetry hash": {"type": "string"},
"cascade_path": {"type": "string"},
"time_el apsed_ns": {"type": "integer", "m nimn: 0}
}
},
"previous_token": {
"type": "string",
"pattern": "Arvp-[a-f0-9]{12}%"
},
"chain_length": {
"type": "integer",
"monimun': 1
b
"tibet": {
"type": "object",
"properties": {
"erin": {"type": "string"},
"eraan": {"type": "array", "itens": {"type": "string"}},
"eronheen": {"type": "object"},
"erachter": {"type": "string"}
}
}

,oken_hash": {
"type": "string",
"pattern": "A~rvp:sha256:[a-f0-9]{8, 64} %"
}
}
}

Appendi x B. Cascade Configuration Schenma
{

"$schema": "https://json-schema. org/draft/2020-12/schema",

"title": "RVP Cascade Configuration”,
"type": "object",
"properties": {

"threshol d": {

"description": "M ninmum confidence for GO resol ution",

"type": "nunber",
"default": 0.85,
"m ni mun': 0.0,
"maxi mum': 1.0
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"m ni mum confi dence": {
"description": "Below this, HALT regardl ess of |ayers",
"type": "nunber",
"default": 0.0

}

halt _on_contradiction": {

"description": "Confidence value that triggers hard stop",
"type": "nunber",

"default": -0.5

1
"l ayers": {
"type": "array",
"itens": {
"type": "object",
"required": ["id", "type", "weight"],
"properties": {
"id": {"type": "string"},
"type": { _
"type": "string",
"enuni': ["keystroke", "bionetric_face",
"bionetric_finger", "bionetric_iris",
"device", "vocal", "behavioral", "airlock"]
},
"weight": {"type": "nunber", "mninuni: 0.0},
"enabl ed": {"type": "bool ean", "default": true},
"timeout_ns": {"type": "integer", "default": 100},
"config": {"type": "object"}
}
}
1
"freshness_w ndow_seconds": {
"description": "Max age of token for verifier acceptance",
"type": "integer",
"default": 10
}

ffline threshold reduction": {
"description": "Reduce threshold by this in offline node",
"type": "nunber",
"default": 0.15
}
}
}
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Appendi x C. Use Case Exanples
C.1. Age Verification at Point of Sale
A 19-year-ol d purchases al cohol at a self-checkout terninal

1. Terminal requests age verification
2. User taps phone (NFC) -> phone runs RVP cascade:
- L2a face: match to enrolled profile (0.45)
- L3 device: enrolled device, local network (0.25)
- L3 NFC. passport data confirns age >= 18 (0. 25)
- Accunul ated: 0.95 -> GO
3. Phone transmits to termnal:
- VC. "ageOver: 18" (signed by issuer)
- RVP token: fresh, confidence 0.95, nethods: face+devi ce+NFC
4. Term nal verifies:
- VC signature valid
- RVP token fresh (<5 seconds)
- Confidence above store policy (0.80)
- Sal e approved
5. Evidence: Verification Token stored on phone + termnal |og

At no point did the termnal receive: exact age, nane, face inmage,
fingerprint, or passport nunber. Only: "18+" claim + verification
confi dence.

C. 2. Continuous Devel oper Authentication

A devel oper works on a production systemfor 4 hours.
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09: 00

09: 15

10: 30

10: 35

11: 45

13: 00

Logi n via hardware key + face
RVP token #1: confidence 0.97 -> GO
Chain started

Nor mal devel opnment work
RVP token #47: confidence 0.94 -> GO
L1 keystroke stable, L6 airlock noninal

Devel oper | eaves desk (no keystrokes for 5 min)
RVP t oken #182: confidence 0.0 -> SOFT VER FY
System | ocks screen, requires face to resune

Devel oper returns, face match
RVP token #183: confidence 0.91 -> GO
Chai n conti nues

Typi ng pattern changes (devel oper is tired)
RVP t oken #294: confidence 0.78 -> SOFT VERI FY
System requests fingerprint touch -> match -> GO

End of session
Chai n: 412 tokens, 4 hours, 2 soft verifies, 0 halts
Audit trail: conplete and tanper-evident

C.3. Child on Parent’s Device

Jasper’s 7-year-old son Stormuses his |aptop.
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Stormstarts typing: "halll oooow storrm hier"

RVP cascade:

L1 KEYSTROKE:
- Speed: 15 wpm (profile: 80 wpm -> deviation: 4.7 sigma
- Error rate: 0.38 (profile: 0.04) -> deviation: 8.5 signma
- Confidence: -0.3 (active contradiction)

L2a FACE:
- Match to Jasper profile: fail
- Liveness: detected (not a photo)
- Match to known profile "Storni: success
- Confidence: 0.0 for Jasper, flagged as "known_child"

L3 DEVI CE:
- Device: Jasper’s laptop (enrolled) -> partial match
- Location: hone -> matches
- Confidence: 0.2

Resol ution: HALT for Jasper’s identity

But: Profile recognition -> "Storm' identified

Policy: Switch to Stornmis perm ssion set (sandbox, no depl oy)
Token records: "ldentity: not Jasper. Recognized: Storm

Met hod: keystroke_devi ation + face_recognition.

Action: perm ssion_downgrade to chil d_sandbox."

No alarm No block. Just: correct identification through evidence,
appropriate perm ssion adjustrent, full audit trail.

C. 4. VPN Anonaly Detection

An attacker obtains Jasper’s credentials and connects via VPN

van de Meent & Al Expires 19 Septenber 2026 [ Page 44]



Internet-Draft RvP March 2026

RVP cascade

L1 KEYSTROKE
- Speed: 120 wpm (profile: 80 wpm -> deviation: 3.2 sigma
- Perfect grammar (profile: shorthand, no caps) -> deviation
- Confidence: -0.4

L2a FACE
- Canera: disabl ed/covered
- Confidence: 0.0 (inconclusive)

L2b FI NGERPRI NT
- Not available (remote connection)
- Confidence: 0.0 (inconclusive)

L3 DEVI CE
- Device fingerprint: unknown device
- Network: VPN, exit node Romania (profile: NL direct)
- Confidence: -0.6 (active contradiction)

L5 BEHAVI ORAL:
- Conmmand sophistication: advanced admi n (profile: devel oper)
- Tine: 03:00 (profile: 09:00-23:00)
- Confidence: -0.3

Accumul ated: -1.3 -> HALT (nultiple contradictions)

Token records every |layer, every signal, every contradiction
No anbi guity. Evidence speaks for itself.

Appendi x D. Conparison with Existing Standards

Feat ure RVP FI DO2 QAut h2 el DAS SAM.
Conti nuous verify Yes No No No No
Behavi oral biom Yes No No No No
Predictive airlock Yes No No No No
Local -first Yes Yes No M xed No
Evi dence production Yes No No Audit No
Cascade fall back Yes No No No No
O fline capable Yes Yes No Yes No
VC integration Yes Partial No Yes No
Al agent support Yes No Yes No No
Zer o- knowl edge age Yes No No Yes No
Session-free Yes No No No No
TI BET provenance Yes No No No No
Qpen prot ocol Yes Yes Yes Yes Yes
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RVP is NOT a replacenent for these standards,
is a COWLEMENTARY LAYER that provides continuous verification
evi dence on top of existing identity and authentication frameworks.
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