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Abst ract

Thi s docunent defines JIS (JTel Identity Standard), a protocol for
establishing identity, negotiating trust, and binding intent
declarations to actor interactions. JIS provides three core

mechani sns: a dual -keypair identity nodel separating human-device
binding (H D) fromdevice authentication (DID), a trust establishnent
handshake (FI R/ A) that negotiates capabilities and records intent,
and a human-readabl e context layer (Hunotica) that captures the
sense, context, intent, and explanation for every interaction

JIS is transport-agnostic and operates as a semantic | ayer above
existing protocols. It integrates with TIBET [TIBET] for provenance
tracking, and is consumed by UPIP [UPIP], RVP [RVP], and AINS [ Al NS]
for process integrity, continuous verification, and agent discovery
respectively.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 Septenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Al agents, 10T devices, automated services, and hunan operators

increasingly interact across trust boundaries -- across

organi zations, protocols, and jurisdictions. These interactions

require answers to three questions that existing protocols address

i nconpl etely:

1. VWHOis acting? (ldentity)

2. VWHY are they acting? (Intent)

3. SHOULD they be trusted? (Trust)

Exi sting identity protocols (QAuth 2.0, SAM., FIDX2) solve

aut hentication -- proving WHO  But they do not capture WHY an action

is requested, nor do they provide a nmechanismfor bilateral trust
negoti ati on where both parties declare intent and agree on
capabilities before proceeding.

JI'S addresses this gap by defining:
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* A dual -keypair identity nodel where hunman identity (H D) never
| eaves the device and device identity (DI D) handles all externa
aut henti cati on.

* A trust establishment handshake (FI R A) where both parties declare
intent, negotiate capabilities, and establish a trust relationship
with a cryptographic genesis record.

* A human-readabl e context |ayer (Hunotica) that nakes every
i nteraction auditable by non-technical reviewers.

1.1. Probl em Statenent
Three structural problenms notivate JIS

PROTOCOL FRAGVENTATI ON:  When N systens conmuni cate, they require up
to N*(N-1)/2 pairwise integrations. JIS reduces this to N
adapters by providing a protocol-agnostic identity and intent
| ayer that sits above transport.

REACTI VE SECURITY: Traditional firewalls and access control systens
react to attack patterns. They evaluate WHAT is requested agai nst
rules. They cannot evaluate WHY it is requested, because no
st andar di zed mechani sm exists for declaring intent as part of the
request.

CONTEXT BLI NDNESS: Systens process requests w thout understandi ng
the situation: a paynent at 3 AMfroma new country, a 4th failed
attenpt to turn on heating by a frustrated user, a nodel inference
request froman agent with no established history. Wthout
context, systens cannot differentiate |egitimte unusual behavior
fromthreats.

1.2. Design Principles

EVI DENCE OVER ENFORCEMENT: JI'S validates intent and produces
evi dence. \Whether to block, allow, or escalate is a local policy
decision. Intent validation failures are recorded as evi dence,
not treated as access deni al s.

PRI VACY FI RST: Human identity (H D) never |eaves the device. Only
the device identity (DID) and H D- DI D bindi ng hash are used in
external communi cation. This ensures that hunman identity remains
private even if all comunications are intercepted

TRANSPORT AGNOSTICISM  JI'S nessages are JSON [ RFC8259] objects that

can be carried over any transport. HITP, WbSocket, MJIT, SIP
Matri x, CoAP, gRPC, and Bluetooth are all suitable.
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COVPANI ON | NTEGRATION:  JI S provides identity and trust. Provenance
tracking is delegated to TIBET [TIBET]. Process integrity to UPIP
[UPIP]. Continuous verification to RV/P [RVP]. Discovery to AINS
[ Al NS] .

1.3. Scope

Thi s docunent defi nes:

* The JIS identity nodel (H D, DI D, bindings)

* The FIR/ A trust establishment handshake

* The Humptica context structure

* |ntent validation as an evi dence nechani sm

* Integration points with compani on protocols

—
=

i s docunent does NOT defi ne:
* Audit trail format (see TIBET [TIBET])
* Process integrity or handoff (see UPIP [UPIP])
* Continuous identity verification (see RVP [ RVP])
* Agent discovery and resolution (see AINS [AINS])
* Specific enforcenent policies
2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
Actor An entity participating in a JIS interaction. Actors include
human users, Al agents (I1DDs), |oT devices, autonmated services,

and organi zati ons.

BALANS Risk scoring system Produces a score from0.0 to 1.0 based
on multiple factors. Used as evidence input for access decisions.

DD (Device lIdentity Key) An Ed25519 key pair used for device
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aut hentication. The public key is shared during FIR'A. The
private key remains on the device.

FIRFA (First Initiation Revoke/ Accept) The trust establishnent
handshake. Produces a genesis record that anchors all subsequent
i nteracti ons between two parties.

H D (Human ldentity Key) An X25519 key pair binding a human to a
device. The private key MIUST NEVER | eave the device. Only the
bi ndi ng hash (H D-DI D binding) is used externally.

Hunotica A structured context object capturing sense, context,
intent, and explanation for an interaction. Naned for its focus
on human-readabl e, enpathetic context.

I DD (I ndividual Device Derivative) An Al agent with unique identity,
evol ved from base nodel s through interacti on and cont ext
accurnul ation. Defined conceptually; not a protocol prinitive.

NIR (Notify, ldentify, Rectify) A dial ogue-based resolution protoco
for anmbi guous situations. Used when intent validation produces
i nsuf ficient confidence.

3. ldentity Model
3.1. HD (Human ldentity Key)

H Dis an X25519 key pair that binds a human identity to a device.

"hid": {
"al gorithm': "X25519",
"public_key": "<base64 X25519 public key>",
"created at": "<ISO 8601 tinestanp>",
"devi ce_bound": true
}
}

The H D private key MJUST NEVER | eave the device. The H D private key
MUST NOT be transmitted over any channel. The HI D private key SHOULD
be stored in a hardware secure el enment (TEE, SE) when avail abl e.

The HI D public key is used ONLY for conputing the H D DI D binding

hash (Section 3.3). The H D public key itself SHOULD NOT be
transmtted. Only the binding hash is shared.
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3.2. DID (Device ldentity Key)
DD is an Ed25519 key pair used for device authentication and token

si gni ng.

"did": {
"al gorithnt: "Ed25519",
"public_key": "<base64 Ed25519 public key>",
"created at": "<ISO 8601 tinestanp>"

}
}

The DI D public key is shared during FIR A establishnment (Section 4).
The DI D private key MJUST remain on the device and is used for signing
TI BET tokens and FI R/ A nessages.

3.3. H DD D Binding

The H D-DI D binding proves that a specific human is associated with a
specific device, without revealing the human’s identity key.

Conput at i on:
bi ndi ng_hash = SHA-256( HI D_public_key || DI D _public_key)
SHA- 256 is computed per [FIPS180-4]. The binding_hash is:
* Shared during FIR' A as proof of human-devi ce association
* Verifiable by any party that has seen both public keys
* Conputed locally; neither key needs to be transmtted
Thi s design ensures that conpronising the device (obtaining DI D
private key) does not conpronise the human's identity key (H D
private key).
3.4. Actor ldentifier Format
JI'S defines three actor identifier formats:
jis:<entity_type>: <identifier>
Entity types:

"human" A human user. Exanple: "jis:hunan:jasper_2025"
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"idd" An Al agent (IDD). Exanple: "jis:idd:root_idd_2025"

"service" An automated service. Exanple:
"jis:service: paynent _gat eway"

The identifier portion SHOULD be neani ngful and stable.
I mpl ement ati ons MUST NOT enbed personal data in the identifier (e.g.,
do not use emmil addresses).

Note: The -00 version used "did:jtel:" as a URI format. This has
been replaced with "jis:" to avoid confusion with the WBC DI D
specification [DID-CORE]. A WBC DI D nethod specification for JIS
identities may be devel oped separately if there is inplenmentation
demand.

3.5. Key Lifecycle

Key Rotation: DI D keys SHOULD be rotated periodically. The rotation
event MUST be recorded as a TIBET token linking the old and new
key. The new key MJST be introduced via a FIR A re-establishnent
signed with the old key.

Key Revocation: A conprom sed key MJST be revoked by publishing a
signed revocation notice. Tokens signed with a revoked key after
the revocation tinmestanp SHOULD be treated as suspect. The
revocation mechanismis defined by the depl oyment context.

H D Repl acenment: HI D replacenent (e.g., new device) requires in-
person or high-assurance verification. The new H DDl D bi ndi ng
MUST reference the previous binding in its TIBET token.
4. Trust Establishnent (FIRA)
4.1. Overview
FIRFA (First Initiation Revoke/ Accept) is a four-phase handshake that
establishes a bilateral trust relationship. Unlike TLS or OAuth,
FIRFA is not just authentication -- it is intent negotiation. Both
parties declare what they want, agree on what they can do, and create

a cryptographic genesis record that anchors all subsequent
i nteractions.

4.2. Phase 1: INTIATE

The initiator sends a trust establishnment request:

van de Meent & Al Expi res 30 Septenber 2026 [ Page 8]



Internet-Draft JI'S March 2026

{
"type": "fira_init",
"version": "1.1",
"initiator": "jis:service:bank _fraud",
"responder"”: "jis:human:alice",
"di d_public_key": "<base64 Ed25519 public key>",
"intent": "fraud_verification_call",
"hurotica": {
"sense": "Transaction flagged by fraud detection”,
"context": "EUR 5000 transfer to unrecogni zed recipient”
"intent": "Verify transaction legitinmcy with account hol der",
"expl anation": "Automated fraud detection on
unusual transfer pattern.”
}
"timestanp": "2026-03-29T10: 30: 00. 000Z",
"nonce": "<random 32 bytes, base64>"
}

Required fields: type, version, initiator, responder, did_public_key,
intent, hunotica, tinestanp, nonce.

The nonce MJST be cryptographically random and MJUST NOT be reused.
It provides replay protection.

4.3. Phase 2: CAPABILITIES

The responder evaluates the initiation request and returns avail able
capabilities and rul es:

{
"type": "fira_capabilities",
"fira_id": "fira-2026-03-29-bank-alice-7f3a",
"responder”: "jis:human:alice",
"di d_public_key": "<base64 Ed25519 public key>",
"hi d_did_binding": "sha256: 4f2e8a...",
"capabilities": ["voice_call", "snms_verification"],
"rules": {
"no_calls_after": "22:00",
"require_caller_id": true,
"max_attenpts": 3,
"l anguage": "nl"
},
"timestanp": "2026-03-29T10: 30: 01. 000Z",
"init_nonce": "<echo of initiator nonce>",
"nonce": "<responder random 32 bytes, base64>"
}
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The fira_id is generated by the responder and uniquely identifies
this trust establishment session.

The init_nonce field echoes the initiator’s nonce, proving the
response is to this specific initiation (not a replay).

4.4. Phase 3: CONFI RM

The initiator accepts the capabilities and confirms the trust
rel ati onshi p:

{
"type": "fira_confirnt,
"fira_id": "fira-2026-03-29-bank-alice-7f3a",
"accepted_capabilities": ["voice_call"],
"genesi s_hash": "sha256: 7f3a...c2el",
"resp_nonce": "<echo of responder nonce>",
"signature":
"al gorithm: "Ed25519",
"val ue": "<base64 signature over canonical confirm"
}
}

The genesis_hash is conputed as:
genesi s_hash = SHA- 256(
canoni cal (fira_init) || canonical (fira_capabilities)

)

This binds the trust relationship to the specific nessages exchanged.
Both parties can independently verify the genesis.

4.5. Phase 4: EXECUTE
After confirmation, both parties have:
* Each other’s DI D public keys
* Agreed-upon capabilities
* A shared genesis_hash anchoring the relationship
* Afira_id for referencing the trust context

Al'l subsequent interactions SHOULD reference the fira_id and SHOULD
produce TIBET tokens linked to the genesis.
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Trust Score Mbdel

FI R/ A produces an initial trust score based on the establishnent

pro
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doc

4.7.

cess. The score is between 0.0 and 1.0:

- 1.0: HHGH Full capabilities, mnimal verification

- 0.8: MODERATE Standard verification at each step

- 0.5: LOW Enhanced verification, limted capabilities

- 0.22. MNIMAL Mbst capabilities restricted

st scores are LOCAL. Each party conputes its own score for the
nterparty. Scores are evidence, not assertions. Publishing a
st score does not obligate other parties to accept it.

st scores adjust over tine based on:

Consi stency of behavior with stated intent

Quality of Hunptica context provided

Chain integrity of associated TIBET tokens

Duration and depth of interaction history

exact scoring algorithmis a local policy decision. This
ument defines the score range and inputs, not the fornula.

Fai |l ure Conditions

FI R A establishnent MIST fail (and produce evi dence) when:

1.

NONCE_M SMATCH: Echoed nonce does not match sent nonce.
I ndi cates replay or nan-in-the-mddle.

HUMOTI CA M SSING Initiation |acks required Hunotica context
(Section 5.2).

NO _COVMON_CAPABI LI TY: No overlap between offered and requested
capabilities.

SI GNATURE_I NVALI D: Confirm signature does not verify.

TI MEQUT: Response not received within configured wi ndow
( RECOMVENDED def aul t: 30 seconds).
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Each failure MJUST be recorded as a TIBET token w th ERACHTER
expl ai ning the failure reason.

5. Context Layer (Hunotica)

5.1. Structure
Hunoti ca provi des human-readabl e context for every interaction. The

nane reflects its focus on enpathetic, human-understandabl e
comruni cati on.

"hurotica": {

"sense": "What triggered this interaction?",
"context": "What is the current situation?",
"intent": "Wat does the actor want to achi eve?",
"explanation": "Wy is this action being taken?"
}
}
Fi el ds:

"sense" (string) The trigger or stimulus. Wat event, observation,
or signal initiated this interaction.

"context" (string) The current situation. Environnental state,
hi story, and rel evant circunstances.

"intent" (string) The declared goal. What the actor wants to
acconpl i sh.

"expl anation" (string) The reasoning. Wy this particular action is
bei ng taken to achieve the intent.

5.2. M nimum Requi red Cont ext
For FIR/ A establishment, the Hunotica object MJST contain all four
fields. Each field MJST be a non-enpty string with at |east 10
characters.
For ongoing interactions within an established FI R A session,
Hunotica i s RECOWENDED but not required for every nessage. Wen
provided, all four fields MJST be present.

5.3. Semantic Validation

I mpl enent ati ons MAY perform semantic validation on Hunotica context:
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5

6

6

* Coherence check: Does the explanation logically support the
intent?

* Conpl et eness check: Are all four fields substantive (not
pl acehol der text)?

* Consistency check: Does the declared intent match the actua
requested action?

Semantic validation results are EVIDENCE. They informtrust scoring
and risk assessnment. They SHOULD NOT be used as binary access
control (evidence over enforcenent).

Note: The -00 version stated that nmalware "cannot provide legitimte
Hunotica context." This is an overstatement. A sufficiently

sophi sticated adversary can craft plausible context. Senantic
validation raises the bar for attackers but is not an absolute
defense. Defense in depth, conbining Hunotica w th behaviora
analysis (RVP [RVP]) and chain integrity (TIBET [TIBET]), provides
stronger assurance.

4. Mapping to TIBET Conponents

Hunotica fields map to TIBET provenance conponents:

Tt o e e e e oo oo +
| Hunotica Field | TIBET Conponent |
o e e e e m oo oo o e e e e oo +
| sense | ERIN (trigger) |
| context | EROVHEEN |
| intent | ERIN (intent) |
| expl anation | ERACHTER |
o e e e e e oo - o e e e o +

When a JIS interaction produces a TIBET token, the Hunotica fields
SHOULD be distributed across the TIBET conponents per this mapping.

Intent Validation
1. Validation as Evidence

JI'S defines intent validation as an evi dence-produci ng mechani sm not
an enforcenent mechanism When an intent is evaluated, the result is
recorded as evidence in a TIBET token. \Whether the action proceeds,
is blocked, or requires additional verification is a |ocal policy
deci si on.
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6. 2. Bl ocked I ntent Patterns

I mpl enent ati ons SHOULD maintain a configurable list of intent
patterns that are flagged for enhanced scrutiny. Exanples:

"sqgl __injection" No legitinmte Hunotica explanation for injecting SQ
into input fields.

"command_injection" No legitimte Hunotica explanation for injecting
shel | commands.

"unaut hori zed_resource_access" Accessing resources not covered by
est abl i shed capabilities.

Fl agged i ntents SHOULD trigger enhanced verification (N R
Section 6.4), not silent blocking. The decision to block is a policy
choi ce, not a protocol requirenent.

6.3. Risk Scoring (BALANS)
BALANS provides multi-factor risk scoring from0.0 to 1.0.
I nput factors:
"conplexity" Hi gher conplexity operations receive | ower scores.
"hunotica_quality" Vague or short explanations reduce score.
"trust_history" New or untrusted actors receive | ower scores.
"transaction_val ue" High-val ue operations reduce score.

"tenporal _anomal y* Actions at unusual tinmes reduce score.

The BALANS score is evidence attached to the interaction’s TIBET
token in EROVHEEN. |t does not directly deternine access.

Suggested threshol ds (local policy):
* score >= 0.5: Normal processing
* 0.3 <= score < 0.5: Trigger N R dial ogue

* score < 0.3: Flag for human revi ew
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6. 4.

7.

7.

7.

Di al ogue Resol ution (NIR)

NIR (Notify, ldentify, Rectify) is a structured dial ogue for
resol vi ng anbi guous situations instead of silent bl ocking.

1. NOTIFY: Informthe actor that additional verification is needed.
I nclude the reason in hunman-readable form Exanple: "This
transacti on was fl agged because it exceeds your usual transfer
amount . "

2. | DENTIFY: Request additional identity evidence. This may be a
bi ometric check (RVP [RVP]), a second-factor confirmation, or a
human-r eadabl e expl anati on.

3. RECTIFY: Based on the additional evidence, either proceed (with
enhanced logging) or halt (with full evidence record).

NI R produces TIBET tokens at each step, creating an audit trail of
the di al ogue itself.

TI BET Integration
Identity as TIBET Precondition
The fundanental coupling between JIS and TIBET is:

Traditional: [Auth] -> [Action] -> [Log]
JI S/ Tl BET: [ldentity + Intent] -> [Validate] -> [Action + Audit]

In the JIS/TIBET nodel, the audit record is not a side effect of the
action. The identity and intent declaration (JIS) together with the
evi dence record (TIBET) are architecturally intertwined with the
action itself.

FIR/' A Events as TIBET Tokens
Each phase of FIR/ A produces a TIBET token:

* | NITI ATE produces a TIBET token (type: "action”, ERIN: initiation
details, ERACHTER: why trust is being established)

* CAPABI LI TIES produces a child TIBET token
*  CONFI RM produces a child TIBET token with genesis_hash in ERAAN

* EXECUTE produces child TIBET tokens for each subsequent action
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7.

8.

8.

8.

9.

3.

1.

2.

The FI R/ A genesis_hash is stored in the CONFI RM t oken’ s ERAAN,
linking the trust relationship to the provenance chain.

Continuity Chain Del egation
The -00 version defined a separate "Continuity Chain" with HVAC
linking. In -01, this is sinmplified: the TIBET chain IS the
continuity chain. TIBET s hash-chai ned, signed tokens provide the
same tanper-evi dence guarantees as the -00 Continuity Chain, wthout
duplicating the mechani sm
I mpl enent ati ons that require HVAC-based chain integrity (e.g., for
backward conpatibility) MAY inplenent it as an additional |ayer, but
it is not a JI'S protocol requirenent.
Transport Consi derations

Basel i ne: JSON over HTTPS
For interoperability, FIR A nmessages and Jl S-annotated interactions
MJST be supported as JSON objects over HITPS. This is the baseline
bi ndi ng.
Cont ent - Type: application/jis+json

Al ternative Bindings

JI'S operates over any transport:

S o m m e e e e e e e e e e e e eaao o +
| Protocol | Bi nding Method |
o e e e e oo o e +
HTTP/ REST Request body or query paraneters
WebSocket JSON nessage fields
MOTT Topic prefix + payl oad

|
|
SIP | Message body (application/jis+json)
I
I
|

Mat ri x Event content fields
CoAP Payl oad option
gRPC Met adata fields
S o e e e e e e e e e e m e ao- - +

The bi ndi ng nmet hod deterni nes how JI' S nessages are carried. The JIS
message format is the same regardl ess of transport.

Privacy Consi derations
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H D Protection

The H D (Human ldentity Key) is the nost sensitive element in JIS
Its protection is a core protocol requirenent:

* HDprivate key MUST NEVER | eave the device

* H D public key SHOULD NOT be transnitted (only the H DD D bindi ng
hash i s shared)

* Conprom sing the DI D does NOT conpronise the H D

* Miltiple devices for the same human use separate H D DI D bi ndi ngs,
preventing cross-device correlation by external parties

Pseudonynous Operation
JI' S supports pseudonynous operation. An actor MAY use a pseudonynous
identifier (e.g., "jis:human: anon_session_7f3a") when privacy
requi renents prevent identity disclosure. |In pseudonynous node:
* FIR/A still produces a genesis record

* Trust scoring starts from zero

* TIBET tokens are still signed (proving session consistency)
* Hunotica context is still required
Data M ni m zati on
sbggtica context MAY contain sensitive information. |nplenentations

* Support encryption at rest for stored JIS data
* Support field-1evel encryption for Hunotica components

* Not retain Hunotica context |onger than the applicable retention
period

* Support deletion of JIS data upon request, subject to regulatory

retention requirenents such as the [GPR] right to erasure and the
[ EU- Al - ACT] traceability obligations
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10.

10.

10.

10.

Security Considerations
1. ldentity Protection

Attack: An adversary conpronises a device and obtains the DID private
key.

I mpact: The adversary can inpersonate the device.

Mtigation: HIDis separate fromDI D. Conprom sing D D does not give
the adversary the HI D private key or the ability to create valid H D
DI D bindi ngs. The adversary cannot prove hunman associ ati on.

Depl oyment: Store DID private keys in hardware secure el enents when
avail able. Inplenent key rotation schedules. Record rotation events
as TI BET tokens.

2. Semantic Validation Limtations

Attack: An adversary crafts plausible Hunotica context for malicious
actions.

I npact: The malicious action passes semantic validation.

Mtigation: Semantic validation is one |ayer of defense, not
absolute. It raises the cost of attack by requiring contextually
appropri ate expl anati ons. Conbi ned with behavioral analysis (RVP
[RVP]) and chain integrity (TIBET [TIBET]), the overall detection
capability is significantly stronger than any single nechani sm

Depl oynment: Do not rely on semantic validation alone. |nplenent
defense in depth. Use BALANS scores as risk signals, not binary
gat es.

3. FI R A Handshake Attacks
Attack: Man-in-the-niddle during FIR A establishment.

I mpact: Adversary establishes trust with both parties while
i ntercepting conmuni cati ons.

Mtigation: FIR A uses nonce exchange and signed confirmations. The
genesi s_hash binds the trust relationship to the specific nessages
exchanged. A M TM who nodi fi es nessages produces a different

genesi s_hash, detectable by either party.

Depl oynment: | npl ementati ons SHOULD use TLS for transport security.
The FI RF' A handshake provi des additional application-layer protection.
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10.4. Key Compromi se and Rotation
Attack: An actor’s DI D signing key is conprom sed.

| npact: Adversary can create tokens and FI R/ A sessions inpersonating
the conprom sed actor.

Mtigation: Key rotation is supported (Section 3.5). Upon conprom se
detection, the actor publishes a revocation record and establishes
new keys. Verifiers check revocation status.

Depl oynment: | npl ement automated key rotation on a schedul e
appropriate to the threat nodel. Monitor for concurrent usage of the
same DID fromdifferent network | ocations.

10.5. Replay Protection
Attack: An adversary replays a valid FIR'Ainitiation.
I mpact: Trust relationship established with stale context.

Mtigation: FIR A nessages include cryptographi c nonces and
ti mestanps. Each phase echoes the previous phase’s nonce. Replayed
messages will contain stale nonces and timestanps.

Depl oyment: | npl erentati ons MUST reject FIR A nmessages with

ti mestanps outside a configurable wi ndow (RECOMVENDED: 30 seconds).
I npl enent ati ons SHOULD mai ntain a nonce cache to detect exact

repl ays.

10.6. Trust Score Manipul ation

Attack: An actor inflates their trust score by generating nmany | ow
val ue interactions.

Impact: Artificially high trust enabl es access to sensitive
capabilities.

Mtigation: Trust scores are conputed locally by each party. The
scoring algorithmconsiders interaction quality (Hunotica depth,
action significance), not just quantity. This is defined as |ocal

pol i cy.
Depl oyment: Wi ght interaction significance in scoring. Do not

assign equal trust value to all interactions. [Inplenment dimnishing
returns for high-frequency, |owvalue interactions.
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11.

11.

12.

12.

I ANA Consi derations
1. Media Type Registration
Thi s docunent requests registration of the followi ng nedia type:
Type name: application
Subt ype nane: jis+json
Requi red paraneters: none
Opti onal parameters: none
Encodi ng consi derations: binary (UTF-8 JSON)
Security considerations: See Section 10
Publ i shed specification: this docunent
Note: The -00 version requested registration of X-JIS-* HITP headers
and a "did:jtel" URI schene. Both are withdrawn. HITP header
registration is not justified at this stage. The identifier fornat
"jis:" is used as a local convention, not as a registered URl schene.
Ref er ences
1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.
[ RFC8259] Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,
DO 10.17487/ RFC8259, Decenber 2017,
<https://www. rfc-editor.org/info/rfc8259>.
[ FI PS180- 4]
National Institute of Standards and Technol ogy (N ST),
"Secure Hash Standard (SHS)", FIPS PUB 180-4, August 2015,

<https://csrc.nist.gov/publications/detail/fips/180/4/
final >.
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12.2. Informative References
[ TI BET] van de Meent, J. and R Al, "TIBET: Transaction/
I nteraction-Based Evidence Trail", Work in Progress,

Internet-Draft, draft-vandeneent-tibet-provenance-01,
March 2026, <https://datatracker.ietf.org/doc/htm/draft-
vandeneent - ti bet - provenance- 01>.

[ UPI P van de Meent, J. and R Al, "UPIP: Universal Process
Integrity Protocol", Work in Progress, Internet-Draft,
dr aft - vandeneent - upi p- process-integrity-01, March 2026,
<https://datatracker.ietf.org/doc/htm/draft-vandeneent -
upi p- process-integrity-01>.

[ RVP] van de Meent, J. and R Al, "RVP: Real-tinme Verification
Protocol", Work in Progress, Internet-Draft, draft-
vandeneent -rvp-conti nuous-verification-01, March 2026,
<https://datatracker.ietf.org/doc/htm/draft-vandeneent -
rvp-continuous-verification-01>.

[ Al NS] van de Meent, J. and R Al, "AINS: Alnternet Nane
Service", Wrk in Progress, Internet-Draft, draft-
vandeneent - ai ns-di scovery-01, March 2026,
<https://datatracker.ietf.org/doc/htm/draft-vandeneent -
ai ns-di scovery-01>.

[ DI D- CORE] Sporny, M, Longley, D., Sabadello, M, Reed, D., Steele,
O, and C. Allen, "Decentralized Identifiers (D Ds) vi1.0",
WBC Recommendation, July 2022,
<https://ww. w3. org/ TR/ di d- cor e/ >.

[ EU- Al - ACT]

European Parlianent, "Regulation (EU) 2024/1689 |aying
down harnoni sed rules on artificial intelligence
(Artificial Intelligence Act)", June 2024.

[ GDPR] Eur opean Parlianent, "Regulation (EU) 2016/679 on the
protection of natural persons with regard to the
processing of personal data (CGeneral Data Protection
Regul ation)", Regulation (EU) 2016/679, April 2016.

[ ZENODO JI S]

van de Meent, J., "JIS: JTel Identity Standard v1.0",
Zenodo DO : 10.5281/zenodo. 17759713, Novenber 2025,
<https://doi.org/10. 5281/ zenodo. 17759713>.

Appendi x A, Conpl ete Fl ow Exanpl e

van de Meent & Al Expi res 30 Septenber 2026 [ Page 21]



Internet-Draft JI'S

A.1. Bank Fraud Verification

1. Bank fraud system detects suspicious EUR 5000 transfer.

2. Bank initiates FIR A

{
"type": "fira_init",
"version": "1.1",
"initiator": "jis:service:bank fraud dept",
"responder"”: "jis:human:alice 2025",
"di d_public_key": "MowBQYDK2WAy. ..",
"intent": "fraud_verification_call",
"hunotica":
"sense": "EUR 5000 fl agged by anomaly detection”,
"context": "Transfer to unrecogni zed recipient,
first tx to this IBAN, outside
normal transfer pattern",
"intent": "Verify with account hol der whet her
this transaction is authorized",
"expl anation": "Standard fraud prevention per
bank policy FP-2026-Ql s3. 2.
Custonmer contacted to confirm
bef ore processing."
},
"timestanp": "2026-03-29T10: 30: 00. 000Z",
"nonce": "kH/mN\2pQ .."
}

3. Alice’s device responds with capabilities:

* voice_call: Yes

* sns_verification: Yes

* Rules: no calls after 22:00, require caller ID
4. Bank confirms, genesis_hash comnputed:

* Cenesis anchors all subsequent interaction tokens

March 2026

5. Bank calls Alice. Call proceeds with TIBET token per exchange.

Each message in the call produces:
* ERIN. What was sai d/ deci ded

* ERAAN. Reference to FIR A genesis
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*

*

6.
fira caps, fira confirm call _start, verification_question,

EROVHEEN: Cal |l context (duration, connection quality)

ERACHTER: Wy this particul ar response

March 2026

Qutconme: Alice confirnms transaction. TIBET chain: fira_init,

alice_confirms, call_end, transaction_rel eased.

Full audit trail: 8 tokens, conplete chain, signed by both parti es,
every step with intent and context.

Appendi x B. Confornance Level s

B. 1.

JI'S Basic

M ni mum i npl enent ati on:

*

B. 2.

Actor identifier format (Section 3.4)
FIR'A trust establishnment (Section 4)
TI BET token production for FIR' A events (Section 7.2)

JI'S Ext ended

Basi c pl us:

*

B. 3.

Hunoti ca context (Section 5)
BALANS ri sk scoring (Section 6.3)
NI R di al ogue resol ution (Section 6.4)

JI'S Full

Ext ended pl us:

*

H D-DI D bi nding (Section 3.3)
Key |ifecycl e managenent (Section 3.5)
RVP integration for continuous verification

AINS registration for discoverability
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Appendi x C. Changes from -00

This section lists substantive changes from draft-vandeneent-jis-
i dentity-00, which was derived fromthe JIS v1.0 specification

[ ZENODO- J1 §] :

1. Added RFC 8174 al ongsi de RFC 2119 in Term nol ogy.

2. Changed i ntended status from Standards Track to Informational.

3. Repl aced "did:jtel:" identifier format with "jis:" to avoid WBC
DI D confusion. A separate DI D nethod spec nay follow

4. Renoved absol ute security clainms. "Inpossible for malware to
operate without legitinmate context” is replaced with realistic
assessnent: senmantic validation raises the bar but is not
absol ut e.

5. Narrowed scope: audit trail is TIBET s concern (renoved
Continuity Chain as separate mechanism. JIS focuses on
identity, trust, and intent.

6. Added FI R/ A nonce exchange for replay protection (Section 4.2,
Section 4.3).

7. Added formal genesis_hash conputation (Section 4.4).

8. Expanded Security Considerations from5 paragraphs to 6
structured subsections with attack/inpact/mtigation/ depl oynent
format.

9. Added Privacy Considerations section (Section 9).

10. Renpved X-JIS-* HITP header and "did:jtel" UR schene from | ANA
Consi derations. Not justified at this stage.

11. Renpved SNAFT as a naned protocol prinitive. Intent validation
i s now described as an evi dence mechani sm (Section 6), not a
"firewall."

12. Renoved HI CSS energency halt. Emergency stop is a depl oynent
concern, not a protocol concern.

13. Normalized conpani on protocol references to [TIBET], [UPIP],
[RVP], [AINS].

14. Added Hunotica m ni mumrequirenments (Section 5.2).
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15. Added Key Lifecycle section (Section 3.5).
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