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Abst r act

Thi s docunent specifies JIS (JTel ldentity Standard), a semantic
security protocol providing identity managenent, trust establishnent,
and intent validation across multiple comrunication protocols.

Unli ke traditional security systenms that react to attack patterns,
JIS validates semantic intent before execution. JIS introduces FIR A
(First Initiation Revoke/ Accept) for trust genesis, SNAFT for
semantic firewall, BALANS for risk scoring, and Hunotica for human-
readabl e context. JlISintegrates with TIBET for conpl ete provenance
tracking where audit is a precondition for behavior, not an
observation of it.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

1.1. Pr obl em St at enment

Modern conputing suffers fromthree fundanental chall enges, nade
urgent by energing regulations including [ EU-Al-ACT] and [ GDPR]:

1. Protocol Fragnmentation: N protocols require N-squared bridges

2. Reactive Security: Firewalls block attacks after seeing patterns

3. Context Blindness: Systens know what is requested but not why
1.2. The JI'S Solution

JI' S addresses these chal |l enges through

1. Intent-First Architecture: N protocols need only N adapters

2. Proactive Security: Semantic validation before execution

3. Hunotica Context: Every request includes human-understandabl e
reasoni ng

1.3. Design Principles
JIS is designed to be:
* Protocol Agnostic: Wrks over HITP, MJIT, SIP, WbSocket, etc.
* Privacy First: H D never |eaves the device; only DID transnitted
* Zero Trust: Every request validated through semantic intent

* Human Enpat hy: Context enabl es understandi ng of urgency and
frustration

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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BALANS Behavi oral Analysis and Legitimacy Assessnent Network
Scoring. Risk scoring system (0.0 = blocked, 1.0 = full trust).

Continuity Chain HVAC-Iinked sequence of tokens providing tanper-
proof audit trail.

DI D (Device ldentity) Ed25519 key pair for device authentication.

FIRFA (First Initiation Revoke/ Accept) Trust genesis protocol
est abl i shing secure rel ati onshi ps.

H D (Human Identity) X25519 key pair for hunman-device binding. MJST
never be transmitted.

Hunotica Human-readabl e context |ayer capturing sense, context,
intent, and explanation for every transaction.

NIR (Notify, ldentify, Rectify) Dialogue-based security resolution
pr ot ocol .

SNAFT (Semantic Network Analysis Firewall Tool) Proactive semantic
firewall that validates intent |egitinacy.

3. ldentity Layer

3.1. HD (Hurman ldentity)
H D is an X25519 key pair for human-devi ce binding.
CRITICAL: H D MIUST NEVER | eave the device. Only the binding hash
with DID is shared.

"hid": {
"public_key": "X25519 public",
"private_key": "X25519 private"

}
}

The private key field is shown for conpleteness but MJUST NEVER be
transm tted.

3.2. DID (Device ldentity)

DD is an Ed25519 key pair for device authentication.
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did": |
"public_key": "Ed25519 public",
"private key": "Ed25519 private"

}
}

The public key is shared during FIR/ A establishment. The private key
MUST renmi n on the device.

3.3. DD UR Fornat
JIS defines a URI format for device identifiers:
* did:jtel:identifier - Human ID
* did:robot:identifier - Device/Robot ID
* did:service:identifier - Service ID

Exampl es: did:jtel:jasper_2025, did:robot: warehouse_bot 007,
di d: servi ce: bank_fraud_dept

4. Trust Layer (FIR'A)
4.1. FIR A Protocol

FIRFA (First Initiation Revoke/ Accept) is the trust genesis protocol
- the digital handshake.

Phase 1 - INITIATE: The initiator sends a request:

{
"type": "fira_init",
"initiator": "did:jtel:alice",
"responder": "did:service: bank",
"intent": "fraud_verification_call",
"hurotica": {
"sense": "Suspicious transaction detected”,
"context": "5000 EUR transfer to unknown account",
"intent": "Verify with account hol der",
"expl anation": "Bank fraud detection triggered"
}
}

Phase 2 - CAPABILITIES: The responder returns capabilities:
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{
"type": "fira_capabilities",
"fir_a_id": "GENESIS-BANK- AL| CE- 2025- 11- 29",
"capabilities": ["voice_call", "sns_verification"],
"rules": {
"no_calls_after": "22:00",
"require_caller_id": true,
"max_attenpts”: 3
}
}

Phase 3 - CONFIRM The initiator accepts capabilities:

{
"type": "fira_confirnt,
"fir_a_id": "GENESIS-BANK- ALI CE- 2025- 11- 29",
"accepted_capabilities": ["voice call"],
"continuity_hash": "7f3a...c2el"

}

Phase 4 - EXECUTE: Both parties now have an established trust
relationship. Al subsequent actions are linked to this FIR A

4.2. Trust Establishnent Flow

| dient | | Server |
I I

I I
| 1. FIR'A INTIATE |
| (DID + Intent + Hunotica) |

A |
| 2. FIR A CAPABI LITIES |
| (Rules + Avail abl e Actions) |
| Smmrsne |
| 3. FIRFA CONFIRM

| (Accepted + Cenesis Hash)

I

| [ Trust Established]

Figure 1: FIR/ A Protocol Flow

5. Security Layer
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5.1. SNAFT (Semantic Network Analysis Firewall Tool)
SNAFT provi des proactive security through semantic intent analysis.
Bl ocked Intents (no legitinate Hunotica context possible):
* sgl _injection
* command_i nj ection
* crypto_mining (unauthorized)
* gpu_hijack
* shel | _conpany_paynent
Val i dati on Rul es:
1. Intent Blocklist: Check if intent in BLOCKED | NTENTS
2. Hunotica Required: Explanation MIST be at |east 50 characters
3. Intent-Expl anati on Coherence: Semantic natch required

Wy Mal ware Fails: Mal ware cannot provide |egitimte Hunotica
context. "Wy are you running SQ injection?" has no valid answer.

5.2. BALANS (Ri sk Assessnent)
BALANS provides risk scoring fromO0.0 (bl ocked) to 1.0 (full trust).
Fact or s:
* conplexity factor: Conplex operations = riskier
* hunotica quality: Short/vague expl anation = riskier
* user_trust_history: New user = | ower score
* transaction_size: Large anmpunts = riskier
* time_anomaly: Unusual hours = riskier
Thr eshol ds:
* score at least 0.5 ALLOW

* score at least 0.3: TRIGGER NIR (start dial ogue)
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* score bel ow 0.3: BLOCK
5.3. NIR (Notify, ldentify, Rectify)
Di al ogue-based security resolution instead of blind bl ocking:
1. Notify: "A call fromyour VERI FIED Bank was flagged as unusual "
2. ldentify: "Confirmwth fingerprint to proceed”
3. Rectify: User verifies, action proceeds
5.4. HCSS (Energency Halt)

H CSS (HALT Inmediate Critical System Stop) provides energency halt
for threshold violations.

Triggers: Physical safety risks, security breach detection, critical
system threshol d viol ation.

Action: Imredi ate systemhalt, no gradual degradation.
6. Context Layer (Hunotica)

Hunoti ca provi des hunan-readabl e context for every transaction.

"hurmotica": {

"sense": "What triggered this intent?",
"context": "What is the current situation?",
"intent": "What does the user want to achieve?",
"explanation": "Wy is this action being taken?"

}
}

The Hunotica context enables systems to understand human envoti onal
state and respond appropriately. For exanple, detecting user
frustration fromrepeated failed attenpts and prioritizing
resol ution.

7. Audit Layer (Continuity Chain)
HVAC- | i nked token chain for tanper-proof audit trail:
Token_n = HVAC(user _key, Token_{n-1} || cost || hunotica_hash)

Genesi s -> Token_1 -> Token_2 -> Token_3 -> ...
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Tanmper Detection: Attenpting to inject a fake token breaks the HVAC
chain and is inmredi ately detectable.

Advant ages over Bl ockchai n:

* 99.9% | ess energy consunption

* Instant verification

*  No consensus required

* Privacy preserved (only hashes shared)

8. TIBET Integration
JISintegrates with TIBET (Transaction/lInteraction-Based Evi dence
Trail) for conplete provenance tracking. See
[1-D. vandeneent -ti bet - provenance] .

8.1. Audit as Precondition, Not Observation
The JI S/ TI BET coupling represents a fundanmental architectural shift:
Tradi tional approach

[ Aut hentication] -> [Action] -> [Logging]
(who) (what) (why - reconstructed)

JI S/ TI BET appr oach:

[JIS Identity + TIBET Intent] -> [SNAFT] -> [Action+Audit]

(who + why) (check) (i nsepar abl e)
In traditional systens, audit is an observation of behavior that
al ready occurred. Logs can fail, be bypassed, or be deleted. Intent
must be reconstructed after the fact - "conpliance archaeol ogy".

In JIS/TIBET systens, audit is a precondition for behavior. No
action is architecturally possible without both identity AND intent
decl ared upfront. The audit trail is not a side effect; it is the
nmechani smthat enables the action

The Three Laws:

1. No action without intent - Architecturally inpossible to bypass

2. No intent without identity - Anonynobus actions cannot exi st
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3. No deletion after the fact - Cryptographic immutability
8.2. Formal Coupling Definition
Action(A) is valid if and only if there exists Token(T) where:
* T.jis_identity is not null AND
* T.intent_id is not null AND
* SNAFT.validate(T.intent _id, A = true AND
* T.jis_identity.trust_score at |east threshol d(A)
8.3. Hunotica to TIBET Mappi ng
* Hunotica.sense maps to TIBET.erin
* Hunotica.context maps to Tl BET. er onheen
* Hunotica.intent maps to TIBET.erin.intent
* Hunotica. expl anati on maps to TIBET. erachter
9. Protocol Bindings

JI'S works over multiple transport protocols:
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| Protocol | Binding Method |
[} e —— e —p—_—(—(———(——————(————————(—(———————
| HTTP/REST | X-JIS-* headers or Authorization |
S TR e +
| WebSocket | Payload fields in JSON nessages |
S ISRy R T e +
| MITT | Topic prefix + payload fields |
R T +
| SIP | Custom headers in | NVITE MESSAGE |
S TR e +
| Matrix | Event content fields |
S ISRy e T Y +
| Email/SMIP | X-JIS-* headers |
R T +
| CoAP | Option fields |
S TR e +
| gRPC | Metadata fields |
S TSy e T Y +
| WebRTC | Signaling channel |
R T +
| Bluetooth | Characteristic val ues |
S TR e +
Table 1

For interoperability, [RFC8259] encoding over HITPS i s RECOMMENDED as
t he basel i ne bi ndi ng.

HTTP Headers:
* X-JIS-DID: Device identity URI
* X-JISFIRAID FIR A session identifier
* X-JIS-Intent: Declared intent
*  X-JIS-Continuity-Hash: Current chain hash
*  X-JIS-Trust-Score: BALANS score (0.0-1.0)
10. Security Considerations
10.1. ldentity Protection
H D (Human ldentity) MJUST NEVER be transmtted. Only DID and H D-DI D

bi ndi ng hashes are shared. This ensures human identity renains
private even if device is conprom sed.
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10.

10.

10.

10.

11.

11.

11.

11.

12.

2. Semantic Security

SNAFT validates intent |egitimcy BEFORE execution. Attackers nust
provide legitimte Hunptica context - inpossible for malicious
actions.

3. Chain Integrity

The Continuity Chain uses HVAC |linking. Any tanpering breaks the
chain and is immedi ately detectable.

4. Replay Protection

Actions are tinme-bound through FIR A session and continuity chain
position. Replayed tokens fail validation.

5. Privacy
Hunoti ca context MAY contain sensitive information. |nplenmentations
MJUST support encryption at rest and SHOULD support field-Ievel
encryption.
I ANA Consi derati ons
Thi s docunent requests registration of:
1. Media Type Registration
Medi a Type: application/jis+json
2. HITP Header Fields
* X-JISDD
* X-JISFIRAID
*  X-JIS-Intent
*  X-JI S-Continuity-Hash
*  X-JI S Trust-Score
3. URI Schene
URI Schene: did:jtel

Ref er ences
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Conpl ete Fl ow Exanpl e

A 1. Bank Fraud Verification Scenario

1. Bank detects suspicious transaction

2. Bank initiates FIR'A with custoner

3. Custoner device responds with capabilities

4. Bank confirnms and establishes trust

5. Bank creates TIBET token for the call
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6. Call proceeds with full audit trail
Appendi x B. Confornmance Level s
B.1. JIS Basic

M ni mum i npl ementation: FIR A trust establishment and Continuity
Chai n.

B.2. JIS Secure
Basi c plus: SNAFT semantic firewall and BALANS ri sk scoring.
B.3. JIS Conplete

Secure plus: N R dial ogue resolution, H CSS energency halt, full
Hunotica context, and TIBET integration.

Acknowl edgenent s
JI'S was devel oped as part of HunoticaGS, an Al governance franmework
built on human- Al synbiosis. The core insight - "Audit is not an
observation of behavior, it is a precondition for behavior" - energed
fromthe JIS/TIBET coupling architecture [ZENODO- COUPLING . The full
JI'S specification is available at [ZENODO JI S].
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