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Abst ract

Thi s docunent updates RFC 1928 by formally deprecating the FRAG
(Fragment) field in the SOCKS5 UDP ASSOCI ATE request header. It
mandates that the FRAG field MJST be set to X 00" by clients and that
proxi es MJST drop any SOCKS5 UDP packets containing a non-zero FRAG
value. This change aligns the SOCKS5 protocol with nodern Internet
engi neering practices regarding UDP fragnentation (BCP 227),
sinplifies proxy inplenentations, and elimnates a vector for
resour ce exhaustion attacks.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com socksbi s/ frag.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Cctober 2026.
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1. Introduction

The SOCKS Protocol Version 5 [RFC1928] defines a framework for
client-server comunication through a proxy. Section 7 of [RFC1928]
descri bes a mechani sm for UDP application-level fragnmentation,
utilizing a "FRAG' field in the SOCKS UDP request header to split

| ar ge dat agrans.

Since 1996, the operational reality of the Internet has evolved. IP
fragnmentation is now recogni zed as fragile and detrinmental to
performance and security [ RFC8900]. Modern UDP applications are
expected to handl e Maxi mum Transm ssion Unit (MIU) di scovery

i ndependent |y [ RFC8085] [ RFC8899].

Thi s docunent updates [ RFC1928] by deprecating the SOCKS5 UDP
fragnmentation mechanismto inprove security and interoperability.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Background: The SOCKS5 FRAG Field

Section 7 of [RFC1928] defines a nechanismfor application-I|eve
fragmentation within the SOCKS UDP rel ay. The one-octet FRAG field
is used to indicate the position of a datagramwi thin a fragment
sequence. A value of X 00" signifies that the datagramis

st andal one, while values from1l to 127 represent the fragment’s
position. The high-order bit of the field serves as an indicator for
the end of a fragnment sequence.

The original specification stipulates that any receiver inplenenting
this feature maintains a reassenbly queue and a reassenbly tiner for
these fragments. This timer is required to be no less than five
seconds. The reassenbly state is reset and any associ ated fragnments
are abandoned if the tinmer expires or if an incom ng datagramcarries
a FRAG val ue | ower than the highest val ue previously processed for
that sequence. Despite the inclusion of this mechanism [RFC1928]
explicitly recomrends that applications avoid fragmentati on whenever
possi bl e.

Furthernore, the inplenentation of this fragnentation nmechanismis

designated as optional. Proxies that do not support the feature are
expected to drop any datagram containing a FRAG field val ue ot her
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than X 00'. The protocol also includes specific requirenments for
SOCKS- awar e UDP programmi ng interfaces, which are expected to report
a smal |l er avail abl e buffer space to applications to account for the
overhead of the SOCKS header. The exact reduction in reported buffer
space depends on the address type (ATYP) used, ranging from10 to
over 262 octets plus nethod-dependent overhead.

4. Mdtivation for Deprecation
4.1. Stateful ness and Resource Exhaustion

UDP is architecturally defined as a statel ess, best-effort transport
layer. By requiring a SOCKS5 proxy to inplement Section 7 of

[ RFC1928], the protocol introduces an application-|layer reassenbly
subsystem that fundamentally contradicts the statel ess nature of UDP
Thi s mandatory state managenent for unauthenticated or sem -
authenticated fl ows presents several distinct vectors for service
degradation and systemfailure.

4.1.1. Inconplete Sequence Menory Exhaustion

An attacker may initiate a high volunme of UDP ASSCCI ATE fl ows,
sendi ng only a subset of fragnents for each sequence (e.g., sending
fragnment X 01' of X 05 and never transmitting the subsequent
octets). To comply with [RFC1928], the proxy mnust allocate a
reassenbly buffer for each unique fragnent sequence, indexed by the
source address, port, and destination netadata.

Since the proxy cannot forward the datagramuntil the sequence is
contiguous, it must retain these partial payloads in nenory. By
rotating source ports or utilizing spoofed source addresses (where
ingress filtering is absent), an attacker can rapidly deplete the
proxy’s heap menory or specialized reassenbly buffers. This results
in a Denial-of-Service (DoS) condition affecting not only UDP traffic
but potentially the entire proxy process or host system

4.1.2. Tinmer Managenment and CPU Overl oad

The requirenent to maintain reassenbly timers introduces additiona
conput ational overhead. Each fragmented flow necessitates a tracking
mechanismto expire inconpl ete sequences and reclaimnmenory. 1In a

hi gh-concurrency environnent, an attacker can oscillate fragnent
transmi ssion rates to force the proxy into frequent tinmer-eviction
cycles. The overhead of managi ng thousands of concurrent
timers—specifically the sorting and searching of timer heaps or
linked |ists—can lead to significant CPU exhaustion, increasing

| atency for legitimte proxied connections.
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4.1.3. Fragnment Overlap and Al gorithm c Conplexity Attacks

Simlar to historical vulnerabilities in the I P stack, the SOCKS5
fragnmentation field allows for the transm ssion of overl apping or
out -of -order application-layer fragnents. |If a proxy inplenmentation
does not strictly validate fragnent boundaries, an attacker may send
fragments with overl appi ng sequence nunbers to trigger expensive
menory-copy operations or to exploit edge cases in the reassenbly
logic. A malicious actor could craft sequences that require the
proxy to performrepeated buffer reallocations or conpl ex data-
shifting operations, leading to an algorithmc conplexity attack that
degrades performance disproportionately to the attacker’s bandw dth
expendi t ure.

4.1.4. Pre-authentication Vulnerability

A critical weakness in the SOCKS5 fragnmentation mechanismis its
availability prior to, or during, the establishrment of a fully

aut henti cat ed session. Because UDP ASSOCI ATE may be utilized in
environments with mninml authentication, or because the reassenbly

logic often sits at the ingress of the UDP relay, the proxy is forced

to expend resources on behalf of unverified actors. This asynmetry
all ows a | owresource attacker to inpose high-resource costs on the
infrastructure, making the FRAG field a primry vector for

unaut henti cated resource exhaustion

4.2. Aignment with BCP 227
As docunented in [ RFC8900], mi ddl eboxes frequently drop fragnented
packets. Reassenbling fragnments at the proxy and forwarding a | arge
egress datagram often triggers |IP fragnentation, |eading to high
packet |oss. End-to-end MIU managenent [RFC8899] is the current
architectural best practice.

4.3. Inplenentation Status
Moder n, production-grade SOCKS5 inpl enmentations have largely
abandoned support for Section 7 of [RFC1928]. Formalizing this
deprecation prevents interoperability issues with | egacy or non-
conpliant inplenmentations.

5. Normative Changes to RFC 1928

Thi s docunent updates Section 7 of [RFC1928].
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5.1. dient Requirenents

SOCKS5 clients MIST set the FRAG field to X 00" in all transmtted
UDP packets.

Clients MJUST NOT attenpt to fragment UDP datagrans at the SOCKS
protocol layer. |If a datagram exceeds the path MIU, the client
SHOULD empl oy Path MIU Di scovery nechani sns (e.g., PLPMIUD [ RFC8899])
to adjust the payl oad size before encapsul ation

5.2. Proxy Server Requirenents

A SOCKS5 proxy server MJST NOT maintain reassenbly queues or tiners
for UDP fragments

Upon receiving a UDP packet with a FRAG field not equal to X 00, the
proxy server MJST silently discard the packet. The proxy MJST NOT
generate any signaling or error responses (e.g., |CWVP unreachable
messages or SOCKS-I|evel control notifications) in response to such
packets. This prevents the proxy fromacting as a reflection or
anplification vector in Denial-of-Service attacks. For
observability, inplementations SHOULD provide internal counters to
track the nunber of packets dropped due to non-zero FRAG val ues.

5.3. Revised UDP Request Header Format
To reflect the deprecation of the fragnentati on nechani sm the SOCKS
UDP request header is updated as follows. The field previously known

as FRAG i s now designated as RSV (Reserved) and MUST be ignored for
its original purpose.
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| Field | Size (Cctets) | Description |
[S bbb el oo s sy oo e oo e s s s e
| RSV | 2 | Reserved (X 0000') |
S oo o m e e e e e e e e eeee e +
| FRAG | 1 | DEPRECATED. Current |
| | | inplementations MUST set to X 00'.

Fomm oo - o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| ATYP | 1 | Address type of follow ng address

TS S o e m e e e e e e e e e e +
| DST. ADDR | Vari abl e | Desired destination address |
S o o m e e e e e e e e ee e +
| DST.PORT | 2 | Desired destination port |
Fomm oo - o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| DATA | Variable | User data |
TS S o e m e e e e e e e e e e +

Table 1. Revised UDP Request Header For nmat
6. Conpatibility Considerations

The deprecation of the FRAG field is designed to have m nimal inpact
on the existing installed base of SOCKS5 inplenentations, as it
formalizes the de facto behavior of the nmajority of nodern

depl oynent s.

6.1. Legacy Proxy Interoperability

According to Section 7 of [RFCL1928], the inplenentation of
fragnmentation reassenbly was designhated as OPTI ONAL. Consequently,
robust SOCKS5 clients have historically been required to handl e
scenari os where a proxy mght drop fragments. A conpliant client

i mpl ement ed according to this update will set the FRAG field to

X 00", which is perfectly backward conpatible with any | egacy proxy
server, whether or not that | egacy proxy supported fragnmentation

6.2. Inpact on Legacy Cients

Legacy clients that rely on SOCKS-Iayer fragnentation (sending non-
zero FRAG values) will experience a | oss of UDP connectivity when
conmmuni cati ng through a proxy server conpliant with this docunent.
However, enpirical observation of Internet traffic suggests that
SOCKS- | ayer fragmentation is extrenmely rare in nodern production
environments. Most high-performance proxies have al ready ceased
supporting fragmentation due to the resource exhaustion risks
outlined in Section 4.
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Furt hernmore, since [RFC1928] did not provide a nechanismfor a client
to negotiate or discover if a proxy supported fragnentation, any
client relying on this feature was already operating in a fragile
state. By mandating the drop of fragmented packets, this docunent
provides a predictable failure node that encourages application

devel opers to inplenent robust end-to-end MIU managenent at the
packetization |l ayer [ RFC8899], rather than relying on fragile

m ddl ebox reassenbly.

6.3. The Robustness Principle

Whi |l e the "Robustness Principle" suggests being liberal in what you
accept, nodern security considerations [RFC9413] increasingly favor
strict protocol enforcement to elimnate anmbiguity and reduce attack
surface. The deprecation of the FRAGfield is a deliberate trade-
off, prioritizing systemstability, security, and protocol sinplicity
over the support of a legacy feature that is widely considered
detrimental to nmodern network performance

7. Operational Considerations

Qperational visibility is essential for distinguishing between
legitimate legacy client traffic and potential denial-of-service
attacks. Wile this docunent nandates the silent discard of
fragmented UDP packets to prevent anplification, it is critical that
operators can nonitor these events.

I npl enent ati ons SHOULD maintain telenetry counters to track the
frequency and vol unme of packets di scarded due to non-zero FRAG

val ues. These counters provide | ow overhead observability and shoul d
be integrated into existing monitoring franeworks (e.g., SNWP, YANG
or vendor-specific telemetry).

For nore granul ar troubl eshooting, inplenentations MAY provide

| oggi ng nmechani sns to identify the source addresses of nisconfigured
| egacy clients. However, to mitigate the risk of |o0g-exhaustion
attacks, such logging MIST be strictly rate-limted. Excessive

| oggi ng can consune significant CPU and storage resources,
potentially |l eading to a secondary deni al -of -service condition
Qperators are advised to use these logs primarily for short-term

di agnostic purposes rather than continuous nonitoring in high-traffic
envi ronnent s.
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8.

10.

10.

10.

Security Considerations

Thi s docunent enhances the security of SOCKS5 depl oynents. By
renovi ng the reassenbly logic, the attack surface for nenory
corruption vulnerabilities (e.g., buffer overflows) is significantly
reduced.

Furt hermore, prohibiting error responses for dropped fragnments
ensures that the SOCKS proxy cannot be used as an anplification
vector in a Distributed Denial of Service (DDoS) attack.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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