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1. Introduction

The original SOCKSv4 protocol ([I-D.vance-socks-v4]) requires the
client to provide the destination host’s |IPv4 address. However, in
many firewall configurations, the client resides on a network wi thout
direct DNS access to the outside world. SOCKS 4A addresses this by
allowing the client to provide a domain nane string instead of a
resol ved | P address.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
Thi s specification uses the follow ng terns:

* Cient (Application Cient): The programrequesting a connection
to an application server through the SOCKS server.

* SOCKS Server: The host, typically at a firewall, that
i ntermedi ates the connection between the Client and the
Application Server.

* Application Server: The host to which the dient ultinmately w shes
to connect (e.g., a Telnet daenon, an HTTP server).

* TCP Session: A connection established using the Transni ssion
Control Protocol (TCP). SOCKSv4 only supports TCP sessions.

* DSTIP (Destination IP): The I P address of the Application Server,
as specified in the SOCKS request.

* DSTPORT (Destination Port): The port nunber of the Application
Server, as specified in the SOCKS request.

* USERID: A variable-length, NULL-term nated string identifying the
client’s user on the local system

* NULL: A byte of all zero bits, used to term nate the USERID fi el d.
3. Protocol Mechani sm
The only behaviors that SOCKS 4A is different fromthe original

SOCKSv4 is triggered by a specific, non-routable pattern in the DSTIP
field of a standard SOCKSv4 request.
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3.1. Request Format

To initiate a SOCKS 4A request (either CONNECT or BIND), the client
sends a packet with the follow ng structure:

B = sfems b oo s s s oo e s
| Field | Description | Size (bytes) | Val ue/ Notes |
[ e oo oo sl e el
| VN | Version Number | 1 | Ox04 |
+---- - - - I I F-- - - - - - R i +
| CD | Command Code | 1 | Ox01 ( CONNECT) |
| | | | or 0x02 (BIND) |
Fo-m e - - S I A ] i I I I I +
| DSTPORT | Destination | 2 | Network Byte |
| | Port | | Order |
+---- - - - I I F-- - - - - - R i +
| DSTIP | Destination IP | 4 | 0x00, 0x00, |
| | | | 0x00, x (x !'=20) |
Fo-m e - - S I A ] i I I I I +
| USERID | User | variable | Variable Iength, |
| | Identifier | | NULL term nated |
+---- - - - I I F-- - - - - - R i +
| DOVAIN | Destination | variable | Variable I ength, |
| | Dorai n | | NULL term nated |
Fo-m e - - S I A ] i I I I I +

Table 1: SOCKS 4A Request Structure
3.1.1. DSTIP Encoding and Signaling

To signal a SOCKS 4A extension request, the client MIST set the first
three octets of the DSTIP field to Ox00 and the final octet to a non-
zero value in network byte order (i.e., representing an |Pv4 address
in the range 0.0.0.1 through 0.0.0.255).

Thi s specific address range, part of the 0.0.0.0/8 block, is reserved
by 1 ANA for "this host on this network" [RFCL1122] and is not a
routabl e destination. This ensures that the 4A signal is
syntactically distinct from standard SOCKSv4 requests. A SOCKS
server receiving such a DSTIP MJUST ignore its nunerical val ue and
proceed to extract the destination address fromthe DOMAIN field as
defined in Section 3.1.2.

3.1.2. Destination Donain Nanme Field
The DOVAIN field contains the fully qualified donain nane (FQDN) of

the application server. To ensure protocol stability and prevent
common parsing errors, the followi ng rules MUST be observed:

Vance Expi res 5 Novenber 2026 [ Page 4]



I nternet-Draft SOCKS 4A May 2026

4.

4.

1.

2.

* Positioning: The DOVAIN field MIST begin inmediately after the
NULL (O0x00) term nator of the USERI D fiel d.

* Encodi ng: The domai n nanme SHOULD be encoded in US-ASCII. Wile
sonme inpl enentations support Internationalized Donmai n Nanes
(IDNs), clients SHOULD use the Punycode-encoded A-|abel format
[ RFC5891] to ensure nmaxi mum conpatibility.

* Termnation: The field MUST be term nated by a single NULL (0x00)
octet.

* Length Constraints: The DOVAIN string (excluding the term nator)
SHOULD NOT exceed *255 octets*, consistent with the maxi num | ength
of a FQDN defined in [RFC1035]. Servers SHOULD enforce a maxi mum
buffer limt for this field to mtigate resource exhaustion
attacks.

Server Processing

Upon receipt of a client request, a SOCKS 4A conpliant server MJST
process the data according to the follow ng sequential states:

Initial Header Parsing

The server MUST first read the fixed-length 8-octet header. 1t SHALL
evaluate the fields as foll ows:

* VN If the version nunber is not 4, the server SHOULD term nate
t he connecti on.

* CD: The server determnes the requested operati on (CONNECT or
BI ND) .

* DSTPORT: The destination port is extracted for later use in the
connection attenpt.

* DSTIP: The server inspects the four-octet destination |IP address
to determ ne the routing nmode (Standard SOCKSv4 or SOCKS 4A)

Routing Mode Sel ection and Field Extraction
The server MJST apply the followi ng | ogic based on the DSTIP val ue:

1. SOCKS 4A Signaling: If the first three octets of DSTIP are zero
and the fourth octet is non-zero (0.0.0.x, where x !=0), the
server SHALL enter the SOCKS 4A extended resol ution node. The
server MJST continue to read the input streamto extract the
USERI D string, defined as all octets up to and including the
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first NULL (Ox00) terminator. |Imediately follow ng the USERI D
term nator, the server MJST continue reading to extract the
DOVAI N string, defined as all octets up to and including the
second NULL (0x00) term nator

2. Standard SOCKSv4 Handling: If the DSTIP does not match the
0.0.0.x pattern (including the case of 0.0.0.0), the server MJST
foll ow the standard SOCKSv4 procedure, extracting only the USERI D
field. In this node, the server MJUST NOT attenpt to read or
interpret any data following the first NULL term nator as a
domai n nane.

Nanme Resol ution and Execution
I n SOCKS 4A node, once the DOVMAIN string is extracted:

* Resolution: The server SHALL attenpt to resolve the ASCII-encoded
domain nane to a valid | Pv4 address using the server’s |ocal DNS
resol ver or host | ookup mechani sm

* Successful Resolution: If the donain resolves to one or nore | Pv4
addresses, the server SHOULD attenpt to establish the requested
TCP session (for CONNECT) or bind a socket (for BIND) using the
first resol vabl e and reachabl e address.

* Resolution Failure: If the domain cannot be resolved, or if the
resol ver returns an error, the server MJST consider the request
failed. It SHALL return a reply packet with CD = 91 and MJST
i medi ately cl ose the connection to the client.

Response CGeneration

Fol I owi ng the conpl etion (success or failure) of the request
processing, the server MJIST return an 8-octet reply packet. For
SOCKS 4A CONNECT operations, the DSTPORT and DSTIP fields in the
reply are typically set to zero and SHOULD be ignored by the client.
For BIND operations, these fields MJST contain the specific port and
| P address where the SOCKS server is listening for the inbound
connecti on.
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| Field | Description | Size (bytes) | Val ue/ Notes |
[ ety e ——————————— Ll —p—_—————_ Ll —p—_————(——————————r
| WN | Reply Version | 1 | 0x00 (Null byte) |
S TRy S I . e +
| CD | Result Code | 1 | Ox5A (Granted), Ox5B |
| | | | (Rejected/Failed), etc. |
B o m e e e oo - S St +
| DSTPORT | Destination | 2 | I'gnored for CONNECT; |
| | Port | | provided for BIND |
S TRy S I . . +
| DSTIP | Destination | 4 | lIgnored for CONNECT; |
| | IP | | provided for BIND |
B o m e e e oo - S St +

Tabl e 2: SOCKS 4A Reply Structure
5. Security Considerations
See Appendi x B.
6. | ANA Consi derations
No | ANA actions required.
7. References
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Appendi x A.  Operational Considerations

The foll owi ng section outlines the operational behaviors and

i npl ementation strategi es observed in historical deploynents of SOCKS
4A. These notes are provided to ensure interoperability and to
docunent how t he protocol handl es conpl ex network topol ogi es.

A.1l. Milti-tier Proxying and Chai ning

In hierarchical network architectures, an internedi ate SOCKS server
often acts as a client to an upstream SOCKS server. This
configuration, known as proxy chaining, requires specific handling of
SOCKS 4A requests to maintain the integrity of the resolution

del egati on.

A.1.1. Recursive Resolution and Protocol Downgrade

An internediate proxy receiving a SOCKS 4A request MAY performloca
resolution of the DOVAIN field. |If the resolution is successful, the
i ntermedi ate proxy may el ect to "downgrade" the request to a standard
SOCKSv4 CONNECT or BI ND operation when conmunicating with the
upstream server, using the literal |Pv4 address obtained fromits

| ocal resol ver.

Whil e this approach reduces the resolution burden on the upstream
server, it requires that the intermedi ate proxy possesses a DNS
envi ronment consistent with the client’s expectations.

I mpl enent ati ons should be aware that resolving a domain at an
intermedi ate hop may yield different | P addresses (e.g., in Content
Delivery Networks) than resolution at the network edge.

A.1.2. Transparent Rel aying

In environnents where the internediate proxy is situated behind a
restrictive firewall w thout direct DNS access, it SHOULD i npl enent
transparent relaying. |In this node, the internedi ate proxy preserves
the SOCKS 4A signaling (the 0.0.0.x DSTIP pattern) and appends the
USERI D and DOMAIN fields exactly as received fromthe client when
initiating the upstream connection. This ensures that the resolution
intent is signaled end-to-end until it reaches a node capabl e of
perform ng the | ookup.

A. 2. Inplenentati on Robustness and Interoperability
In accordance with the general robustness principle—to be
conservative in what you send and liberal in what you accept —SOCKS 4A

i mpl ement ati ons have historically adopted perm ssive processing |ogic
to accommpdat e di verse and sonetinmes non-conpliant client behaviors.
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A.2.1. Handling of Pre-resolved Requests

Certain "SOCKSi fied" libraries or shimlayers may resolve the
destination hostnane locally via the system s standard resol ver
before initiating the SOCKS handshake. Despite possessing a valid IP
address, these clients may still utilize the SOCKS 4A format, placing
the original hostnane in the DOVAIN field

To ensure maxi numinteroperability, a SOCKS 4A-conpliant server MJST
NOT attenpt to validate whether a 4A request was strictly necessary.
Any request that matches the 0.0.0.x pattern MJST be processed
according to the SOCKS 4A |l ogic described in Section 4, even if the
server suspects the client is capable of direct |IPv4 addressing.

A . 2.2. Buffer Managenent and Premature Term nation

Hi storical inplementations have occasionally encountered "l eaky" or
mal f or med packets where the NULL terminators for the USERI D or DOVAI N
fields are mssing or foll owed by extraneous data. A robust

i mpl ementation SHOULD treat the first NULL octet encountered as the
definitive end of the field.

Furthernmore, if the streamterninates before the second NULL octet
(the DOMAIN ternminator) is received, the server MIST treat the
request as failed and send a rejection reply (Result Code 91). This
prevents the server fromhanging in a "half-read" state, which could
be exploited as a resource exhaustion vector (see Appendi x B.4).

A.2.3. Character Set Consistency

Wil e this docunment reconmmends US-ASCI| or Punycode (Section 3.1.2),
hi stori cal depl oynments have occasionally seen DOVAIN strings
containing raw UTF-8 or |ocal codepage octets. Servers SHOULD treat
the DOVMAIN string as an opaque sequence of octets when passing it to
the local resolver. |If the local resolver returns an error due to
illegal characters, the server MJST return a failure code to the
client rather than attenpting to "guess" the intended encodi ng, which
can lead to security vulnerabilities through domai n nane spoofi ng.

Appendi x B. Security Analysis

The SOCKS 4A protocol is a |ightweight shimdesigned to facilitate
TCP proxying with renmote nane resolution. It operates prinmarily at
the session layer and | acks the cryptographic primtives found in
more nmodern protocols like TLS [ RFC8446]. This appendi x provides a
detailed analysis of the security inplications of the protocol,
assuning a threat nodel where an attacker can observe, intercept, and
nmodi fy traffic between the client, the SOCKS server, and the DNS
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infrastructure
B.1. Security Deficiencies of the Base Protocol

As an extension of SOCKSv4, SOCKS 4A inherits significant structura
vul nerabilities. The protocol provides no mechanisns for mnutual
authentication, integrity protection, or confidentiality.
Consequently, it is inherently susceptible to active man-in-the-
mddle (MTM attacks. An attacker positioned between the client and
the SOCKS server can silently alter the DSTPORT or DOVAIN fi el ds,
effectively redirecting the application traffic to a nmalicious
destination without either party’ s know edge.

The USERID field, while intended for identity assertion, provides no
crypt ographi c proof of origin. |In the absence of a strong

aut hentication framework as recomended in [ RFC1918], this field nust
be treated as untrusted and unauthenticated i nfornmation. Relying on
USERI D for access control decisions is a violation of the principle
of least privilege and is highly discouraged.

B.2. Renpte Nane Resolution and Information Leakage

One of the primary notivations for SOCKS 4A is the mtigation of "DNS
| eakage" on the client’s |ocal network. By delegating resolution to
the SOCKS server, the client avoids issuing plaintext DNS queries
that woul d ot herwi se expose the destination hostnane to | oca
observers [RFC7626]. However, this del egation does not elimnate the
risk but rather relocates it to the SOCKS server’s network

envi ronment .

Unl ess the SOCKS server enploys encrypted DNS transports such as DNS
over TLS [ RFC7858] or DNS over HITPS [ RFC38484], the resolution
process renmmins transparent to upstream passive nonitors.
Furthermore, if the client and SOCKS server conmuni cate over an
untrusted w de-area network (WAN) without a secure tunnel (e.g.,

[ RFC4301] or [RFC5246]), the DOVAIN string itself is transmtted in
the clear, negating any privacy benefits intended by the use of
renote resol ution.

B.3. Server-Side Request Forgery Risks

SOCKS 4A servers act as confused deputies by perform ng network
operations on behalf of potentially anonynous clients. This

mechani smintroduces a significant risk of Server-Side Request
Forgery (SSRF). A malicious client may | everage the SOCKS server to
probe or attack internal infrastructure that is otherw se shiel ded
fromthe public internet.
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To mitigate this, inplementations MJST adhere to the gui dance in

[ RFC2827] regarding network ingress filtering. Servers should be
configured with strict egress Access Control Lists (ACLs) to prevent
connections to | oopback addresses (127.0.0.0/8), private address
space [ RFC1918], and link-1ocal addresses [RFC3927]. Failure to

i npl emrent these controls allows an attacker to use the SOCKS server
as a scanning proxy to enunerate internal services or exploit

vul nerabilities in non-hardened internal applications.

B.4. Robustness and Resource Exhaustion

The variable-length nature of the USERI D and DOMAIN fi el ds introduces
vectors for Denial of Service (DoS) attacks. Unlike protocols with
explicit length-prefixing, SOCKS 4A relies on NULL term nators. An

i mpl ementation that performnms unbounded reads while searching for a
NULL octet is vulnerable to nenory exhaustion attacks.

In accordance with [RFC4732], inplenmentations MJST enforce hard
limts on the size of the input buffers used for these fields. For
the DOVAIN field, a limt of 255 octets is recomended to align with
the maximum length of a Fully Qualified Domain Name (FCQDN) as
specified in [RFCL035]. Furthernore, servers MJST inpl enent per-
session tinmeouts for the resolution phase to prevent "tarpitting"
attacks, where a client initiates a |arge nunber of requests that
target slow or non-responsive DNS authoritative servers, thereby
exhausting the server’s thread pool or file descriptors.

B.5. Protocol Rollback and Downgrade Attacks

Whi | e SOCKS 4A was designed to inprove upon SOCKSv4, it renains a
subset of the capabilities provided by SOCKSv5 [ RFC1928]. SOCKSv5

of fers robust authentication methods [ RFC1929] and support for UDP
However, because SOCKS 4A does not participate in a formal version
negotiation (it nerely uses a different version octet), it is
susceptible to downgrade attacks. An attacker may nodify the version
octet of a SOCKSv5 request to force the use of SOCKS 4A, thereby
stripping away any authentication or encryption requirenments nandated
by the hi gher-version configuration.

B.6. Interaction with Internationalized Domai n Names

The use of the DOMAIN field requires careful handling of
Internationalized Domain Names (IDNs). As noted in [ RFC5890], the
interpretation of non-ASCI| characters can lead to anbiguity and
"honmogr aph” attacks, where a visually simlar but different domain is
resol ved. For naximum security and interoperability, clients SHOULD
convert IDNs to A-label format (Punycode) as defined in [ RFC5891]
before transmi ssion. Servers SHOULD treat the DOVAIN string as an
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opaque sequence of octets to be passed to the resolver, while
ensuring that the resulting | P address undergoes the filtering
descri bed in Appendi x B. 3.

B.7. Final Security Note

SOCKS 4A is an aged protocol and | acks nodern security features. It
shoul d only be used in environnents where the conmuni cation channel
is otherwi se secured by a | ower-layer technol ogy (such as |Psec) or
where the risk of interception and spoofing is deened acceptabl e.

For all other use cases, the transition to SOCKSv5 [ RFC1928] conbi ned
with TLS is strongly recomended to ensure the confidentiality and
integrity of the session.

Appendi x C. Exanpl e Inplenentations

The foll owi ng software projects provide full or partial

i npl emrent ati ons of the SOCKS4A protocol. The author consulted these
i mpl ementations as practical references during the drafting of this
docunent. It is explicitly stated that the author and this draft are
entirely unaffiliated with these projects.

* Dante: A sophisticated SOCKS server inplenentation for Unix-based
systens. |t handl es SOCKS4A requests within its broader SOCKS4
modul e, utilizing the specific "null-domain" |IP address format to
trigger renmote DNS resol ution.

* QOST (Go Sinple Tunnel): A nulti-protocol tunnel manager witten
in Go. It includes a native SOCKS4A handl er that supports both
the protocol’s command set and its specific address
representation.

*  3proxy: A lightweight, multi-platformproxy server. It inplenents
SOCKS4A as part of its conpact SOCKS service, supporting the
extension for environments where client-side DNS resolution is
restricted.

Appendi x D. Relationship with SOCKS 4

See Appendi x A of [I-D.vance-socks-v4] for the reason why SOCKS 4A
was not an extension of SOCKS Version 4.
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