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Abst r act

Thi s docunent describes SOCKS version 4, a protocol designed to
facilitate TCP proxy services across a network firewall. SOCKS
operates at the session |layer, providing application users with
transparent access to network services on the other side of the
firewall. 1t is application-protocol independent, allowing it to
support a w de range of services, including those utilizing
encryption, while nmaintaining m ni num processi ng overhead by sinply
relaying data after initial access control checks. The protoco
defines two primary operations: CONNECT for establishing outbound
connections to an application server, and BIND for preparing for and
accepting i nbound connections initiated by an application server.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com 4socks/ socks4

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Novenber 2026
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1.

I nt roducti on

The SOCKS protocol, Version 4 (SOCKSv4), SHALL be used to relay TCP
sessions between an application client and an an application server
via a SOCKS server, often positioned at a firewall host. The
protocol MUST provide transparent access across the firewall for
application users.

The protocol MJST be application-protocol independent, allowing it to
be used for various services, including, but not limted to, telnet,
ftp, finger, whois, gopher, and WW (Wrld Wde Web).

The SOCKS server MJST apply access control nechanisns at the

begi nni ng of each TCP session. Follow ng successful establishnent,
the SOCKS server MJST sinply relay data between the client and the
application server, incurring mninmmprocessing overhead. The
protocol inherently supports applications utilizing encryption, as
the SOCKS server is not required to interpret the application
protocol ' s payl oad.

Two primary operations are defined: CONNECT and BI ND
Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses the follow ng terns:

* Cient (Application Cient): The programrequesting a connection
to an application server through the SOCKS server

* SOCKS Server: The host, typically at a firewall, that
i ntermedi ates the connection between the Client and the
Application Server.

* Application Server: The host to which the dient ultinmately wi shes
to connect (e.g., a Telnet daenon, an HTTP server).

* TCP Session: A connection established using the Transm ssion
Control Protocol (TCP). SOCKSv4 only supports TCP sessions.

* DSTIP (Destination IP): The | P address of the Application Server,
as specified in the SOCKS request.
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* DSTPORT (Destination Port): The port nunber of the Application
Server, as specified in the SOCKS request.

* USERID: A variable-length, NULL-termi nated string identifying the
client’s user on the local system

* NULL: A byte of all zero bits, used to terninate the USERI D fi el d.

* | DENT: A protocol (as described in [RFC1413]) used by the SOCKS
server to verify the user identity of the client.

3. CONNECT Operation

The client MJST initiate a CONNECT request when it desires to
establi sh an outbound TCP connection to an application server.

3.1. CONNECT Request Packet For nat

The client MJST send a request packet with the follow ng structure:

[ ety ——————————(——(———(—————— Ll —p—p—(———— L
| Field | Description | Size (bytes) |
[ ety ety ety o
| VN | Version Nunber | 1 |
e oo oo e +
| CD | Command Code | 1 |
P oo Fom e +
| DSTPORT | Destination Port | 2 |
ommee - o m e R T +
| DSTIP | Destination |IP Address | 4 |
e oo oo e +
| USERID | User ID | vari abl e |
P oo Fom e +
| NULL | Null Term nator | 1 |
ommee - o m e R T +

Table 1: CONNECT Request Packet For nmat

* VN (Version Number): MJST be 4, representing the SOCKS protocol
ver si on.

* CD (Conmand Code): MUST be 1, indicating a CONNECT request.

* DSTPORT (Destination Port): The port nunber of the application
server (network byte order).

* DSTIP (Destination IP): The | P address of the application server
(network byte order).
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* USERID (User Identifier): A string of characters representing the
client’s user ID

* NULL: A single byte with a value of all zero bits, termnating the
USERI D fi el d.

3.2. CONNECT Processing and Reply
The SOCKS server MJST determ ne whether to grant the request based on
criteria such as the source | P address, DSTIP, DSTPORT, USERI D, and
i nformati on obtained via | DENT (cf. [RFC1413]).

If the request is granted, the SOCKS server MJUST attenpt to establish
a TCP connection to the specified DSTPORT on the DSTIP.

A reply packet MJUST be sent to the client upon the establishment of
the connection, rejection of the request, or operational failure.

3.3. CONNECT Reply Packet Format

The SOCKS server MJST send a reply packet with the follow ng

structure:
[ oo e oo st e e g
| Field | Description | Size (bytes) |
[ el ool el ]
| WN | Version Nunber | 1 |
S B I i I I I +
| CD | Command Code | 1 |
I I I T Fom e e m - - +
| DSTPORT | Destination Port | 2 |
I I I I i I e ] +
| DSTIP | Destination |IP Address | 4 |
S B I i I I I +

Tabl e 2: CONNECT Reply Packet Format
* VN MJST be 0, representing the reply version code.

* CD (Result Code): The SOCKS server MJST use one of the follow ng
val ues:
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| Reply Code | Description |
[S oo s s s oo oo e o ps e e o}
| 90 | Request granted (Connection successful). |
Fom ek o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| 91 | Request rejected or fail ed. |
T o m e e e e e e e e e e e e e e e e e e e e aa oo +
| 92 | Request rejected due to inability to |
| | connect to identd on the client. |
R oo e e e e e e e e e e e e e e e e e e e e oo +
| 93 | Request rejected because the client program |
| | and identd report different user-1IDs. |
T o m e e e e e e e e e e e e e e e e e e e e aa oo +

Tabl e 3: Result Codes

* DSTPORT and DSTI P: These fields MJUST be ignored by the client in a
CONNECT reply.

If the request is rejected or failed (CD !'= 90), the SOCKS server
MJST cl ose its connection to the client imediately after sending the

reply.

If the request is successful (CD = 90), the SOCKS server MJIST

i medi ately begin relaying traffic in both directions between the
client connection and the established application server connection
The client MJST then treat its connection to the SOCKS server as if
it were a direct connection to the application server

4. BIND QOperation

The client MIST initiate a BIND request when it requires the SOCKS
server to prepare for an inbound connection froman application
server. This operation is typically used for protocols that involve
a secondary data connection originating fromthe server (e.g., FTP's
active node). A BIND request SHOULD only be sent after a prinmary
connection to the application server has been successfully

est abl i shed using a CONNECT request.

4.1. BIND Request Packet For mat

The client MJUST send a request packet identical in format to the
CONNECT r equest :
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| Field | Description | Size (bytes) |
[ ety e —p—_——————————————————————————————————— Ll p—p—p—_——r L
| WN | Version Nunber (nust be 4) | 1 |
S TRy N . +
| CD | Command Code (1 for | 1 |
| | CONNECT, 2 for BIND) | |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e o S +
| DSTPORT | Destination Port (Network | 2 |
| | Byte Order) | |
S TRy . . +
| DSTIP | Destination |IP Address | 4 |
T T TS . +
| USERID | User ID (String of Cctets) | vari abl e |
S R T o e e - +
| NULL | Null Term nator (0x00) | 1 |
S TRy Fe e e ieeiiiiiieeciciaasasicsaasaaaan . +

Tabl e 4: BI ND Request Packet For nmat
* VN MJST be 4.
* CD: MJST be 2, indicating a BIND request.

*  DSTPORT: The port nunber of the primary connection to the
application server.

* DSTIP: The | P address of the application server.
* USERID and NULL: As defined for the CONNECT request.
4.2. BIND First Reply

The SOCKS server MJST first decide whether to grant the BIND request.
The reply format MJUST be the sane as the CONNECT reply fornmat.

If the request is rejected (CD != 90), the SOCKS server MJIST cl ose
its connection to the client imrediately.

If the request is granted (CD = 90):

* The SOCKS server MJST obtain a |ocal socket and begin |istening
for an inconing connection.
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* The SOCKS server MJST send a first reply packet in which the
DSTPORT and DSTIP fields are nmeani ngful : DSTPORT MUST contain, in
network byte order, the port nunber of the newy |istening socket,
and DSTIP MJST contain, in network byte order, the |IP address of
the SOCKS server’'s listening interface.

* |f the SOCKS server returns a DSTIP of O (the value of constant
"I NADDR_ANY’ ), the client MJST replace this value with the IP
address of the SOCKS server to which the client is currently
connect ed.

* The client MJST use this |IP address and port to informthe
application server via the prinmary connection, enabling the
application server to initiate the anticipated i nbound connection
to the SOCKS server.

Bl ND Second Reply

The SOCKS server MJST send a second reply packet to the client once
the antici pated i nbound connection fromthe application server is
established. The reply format MJUST be the sane as the first reply.

The SOCKS server MJST check the | P address of the newy connected
application server host against the DSTIP value specified in the
client’s original BIND request.

* |f the I P addresses match: The CD field in the second reply MJST
be set to 90. The SOCKS server MJST then prepare to relay traffic
between the client connection and the new application server
connecti on.

* |If a msmatch is found: The CD field in the second reply MJST be
set to 91. The SOCKS server MJST inmmediately close both the
client connection and the connection fromthe application server

Upon a successful second reply, the client MJST performI/Oon its
connection to the SOCKS server as if it were directly connected to
the application server.

Ti meout Mechani sm

For both CONNECT and BI ND operations, the SOCKS server MJST enploy a
time linmt for the establishment of its connection with the
application server (e.g., 2 mnutes). |If the connection is not
establi shed before the tinme Iimt expires, the SOCKS server MJST
close its connection to the client and abort the operation
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6. Security Considerations

See Appendi
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See Appendi
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Appendi x A,  Relationship with SOCKS 4A

The rel ati onshi p between the base SOCKSv4 protocol and the variant
commonly known as SOCKS 4A ([I|-D.vance-socks-v4a]) is frequently

m sunderstood as a sinpl e backward-conpatible extension. |In strict
architectural ternms, SOCKS 4A functions as an independent protocol
that occupi es the same version nunmber space while introducing
semanti ¢ behaviors that directly conflict with the origina
specification. While SOCKSv4 mandates that the client perform
destination address resolution prior to the request—thereby
transmtting a definitive four-octet |Pv4 address— SOCKS 4A i ntroduces
a nmechani sm where the server assunes responsibility for DNS
resolution. This shift is triggered by a specific heuristic where
the client provides an invalid IP address in the format 0.0. 0. x.

This intersection creates a significant protocol conflict. According
to the original SOCKSv4 design, a server receiving a destination IP
in the 0.0.0.x range should treat it as a literal, albeit

unreachabl e, network address and i mmedi ately reject the request with
a failure code. However, a SOCKS 4A-conpliant server intercepts this
specific bit pattern to signal the presence of a trailing variable-

| ength domain nane field |ocated after the initial null-term nated
user identifier. This divergence neans that a standard SOCKSv4
server cannot safely ignore the additional data appended by a 4A
client; doing so would result in the trailing domain name being
msinterpreted as the start of the application data stream or causing
a synchroni zation error in the TCP buffer. Consequently, SOCKS 4A
shoul d be treated as a distinct experinmental branch that successfully
gai ned market domi nance due to the practical necessity of server-side
resolution in environments where clients lack direct DNS access, such
as those described in the context of private addressing in [RFC1918].

Appendi x B. Operational Considerations

The foll owi ng sections provide a analysis of the operationa

realities of SOCKS version 4, accounting for its historical evolution
and the practical interpretations that have shaped its deploynent in
nmodern network envi ronnments

B.1. Operational Security and Access Control in BIND

In practical deployments, the BIND operation deviates significantly
fromits theoretical description as a sinple port-binding utility.
Wil e the protocol fields DSTIP and DSTPORT are nom nally intended to
identify the target application server, nost production-grade SOCKS
implementations utilize these fields as a primtive formof an Access
Control List (ACL). This behavior is driven by the security
requirenents outlined in RFC 3552, as allowi ng an unrestricted
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i nbound socket on a firewall host would present an unacceptable
internal network risk. Mst servers enforce a strict source-address
restriction, ensuring that the incom ng connection to the temporary
listening port originates specifically fromthe |IP address provided
inthe client’ s initial BIND request.

Furthernore, the operational stability of the BIND command is often
comprom sed by the presence of Network Address Translation (NAT)

devi ces between the SOCKS server and the application server. If the
application server’'s perceived | P address changes due to a NAT
gateway, the SOCKS server’'s security check will fail, returning a

rejection code despite a legitimte connection attenpt. Wile sone

i npl ementations attenpt to extend this verification to the source
port (DSTPORT), this is widely considered an unreliable practice. As
per the transport |ayer behaviors defined in [ RFC9293], source ports
for outbound connections are typically epheneral and all ocated
dynanically by the operating system s stack, naking them

unpredi ctabl e for the purpose of pre-configured access control

B.2. Inplementation of State Managenent and Ti neouts

The lack of explicit state-tracking mechanisns in the SOCKSv4 contro
pl ane necessitates the inplenentati on of aggressive tineout policies
to prevent resource exhaustion. Standard operational practice

i nvol ves two distinct timer categories: the connection establishnent
timer and the idle listener timer. For CONNECT operations, servers
typically inplement a 120-second limt for the three-way handshake
with the destination host. Failure to receive an ACK within this

wi ndow results in a code 91 reply and i medi ate teardown of the
client-to-proxy segnment. This prevents the "hanging" of file
descriptors which could be exploited in a | ow bandw dth Denial of
Service attack as categorized in [ RFC4732].

The BI ND operation introduces a nore conpl ex state requirenent.

After the SOCKS server sends the initial success reply containing its
local listening port, it nust maintain an open socket waiting for the
application server’s secondary connection. Mbdern inplenentations
strictly limt this "waiting" state to a narrow wi ndow, often
significantly shorter than the default TCP tineout. |If the expected
i nbound SYN packet does not arrive within this period, the server
must abort the BIND process to free the epheneral port for other
users. This rigorous managenent of the listener state is a critica
operational safeguard, ensuring that a single nisbehaving or
mal i ci ous client cannot nonopolize the proxy’s avail able port range
or inpact the overall availability of the gateway service.
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Appendi x C. Security Analysis

The SOCKS Version 4 (SOCKSv4) protocol was designed as a pragmatic
mechani sm for TCP proxying across firewalls in an era when the
Internet threat nodel was significantly | ess hostile than at present.
By contenporary standards, as established in [RFC3552] and [ RFC3365],
SOCKSv4 is considered fundanmentally insecure. It fails to neet the
"strong security" requirenents mandated for Internet protocols
because it |acks native mechani snms for mutual authentication, data
confidentiality, and integrity protection

C. 1. Waknesses in ldentification and Aut hentication

The primary nmechanismfor client identification in SOCKSv4 is the
USERID field, typically | everaged in conjunction with the
Identification Protocol (IDENT) as defined in [RFCl1413]. As noted in
the security considerations of [RFClL413], the information returned by
an | DENT server is only as trustworthy as the client host and the
network path. In a nmodern decentralized network, a malicious actor
can easily spoof |IDENT responses or disable the service entirely,
rendering the USERID field unsuitable for any neani ngfu

aut hori zati on decisions. Furthernore, SOCKSv4 provides no facility
for server-to-client authentication, |eaving the client vulnerable to
"rogue proxy" attacks where an adversary intercepts the connection
and masquerades as the intended SOCKS server. This |ack of

crypt ographi ¢ authentication deviates fromthe best practices for
session-layer protocols outlined in [RFC1928].

C. 2. Absence of Confidentiality and Integrity

SOCKSv4 operates strictly as a plaintext relay. 1t does not

i ncorporate any cryptographic transforns to protect the application
data stream Consequently, all traffic traversing a SOCKSv4 proxy is
suscepti bl e to passive eavesdroppi ng and active injection or

nmodi fication by any entity with access to the network path. Under
the criteria defined in BCP 61 [ RFC3365], protocols that fail to

i mpl emrent strong encryption are insufficient for use over the public
Internet. Wile SOCKSv4 is confined to proxying TCP connections as
defined in [RFC9293], its inability to handle UDP traffic (defined in
[ RFC768]) or provide per-packet integrity checks neans that even the
protocol’ s control plane—such as the BIND and CONNECT requests—can be
mani pul ated by an on-path attacker.
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C.3. Mulnerabilities in the BIND Qperation

The BI ND command, intended to support protocols requiring secondary

i nbound connections, presents a significant attack surface. The
protocol’ s reliance on a rudinmentary source |P address check to
validate the incom ng "call back" connection is inherently flawed. As
docunented in [ RFC1948] and [ RFC4953], | P address-based

aut hentication is easily subverted through |IP spoofing.

Additionally, the preval ence of Network Address Translation (NAT) and
m ddl eboxes in nodern architectures frequently nmasks the true source
I P of the renpte host, naking the SOCKSv4 BIND verification either
operationally brittle or entirely ineffective. An attacker can
exploit this weakness to hijack the i nbound socket, potentially
gai ni ng unaut hori zed access to the client’ s internal network

envi ronnent .

C. 4. Susceptibility to Resource Exhaustion

SOCKSv4 | acks robust flow control and state nmanagenment for its
control plane, making it a viable vector for Denial of Service (DoS)
attacks. Every request, particularly the BIND operation which
requires the server to listen for an indeterm nate period, consunes
finite systemresources including nenory, file descriptors, and
kernel state. Wile the protocol suggests a two-mnute tinmeout for
connection establishment, this fixed value is not an adequate defense
agai nst coordi nated resource exhaustion attacks. Wthout the nodern
rate-limting and state-tracki ng nechani sns di scussed in [ RFC4732], a
SOCKSv4 server can be easily overwhelned by a relatively small nunber
of malicious clients.

C.5. Deploynent Limitations and Mtigation

G ven the deficiencies detail ed above, SOCKSv4 is classified as a
"Historic" protocol and its use is strongly discouraged. In
scenari os where | egacy requirenents necessitate its deploynment, it
MUST be encapsul ated within a secure transport |ayer, such as
Transport Layer Security (TLS) defined in [ RFC8446] or an |Psec
tunnel as defined in [ RFC4301], to provide the requisite security
properties. Operators are urged to migrate to SOCKS Version 5

[ RFC1928], which supports extensible authentication (GSS-APlI, etc.)
and UDP proxying, or to nodern proxying solutions that satisfy the
security requirenents of the | ETF "Danvers Doctrine" as nenvorialized
in [ RFC3365].

Appendi x D. Existing Val ues

The existing values used within the protocol are sunmarized bel ow
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D.1. SOCKS Protocol Version Number
* The SOCKS protocol version nunber VN in requests is 4 (0x04).
* The SOCKS protocol version nunber VNin replies is 0 (0x00).
D. 2. SOCKS Conmmand Code
The SOCKS conmmand code CD in requests defines two val ues:
* 1 (0x01): CONNECT
* 2 (0x02): BIND
D.3. SOCKS Reply Code
The SOCKS reply code CD in replies defines four val ues:
* 90 (0x5A): Request granted
* 91 (0x5B): Request rejected or failed

* 92 (0x5C): Request rejected because SOCKS server cannot connect to
i dentd on the client

* 93 (0x5D): Request rejected because the client program and identd
report different user-ids

D.4. Port Nunber

The SOCKS protocol is conventionally known to use TCP port 1080 for
its service. This port nunmber has al ready been registered in the

| ANA Service Nane and Transport Protocol Port Number Registry for the
socks service.
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