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Abst r act

Thi s docunent describes SOCKS version 4, a protocol designed to
facilitate TCP proxy services across a network firewall. SOCKS
operates at the session |layer, providing application users with
transparent access to network services on the other side of the
firewall. 1t is application-protocol independent, allowing it to
support a w de range of services, including those utilizing
encryption, while nmaintaining m ni num processi ng overhead by sinply
relaying data after initial access control checks. The protoco
defines two primary operations: CONNECT for establishing outbound
connections to an application server, and BIND for preparing for and
accepting i nbound connections initiated by an application server.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com 4socks/ socks4

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026
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1. Introduction

The SOCKS protocol, Version 4 (SOCKSv4), SHALL be used to relay TCP
sessi ons between an application client and an an application server
via a SOCKS server, often positioned at a firewall host. The

prot ocol MJIST provide transparent access across the firewall for
application users.

The protocol MJST be application-protocol independent, allowing it to
be used for various services, including, but not limted to, telnet,
ftp, finger, whois, gopher, and WW (Wrld Wde Wb).

The SOCKS server MJST apply access control nechanisns at the

begi nning of each TCP session. Follow ng successful establishnent,
the SOCKS server MJST sinply relay data between the client and the
application server, incurring ninimmprocessing overhead. The
protocol inherently supports applications utilizing encryption, as
the SOCKS server is not required to interpret the application
protocol ' s payl oad.

Two primary operations are defined: CONNECT and BI ND.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the follow ng terns:

* Cdient (Application Cient): The programrequesting a connection
to an application server through the SOCKS server

* SOCKS Server: The host, typically at a firewall, that
i nternmedi ates the connection between the Client and the
Application Server

* Application Server: The host to which the Cient ultimtely w shes
to connect (e.g., a Telnet daemon, an HITP server).

* TCP Session: A connection established using the Transni ssion
Control Protocol (TCP). SOCKSv4 only supports TCP sessions.
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* DSTIP (Destination IP): The | P address of the Application Server,
as specified in the SOCKS request.

* DSTPORT (Destination Port): The port nunber of the Application
Server, as specified in the SOCKS request.

* USERID: A variable-length, NULL-terminated string identifying the
client’s user on the local system

* NULL: A byte of all zero bits, used to termnate the USERID fi el d.

* | DENT: A protocol (as described in RFC 1413) used by the SOCKS
server to verify the user identity of the client.

3. CONNECT Operation

The client MUST initiate a CONNECT request when it desires to
establ i sh an out bound TCP connection to an application server.

3.1. CONNECT Request Packet For mat

The client MJST send a request packet with the follow ng structure:

[ oo e oo st e e g
| Field | Description | Size (bytes) |
[ el ool el ]
| VN | Version Number | 1 |
+---- - - - B R i F-- - - - - - +
| CD | Command Code | 1 |
R B I I I A R I +
| DSTPORT | Destination Port | 2 |
I B T I I i I +
| DSTIP | Destination |IP Address | 4 |
+---- - - - B R i F-- - - - - - +
| USERID | User ID | vari abl e |
R B I I I A R I +
| NULL | Null Termi nator | 1 |
I B T I I i I +

Table 1. CONNECT Request Packet Format

* VN (Version Nunber): MJIST be 4, representing the SOCKS protocol
versi on.

* CD (Command Code): MJST be 1, indicating a CONNECT request.

* DSTPORT (Destination Port): The port nunber of the application
server (network byte order).
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* DSTIP (Destination IP): The | P address of the application server
(network byte order).

* USERID (User ldentifier): A string of characters representing the
client’s user ID.

* NULL: A single byte with a value of all zero bits, term nating the
USERI D fi el d.

CONNECT Processing and Reply

The SOCKS server MJST determ ne whether to grant the request based on
criteria such as the source | P address, DSTIP, DSTPORT, USERID, and
i nformati on obtained via IDENT (cf. RFC 1413).

If the request is granted, the SOCKS server MJST attenpt to establish
a TCP connection to the specified DSTPORT on the DSTIP.

A reply packet MJST be sent to the client upon the establishment of
the connection, rejection of the request, or operational failure.

1. Interpretation of Special DSTIP Val ues

To ensure conpatibility with wi despread protocol extensions (notably
SOCKSv4a), inplementations MIUST adhere to the follow ng |ogic
regarding the DSTIP field:

* |f the first three octets of the DSTIP are zero and the fourth
octet is non-zero (the range 0.0.0.x), the SOCKS server MJST NOT
attenpt to establish a TCP connection to this literal |IP address.

* A SOCKSv4 server w thout SOCKSv4a support MUST treat such a DSTIP
as an unreachabl e destination and return a reply with CD = 91. An
i mpl ementation conformng to this protocol MJST NOT process any
octets encountered after the initial NULL octet that terninates
the USERID fiel d.

CONNECT Reply Packet For mat

The SOCKS server MJST send a reply packet with the follow ng
structure:
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[ oo s e
| Field | Description | Size (bytes) |
S S ety s el
| WN | Version Nunber | 1 |
L L I I I I A I +
| CD | Command Code | 1 |
Fo-m e - - B I I I A R i I +
| DSTPORT | Destination Port | 2 |
F---- - - - B e I I i T +
| DSTIP | Destination |IP Address | 4 |
L L I I I I A I +

Tabl e 2: CONNECT Reply Packet Format
* VN MJST be 0, representing the reply version code.

* CD (Result Code): The SOCKS server MJST use one of the follow ng

val ues:
| Reply Code | Description |
[} s el s s sy o}
| 90 | Request granted (Connection successful). |
Fom e e o - o m m e e e e e e e e e e e e e e e e e em e eaao o +
| 91 | Request rejected or failed. |
Fomm e oo - et +
| 92 | Request rejected due to inability to |
| | connect to identd on the client. |
Fom ek o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| 93 | Request rejected because the client program |
| | and identd report different user-IDs. |
Fomm e oo - et +

Tabl e 3: Result Codes

*  DSTPORT and DSTIP: These fields MJUST be ignored by the client in a
CONNECT reply.

If the request is rejected or failed (CD !'= 90), the SOCKS server
MUST cl ose its connection to the client imediately after sending the

reply.

If the request is successful (CD = 90), the SOCKS server MJIST

i medi ately begin relaying traffic in both directions between the
client connection and the established application server connection
The client MJUST then treat its connection to the SOCKS server as if
it were a direct connection to the application server
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4. BIND QOperation

The client MIST initiate a BIND request when it requires the SOCKS
server to prepare for an inbound connection froman application
server. This operation is typically used for protocols that involve
a secondary data connection originating fromthe server (e.g., FTP's
active node). A BIND request SHOULD only be sent after a primary
connection to the application server has been successfully

est abl i shed using a CONNECT request.

4.1. BIND Request Packet For mat

The client MJUST send a request packet identical in format to the
CONNECT r equest :

[ s pusesfemsfemeiey s s s s s oo sty ey o}
| Field | Description | Size (bytes) |
| VN | Version Number (nust be 4) | 1 |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e o S +
| CD | Command Code (1 for | 1 |
| | CONNECT, 2 for BIND) | |
S o m e e e e e e e e e e e e e e mee—ooon oo s +
| DSTPORT | Destination Port (Network | 2 |
| | Byte Order) | |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e o S +
| DSTIP | Destination |IP Address | 4 |
R T R +
| USERID | User ID (String of Cctets) | vari abl e |
S o m m e e e e e e e e e e e e e e e eee— oo on oo s +
| NULL | Null Termninator (0x00) | 1 |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e o S +

Tabl e 4: BI ND Request Packet Format
* VN MJST be 4.
* CD: MJST be 2, indicating a BIND request.

* DSTPORT: The port nunber of the prinmary connection to the
application server.

* DSTIP: The I P address of the application server.

* USERI D and NULL: As defined for the CONNECT request.
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BIND First Reply

The SOCKS server MJST first decide whether to grant the BIND request.
The reply format MJST be the sane as the CONNECT reply format.

If the request is rejected (CD!= 90), the SOCKS server MJST cl ose
its connection to the client imediately.

If the request is granted (CD = 90):

* The SOCKS server MJST obtain a |ocal socket and begin |istening
for an incom ng connection.

* The SOCKS server MJST send a first reply packet in which the
DSTPORT and DSTIP fields are meani ngful : DSTPORT MUST contain, in
network byte order, the port nunber of the newy |istening socket,
and DSTIP MJST contain, in network byte order, the |IP address of
the SOCKS server’'s listening interface.

* |f the SOCKS server returns a DSTIP of O (the value of constant
"I NADDR_ANY’ ), the client MJST replace this value with the IP
address of the SOCKS server to which the client is currently
connect ed.

* The client MJUST use this |IP address and port to informthe
application server via the primary connection, enabling the
application server to initiate the anticipated i nbound connection
to the SOCKS server.

BI ND Second Reply

The SOCKS server MJST send a second reply packet to the client once
the antici pated i nbound connection fromthe application server is
established. The reply format MJUST be the sane as the first reply.

The SOCKS server MJST check the | P address of the newy connected
application server host against the DSTIP value specified in the
client’s original BIND request.

* |f the I P addresses match: The CD field in the second reply MJST
be set to 90. The SOCKS server MJST then prepare to relay traffic
between the client connection and the new application server
connecti on.

* |f a msmtch is found: The CD field in the second reply MJST be

set to 91. The SOCKS server MJST inmredi ately close both the
client connection and the connection fromthe application server
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Upon a successful second reply, the client MJST performlI/Oon its
connection to the SOCKS server as if it were directly connected to
the application server.

5.  Tinmeout Mechani sm
For both CONNECT and BI ND operations, the SOCKS server MJST enploy a
time limt for the establishment of its connection with the
application server (e.g., 2 mnutes). |If the connection is not
established before the tine Iinmt expires, the SOCKS server MJST
close its connection to the client and abort the operation.
6. Security Considerations
See Appendi x B.
7. 1 ANA Consi derations
No | ANA actions required.
See Appendix C for the existing values used within the protocol.
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Appendi x A.  Comon Operati onal Extensions

The content of this appendix is Informative, not Normative. It
descri bes extensions and interpretations of the SOCKSv4 protocol that
have been wi dely adopted in practical deploynents and client

i mpl erentations to enhance functionality and conpatibility.

A. 1. SOCKS Protocol Version 4A
The SOCKSv4 protocol originally required the client to resolve the
target dommin nane before sending the request. As this is

i npractical in many environnents, the SOCKSv4a protocol was w dely
adopted to allow the SOCKS server to perform domai n name resol ution.
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SOCKSv4a, though share a same version number with SOCKSv4, is treated
as a conpl ete i ndependent protocol here. The specification will be
publ i shed el sewhere. The content belowis just a sinple summary of
SOCKSv4a, and it shoul d never be treated as a Normative standard.

Clients using this protocol nust follow these rules:
A 1.1. SOCKSv4a Request For mat
When a client w shes to connect using a domain nane instead of an IP

address, the request format follows the CONNECT/BIND fornmat, but with
nmodi fi cations to DSTIP and the end of the request:

| Field | Description | Size (bytes) | SOCKSv4a Usage |
[ gttty S——————————————— L ——_————— Ll p—p—p—_—————
| VN | Version Number | 1 | Unchanged |
I | (4) I I I
T oo mmeecmeeaaaas . Fom e meeeeeemeecieaaaas +
| CD | Command Code (1 | 1 | Unchanged |
| | or 2) | | |
R o e e e e oo R o e e e e e e oo +
| DSTPORT | Destination | 2 | Unchanged |
I | Port I I I
T oo mmeeemeeaaaas . Fom e meeeeeemeecieaaaas +
| DSTIP | Destination IP | 4 | MUST be set to |
| | Address | | 0.0.0.1 (0x00000001). |
R o e e e e oo R o e e e e e e oo +
| USERID | User ID | variable | Unchanged. |
S TR R . - +
| NULL | Null Terminator | 1 | Terminates USERI D. |
I | (0x00) I I I
S R o e e e oo o e e - o e e e e +
| DOVAIN | Target Domain | variable | New field: Null- |
| | Nare | | term nated string. |
S TR R . T +
| NULL | Final Null | 1 | New field: Term nates |
| | Term nator | | DOWVAI N. |
S R o e e e oo o e e - o e e e e +

Tabl e 5: SOCKSv4a Request For nmat
A SOCKSv4a client, when sending a request, must append the target

domai n nane string after the NULL term nator of USERI D, and term nate
the entire request with a second NULL byte.
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A 1.2. SOCKSv4a Server Processing

VWhen a SOCKSv4a server receives a request where the DSTIP field is
0.0.0.1, it MJST performthe follow ng actions:

1. Treat 0.0.0.1 as a special signal and MJUST NOT attenpt to connect
to this I P address.

2. Start reading data after the USERID s NULL term nator,
interpreting it as the target domain name string (DOMAIN), until
the next NULL term nator is encountered.

3. The server MJST attenpt to resolve this domain nane.

4. If resolution is successful, the server attenpts to connect to
the obtained IP address. |f the connection succeeds, it replies
90. If the connection fails, it replies 91.

5. If resolution fails, the server MIST reply 91 and cl ose the

connecti on.
A. 2. Use of DSTI P/ DSTPORT in BIND Requests for Access Control

Al't hough DSTIP and DSTPORT in the BIND request are intended to
identify the application server, many SOCKS server and firewall

i mpl ement ati ons use them as an Access Control List (ACL) for the
i nbound connecti on.

* DSTIP as Source Address Restriction: The server strictly requires
the I P address of the inbound connection to MJST match the DSTIP
specified in the Bl ND request.

* DSTPORT as Source Port Restriction (less comon): Sone
i npl ementations nmay attenpt to verify that the source port of the
i nbound connection matches the DSTPORT in the BIND request. Since
the source port of an application server is usually randomy
all ocated by the operating system this usage is generally
considered unreliable or nisleading and is ignored in nost
i mpl ement ati ons.

When initiating a BIND request, a client SHOULD ensure that DSTIP is

the address of the application server it expects to receive the
connection from to inprove conpatibility.
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A. 3. Explanation of Timeout Mechani sm

As mandated by Section 5, the SOCKS server MJST enploy time limts.
In comon inplenentations, timeouts usually trigger under the
fol |l owi ng circunstances

* CONNECT Tinmeout: The server is unable to establish a connection
wi th DSTI P: DSTPORT within the specified tine.

* Timeout after the first BIND reply: After the SOCKS server
successfully binds the listening socket (sent the first 90 reply),
but fails to receive an i nbound connection fromthe application
server within the specified tine.

When a timeout occurs, the server MJUST i nmedi ately cl ose the
connection with the client and abort all pending network operations.

Appendi x B. Security Analysis

The SOCKS Version 4 (SOCKSv4) protocol, designed exclusively for TCP
proxy traversal across network firewalls, is fundanentally weak from
a security perspective as it operates solely at the session |ayer and
| acks intrinsic security nechanisns. Any deploynment of SOCKSv4 nust

be critically assessed against its inherent deficiencies.

B.1. Authentication and Aut horization Deficiencies

SOCKSv4's client identification relies on the USERID field, often

i ntended for use with the I DENT protocol (specified in RFC 1413).
This reliance constitutes a major security risk because the | DENT
prot ocol depends on an untrusted daenon on the client host, making
the identification process susceptible to trivial spoofing or
mal i ci ous disabling. Crucially, SOCKSv4 entirely |acks integrated
provisions for strong client-to-server or server-to-client

aut hentication, offering no nmechanisns for verifying user
credentials, passwords, or enploying cryptographic chall enge-response
met hods. Consequently, access control (authorization) is managed
excl usively by the SOCKS server’s local configuration and security
policy. A failure in the server’s policy or configuration directly
ri sks granting unauthorized network access across the protective
boundary of the firewall.
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B.2. Data Integrity and Transport Limitations

SOCKSv4 does not incorporate any encryption capabilities for the
application data stream As a session layer relay, it forwards al
application traffic, including sensitive data, in plaintext. This

i nherent vulnerability exposes all transmitted data to passive

net wor k eavesdropping and interception, resulting in a total absence
of confidentiality. Furthernore, the protocol’ s operational scope is
strictly confined to proxying Transm ssion Control Protocol (TCP)
connections. It provides no native support for the relay of User

Dat agram Protocol (UDP) traffic or other IP-layer protocols, linting
its utility and scope of protection

B.3. MWulnerabilities Associated with the BI ND Operation

The BI ND command, used for establishing a socket for an anticipated

i nbound connection (a callback) froman application server,

i ntroduces distinct security challenges. The SOCKS server attenpts a
rudi nentary security check by conparing the source | P address of the
i ncom ng connection with the target address (DSTIP) specified in the
client’s request. However, a nmalicious actor can easily forge the
source | P address of the inbound connection, potentially bypassing
this basic server check and facilitating an unauthorized session
Moreover, in network topol ogi es enpl oyi ng Network Address Transl ation
(NAT) or Port Address Translation (PAT), the source |IP address is
structurally altered, rendering the BIND source address verification
mechani smunreliable, ineffectual, or operationally conplex to
mai nt ai n.

B.4. Denial of Service Vector

Every successful SOCKS connection consunes finite server resources,
including active sockets, allocated nenory, and network bandwi dth. A
direct vector for a Denial of Service attack exists where a malicious
client can exploit this resource consunption by initiating a |arge
vol ume of connection attenpts, particularly through the resource-

i ntensive BIND operation, to rapidly exhaust the SOCKS server’ s
capacity. Although the protocol specifies a basic connection

est abli shnent tinmeout nechanism (2 mnutes), this neasure is entirely
insufficient in scope and rigor to fully mtigate the risks

associ ated with sophisticated DoS attacks.
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B.5. Recommended Mtigation and Depl oynent Practices
G ven SOCKSv4's security deficiencies, its deploynent should be
strictly limted to environnents designated as highly trusted and
subject to stringent local policy control. Were SOCKSv4 nust
transport sensitive application traffic, the protocol nust be
encapsul ated within an existing secure transport |ayer, such as a
Transport Layer Security (TLS/ SSL) or IPsec tunnel, to establish the
essential confidentiality and integrity nechanisns that SOCKSv4
| acks. Operators should actively plan for mgration to SOCKS Version
5 (RFC 1928), which incorporates native, robust authentication
met hods.
Appendi x C. Existing Val ues
The existing values used within the protocol are summarized bel ow
C. 1. SOCKS Protocol Version Nunber
* The SOCKS protocol version nunber VN in requests is 4 (0x04).
* The SOCKS protocol version nunber VN in replies is 0 (0x00).
C. 2. SOCKS Command Code
The SOCKS command code CD in requests defines two val ues:
* 1 (0x01): CONNECT
* 2 (0x02): BIND
C. 3. SOCKS Reply Code
The SOCKS reply code CD in replies defines four val ues:
* 90 (Ox5A): Request granted
* 91 (0x5B): Request rejected or failed

* 92 (0x5C): Request rejected because SOCKS server cannot connect to
identd on the client

* 93 (0x5D): Request rejected because the client program and identd
report different user-ids
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C. 4. Port Nunber

The SOCKS protocol is conventionally known to use TCP port 1080 for
its service. This port nunber has already been registered in the

| ANA Service Nane and Transport Protocol Port Nunber Registry for the
socks service.
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