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Abst r act

VEIL (Verified Epheneral ldentity Layer) is a security profile of
QAuth 2.1 for privacy-preserving identity verification. |t separates
clainms into two tracks: proof clains (boolean verification results,
compliance flags, assurance |evels) travel through standard token
clains, while identity clains (nanme, date of birth, address,
nationality) travel only through an epheneral, single-consune channe
that keeps personally identifiable information off long-lived tokens.
Subj ect identifiers are pairwi se by default. Consent records are
HVAC- protected. Step-up authentication scales with operation
sensitivity. VEIL is the base profile for domain-specific

ext ensi ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 October 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Identity verification produces two kinds of outputs: attestation
(bool ean results, conpliance scores, assurance tiers) and identity
data (nanme, date of birth, address, docunent details). OpenlD
Connect Core 1.0 [O DC-Core] delivers both through the sane channel
with the sane lifetinme and the sanme correl ation properties. VEIL
separates them attestation is carried in standard token clains,
while identity data is delivered through an epheneral, single-consune
channel bound to a user-initiated disclosure intent.

The profile conposes and constrains the foll ow ng specifications:
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| Proof Key PKCE [ RFC7636], mandatory |
T T e +
| Pushed Authorization PAR [ RFC9126], nmndatory |
T +
| Sender Constraining | DPoP [ RFC9449] |
e O +
| Identity Layer | Openl D Connect Core 1.0 [ O DC Core] |
o mmemeemeemeaeeiaeaaaas Fom e m e e eemeeeeieeieeccieemeaccacaaaas +
| Structured Intent | Rich Authorization Requests [RFC9396] |
o e e e e e e oo o e m e e e e e e e e e e e e e e me e +
| Token Exchange | [ RFC8693] |
e O +
| Token Introspection | [RFC7662] |
o meemeeeeeeaeiaeaaaas Fe e m e e e eeeieeieeccicaemeaccneaaaas +
| Back- Channel Logout | [O DC BCL] |
o e e e e e e oo o e m e e e e e e e e e e e e e e me e +
Table 1

Thi s docunent specifies: a two-track clai mnodel (Section 5), an
epheneral identity delivery channel (Section 6), pairw se subject
identifiers as the default (Section 4), an abstract interface for
assurance | evel derivation (Section 7), HVAC-verified consent
integrity (Section 9), and an extension profile architecture for
domai n-specific profiles (Section 12).

2. Conventions and Term nol ogy

2.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2.2. \Versioning

VEI L uses MAJOR M NOR versioning, with -draft appended for pre-

rel ease revisions. |Inplenentations MJST reject configurations or

di scovery docunents with an unrecogni zed nmgj or version

| mpl enent ati ons SHOULD accept docunents with a higher mnor version
than expected and ignore unrecogni zed fields, preserving forward
compatibility.

2.3. Definitions

Assurance Level: A tiered classification of how thoroughly a user’s
identity has been verified. The profile defines the interface
(inputs and outputs) but not the specific checks or tier
definitions.

Epheneral Store: An in-menory, TTL-bounded storage nechani sm for
identity clainms with single-consune semantics. PlIl staged in the
epheneral store is consunmed on first retrieval and automatically
expires if uncl ai ned.

Ildentity laim A claimthat contains personally identifiable
informati on (nane, date of birth, address, nationality, docunent
details). Identity clainms require explicit user action to rel ease
and flow only through the epheneral store.

Proof Claim A claimthat conveys a bool ean verification result,
assurance | evel, or conpliance flag without revealing the
underlying PIl. Proof clainms flow through standard token cl ains
and the userinfo endpoint.

Proof Scope: An QAuth scope that authorizes the rel ease of proof
clainms. Proof scopes MJUST NOT trigger identity claimdelivery.

Identity Scope: An QAuth scope that authorizes the rel ease of
identity clainms. ldentity scopes require user action to unlock
PIl and flow t hrough the epheneral delivery channel

Sector ldentifier: A stable client-bound identifier used as input to
pai rwi se subject derivation. In ODCthis is the registered
sector identifier for the client; absent an explicit sector
identifier, the chosen value SHOULD renai n stabl e across redirect
URI reordering.

Step-Up Authentication: A flow where the authorization server
enforces a higher assurance requirenent (acr_val ues) or session
freshness (nax_age) than the user’s current session provides,
triggering re-verification or re-authentication
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3.

Transport Constraints

The following QAuth 2.1 options are mandatory under this profile.
Requirenents that QAuth 2.1 states as SHOULD or RECOVMENDED are
restated here as MJST.

3. 1

Aut hori zation Server Requirements

The aut hori zati on server MJST:

*

Support QAuth 2.1 [I-D.ietf-oauth-v2-1] authorization code flow
wi th PKCE.

Requi re Pushed Aut horization Requests (PAR [RFC9126]) for all
aut hori zati on requests.

Support DPoP [ RFC9449] for sender-constrai ned tokens.

| ssue access tokens signhed with EdDSA (Ed25519) for conpact
si gnat ur es.

Support id_token_signed response_ alg client netadata for per-
client signing algorithmselection.

The aut hori zati on server SHOULD:

*

3. 2.

Q

*

Support multiple signing algorithns for id_tokens (RS256, ES256,
EdDSA, M- DSA- 65) .

Support Rich Authorization Requests [RFC9396] for structured
i ntent.

Support Token Exchange [ RFC8693] for audi ence rebinding and scope
attenuati on.

Support Back- Channel Logout [O DC-BCL] for federated session
term nation.

Client Requirenents

ients MJST:

Use PKCE with S256 chal | enge net hod.

Submit authorization paraneters via PAR before initiating the
aut hori zation fl ow.

I nclude the resource paraneter [ RFC8707] on PAR requests.
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* Support DPoP for sender-constrained token usage.
Clients MJUST NOT:
* Use the inplicit grant.
* Use the resource owner password credentials grant.
4. Subject Unlinkability
Under this profile, pairwi se subject identifiers are the default.
Unless a client explicitly registers subject_type: "public", each

relying party receives a distinct pseudonym for the sane user,
preventing cross-RP correl ation through the subject identifier.

4.1. Default Posture
Al client registrations MJST default to subject type: "pairw se".
Clients that require globally stable subject identifiers explicitly
opt in via subject_type: "public" at registration.

4.2. Derivation
Pairwi se subject identifiers are derived as:

sub = HMAC- SHA- 256( PAl RW SE_SECRET, sector + "." + userld)

Wher e:
*  PAIRWSE_SECRET is a server-side secret of at |east 32 bytes.

* sector is the client’s stable sector identifier. |If the
aut hori zati on server supports O DC sector_identifier_uri, it MJST
use that registered sector identifier. Qherwise it MJST derive a
stabl e client-bound val ue that does not change when redirect UR

order changes.
* userld is the internal user identifier.
Two clients with different sector identifiers receiving tokens for

the sane user see different sub values. Neither client can derive
the other’s sub or determne that both values refer to the sane user.
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4.3. Token Exchange

VWhen perform ng Token Exchange [ RFC3693] with an audi ence paraneter,
the aut horization server MJST re-derive the pairwi se sub for the
target audience's sector identifier. The exchanged token's sub MJST
differ fromthe subject token’s sub unless both clients share the
sane sector.

4. 4. Extension Point
Extensi on profiles MAY apply pairw se derivation to additional token
clains. PACT [I-D.val verde-oaut h-pact] extends pairw se derivation
to the act.sub claimfor agent session identifiers.

5. d ai m Separation
VEIL divides clains into two tracks based on whether they contain
personally identifiable information. The separation is enforced at
three independent |ayers: scope definitions (Section 5.2), consent
deci sions (Section 5.3), and delivery nmechani snms (Section 6).

5.1. The Two Tracks

*Proof claimns* convey verification results without PII. Exanples:
age verification: true, nationality verified: true,
verification_level: "full", sybil _resistant: true. Proof clains are

derived fromcryptographic artifacts (ZK proofs, signed clains,
encrypted attributes) rather than raw identity data.

*Identity clains* contain PIl. Exanples: nanme: "Jane Doe",
date_of birth: "1990-05-15", address: {...}, nationality: "FR'
ldentity clains require explicit user action to unlock and fl ow
through the epheneral delivery channel (Section 6).
The distinction between tracks is not what the claimdescribes but
what it reveals. An age verification proof and a date of birth both
describe the user’s age, but the proof reveals only a bool ean while
the date reveals the value itself.

5.2. Scope Families
The aut hori zation server MJST define two disjoint scope fanilies:

*Proof scopes* (e.g., proof:age, proof:nationality,
proof:verification, proof:conpliance):

* Authorize the rel ease of proof clains only.
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*  MJST NOT trigger identity claimdelivery.

* Do not require vault unlock or any user action beyond initial
consent.

* ©May be auto-approved on subsequent requests if consent already
exi sts.

*ldentity scopes* (e.g., identity.nanme, identity.address,
identity.nationality, identity.dob)

* Authorize the release of identity clains.
* MUIST trigger the epheneral delivery channel (Section 6).
* Require explicit user action to unlock PIl for each authorization

*  MJST NOT be persisted in durable consent records (ensuring the
unl ock pronpt reappears on each request).

An unbrella proof scope (e.g., proof:identity) MAY expand to al
proof sub-scopes at consent tine, allowing the user to opt in per
sub- scope.

5.3. Delivery Channels

The two tracks produce different delivery behavior at each OAuth
endpoi nt :

In id tokens: Proof clainms MAY be enbedded directly. Identity
clainms MUST NOT be enbedded in id_tokens. Identity scopes unlock
PIl only through the ephenmeral delivery channel and userinfo
consunption path described in Section 6.

In access tokens: Access tokens ordinarily carry only structura
clains (sub, scope, aud, cnf, and extension-defined clains |ike
act). Proof clains are not enbedded there except where a profile
explicitly defines an access-token-only proof artifact. VEIL
defines one such exception in Section 5.4: proof:sybil yields a
per-RP sybil _nullifier in access tokens only. ldentity clains
MUST NOT be enmbedded i n access tokens.

Via userinfo: Both proof clainms and identity clainms are delivered.
Proof clains are resolved fromthe user’s verification state.
ldentity clains are consunmed fromthe epheneral store (single-
consune; the entry is deleted after retrieval).
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5.4. Sybil Nullifiers

The profile defines an optional proof:sybil scope that produces a
per-RP unlinkable nullifier

sybil _nullifier = HVAC SHA- 256(
DEDUP_HVAC_SECRET,
dedupKey + ":" + clientld

)

The sane person receives the sane nullifier at one RP but different
nullifiers at different RPs. This enables per-human rate liniting
and duplicate detection without cross-RP identity |inkage.

6. Transient Disclosure
Identity clains (PlIl) reach the relying party through an in-nenory
store with single-consune semantics, bound to a user-initiated intent
flow. The profile nmandates the delivery semantics; the unlock
mechani sm (passkey PRF, password-derived key, wallet signature) is
i mpl ement ati on-specific.

6.1. Single-Consunme Properties

When identity scopes are approved, the authorization server stages
Pl in an in-nenory store with the follow ng properties:
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| Property | Requirenent |
[} i pp—p—p e p—p—p—p—p—p—_—(——————(—(——————————————————————————(———————r
| Storage | I'n-menory only; MJUST NOT be witten to disk or

| | database. |
. . +
| Key | I'nplenmentation-defined. It MJST either include

| | a request-specific handl e or otherw se |
| | guarantee that only one |live staged entry |
| | exists per userld:clientld. |
. . +
| TTL | Configurable; SHOULD default to 5 m nutes for

| | interactive flows. |
o m e e e oo - Lt +

| Consunption | Single-consune; the entry MJIST be del eted on |
| | first retrieval. |

| I'f the key does not include a request-specific
| handl e, concurrent staging for the sane |
| userld:clientld MIST be rejected until the |
| earlier entry is consuned, cleared, or expires.

Repl ay
protection

| Intent JTls MJUST be persisted in durable |
| storage (not nenory-only) and checked to |
| prevent replay of unlock events. Persistence
| MUST use insert-or-ignore semantics to handl e
| concurrent first-use races. |

S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +

| Rate | I'ntent and stage endpoints MJIST be rate-limted

| limting | per user identity to prevent brute-force unlock

| | attenmpts and epheneral store fl ooding. |

o m e e e oo - Lt +
Anmbi gui ty If multiple entries exist for the sane userld

context, the server MJST return no clains

| | |
| safety | when the consum ng endpoint |lacks clientld |
I I I
| | rather than risk cross-client PII msdelivery.

6.2. Intent Flow
The staging process follows an intent-then-stage pattern to ensure
that PIl staging is bound to a specific user action and cannot be
replayed or triggered by the relying party al one:

1. *User action.* The user perforns a credential-specific unlock
action (the mechanismis inplenentation-specific).
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2. *Intent token.* The authorization server issues a signed intent
t oken (HVAC- SHA-256, short TTL) carrying a scope hash and, for
backchannel flows, the authorization request identifier that
bi nds the unlock to a specific consent request.

3. *Stage.* The client presents the intent token. The server
validates it, filters the user’'s identity data by the approved
scopes, and stages the filtered clainms in the epheneral store.

4. *Consune.* The relying party calls the userinfo endpoint. The
server retrieves and del etes the staged entry in a single atomc
operati on.

6. 3. Excl usions

The epheneral store MJST NOT contain:

* Raw bionetric data (inages, enbeddings, |iveness scores).

*  Docunent i mages.

* Cryptographic key material

* Internal identifiers that could be used to correlate across RPs.

Only the identity clainms authorized by the approved identity scopes
are staged.

7. Tiered Verification
VEI L defines the interface for assurance |evel derivation (inputs,
outputs, properties) but |eaves the verification pipeline, check
definitions, and tier |abels to each inplenentation

7.1. Abstract Interface
Input: A set of verification artifacts. The profile does not mandate
the artifact types, but comon exanpl es include zero-know edge proof
verification results, signed clains fromverification processes,
encrypted attribute presence flags, bionetric match results, and
sybi | resistance indicators.

Qut put: An assurance result containing:
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| Field | Type | Description |
[} e ———— e —p——_————— Ll —p—_—(—(———r
| verified | bool ean | Wether the user neets the |
| | m ni mum verification threshol d.
oo s S o e e e e e e e e e e eee— oo n +
| level | string | Tiered assurance |evel |
| | | (inplenentation-defined | abels). |
o e e - S R T +
| nunericlLevel | integer | Numeric ordering of tiers for |
| | | compari son. |
oo s S o e e e e e e e e e e eee— oo n +
| checks | object | Individual boolean check results

| | | (inpl enentation-defined). |
o e e - S R T +

Table 3

7.2. Derivation Requirements
The derivation function MJUST be:

* Pure. No database access, no side effects. Al inputs are passed
explicitly.

* Determnistic. The same inputs always produce the same out put.

* NMbnotonic in tier ordering. A higher nuneric |level MJST satisfy
any requirenent for a |ower |evel.

The aut horization server MJST expose the assurance |evel through

* The acr claimin id_tokens (mapping inplenmentation tiers to URN
identifiers).

* Proof clainms filtered by granted proof scopes.
7.3. Step-Up Enforcenent

Step-up authentication is _spatial _ (trust depends on which operation
is attenpted) rather than _tenporal _ (trust deepening over tine).
Two enforcement points apply:

When a client includes acr_values in an authorization request, the
aut hori zation server MJST verify that the user’s current assurance
| evel satisfies the requested tier. |If it does not, the server MJST
return an explicit step-up error rather than silently downgrading.
In browser-based authorization flows, the error SHOULD be surfaced as
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i nteraction_required; extension profiles MAY define an equival ent
continuation-oriented error if they also provide a resumabl e step-up
pat h.

When a client includes max_age, the authorization server MJST verify
that the user’s session is not older than the specified value. [If it
is, the server MJST require re-authentication. |In PAR based fl ows,
the PAR record SHOULD be preserved with an extended TTL to cover the
re-aut hentication round-trip, so the authorization flow can resune
after login. Wen acr_val ues cannot be satisfied in a browser-based
PAR fl ow, the PAR record MJST be del eted and the server MJUST redirect
with the sane step-up error contract used for other authorization
flows (for exanple, interaction_required).

ACR identifiers are deploynent-local. Consistent with ODC Core 1.0
Section 2 and established | ETF practice (e.g.,

urn: mace: i nconmon: i ap: silver), a conform ng authorization server MJST
docunment the ACR URNs it issues and their tier semantics inits

di scovery netadata (acr_val ues_supported). VEIL does not register
speci fic ACR val ues and does not reserve a VEIL-specific ACR
nanespace; interoperability is achieved by publishing the |ocal URNs
rat her than by centralized registration.

Ext ensi on profiles MAY define additional step-up enforcenent points.
8. Signing Agility
8.1. Algorithm Sel ection
The aut horization server MJST support at |east RS256 for id_tokens
(O DC Discovery 1.0 Section 3 mandatory). The authorization server

SHOULD support ES256, EdADSA, and M.- DSA- 65.

Access tokens MJST be signed with EJDSA (conpact 64-byte signatures
for Bearer headers).

Clients MAY declare a preferred id_token signing algorithmvia
i d_token_signed_response_alg in their registration netadata. The
aut hori zati on server MJST honor the declared preference if it
supports the algorithm

8.2. Key Managenent

Si gni ng keys MJST be encrypted at rest (SHOULD use AES-256-GCMwith a
dedi cat ed key encryption key).
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Key rotati on MJUST support an overlap w ndow during which both the
retiring and repl acenent keys are served by the JWKS endpoint. The
retiring key carries an expiresAt tinmestanp; after the overlap

wi ndow, it is renoved

9. Tanper-Evi dent Consent

An attacker who can nodify stored consent scopes can bypass both the
two-track nodel and epheneral delivery. Consent records are
protected by an HVAC (Section 9.1), and identity scopes are excluded
from durabl e consent storage (Section 9.3).

9.1. Scope Verification

The authorization server MJUST verify the integrity of stored consent
records on every authorization request. Consent records MJST be
protected by an HVAC conputed over the consent context:

scope_hmac = HVAC- SHA- 256( SECRET, |ength_prefix(context) ||
I ength_prefix(userld) || length_prefix(clientld) |
I ength_prefix(referenceld) || length_prefix(sorted_scopes))

Lengt h-prefi xed encodi ng prevents concatenation collisions. The HVAC
key MUST be derived fromthe server’s base secret via a KDF (e.qg.
HKDF [ RFC5869]) with a domai n-separating info paranmeter, not used as
a raw key. This separation ensures that the consent integrity key
and the session authentication key are cryptographically independent
even when derived fromthe sane root secret.

9.2. Tanper Response

Bef ore processing an authorization request agai nst stored consent,
the server MJST reconpute the HVAC and conpare it to the stored
value. |If they differ, the server MJST del ete the consent record and
require re-consent. This prevents three attack vectors: direct

dat abase scope escal ation, consent replay across clients, and consent
replay across users.

9.3. ldentity Scope Stripping

Identity scopes MJST NOT be persisted in durable consent records.
The full scope set (including identity scopes) is witten for

aut hori zati on code derivation, then identity scopes are stripped
i medi ately so that the consent page reappears on subsequent
requests. This ensures that PIl delivery requires a fresh user
deci sion each tine.
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10.

10.

10.

11.

11.

Feder at ed Session Termn nation
1. Back-Channel Logout

The aut horization server MJST support O DC Back- Channel Logout
[ODCBCL] for federated session term nation. On user sign-out:

1. Query all registered clients with a backchannel _I ogout _uri

2. For each: build a |l ogout token JWI with the client’s pairw se sub
and sid (if backchannel | ogout session_required).

3. POST the |l ogout token to the client’s endpoint.
4. Retry with exponential backoff on transient failures.
2. Extension Coordination

Extensi on profiles MAY define additional cleanup actions triggered by
| ogout .

Machi ne- Readabl e Surfaces
1. O DC Discovery Extensions

The aut horization server’s Openl D Provider Configuration (/.well-
known/ openi d- confi gurati on) MJST incl ude:

* subject _types supported: ["pairwi se", "public"] with pairw se
listed first.

* acr_values_supported listing all supported assurance tier URNSs.
* scopes_supported listing all proof and identity scopes.

* backchannel _| ogout supported: true.

* backchannel _| ogout _sessi on_supported: true.

* require_pushed_authorization_requests: true.

* dpop_signing_al g val ues_support ed.

* id_token_signing_al g values_supported (at nininmm]["RS256"]).
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11.

12.

12.

12.

2. Extension Discovery
Extension profiles define their own discovery docunents at dedi cated
wel | -known paths. The O DC Di scovery docunent SHOULD NOT be
over| oaded wi th extension-specific metadata.
Conposi ti onal Extension
Domai n-specific profiles (agent del egation, verifiable credentials,
regul atory conpliance) extend VEIL through the mechani sm defi ned
bel ow. Extensions MJST NOT nodify VEIL itself.
1. Architecture
Each extension profile:

* References VEIL as its base and inherits all VEIL requirenents.

* Adds domai n-specific capabilities w thout nodifying VEIL's core
requirenents

* Defines its own discovery docunent at a dedicated well-known path.
* Specifies additional confornance requirenents for its donain.

2. Extension Boundaries

Ext ensi on profiles MJST NOT:

* \Weaken pairwi se subject requirenments (e.g., defaulting to public
subj ects).

* Bypass the epheneral delivery channel for identity clains.

* Enbed identity clains in access tokens or extension-specific token
types.

* Mdify the consent integrity nechani sm

Ext ensi on profil es MNAY:

* Define additional pairw se derivations

* Define additional step-up enforcenment points.

* Define additional token types via Token Exchange [ RFC8693].

* Define additional consent routing | ogic.
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13.

13.

13.

14.

* Extend the ephemeral store TTL for their specific flow patterns.
Security Considerations

I mpl enent ati ons MJST satisfy the security considerations of each
conposed specification: QAuth 2.1 [I-D.ietf-oauth-v2-1], PKCE

[ RFC7636], PAR [ RFC9126], DPoP [ RFC9449], RAR [ RFC9396], Token
Exchange [ RFC8693], A DC Core 1.0 [O DC-Core], and O DC Back- Channe
Logout 1.0 [O DC-BCL].

1. PIl Exposure W ndow

Identity clains exist in cleartext only during the epheneral delivery
wi ndow (between stagi ng and consunption). Qutside that w ndow,
identity data is either encrypted (credential -w apped secrets, FHE

ci phertexts) or absent.

Aut hori zation servers MJST NOT |og identity claimval ues.
Aut hori zation servers MJST NOT cache identity clains beyond the
epheneral store TTL.

2. Correlation Resistance

Pairwi se subject identifiers prevent cross-RP user correlation under
the standard O DC threat nodel. However, timing correlation (two RPs
comparing token issuance tinestanps) and netadata correl ation (user
agent, |P address) remain possible. The authorization server SHOULD
m nimze netadata | eakage in token responses and SHOULD NOT i ncl ude
client-identifying information in error responses visible to other
clients.

3. Sender Constraining

DPoP sender-constrai ning prevents token theft and replay. Wen
conbi ned with pairw se subjects, a stolen token is useless to a
different RP (wong aud) and useless to a different client (wong
cnf.jkt).

Privacy Consi derations

| mpl enent ati ons MJUST satisfy the privacy considerations of each
conposed specification. Participants are the authorization server
(AS), the relying party (RP), and the end user. Data categories are
proof clains (Section 5), pairw se subjects (Section 4), sybi
nullifiers (Section 5.4), and identity clains (PI1), which flow only
t hrough the epheneral channel (Section 6). Cross-RP correlation
through subject identifiers requires explicit opt-in at registration
(subject _type: "public"); identity disclosure requires explicit opt-
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14.

14.

14.

14.

in at authorization (identity scopes, per-scope user consent).
1. Double Anonynmty

The profile supports a doubl e-anonymty node where both sides of the
identity verification relationship are protected. The relying party
cannot identify the user or recognize returning users (pairw se

subj ects, no enmail scope), and the authorization server cannot
reconstruct which services the user visits (consent records do not
accunul ate when identity scopes are stripped).

2. Sybil Nullifier Privacy

The sybil _nullifier (Section 5.4) is derived per-RP. Two RPs
receiving nullifiers for the same user cannot determ ne that fact.
The nullifier enables per-human uni queness enforcenent without cross-
RP identity |inkage.

3. Session Metadata Nullification

The aut horization server MJST NOT persist the user’s I P address or
user agent in session records. |If the session |layer collects these
val ues (as nost franeworks do by default), they MJST be nullified
before storage. Wthout this, two RPs that obtain session netadata
(via breach, legal conpul sion, or insider access) can correlate users
by matching I P + user agent + timestanp patterns.

4. Provider Fingerprint Renoval

Four concrete signals can fingerprint the authorization server and
enabl e cross-RP provider correl ation:

1. Provider identifiers in proof clainms. Proof claimpayloads MJST
NOT include provider-identifying fields (e.g., issuer_id).
Provider identity is an internal audit concern

2. Trust framework naming. The trust framework identifier in
identity assurance clains SHOULD identify the regul atory
framework (e.g., eidas), not the provider nane.

3. Credential type identifiers. Verifiable credential type
identifiers (VCT) MJST use provider-neutral URNs (e.g.,
urn: credential :identity-verification:vl) rather than provider-
domai n URLs.

4. Structural fingerprinting. SDJW credentials SHOULD i ncl ude
decoy disclosures to prevent fingerprinting via disclosed claim
set anal ysi s.
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15.

15.

15.

15.

15.

5. CdaimSpecificity

Proof clains are derived fromcryptographic artifacts, not fromraw
PlI. The authorization server SHOULD mnimze the specificity of
proof clains. For exanple, nationality group: "EU' is preferable to
nationality: "FR' when the relying party’'s requirement is
jurisdiction menbership rather than specific nationality.

| ANA Consi der ations

Thi s docunent has no inmediate | ANA actions that require new registry
creation. It relies on identifiers and registries that are either
al ready allocated or that are del egated to extension profiles.

1. CQAuth Paraneter Registries

VEI L does not register new QAuth paraneters, grant types, token type
URI's, client metadata fields, or authorization server netadata
fields. It narrows existing QAuth 2.1 and O DC Core 1.0 paraneters
to a mandatory subset (see Section 3). Extension profiles that build
on VEIL are responsible for registering any new QAuth identifiers
they introduce.

2. Well-Known URI Registrations

VEIL relies on the existing well-known URI registrations openid-
configuration (ODC Discovery 1.0) and oaut h-aut hori zation-server
[ RFC8414]. It does not register a new well-known URI. Extension
profiles MAY register their own well-known URI suffixes per

[ RFC8615] .

3. Assurance Certification Values (acr)

ACR URNs listed in acr_val ues_supported are depl oynent-| ocal,
consistent with ODC Core 1.0 Section 2 and established | ETF
practice. VEIL does not register a VElIL-specific ACR nanespace and
does not request a registry; each authorization server docunents its
own ACR URNs and their tier mapping in its di scovery netadata (see
Section 7.3).

4. Verifiable Credential Type ldentifiers

Where a deploynment emits verifiable credentials, credential type
identifiers (VCT) MJST be provider-neutral URNs (see Section 14.4).
VEI L does not define or reserve specific VCT URNs; depl oynents choose
val ues consistent with the credential ecosystemthey participate in.
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16. Confornmance
16.1. Authorization Server Requirements
A conform ng authorization server MJST:
* | nplement the QAuth 2.1 baseline (Section 3).
* Default to pairw se subject identifiers (Section 4).
* | nplenment the two-track clai mnodel (Section 5).

* I npl enent epheneral identity delivery wth single-consune
semantics (Section 6).

* | nplenment an assurance |evel derivation function that satisfies
the abstract interface (Section 7).

* Enforce step-up authentication for acr_val ues and nax_age
(Section 7.3).

* Protect consent records with HVAC integrity verification
(Section 9).

* Strip identity scopes from persisted consent (Section 9.3).
* Support back-channel |ogout ([O DC BCL]).
* Publish O DC Discovery netadat a.
16.2. dient Requirenents
A conform ng client MJST:
* Use PKCE with S256 and PAR for all authorization requests.
* Include the resource paraneter on PAR requests.
*  Support DPoP for token binding.

* Consune identity clains fromthe userinfo endpoint, not from
i d_token clains al one.

* Treat userinfo identity claimdelivery as single-consunme (do not
retry expecting the sane data).
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