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Abst r act

W attest that standalone M.-KEMin TLS 1.3 breaks the existing
formal proofs of TLS in state-of-the-art synmbolic security analysis
tool, ProVerif. W believe this requires a new synbolic proof in
ProVerif. To help informthe analysis, we share our understanding of
*exact|y* where the ProVerif proofs break, nanely transition from
symmetric DHKE to asymmetric KEM Mre specifically, our
understanding is that the existing proofs of TLS in ProVerif are
based on comutativity property, whereas commutativity does not apply
to standal one M.-KEM in TLS

In general, we see no reason to believe that hybrid key exchanges are
not _at least_ as strong as the stronger of the two conponents. W
invite collaborations or independent analysis to extend the ProVerif
nmodel s to perform such analysis and offer a statenment for security
considerations of [I-D.ietf-tls-mkenj. 1In our understanding, a
coupl e of WG participants have already started formal analysis in
ProVerif.

We also attest that froma formal anal ysis perspective, this is a
much bi gger change than RFC8773bis, which indeed went for FATT review
(cf. [TLS-FATT]). W, therefore, formally request the chairs to
initiate the FATT revi ew of standal one M.-KEMin TLS

This draft also offers some prelimnary discussion to help the

devel opers and policy nakers make infornmed choices. Finally, the
draft also ainms to reduce the endless repitition of argunments from
bot h sides presented on several lists by docunmenting these arguments
so they can sinply be referred to. W sincerely believe this wll
hel p to focus the discussion on technical matters, such as system
nodel , threat nodel, security properties, and depl oynents.

We acknow edge several | ETF participants who have contributed to this
draft with their insights. This draft captures what _we_ understand
themto be saying.

About Thi s Docunent
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This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://mhamrad-
usana-sardar.github.io/risks-of-mkenidraft-usama-tls-risks-of -

m kemhtml. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-usama-tls-risks-of-nlkeni.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com muhammad- usama- sardar/ri sks- of - nl kem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Decenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Readers are assuned to be famliar with [N stFi ps203],
[I-Dietf-tls-rfc8446bis], and [I-D.ietf-tls-mkeni. Please note
that the draft has currently several hyperlinks.
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W assert that the security considerations of [I-D.ietf-tls-nlkeni
are insufficient. W believe that consistent with [ TLS- FATT]
process, _synbolic_ and _conputational _ analysis (to be interpreted
as in SoK (https://eprint.iacr.org/2019/1393. pdf)) of *integration*
of standal one M.-KEM in the context of TLS is hel pful here.

We believe that the focus of synbolic analysis ought to be on the
*integration* details (transcript binding, key schedul e, agreenent)
for standal one M.-KEM in the context of TLS, rather than the
*primtive* itself.

We believe that if any WG partici pant has done any fornal analysis,
it would be very helpful to share the results with the WG for
di scussi on.

Literature reviewis currently ongoing. Sone existing conputationa
anal ysis for standalone M.-KEM in TLS include this
(https://eprint.iacr.org/2021/844) and this
(https://eprint.iacr.org/2024/1360). Both are based on pen-and- paper

(conmput ational) proofs. At the symbolic |evel, some analysis -- such
as this (https://eprint.iacr.org/2022/1111. pdf) for KEMILS in Tamarin
-- exists. In our understanding, both client and server encapsul ate,

which may bring the symetry.
1.1. Gap Analysis

We are currently not aware of any peer-reviewed work on *integration*
of standal one M.-KEM in TLS based on ProVerif. Getting a
confirmation on the synbolic | evel seens val uable.

Sone WG participants seemto disagree with the statenent that the
hybrid key exchange in TLS is at |east as good as standal one M.-KEM
in TLS. W are not aware of any literature which clains that
standal one M.-KEM in TLS is _better_ than hybrid key exchange in TLS
Getting a confirmation on these subtleties via fornmal anal ysis seens
very useful for resolving this difference of opinions.

1.2. Mot i vati on

[rfc3552] requires to docunent the risks in the security

consi derations. To support those requirenents for
[I-Dietf-tls-mken], this draft ains to fornmally study the security
of standal one M.-KEMin TLS 1.3. This is because of the follow ng
reasons.

In the last WALC, [I-D.ietf-tls-mken] had an opposition of severa

(ca. 25 in our understanding) W5 participants -- even nore than the
supporters (ca. 21 in our understanding). W see 2 possible options:
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* Continue tabletop discussions on *subjective* estimation of
urgency, risks, costs, tradeoffs, etc., and keep burni ng WG energy
by endl ess repitition.

* Do sone technical analysis using (_synbolic_ and _conputational )
formal nmethods to get a confirmation on the security of
*integration* of standal one M.-KEMin the context of TLS and offer
a statement for security considerations.

We believe the fornmer cannot resolve the dispute. W sincerely
*hope* the latter will help.

We believe the security considerations of {{I-D.ietf-tls-mken}} are
insufficient. W al so believe FATT review could have significantly
inmproved it, including but not Iimted to the preference of hybrid
key exchanges, and potential issues regarding KEM binding in TLS

WG partici pants have provided significant feedback during the two
WELCs. However, not nmuch of that is actually reflected in the
updated editor’s version at the time of witing.

1.2.1. Expected Learning

We believe formal nethods can provide additional value for security
considerations of this draft in order to maintain the high
crypt ographi ¢ assurance of TLS

Since we have no guarantee on whether ECDHE wi |l break before M-KEM
it seens appropriate to do thorough cryptographi c anal ysis.

We believe the Harvest Now, Decrypt Later (HNDL) attack applies
equally well to standal one M.- KEM

Adversary can record all traffic and decrypt it when M.-KEMis
broken. The opinions of W5 participants here vary from"M-KEMi s
secure" to "M.-KEM is probably already secrectly broken." Fornal
met hods can operate under the assunption that M.-KEMis secure, and
focus on the *integration* of M.-KEMin TLS under this assunption.

* As an exanple, formal methods can help justify design choices,
such as the preference for hybrid key exchanges. It can also help
identify all the assunptions under which the properties hold.

* As a relevant data point in the context of standardization, LAKE
WG has done formal analysis for EDHOC- PSK with KEM (ref
(https://mil archive.ietf.org/arch/ nsg/
| ake/ 2XG0 90Cwy | JUfF SCasvvwVRFXmw/ ) ) .
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* _Conputational _ analysis (cf. SoK
(https://eprint.iacr.org/2019/1393.pdf)) -- using tools such as
CryptoVerif -- seens |like a reasonabl e approach to ensure security
of M.-KEM in TLS, such as binding shared secret ss to the TLS
transcript hash.

1.2.2. Mninum Vi abl e Mddeling

Based on the discussion on list, sinply replacing ideal DHKE by idea
M.-KEM in the formal nodel is not very useful. W ought to focus on
the nore security-critical questions about *integration* of M.-KEMin
TLS. We present a few high-1evel observations to consider for
security considerations of [I-D.ietf-tls-nlken:

* The nodel ought to consider that any agent could have initiated
the TLS, rather than assigning the agents with static roles of
client and server in the nodel. Wen agents are assigned non-
static roles, it would be interesting to see whether the asymetry
i ssue becones visible in some property. W consider it very
critical for security considerations of [I-D.ietf-tls-mken] and
this is the key point of this draft.

* Different failure nodes proposed on |list can be npdel ed.

* Alarge part of the problemis the careful investigation of what
to nodel, under what threat nodel, under what system nodel, under
what inplenmentation scenarios etc. W believe sonme of this is
important for security considerations of [I-D.ietf-tls-mnkeni.

* |t will be interesting to see sone anal ysis about any subtle cases
where hybrid key exchange in TLS is _not_ at |east as good as
standal one M.-KEM in TLS. CQur understanding is that sone
participants would like to see sone statenent on the comparison
since hybrid key exchange is the de facto industry standard.

* W believe brainstorm ng about some robustness (vs. security)
properties would al so be useful. Even if the security properties
hol d, does standal one M.- KEM make si de-channel | eakage easier?
This m ght be a valuable consideration for the inplenmenters.

* Analysis may be hel pful to ensure that the changes -- such as the
removal of hash function (cf. Appendix C. 1, bullet 3 in
[ Ni st Fi ps203]) -- from Kyber to M.--KEM preserve the security
proof s of Kyber.

We invite collaborations or independent analysis to extend the

ProVerif nodels to performthis analysis. Any analysis on these or
rel ated security and robustness matters is very wel cone.
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1.2.3. Previous Formal Requests for FATT Revi ew

We have formally requested the chairs to initiate the FATT process
for [I-Dietf-tls-mkenj. See this
(https://milarchive.ietf.org/arch/nmsg/tls/

r c gr Wr2hnhESXHx56U8I nbwQQs/ ), this
(https://mailarchive.ietf.org/arch/ nsg/

tls/71j6f YAwneMBWMIMKFer Nl 7xhYOpk/), and this

(https://mil archive.ietf.org/arch/ nsg/

t1 s/ 2LukHLri SE5SPQPpMWI VGygp4l pg/) .

1.2.4. FATT Review is Harm ess

For those who are worried, please note the legitinmate outcomne
_nothing required_ in [TLS-FATT].

Recomendati ons output fromthe FATT for a particul ar docunent
may range from’'nothing required to 'pen-and-paper proof

can be updated’ to 'a formal methods nodel using a specific
tool ought to be done’ - the 'formal’ is not limted to

formal methods but to formal security nodeling generally.

Pl ease al so note [TLS-FATT]:

The output may say that additional analysis is not warranted
or it may indicate what type of analysis should be done.

Moreover, Wsretains its authority [TLS-FATT]:

The working group is not obligated to foll ow the FATT recomrendati on
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all

capital s, as shown here

* Synbolic analysis: see SoK (https://eprint.iacr.org/2019/1393. pdf)

* Conputational analysis: see SoK
(https://eprint.iacr.org/2019/1393. pdf)

* Standal one M.-KEM refers to [I-D.ietf-tls-mkenj.

* Hybrid key exchange refers to [I-D.ietf-tls-ecdhe-m ken] and
[I-D.ietf-tls-hybrid-design].
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We believe that synbolic and conputational nodels are conpl ementary
and not a substitute of each other.

3. Were ProVerif Proofs Break
We attest that:

1. existing proofs of TLS in ProVerif are based on comutativity
2. comutativity does not apply to standal one M.-KEMin TLS
Hence, a new proof is required.

This entails updating ProVerif nodels, e.g., nodeling KEM.

Wiile M.-KEM [I-D.ietf-tls-mken] |ooks like just a "trivial"
addition, it makes changes as deep as the key schedule of TLS. It
essentially replaces the _key exchange_ by _key encapsulation_. Wile
the former is symetric, the latter is asymetric. This symetry is
in terms of exchange of roles assigned to the agents, and that the
order does not matter. The existing proofs in ProVerif, therefore,
utilize this synmetry for the cormutativity of the key shares g*x and
g"y, where g"x and gy represent the public key shares of the
endpoints. In ProVerif syntax: (see original source here
(https://github.confInria-

Prosecco/ reftl s/ bl ob/ 634f 7da5940f 8d1f 09cf cd56280b4ef 3b533df 6b/ pv/t| s-
I'i b-draft?20. pvl #L45-L48) and re-used here (https://github. conl CCC
Attestation/formal -spec-id-
crisis/blob/6c3d17a428198aa058f 805d16f e6baef 7894028f/ TLS-a/fi x/tl s-

I'i b-sinple. pvl #L38-L41))

fun dh_ideal (el enent, bitstring):el enent.
equation forall x:bitstring, y:bitstring;
dh_ideal (dh_ideal (G x),y) =
dh_i deal (dh_ideal (G YY), X).

Key encapsul ati on does not enjoy this comutativity property, or even
an anal ogous symmetry argunment. There is essentially only one
endpoint (say client) which generates the key pair (dk, ek) where dk
represents the _secret decapsul ation key_ and ek represents the
_public encapsul ation key_. As opposed to both endpoints sending
their public key shares g"x and gy in a traditional key exchange
(DHKE), a KEM creates a rol es-asynmetry where only one of the
endpoints (client in above exanple) sends the public encapsul ation
key ek and the peer (server) sends a ciphertext ct. This asymetry
breaks the existing proofs of TLS 1.3 in ProVerif and requires a new
pr oof .

Pl ease note that breaking the existing ProVerif proof does not inply

that the standal one M.-KEM proposal in TLS [I-D.ietf-tls-mken] is
insecure. It just nmeans that a new proof is required. W welcone
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f eedback and col | aborations fromthe comunity on doing a thorough
analysis in ProVerif -- such as in Section 1.2.2 -- while preserving
the cryptographi c soundness.

Justification based on FATT Process

Qur formal request for FATT reviewis fully in conformance with the
current [TLS-FATT] process, which explicitly states:

For exanple a proposal that nodifies the TLS key schedul e or the
aut henti cation process or any other part of the cryptographic
protocol that has been formally nodel ed and anal yzed in the past
would likely result in asking the FATT, whereas a change such

as nodi fying the SSLKEYLOG fornmat woul d not.

As presented in Section 3, we attest that [I-D.ietf-tls-mken
nmodi fi es the:

* TLS key schedul e

* cryptographic protocol such that commutativity property is no
| onger valid.

Thi

s breaks the followi ng proofs in ProVerif:

* Bhargavan et al.’s nmodel of draft 20 of TLS 1.3: [reftls] and
[reftls-Repo] and all 5 _public_ forks as well as one nested fork

- arthuraal/reftls (https://github.com arthuraal/reftls/bl ob/
d6bc5dd8eb4373683ch1ce64845691954d0d7601/ pv/tls-1i b-
draft20. pvl #L44- LA47)

- blipp/reftls (https://github.comblipp/reftls/
bl ob/ 5bc66d14d4acchf f 6edbOae7a263df 5ea880857d/ pv/tls-1ib-
draft 20. pvl #L44- L47)

- chris-wood/reftls (https://github.conl chris-
wood/ reftl s/ bl ob/ d6bc5dd8eb4373683cbh1ce64845691954d0d7601/ pv/
tls-1ib-draft20. pvl #L44-L47)

- ekr/reftls (https://github.comekr/reftls/
bl ob/ 5bc66d14d4acchf f 6edbOae7a263df 5ea880857d/ pv/tls-1ib-
draft20. pvl #L44- LA47)

0 ajayeerallal/reftls
(https://github. conlajayeerallal/reftl s/ bl ob/
b97196f a0c3885da0f e0f 412c9902e85a7f 5323a/ pv/tls-1ib-
draf t 20. pvl #L44- L47)
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- jhoylal/reftls (https://github.conjhoylal/reftls/blob/
d6bc5dd8eb4373683cb1ce64845691954d0d7601/ pv/tls-1ib-
draft 20. pvl #L44- L47)

* Qur previous work extending the nodel of Bhargavan et al. to the
current state of [I-D.ietf-tls-rfc8446bis] and integrating renote
attestation: [ID-Crisis] and [I D Crisis-Repo] (under Apache-2.0
Li cense) and all 3 public forks:

- jupenur/formal -spec-id-crisis (https://github.conljupenur/
formal - spec-i d-
cri si s/ bl ob/ de2bdec9967bf 535f 648f 0cc8e8d2d90a49104a4/ TLS-a/ fi x/
tls-1ib-sinple.pvl#L38-L41)

- nathanaelritz/formal -spec-id-crisis
(https://github. coml nat hanaelritz/fornal -spec-id-
crisis/ bl ob/a028cec823b7d9bf 13dd5aldd71abl4c75b1a83d/ TLS-a/fi x/
tls-1ib-sinple.pvl#L38-L41)

- tel ephonicrobotics/formal -id-crisis-spec
(https://github. conitel ephonicrobotics/formal-id-crisis-
spec/ bl ob/ c1953127ce004e51b888250591ec9971ad50e98c/ TLS-a/ fi x/
tls-1ib-sinple.pvl #.38-L41) (owner of this repo is the sane as
the one before this and has indicated that there was no active
_private_ devel opnment in this repo)

* A coupl e of our ongoing works which are not yet public

*Not e*: Forks may or may not have substantive changes. It is hard
for us to know and judge how nmuch research and devel opnent effort
someone did _privately_ and did not make it public and hence, we do
not want to add our personal estimation of whether someone has
substantially worked after forking. Readers are welcome to nmake
their own opinions by exploring the repos or contact the respective
repo owners for further details. The hyperlinks provide one instance
of usage of equation in the main branch based on what is publicly
avai | abl e.

In our understanding, a couple of W5 participants are al ready working
on formal analysis of [I-D.ietf-tls-mken] analyzing the itens
mentioned in Section 1.2.2. A new section will be added when they
will share their results of the itens in Section 1.2.2.
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4.1. Conparison with RFC8773bis

Pl ease note that RFC8773bis is a much smaller change: it’'s pretty

much standard TLS and still went for FATT review Based on that, we
see no reason to believe that [I-D.ietf-tls-mken] -- with key
schedul e | evel changes -- should not be sent to FATT.

4.2. FATT Review for Hybrid Key Exchange?

Sone participants have raised concern that the sane issue may_apply
to hybrid key exchange as well and one of the proposals is to block
that draft. W *very strongly* oppose this proposal because of the
foll owi ng reasons

4.2.1. Stage of Publication

[I-D.ietf-tls-hybrid-design] has | ETF consensus and is in the
publicati on queue. G ven the consensus, we see absolutely no reason
to block that. As we understand, FATT process was specifically
designed to *resol ve* concerns rather than *gatekeepi ng*.

In contrast, as nentioned in Section 1.2, standal one MLKEM
[I-Dietf-tls-mken] is still within the W and has a very different
profile with ca. 25 oppositions in our understanding in the |ast
WELC. FWW this is exactly what makes formal analysis potentially
hel pful to resolve the issue, build high confidence and offer a
statement for security considerations after a careful forma

anal ysi s.

4.2.2. Technical Rationale

Technically, a proof of [I-D.ietf-tls-hybrid-design-09] is done in
the conput ati onal nodel using CryptoVerif (cf. ref
(https://bblanche. gitl abpages.inria.fr/publications/

Bl anchet JacormeCSF24. pdf)). As per list discussion, it appears that
the proof applies to the latest version of the spec
[I-D.ietf-tls-hybrid-design], as there seemto be no substantive
changes fromthe perspective of formal proof.

Moreover, we believe that the two drafts [I-D.ietf-tls-hybrid-design]
and [I-D.ietf-tls-mken] are inconparable on this specific point as

hybrid key exchange still maintains the symmetry in the DHKE part.
From formal (synbolic) analysis perspective, g"x and gy are stil
sent in hybrid key exchange, g"xy is still conputed and we believe

the conmmutativity property is applicable for that part as-is. From
formal (synbolic) anal ysis perspective, M.-KEMis conplenentary to
t hat .
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Specifically, fromSection 4 of [I-D.ietf-tls-ecdhe-m kenj, for the
synmbol i c anal ysis, X25519M_KEM/68 in TLS may be viewed as:

client’s key_ exchange val ue
server’'s key_exchange val ue
shared secret = ss || gxy

ek || gx
ct || gy

4.2.3. Marginal Additional Effort for Hybrid Key Exchange

Once the formal analysis for standal one M.-KEM in TLS
[I-Dietf-tls-mken] is done, we expect that the additional effort
for hybrid key exchange in TLS [I-D.ietf-tls-hybrid-design] will only
be marginal, as the building blocks for DHKE al ready exist in
ProVeri f.

4.2.4. Wuat if Issue is Found?

Shoul d there be a groundbreaki ng di scovery of an issue which applies
also to [I-D.ietf-tls-hybrid-design], we are confident that the W5
will find a way out, such as very quickly applying the fix proposed
by the formal analysis, doing a very quick WA.C and | ETF LC while
requesting the AD and RFC Editor to keep the draft at its place in
the publication queue.

5. Formal Analysis (Wrk-in-progress)
We have presented observation from our ongoing synbolic security
analysis (cf. limtations in Section 7) using ProVerif on the mailing
list.
For brevity, we omit other assunptions in the properties bel ow and
focus on the difference. This assunes hybrid constructor to be
secure
We believe that _in general _:
1. Mgration fromECDHE to hybrid key exchange is security inprovenent.
2. Mgration fromhybrid key exchange to standal one M.-KEMis security
regression.
5.1. Hybrid Key Exchange
More formally, the property hybrid key exchange _shoul d_ provide is:

Security properties of TLS hold unless *both* ‘gxy' and ‘ss‘ are
avail abl e to the adversary.
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As presented in Section 4.2.2, hybrid key exchange preserves ECDHE
component gxy, and concatenates M.- KEM component ss as an additiona
factor. So as long as _at |least_ one of these two secrets is not
avail able to the adversary, all security properties should hold. In
particular, even if M.-KEMis conpletely broken, i.e., ss is

avail abl e to the adversary, the protocol retains the security |eve
of ECDHE.

5.2. Standal one M.- KEM

On the other hand, the formal property standal one M.- KEM can provi de
is:

Security properties of TLS hold unless ‘ss' is available to the
adversary.

5.3. Conparison

Leaki ng out the ECDHE key from hybrid key exchange shoul d downgrade
the security to the level of a standal one M.-KEM Therefore, hybrid
key exchange is _in general _ nore secure, unless:

* ECDHE is fully broken, in which case it still falls equivalent to
st andal one M.- KEM

* in the _hypothetical __ scenario that there is an inplementation bug
in the ECDHE part which is triggered only in conmposition. W have
not yet seen any concrete evidence of such a scenario on the |ist.

6. Issues That Forrmal Methods Probably Cannot Sol ve

The answers to the followi ng issues are | argely dependent on severa
factors, and the opinions vary |largely.

It is necessary to nmention that even several respectable
cryptographers in the comunity are not aligned on the issue -- for
exanpl e see the long bet (https://github.conl FiloSottil e/ecc-vs-
lattices-long-bet). Hence, our personal opinion is probably not that
important. Probably the best we can do is to capture _our_
under st andi ng of the views of W5 partici pants.
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Disclaimer: This is not neant to be an exhaustive list.

This is also not neant to pritoritize any concerns over others.
This is a sincere attenpt to slowy capture the opinions

to avoid endl ess repetitions fromboth sides.

Many substantive concerns are m ssing.

We are slowy collecting the concerns, as tine allows.

If your substantive concern is missing, it is unintentional

Pl ease sinply submit a *preci se* and *conci se* PR

6.1. Recommendation of Designers

The aut hors of Kyber/M.-KEM (see this (https://pg-crystals.org/kyber/
i ndex.shtm)) say:

For users who are interested in using Kyber, we reconmend the
fol | owi ng:

* Use Kyber in a so-called hybrid node in conbination with
establ i shed "pre-quantum’ security; for exanple in conbination
with elliptic-curve Diffie-Hellnman.

...

A WG participant shares (https://mailarchive.ietf.org/arch/nsg/tls/
NnG davTY6KGTVQo46xaPbSHQzwW ) t hat:

I recently asked one of the nmenbers of the CRYSTALS team
whether this is still his view, and the response was:
"Yes, of course."

6.2. Thorough Review

Pl ease see a very thorough review here
(https://milarchive.ietf.org/arch/nmsg/tls/jl sYHENMM -
4XPRvungKsAL36k/), which is self-sufficient.

6.3. 'Significantly Harder’ Argunent

Sone participants believe in the 'significantly harder’ argunent,
whi ch assunes i ndependence of breakage of M.-KEM and traditional s:

If the probablity of one being broken over the next n years is p, and
the probability of the other being broken over the next n years is q,
then the probability of both being broken is pg.

Pl ease see this (https://github.com FiloSottil e/ecc-vs-lattices-Iong-
bet #2a- what - count s- as- a- break) for what "broken" may nmean here nodul o
sonme exclusions (https://github.com FiloSottile/ecc-vs-lattices-Iong-
bet #5- excl usi ons).
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G ven the very different type of cryptographic constructions

i nvol ved, independence night be a reasonabl e assunption. However,
some participants disagree with 'significantly harder’ argument wth
a reasonabl e counter-argunment that in reality, cryptography is nuch
nmore conplicated than that (cf. this
(https://mailarchive.ietf.org/arch/nsg/tls/

AK7QUI i GX3ynsChXeUuwn_I Y7i k/)):

Dependi ng on the algorithnms and the conposition method,
the probability can clearly be q, or smaller than pq.

I n our understandi ng, nost other counter-argunments seemto break the
exclusions (https://github.com FiloSottil e/ ecc-vs-lattices-Iong-
bet #5- excl usi ons).

Pl ease note that this argunent is based on the security of
_primtives , rather than the _conposition_ of primtives in
protocols. Hence, formal nethods probably have nothing to help here.

6.4. Urgency

It is unclear _whether_and if applicable _when_ Cryptographically-
Rel evant Quantum Conputer (CRQC will eventually becone practical.
The opinions vary from never because of conplicated physics (see this
(https://eprint.iacr.org/2025/1237)) to be _prepared_ for it as early
as 2029 (see Google 2029 (https://blog.googl e/innovati on-and-

ai /technol ogy/ saf ety-security/cryptography-nmigration-tineline/) and
Cloudflare 2029 (https://blog.cloudflare.com post-quantum roadnap/)).
Technically, please note that Google has not even rel eased the

*quantum circuit* underlying their recent clains -- apparently the
reason for this urgency. So Google' s clainms may not yet be
justified.

Mor eover, in our understanding, these deadlines are for PQ based
protection in general regardless of hybrid key exchange or standal one
KEMs in TLS. Since hybrid key exchange is wildly in use, these
deadlines are mainly for quantum safe authentication

In any case, sone participants see no reason to create panic for
publication of [I-D.ietf-tls-mken] based on this because many

i npl ementations -- such as OpenSSL -- have al ready i npl enent ed
standal one M.-KEM and it is just a matter of enabling it. And
frankly, nobody needs permission fromthe |ETF to enable it.
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6.5. "Cost"

"Cost" has been presented on the list as the notivation for

st andal one M.-KEM in TLS but we have not seen any supporting

anal ysis. CQur observation from Section 4 of
[I-Dietf-tls-ecdhe-mken] is that -- for example -- for
X25519M_.KEMr68, the traditional part seens negligible conpared to M-
KEM part in key_exchange:

[} e —————— L —_———————————— Ll p—p—_—
| Bytes in field | PQ part (M.-KEM | Traditional part (X25519) |
| dient share | 1184 | 32 |
oo o - Fom e e e oo Tt +
| Server share | 1088 | 32 |
S o e e e e oo oo o e e e e e e e oo +
Table 1
We believe other "costs" will depend on several factors -- including

but not limted to inplenentation details and depl oyment scenario --
and it is quite *subjective*.

There seens to be a need for a thorough study to understand the
"cost." W invite the WG participants to performcost anal ysis and
share the results with the W&

6.6. |s Publication Necessary?

Code Points for M-KEM have al ready been assi gned.

[1-D. barnes-tls-this-coul d-have-been-an-enail] provides detailed
rationale as to why publication of such docunments and the debates
around that may be unnecessary. |n our understanding,

[1-D. pwouters-crypto-current-practices] nakes simlar argunents.

6.7. Shiny New Crypto

M-KEMis quite newin the |ETF and even in the IRTF. Sone W5
partici pants have shown concern over premature publication of
[I-D.ietf-tls-mken] until a detailed anal ysis has been done by CFRG

CFRG is starting sonme efforts for analysis. The extended deadline
for subnmission is 22.06. Please see the |atest CFRG chairs emil
(https://mil archive.ietf.org/arch/ nsg/

cfrg/ 6K43Ycr 062YmM Dg4WXZQRHWBM ) for further details.
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6.8. Formal Mapping of FIPS to | ETF BCP14

As discussed on the TLS list, we are not aware of any formal nmapping
of the FIPS recomendations to the | ETF BCP14 ternm nol ogy, such as
SHOULD vs. MJST. 1In general, we believe re-using FIPS
recomendations i s anbi guous for | ETF readers.

6.9. CQutstanding NI ST Conments
Sone participants believe that N ST has rushed through the process
and not addressed all the commrents that were submitted during the
open review. Please see coments here
(https://csrc.nist.gov/files/pubs/fips/203/ipd/ docs/fips-203-initial-
publ i c- comrent s- 2023. pdf).

6.10. Too Early
Sone participants sinply believe that publication of
[I-D.ietf-tls-mken] and rel ated di scussions are just too early and
unnecessary.

6.11. Patents
Sone WG participants have raised sone concerns related to patents.
See sone relevant patents here (https://datatracker.ietf.org/ipr/
search/?submi t=draft & d=draft-ietf-tls-mken

7. Security Considerations
The whol e docunent is about inproving security considerations.
Li ke all security proofs, formal analysis is only as strong as its
assunptions and nodel. The scope is typically limted, and the node
does not necessarily capture real -world depl oynment conplexity,
i npl ementation details, operational constraints, or msuse scenarios.
Formal nethods shoul d be used as conpl enentary and not as subtitute
of other analysis methods.

8. | ANA Consi derations
Thi s document has no | ANA acti ons.
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