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Abst r act

W attest that standalone M.-KEMin TLS 1.3 breaks the existing
formal proofs of TLS in state-of-the-art synmbolic security analysis
tool, ProVerif. 1In this draft, we show *exactly* where the ProVerif
proofs break, nanmely transition fromsymretric DHKE to asymetric
KEM More specifically, the existing proofs of TLS in ProVerif are
based on comutativity property, whereas commutativity does not apply
to standal one M.-KEM in TLS

We also attest that froma formal anal ysis perspective, this is a
much bi gger change than RFC8773bis, which indeed went for FATT review
(cf. [TLS-FATT]). We, therefore, formally request the chairs to
initiate the FATT revi ew of standalone M.-KEMin TLS. A few WG
partici pants have already volunteered to do formal analysis in
ProVeri f.

This draft also offers some prelimnary discussion to help the

devel opers and policy nakers make infornmed choices. Finally, the
draft also ains to reduce the endless repitition of argunents from
both sides presented on several |lists by docunenting these argunents
so they can sinply be referred to.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://mhamrad-
usama- sardar. github.io/risks-of-mkenidraft-usama-tls-risks-of -

m kem htm . Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-usama-tls-risks-of-nl keni.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup nmailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. coml muhammuad- usama- sardar/ri sks- of - ml kem
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Status of This Meno

This Internet-Draft

is submtted in full conformance with the

provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering

Task Force (IETF).

Note that other groups may al so distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths

and nay be updat ed,

repl aced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent aut hors.

Al'l rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Readers are assuned to be famliar with [N stFi ps203],
[I-Dietf-tls-rfc8446bis], and [I-D.ietf-tls-mkenj.

We assert that the security considerations of [I-D.ietf-tls-nmkenj
are insufficient. W believe that consistent with [ TLS- FATT]
process, _synbolic_ and _conputational _analysis (to be interpreted
as in SoK (https://eprint.iacr.org/2019/1393. pdf)) of standal one M-
KEMin the context of TLS is hel pful here. W believe that if the
aut hor or any WG partici pant has done any formal analysis, it would
be very hel pful to present the current state of formal analysis in
the next neeting for discussion

Sone existing conputational analysis for standal one M.-KEMin TLS
include this (https://eprint.iacr.org/2021/844) and this
(https://eprint.iacr.org/2024/1360). Both are based on pen-and- paper
pr oof s.

1.1. Motivation

[rfc3552] requires to docunent the risks in the security

consi derations. To support those requirements for
[I-Dietf-tls-mken], this draft ains to formally study the security
of standalone M.-KEMin TLS 1.3. This is because of the follow ng
reasons.

In the last WALC, [I-D.ietf-tls-mken] had an opposition of severa

(ca. 25 in our understanding) W5 participants -- even nore than the
supporters (ca. 21 in our understanding). W see 2 possible options:
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* Continue tabletop discussions on *subjective* estinmation of risks,
costs, tradeoffs, etc., and keep burning WG energy by endl ess
repitition.

* Do sone technical analysis using (_synbolic_ and _conputational )
formal nmethods to get a confirmation on the security of standal one
M- KEM i n the context of TLS and offer a statement for security
consi derati ons.

We believe the fornmer cannot resolve the dispute. W sincerely
*hope* the latter will help.

We believe the security considerations of {{I-D.ietf-tls-mken}} are
insufficient. W al so believe FATT review could have significantly
inmproved it, including but not Iimted to the preference of hybrids,
and potential issues regarding KEM binding in TLS

We have provided significant feedback during the two WELCs. However,
al rost none of that is actually reflected in the updated editor’s
versi on.

1.1.1. Expected Learning

We believe formal nethods can provide additional value for security
considerations of this draft in order to maintain the high
crypt ographi ¢ assurance of TLS

Since we have no guarantee on whether ECDHE wi |l break before M-KEM
it seens appropriate to do thorough cryptographi c anal ysis.

We believe the Harvest Now, Decrypt Later (HNDL) attack applies
equally well to standal one M.- KEM

Adversary can record all traffic and decrypt it when M.-KEMis
broken. The opinions here vary from"M-KEMis probably secure" to
"M.-KEM i s probably already secrectly broken." Fornal nethods can
operate under the assunption that M.-KEM is secure, and focus on the
integration of M.-KEMin TLS under this assunption.

* As an exanple, formal methods can help justify design choices,
such as the preference for hybrids. It can also help identify al
the assunptions under which the properties hol d.

* As a relevant data point in the context of standardization, LAKE
WG has done formal analysis for EDHOC- PSK with KEM (ref
(https://mil archive.ietf.org/arch/ nsg/
| ake/ 2XG0 90Cwy | JUfF SCasvvwVRFXmw/ ) ) .
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* _Conputational _ analysis (cf. SoK
(https://eprint.iacr.org/2019/1393.pdf)) -- using tools such as
CryptoVerif -- seens |like a reasonabl e approach to ensure security
of M.-KEM in TLS, such as binding shared secret to the TLS
transcript hash.

1.1.2. Previous Formal Requests for FATT Review

We have formally requested the chairs to initiate the FATT process
for [I-D.ietf-tls-mkenj. See this
(https://milarchive.ietf.org/arch/nmsg/tls/

r C gr Wr2hnhESXHx56U81 nbwQ@s/) and this
(https://mailarchive.ietf.org/arch/ nsg/

t1s/71j6f YAweMBMIMKFer NI 7xhYOpk/ ) .

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

* Synbolic analysis: see SoK (https://eprint.iacr.org/2019/1393. pdf)

* Conput ational analysis: see SoK
(https://eprint.iacr.org/2019/1393. pdf)

3. VWere ProVerif Proofs Break
We attest that:

1. existing proofs of TLS in ProVerif are based on comutativity
2. commutativity does not apply to standal one M.-KEM in TLS
Hence, a new proof is required.

This entails updating ProVerif nodels, e.g., nodeling KEMs

VWile M.-KEM[I-D.ietf-tls-mkem |ooks like just a "trivial”
addition, it nmakes changes as deep as the key schedule of TLS. It
essentially replaces the _key exchange_ by _key encapsulation_. Wile
the former is symetric, the latter is asymetric. This symetry is
in terms of exchange of roles, and that the order does not matter.
The existing proofs in ProVerif, therefore, utilize this synmetry for
the commutativity of the key shares g"x and g*y, where g"x and gy
represent the public key shares of the endpoints. In ProVerif
syntax: (see original source here (https://github.conlInria-
Prosecco/ reftl s/ bl ob/ 634f 7da5940f 8d1f 09cf cd56280b4ef 3b533df 6b/ pv/t| s-
I'i b-draft?20. pvl #L45-L48) and re-used here (https://github. conl CCC
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Attestation/formal -spec-id-
crisis/blob/6c3d17a428198aa058f 805d16f e6baef 7894028f/ TLS-a/fix/tl s-
I'i b-sinple. pvl #L38-L41))

fun dh_ideal (el enent, bitstring):el enent.
equation forall x:bitstring, y:bitstring;
dh_i deal (dh_ideal (G x),y) =
dh_i deal (dh_ideal (G YY), X).

Key encapsul ati on does not enjoy this comutativity property, or even
an anal ogous symmetry argunment. There is essentially only one
endpoint (say client) which generates the key pair (dk, ek) where dk
represents the _secret decapsul ation key_ and ek represents the
_public encapsul ation key_. As opposed to both endpoints sending
their public key shares g"x and gy in a traditional key exchange, a
KEM creates a rol es-asymetry where only one of the endpoints (client
i n above exanple) sends the public encapsul ation key ek and the peer
(server) sends a ciphertext ct. This asynmetry breaks the existing
proofs of TLS 1.3 in ProVerif and requires a new proof.

Pl ease note that breaking the existing ProVerif proof does not
necessarily nean that the M.- KEM proposal in TLS is insecure. It
just neans that a new proof is required. W welconme feedback from
the comunity on how to fix the ProVerif proofs while preserving the
crypt ographi ¢ soundness.

4., Justification based on FATT Process

Qur formal request for FATT reviewis fully in conformance with the
current [TLS-FATT] process, which explicitly states:

For exanple a proposal that nodifies the TLS key schedul e or the
aut henti cation process or any other part of the cryptographic
protocol that has been formally nodel ed and anal yzed in the past
would likely result in asking the FATT, whereas a change such

as nodi fying the SSLKEYLOG fornat woul d not.

As presented in Section 3, we attest that [I-D.ietf-tls-nkem
nodi fi es the:

* TLS key schedul e

* cryptographic protocol such that commutativity property is no
| onger valid.

This breaks the follow ng proofs in ProVerif:
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Bhargavan et al.’s nodel of draft 20 of TLS 1.3: [reftls] and
[reftls-Repo] and all 5 public_ forks as well as one nested fork

- arthuraal/reftls (https://github.com arthuraal/reftls/blob/
d6bc5dd8eb4373683ch1ce64845691954d0d7601/ pv/tls-1i b-
draft 20. pvl #L44- L47)

- blipp/reftls (https://github.comblipp/reftls/
bl ob/ 5bc66d14d4accbf f 6edbOae7a263df 5ea880857d/ pv/tls-1ib-
draf t 20. pvl #L44- L47)

- chris-wood/reftls (https://github.confchris-
wood/ reftl s/ bl ob/ débc5dd8eb4373683ch1ce64845691954d0d7601/ pv/
tls-1ib-draft?20. pvl #L44-L47)

- ekr/reftls (https://github.comekr/reftls/
bl ob/ 5bc66d14d4acchf f 6edbOae7a263df 5ea880857d/ pv/tls-1ib-
draft 20. pvl #L44- L47)

0 ajayeerallal/reftls
(https://github. conf ajayeeral |l a/reftl s/ bl ob/
b97196f a0c3885dalf eOf 412c¢9902e85a7f 5323a/ pv/tls-1i b-
draft 20. pvl #L44- L47)

- jhoylal/reftls (https://github.conjhoylal/reftls/blob/
d6bc5dd8eb4373683cb1ce64845691954d0d7601/ pv/tls-1ib-
draft 20. pvl #L44- L47)

Qur previous work extending the nodel of Bhargavan et al. to the
current state of [I-D.ietf-tls-rfc8446bis] and integrating renote
attestation: [ID-Crisis] and [I D Crisis-Repo] (under Apache-2.0
Li cense) and all 3 public forks:

- jupenur/formal -spec-id-crisis (https://github.conljupenur/
formal - spec-i d-
cri si s/ bl ob/ de2bdec9967bf 535f 648f 0cc8e8d2d90a49104a4/ TLS-a/ fi x/
tls-1ib-sinple.pvl#L38-L41)

- nathanaelritz/formal -spec-id-crisis
(https://github. coml nat hanaelritz/fornal -spec-id-
crisis/ bl ob/a028cec823b7d9bf 13dd5aldd71labl4c75b1a83d/ TLS-a/fi x/
tls-1ib-sinple.pvl#L38-L41)

- tel ephonicrobotics/formal -id-crisis-spec
(https://github. conitel ephonicrobotics/formal-id-crisis-
spec/ bl ob/ c1953127ce004e51b888250591ec9971ad50e98c/ TLS-a/ fi x/
tls-1ib-sinple.pvl#L38-L41)
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4.

5.

1.

1.

* A coupl e of our ongoing works which are not yet public
Hybrid M.- KEM?

Sone participants have raised concern that the sane issue nmay_apply
to hybrid M.-KEM as well. Technically, a proof of
[I-D.ietf-tls-hybrid-design-09] is done in the conputational nodel
using CryptoVerif (cf. ref
(https://bblanche. gitl abpages.inria.fr/publications/

Bl anchet JacormeCSF24. pdf)). As per list discussion, it appears that
the proof applies to the |atest version of the spec
[I-D.ietf-tls-hybrid-design], as there are no substantive changes
fromthe perspective of formal proof.

Moreover, we believe that the two drafts are inconparable on this
specific point as hybrid M.-KEM[I-D.ietf-tls-hybrid-design-09] stil
has sone | evel of symetry. Fromformal (synbolic) analysis
perspective, g"x and gy are still sent in hybrid M.-KEM g"xy is
still computed and we believe the commutativity property is
applicable for that part as-is. Fromformal (synbolic) analysis
perspective, M.-KEMis conplenmentary to that.

Specifically, fromSection 4 of [I-D.ietf-tls-ecdhe-m kenj, for the
synbolic anal ysis, X25519M_.KEM/68 nay be vi ewed as:

client’s key_exchange val ue gx
server’s key_exchange val ue ay

shared secret = ss || gxy

ek ||
ct ||

Formal Anal ysis (Work-in-progress)
We have presented observation from our ongoing synbolic security
analysis (cf. limtations in Section 7) using ProVerif on the mailing
l'ist.

We argue that _in general _:

1. Mgration fromECDHE to hybrid is security inprovenent.
2. Mgration fromhybrid to standal one M.-KEM i s security regression

Hybrid PQ T
More formally, the property hybrid PQ T should provide is:

Hybrid PQ T is secure unless *both* ECDHE and M.- KEM are broken
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Hybrid preserves ECDHE, and adds M.-KEM as an additional factor. So
as long as _at least_ one of themis not broken, the systemis
secure. In particular, even if M.-KEMis conpletely broken, the
systemretains the security | evel of ECDHE

5.2. Standal one PQ
On the other hand, the formal property standal one PQ provides is:
St andal one PQ is secure unless M.-KEM is broken
If M.-KEMis broken, the whole systemis broken

5.3. Compari son

Leak out the ECDHE key fromhybrid PQ T and you get a standal one M-
KEM Cearly, hybrid is in general nore secure, unless ECDHE is
fully broken, in which case it still falls equival ent to standal one
M.-KEM or in the hypothetical scenario that there is an

i mpl ementation bug in the ECDHE part which is triggered only in
composi tion.

6. Issues That Forrmal Methods Probably Cannot Sol ve

The answers to the followi ng issues are | argely dependent on severa
factors, and the opinions vary largely.

It is necessary to nmention that even several respectable
cryptographers in the comunity are not aligned on the issue -- for
exanpl e see the long bet (https://github.conlFiloSottilel/ecc-vs-
lattices-long-bet). Hence, our personal opinion is probably not that
important. Probably the best we can do is to capture _our_
under st andi ng of the views of W5 partici pants.

Disclainmer: This is not neant to be an exhaustive list.

This is also not neant to pritoritize any concerns over others.
This is a sincere attenpt to slowy capture the opinions

to avoid endless repititions fromboth sides.

Many substantive concerns are m Ssing.

We are slowy collecting the concerns, as tinme allows.

If your substantive concern is mssing, it is unintentional

Pl ease sinply submit a *precise* and *conci se* PR

6.1. Thorough Review
Pl ease see a very thorough review here

(https://milarchive.ietf.org/arch/nmsg/tls/jlsYHENWM/-
AXPRvungKsAL36k/), which is self-sufficient.
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6.2. ’'Significantly Harder’ Argunent

Sone participants believe in the "significantly harder’ argunent,
whi ch assunes i ndependence of breakage of M.-KEM and traditionals:

If the probablity of one being broken over the next n years is p, and
the probability of the other being broken over the next n years is q,
then the probability of both being broken is pqg.

G ven the very different type of cryptographic constructions
i nvol ved, we believe i ndependence nmight be a reasonabl e assunpti on.

Pl ease see this (https://github.conl FiloSottil e/ ecc-vs-lattices-Iong-
bet #2a- what - count s- as- a- break) for what "broken" may mean here nodul o
some exclusions (https://github.com FiloSottil e/ ecc-vs-lattices-Iong-
bet #5- excl usi ons). Sone participants disagree with "significantly
harder’ argurment, but in our understanding, the counter-argunents
seemto break the excl usions.

Pl ease note that this argunent is based on the security of
_primtives_, rather than the _conposition_ of primtives in
protocols. Hence, formal nethods probably have nothing to hel p here.

6.3. Urgency

It is unclear _whether_ and if applicable _when_ Cryptographically-
Rel evant Quantum Computer (CRQC) will eventually become practical

The opinions vary from never because of conplicated physics (see this
(https://eprint.iacr.org/2025/1237)) to be prepared_for it as early
as 2029 (see Google 2029 (https://blog.googl e/innovation-and-

ai /technol ogy/ saf ety-security/cryptography-nigration-tineline/) and
Cl oudflare 2029 (https://bl og.cl oudfl are. com post -quantum r oadmap/)) .
Technically, please note that Google has not even rel eased the
*quantumcircuit* underlying their recent clains -- apparently the
reason for this urgency. So Google’'s clains are not yet justified.

Mor eover, in our understanding, these deadlines are for PQ based
protection in general regardless of hybrid KEMs or standal one KEMs in
TLS. Since hybrid KEMs al ready exist, these deadlines are mainly for
quant um saf e aut henti cati on

In any case, sone participants see no reason to create panic for
publication of [I-D.ietf-tls-mken] based on this because many

i mpl ementations -- such as OpenSSL -- have al ready inpl enent ed
standal one M.-KEM and it is just a matter of enabling it. And
frankly, nobody needs permission fromthe |ETF to enable it.
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6.4. "Cost"

"Cost" has been presented on the list as the notivation for

st andal one M.-KEM in TLS but no supporting anal ysis has yet been
presented. CQur observation from Section 4 of
[I-Dietf-tls-ecdhe-mken] is that -- for example -- for
X25519M_.KEMr68, the traditional part seens negligible conpared to M-
KEM part in key_exchange:

Table 1

We believe other "costs" will depend on several factors -- including
but not limted to inplenentation details and depl oyment scenario --
and it is quite *subjective*.

There seens to be a need for a thorough study to understand the
"cost." W invite the WG participants to performthis anal ysis and
share the results with the W&

6.5. |Is Publication Necessary?

Code Points for M-KEM have al ready been assi gned.

[1-D. barnes-tls-this-coul d-have-been-an-enail] provides detailed
rationale as to why publication of such docunments and the debates
around that may be unnecessary. |n our understanding,

[1-D. pwouters-crypto-current-practices] nakes simlar argunents.

6.6. Shiny New Crypto

M-KEMis quite newin the |ETF and even in the IRTF. Sone W5
partici pants have shown concern over premature publication of
[I-D.ietf-tls-mken] until a detailed anal ysis has been done by CFRG

CFRG is starting sonme efforts for analysis. The extended deadline
for subnmission is 22.06. Please see the |atest CFRG chairs emil
(https://mil archive.ietf.org/arch/ nsg/

cfrg/ 6K43Ycr 062YmM Dg4WXZQRHWBM ) for further details.
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6.7. Formal Mapping of FIPS to | ETF BCP14

As discussed on the TLS list, we are not aware of any formal nmapping
of the FIPS recomendations to the | ETF BCP14 ternm nol ogy, such as
SHOULD vs. MJST. 1In general, we believe re-using FIPS
recomendations i s anbi guous for | ETF readers.

6.8. CQutstanding NI ST Conments

Sone participants believe that N ST has rushed through the process
and not addressed all the commrents that were submitted during the
open review. Please see coments here
(https://csrc.nist.gov/files/pubs/fips/203/ipd/ docs/fips-203-initial-
publ i c- comrent s- 2023. pdf).

6.9. Too Early

Sone participants sinply believe that publication of
[I-D.ietf-tls-mken] and rel ated di scussions are just too early and
unnecessary.

7. Security Considerations
The whol e docunent is about inproving security considerations.

Li ke all security proofs, formal analysis is only as strong as its
assunptions and nodel. The scope is typically limted, and the node
does not necessarily capture real-world depl oynment conplexity,

i npl ementation details, operational constraints, or msuse scenarios.
Formal nethods shoul d be used as conpl enentary and not as subtitute
of other analysis methods.

8. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
9. References
9.1. Nornmtive References
[I-Dietf-tls-mkeni
Connol ly, D., "M.-KEM Post-Quantum Key Agreenment for TLS
1.3", Work in Progress, Internet-Draft, draft-ietf-tls-
m kem 07, 12 February 2026,

<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
m kem 07>

Sar dar Expi res 30 Novenber 2026 [ Page 12]



I nternet-Draft Potential Ri sks of Standal one M.-KEM i n May 2026

[I-D.ietf-tls-rfc8446bis]
Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", Work in Progress, Internet-Draft, draft-
ietf-tls-rfc8446hbis-14, 13 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
rf c8446bi s- 14>.

[ Ni st Fi ps203]
"Mbdul e-1 atti ce-based key-encapsul ati on nechani sm
standard", National Institute of Standards and Technol ogy
(U.S.), DA 10.6028/nist.fips.203, August 2024,
<https://doi.org/10. 6028/ nist.fips.203>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ TLS- FATT] | ETF TLS WG, "TLS FATT Process", June 2025,
<https://github.comtlswy/tls-fatt>.

9. 2. I nformati ve References

[1-D. barnes-tls-this-coul d-have-been-an-email ]
Barnes, R, "Stop Doing Cryptographic Al gorithmDrafts
when Enmail to IANA is Al You Need", Work in Progress,
Internet-Draft, draft-barnes-tls-this-coul d-have-been-an-
emai | - 00, 23 February 2026,
<https://datatracker.ietf.org/doc/htm/draft-barnes-tls-
t hi s- coul d- have- been- an- enmai | - 00>.

[1-D.ietf-tls-ecdhe-n keni
Kwi at kowski, K., Kanpanakis, P., Westerbaan, B., and D.
Stebila, "Post-quantum hybrid ECDHE- MLKEM Key Agr eenent
for TLSvl.3", Work in Progress, Internet-Draft, draft-
ietf-tls-ecdhe-nm kem 05, 26 May 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
ecdhe- m kem 05>.

Sar dar Expi res 30 Novenber 2026 [ Page 13]



I nternet-Draft Potential Ri sks of Standal one M.-KEM i n May 2026

[1-D.ietf-tls-hybrid-design]
Stebila, D., Fluhrer, S., and S. Gueron, "Hybrid key
exchange in TLS 1.3", Wbrk in Progress, Internet-Draft,
draft-ietf-tls-hybrid-design-16, 7 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
hybri d- desi gn- 16>.

[I-D.ietf-tls-hybrid-design-09]
Stebila, D., Fluhrer, S., and S. Gueron, "Hybrid key
exchange in TLS 1.3", Work in Progress, Internet-Draft,
draft-ietf-tls-hybrid-design-09, 7 Septenber 2023,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
hybri d- desi gn- 09>.

[1-D. pwouters-crypto-current-practices]
Wuters, P., "Current practices for new cryptography at
the IETF", Work in Progress, Internet-Draft, draft-
pwout er s-crypto-current-practices-00, 3 Novenber 2024,
<https://datatracker.ietf.org/doc/htm/draft-pwouters-
crypto-current-practi ces-00>.

[1-D.usama-tls-fatt-extension]
Sardar, M U., "Extensions to TLS FATT Process", Wrk in
Progress, Internet-Draft, draft-usama-tls-fatt-extension-
07, 2 May 2026, <https://datatracker.ietf.org/doc/htm/
draft-usama-tls-fatt-extension-07>.

[I1DCrisis]
Sardar, M U., Mustafa, M, and T. Aura, "ldentity Crisis
in Confidential Computing: Formal Analysis of Attested
TLS", Novenber 2025, <https://wwmv. researchgate. net/
publicati on/ 398839141 Identity Crisis_in_Confidential _ Conputing Fornmal _Anal
ysis_of Attested_TLS>.

[1DCrisis-Repo]
Muhamad Usama Sardar, "ldentity Crisis in Confidential
Conputing: Formal Analysis of Attested TLS Protocol s",
<https://github. comi CCC-Attestation/formal -spec-id-
crisis>.

[reftls] Bhar gavan, K., Blanchet, B., and N. Kobeissi, "Verified
Model s and Reference Inplenentations for the TLS 1.3
St andard Candi date", |EEE, 2017 | EEE Synposi um on Security
and Privacy (SP) pp. 483-502, DO 10.1109/sp.2017.26, MNay
2017, <https://doi.org/10.1109/sp. 2017. 26>.

Sar dar Expi res 30 Novenber 2026 [ Page 14]



I nternet-Draft Potential Ri sks of Standal one M.-KEM i n May 2026

[reftl s-Repo]
Bhar gavan, K., Blanchet, B., and N. Kobeissi, "Verified
Model s and Reference Inplenentations for the TLS 1.3
St andard Candi dat e",
<https://github.conInria-Prosecco/reftls>
[rfc3552] Rescorla, E. and B. Korver, "CGuidelines for Witing RFC
Text on Security Considerations", BCP 72, RFC 3552,
DO 10.17487/ RFC3552, July 2003,
<https://ww.rfc-editor.org/rfc/rfc3552>
Acknowl edgnent s
We would like to thank Yaakov Stein, Ilari Liusvaara, John Preu
Mattsson, Eric Rescorla, Brian E Carpenter, and Nadi m Kobei ssi for
their val uabl e feedback and contributi ons.
Section 6 is largely based on the opinions of many | ETF parti ci pants.
Text in Section 7 is based on the proposal by John Preu Mattsson

The research work is funded by Gernman Research Foundation ("Deutsche
For schungsgenei nschaft.")

Hi story
-00

* On popul ar demand, noved from[I|-D.usama-tls-fatt-extension] to an
i ndependent 1-D

* Maj or change: added Section 3

* Sonme mnor clarifications

-01

* Added justification based on FATT process: Section 4
* Reorgani zation, specially in notivation

* Added sone comopn argunents: Section 6

* Conparison with hybrid M.-KEM Section 4.1

Aut hor’ s Addr ess

Sar dar Expi res 30 Novenber 2026 [ Page 15]



I nternet-Draft Potential Ri sks of Standal one M.-KEM i n May 2026

Muhammad Usanma Sar dar
TU Dr esden, Germany
Emai | : nuhammad_usana. sar dar @ u- dr esden. de

Sar dar Expi res 30 Novenber 2026 [ Page 16]



