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Abst ract
Thi s docunment applies only to non-trivial extensions of TLS, which
require formal analysis. It proposes the authors specify a threat
model and informal security goals in the Security Considerations
section, as well as motivation and a protocol diagramin the draft.
We also briefly present a few pain points of the team doing the
formal analysis which -- we believe -- require refining the process:
* Provide protection agai nst FATT-bypass by other TLS-rel ated Wss
* Contacting FATT
* M- KEM
* Understandi ng the opposing goal s
* Response within reasonable tine frame

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://mhamrad-
usanma-sardar.github.io/tls-fatt-extension/draft-usama-tls-fatt-
extension.htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-usama-tls-fatt-extension/.
Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com muhamrad- usana- sardar/tl s-fatt-extension.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wil e the TLS FATT process [ TLS-FATT] marks a historic change in

achi eving hi gh cryptographic assurances by tightly integrating fornal
met hods in the working group (W5 process, the current FATT process
has some practical limtations. Gven a relatively smaller forma
met hods conmunity, and a steep learning curve as well as very |ow
consideration of usability in the existing formal anal ysis tools,
this docunment proposes sone solutions to make the FATT process
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sust ai nabl e.

Specifically, the TLS FATT process does not outline the division of
formal anal ysis work between the authors and the WG nenbers doing the
formal analysis (the latter is hereafter referred to as the
"Verifier" for convenience). This docunent ains to propose sone
solutions without putting an extensive burden on either party.

An argunent is often presented by the authors that an Internet-Draft
is witten for the inplenenters. W nmke several counter-argunents
her e:

* Researchers and protocol designers are al so stakehol ders of such
specifications [I-D.irtf-cfrg-cryptography-specification].

* Even inplenenters may |like to understand the security inplications
before blindly starting to inplenment it.

* Wth the FATT process, this argument is clearly invalid. The
Verifier may not be an inplementer.

Thi s docunent outlines the correspondi ng changes in the way |nternet-
Drafts are typically witten. For the Internet-Draft to be usefu

for the fornmal analysis, this docunent proposes that the draft should
contain four main itens, namely:

* potivation,

* a threat nodel,

* informal security goals, and

* a protocol diagram (Section 2.1).

Each one of these is summarized in Section 5. Future versions of
this draft will include concrete exanples.

Expected contributions of the Verifier are summarized in Section 7.
1.1. Motivation

A cl ear separation of expected contributions would help IRTF UFMRG t o

train the authors and Verifiers separately to fulfill their own

formal anal ysis work.

Moreover, we believe that the experiences can help inprove the FATT

process. The goal is to docunent the identified gaps with concrete
exanpl es, discuss those and mutually find the best way forward.
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1.2. Scope

The scope of this docunent is only non-trivial extensions of TLS,
which require fornmal analysis.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Protocol D agram

In the context of this docunent, a Protocol Diagram specifies the
proposed cryptographically-rel evant changes conpared to the standard
TLS protocol [I-D.ietf-tls-rfc8446bis]. This is conceptually simlar
to the Protocol Mdel in [RFC4101]. However, while [RFC4101] only
recomrends di agrans, we consider diagrams to be essenti al

2.2. Verifier

In this docunment, the Verifier refers to the *Ws nenbers* doing the
formal analysis. Note that it is *NOI* a new formal role in the W5
process.

2.3. Definition of Attack

Any anbiguity originating fromthe threat nodel, informal security
goal s, and a Protocol Diagramis to be considered as an attack. The
authors are, therefore, encouraged to be as precise as possible. The
Verifier may propose text for consideration by authors/Ws to

di sanbi guate or propose a fix to the attack

3. Pai n Points of Verifier

Fromthe two extrenes -- [I-D.ietf-tls-8773bis] where Russ kindly
provided all requested inputs and we were able to get it through
(with a small change (https://mailarchive.ietf.org/arch/nsg/

tl s/ 6Wk820BGd61r TK23Dgf Yb7BnRKM )) wi t hout any fornal analysis to
[1-D.fossati-tls-attestation-08] where fornal anal ysis reveal ed
vulnerabilities [ID-Crisis] and resulted in a separate Wsto tackle
this problem-- we summarize the pain points of the Verifier with the
hope that we can refine the process.
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Note that we are not at all asserting that the authors have no pain
points. They very likely have their own -- that is another
i ndication that the process needs a refinenment.

3.1. Provide Protection Agai nst FATT-bypass by Qther TLS-rel ated Wss

TLS-related W&s in particular those where the representation of TLS
W5is a mnority -- including the one (SEAT W5 that the author has
def ended hi nself as one of the six proponents -- MJST NOT be all owed
to nmake changes to the TLS protocol beyond what is explicitly allowed
in their charter.

If rechartering of such W& is _absol utely unavoi dabl e_ and i ncl udes
non-trivial changes to the TLS protocol, it MJST only be done after

agreenment with the TLS W This will prevent the short-circuit path
for FATT. |If the WG does not have proper FATT-1ike process, TLS WG
may request FATT review before WELC

In short, our concern is:

VWhat’' s the point of such a TLS FATT process when ot her Wss
can sinply bypass this process to make key schedul e | evel changes?

For exanple, [I-D.fossati-seat-early-attestation-00] makes key
schedul e | evel changes, breaks the SEAT Ws charter and SEAT WG has no
formal FATT-1i ke process.

3.2. Contacting FATT

According to FATT process [TLS-FATT], FATT is a 'design teanm as per
[ RFC2418] (also see this (https://datatracker.ietf.org/doc/statenent-
i esg- on-desi gn-teans-20011221/)).

The FATT process restricts the WG nenbers -- except for *authors* --
fromcontacting the FATT directly. This creates an unjustified
situation where the authors have an *excl usive* access to FATT. W
argue that W5 nenbers -- including the Verifier -- should al so be
all owed to contact the FATT because of the foll owi ng reasons:

* Formal nethods community is small and within this small conmunity,
those with deep know edge of TLS are quite linited.

Such a restriction would not have been there if the Verifier
were not a nenber of the TLS W5 and anal yzing the sanme draft
and free to contact the same FATT for advice. Being a nmenber
of the TLS WG actually puts the Verifier at unnecessary di sadvant age.

*  The feedback we receive on the list is really linted
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* Conmuni cation via chairs is a source of nisunderstandings, as it
has al ready happened with the chairs summarizing the intent of
"Tamarin-like" to just "Tamarin".

Qur proposed solution for this point is in Section 4.1.

3.3. M-KEM

We believe the security considerations of {{I-D.ietf-tls-mken}} are

insufficient. W also believe FATT review could have significantly

improved it, including but not Iimted to the preference of hybrids.

W have provided significant feedback during the two WALCs. However,

al rost none of that is actually reflected in the updated editor’s

ver si on.

Qur proposed solution for this point is in Section 4.2.

3.3.1. Formal analysis (Wrk-in-progress)

We have presented observation from our ongoi ng synbolic security

analysis (cf. limtations in Section 8) using ProVerif on the mailing

l'ist.

W argue that in general:

1. Mgration from ECDHE to hybrid is security inprovenent.

2. Mgration fromhybrid to non-hybrid M.-KEM is security
regressi on.

3.3.1.1. Hybrid PQT
More formally, the property hybrid PQ T should provide is:
Hybrid PQ T is secure unless both ECDHE and M.- KEM are br oken.
Hybrid preserves ECDHE, and adds M.-KEM as an additional factor. So
as long as one of themis not broken, the systemis secure. In
particular, even if M.-KEMis conpletely broken, the systemretains
the security |evel of ECDHE.

3.3.1.2. Non-hybrid PQ
On the other hand, the formal property non-hybrid PQ provides is:
Non- hybrid PQ is secure unless M.-KEMis broken.

If M.-KEMis broken, the whole systemis broken.
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3.3.1.3. Conparison

Leak out the ECDHE key from hybrid PQ T and you get a non-hybrid M-
KEM Cearly, hybrid is in general nore secure, unless ECDHE is
fully broken, in which case it still falls equivalent to non-hybrid
M.-KEM or in the hypothetical scenario that there is an

i mpl erentation bug in the ECDHE part which is triggered only in
composi tion.

3.3.2. "Cost"
"Cost" has been presented on the list as the notivation for M-KEM
but no authentic reference has yet been presented. There seens to be
a need for a thorough study to understand the "cost."

3.4. Understanding the Qpposing Goal s
The authors need to understand that the task of the Verifier is to
find the subtle corner cases where the protocol may fail. This is
natural ly opposed to the goal of the authors -- that is, to convince
the WG that the protocol is good enough to be adopted/ published.

Unl ess the Verifier remains really focused on checking subtleties,
there is little value of formal analysis.

In particular, some topics like renpte attestation need nore precise
speci fications because small changes or anbiguites nmay nmake a big
di fference.

3.5. Response within reasonable time frane
If authors do not respond to the Verifier’'s questions within a
reasonable time frame (say a few weeks but not nonths), the Verifier
may not pursue formal analysis of their draft.

4. Proposed sol utions

In addition to those nentioned inline in the previous section, we
propose the foll ow ng:

4.1. Contacting FATT: Separate List for FATT and W5 nenbers

We propose creating a public mailing list (sonething like tls-fatt)
for discussions between interested WG nenbers and FATT.

In our understanding, the idea -- in a nutshell -- is sonething like
*hybri d* design team i.e.,:
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4.

4.

Sar dar

1.

1.

FATT continues to use whatever they currently use for their
i nternal comunication ("cl osed")

The proposed list additionally allows public FATT-Ws engagenent
("open") for questions and discussion of WG nmenbers or FATT

Potential need of FATT-Ws engagenent

In addition to the questions fromthe WG for the FATT, FATT al so
needs to engage with the WG

*

.1

1.

2

3.

At *initial* FATT review (just after adoption), FATT nay have
questions fromauthors as well as Verifiers. For the former, to
understand better the threat nodel and desired security goals,

etc. to be able to suggest which approach is best-suited. For the
|atter, to better understand what fornal analysis approach and
tool is being planned/currently used (if any).

During *final* FATT review (just before WALC), FATT nay have
questions on what the Verifier has done, especially in cases where
a peer-reviewed publication is not yet available. W believe

eval uati ng soneone else’'s code is not easy, or at least if FATT
has the opportunity to talk to the Verifier, it will decrease the
brain cycles that they will have to spend on it.

Desi gn goal s

*m ni mal process change*: some private discussions typically
happen between authors and FATT; nove themto public list for
transparency. Keep intra-FATT comunication private as it is.

*pal anced workl oad*: not to increase anyone’s workl oad on average
over a finite period of tinme (say lifetine of one document):
joining list is voluntary; responding to list questions is

vol untary

*al | stakehol ders benefit*: ensure all stakehol ders (FATT,
aut hors, WG nenbers, chairs) benefit conpared to current process

Benefits

In addition to transparency where this renoves the current situation
where only the authors have an excl usive access to FATT, we think the
proposal has merits where all stakehol ders benefit:

*

*Chairs* get relief fromcarrying nessages back and forth between
WG and FATT.
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4. 1.

4. 1.

4.

5

Opi

*FATT* gets involved early in the process and has to do | esser
work later on (e.g., checking artifacts before W3_.C).

*Interested WG nenbers* get a direct contact with experts.
*Uni nterested W5 nenbers* get | esser noise on TLS list. They can
check the public archives by searching for a specific draft if
they would |ike to.

Ri sks
We acknowl edge the risk of '*no response from FATT*' identified on
list. In such cases, WG can continue with its best judgenent
based on its understanding of the available literature.

Qpen questions

nion of FATT is critical in this proposal whether the mddle

ground of hybrid is acceptable to (sone of) them

4. 2.

e

for
(ht
rd
(ht

M.- KEM FATT revi ew

have formally requested the chairs to initiate the FATT process
[I-Dietf-tls-mkenm. See this

tps://mailarchive.ietf.org/arch/nsg/tls/

gr Wr2hnhESXHx56U81 nbwQ@s/) and this

tps://mailarchive.ietf.org/arch/ nsg/

t1s/71j6f YAweMBWMIMKFer NI 7xhYO0pk/ ) .

W

believe formal nethods can provide additional value for security

considerations of this draft in order to maintain the high
crypt ographi ¢ assurance of TLS

*

4. 3.

Sar

*

dar

As an exanple, it can help justify design choices, such as the
preference for hybrids. It can also help identify ways in which
M.- KEM can break

As a relevant data point in the context of standardization, LAKE
WG has done formal analysis for EDHOC- PSK with KEM (ref
(https://milarchive.ietf.org/arch/nsg/

| ake/ 2XGO 900wy | JUF SCasvvwVRFXmw/ ) ) .

Scope of FATT

Be nore explicit on:

- what is the scope of FATT?
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- what kind of drafts need FATT revi ew and why? Di scussion on
this is happening in issue 19 (https://github.conmtlswy/tls-
fatt/issues/19).

4. 4. Discussion at Meeting
Formal analysis -- just |like any other code devel opnent -- is an
iterative process and needs to be progressively discussed with
the WG (and not just authors!) to be able to propose secure
sol utions.

So at |least some tine should be allocated in the nmeetings for
di scussion of formal analysis.

If the authors are doing the formal analysis thenselves, it would be
hel pful to also present the current state of formal analysis in
nmeetings for discussion. This nmay be a single slide describing:

*  Approach used: synbolic or conputationa

* Tool used: ProVerif, CryptoVerif etc.

* Properties established

This will help the WG gi ve any feedback and avoid other Verifiers
doi ng redundant effort using potentially sane tools.

5. Contribution of Authors
The following contributions are expected fromthe authors:

5.1. Real Mdtivation
Aut hors are expected to provide the real notivation of the work
(i.e., the proposed extension of TLS). The Verifier can then ask
guestions to inprove it.

5.2. Threat Model

A threat nodel identifies which threats are in scope for the protoco
design. So it should answer questions like:

* What are the capabilities of the adversary? What can the
adversary do?

* \Wet her post-quantumthreats are in scope?

* What can go wong in the systenf? etc.
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5.2.1. Typical Dolev-Yao adversary

A typical threat nmodel assunes the classical Dol ev-Yao adversary, who
has full control over the communication channel

Any additional adversary capabilities and assunptions nust be
explicitly stated.

5.2.2. Potential Waknesses of Cryptographic Primtives
In general, it also outlines the potential weaknesses of the
cryptographic prinitives used in the proposed protocol extension
Exanpl es i ncl ude:
* weak hash functions
* weak Diffie-Hellman (DH) groups
* weak elenents within strong DH groups

5.2.3. Keys
Thi s section should specify any keys in the system(e.g., long-term
keys of the server) in addition to the standard TLS key schedul e.
Theoretically and arguably practically, any key may be conprom sed
(i.e., beconme available to the adversary).
For readability, we propose defining each key clearly as in
Section 4.1 of [ID-Crisis]. Alternatively, present as a table with
the followi ng entries for each key:
*  Name (or synbol) of the key
* Purpose of the key
* (optionally but preferably -- particularly when the endpoint is

not fully trusted) Wich software in the system has access to the
key?

If nore than one servers are involved (such as nmigration cases), the
keys for servers shoul d be distinguished in an unanbi guous way.
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5.3. Informal Security CGoals

Knowi ng what you want is the first step toward achieving it. Hence,
informal security goals such as integrity, authentication, freshness,

etc. should be outlined in the Internet-Draft. |f the informal
security goals are not spelled out in the Internet-Draft, it is safe
to assunme that the goals are still unclear to the authors.

Exanpl es:

* Integrity of nessage X holds unless sone key Y is |eaked.

* (stated differently) Integrity of nessage X holds as | ong as sone
key Y is protected.

* Freshness of nessage X holds unless sone key Y or sone key Z is
| eaked.

* Server Authentication holds unless some key Y or sone key Z is
| eaked.

See Section 5.1 of [ID-Crisis] for concrete exanples.

5.4. Protocol D agram
A Protocol Diagramshould clearly nention the initial know edge of
the protocol participants, e.g., which authentic public keys are
known to the protocol participants at the start of the protocol. An
exanpl e of a Protocol Diagramfor [I-D.fossati-tls-attestation-08] is
provided in Figure 5 in [ID-Crisis].

6. Docunent Structure
Wil e the needs may differ for sone drafts, we propose the follow ng
baseline tenplate, with an exanple of
[1-D.wang-tls-service-affinity]:
The tenplate is:
* Easy for readers
* Easy for reviewers
* Easy for formal analysis
TODO Currently it is alnobst a copy of the guidance enai

(https://milarchive.ietf.org/arch/nsg/tls/LflHs1OWDKWIDUCEXOp8wP-
KPs/) to the authors. W will add details in next versions.
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6.1. Introduction
* Problemstatenent: Say in general what the problemis.
* For [I-D.wang-tls-service-affinity], we believe this should _not

i nclude CATS. Anyone unfanmiliar with CATS should be able to
under st and your probl em

6.2. Term nol ogy

* Define any terns not defined in RFC8446bis or point to other
drafts fromwhere the definition is used

6.3. Mdtivation and design rationale

* W really like how Russ notivates the problemstatenent in
[I-Dietf-tls-8773bis]. Use it as a sanple.

* Here authors should address all the concerns from W5 including
justification with conpelling argunents and authentic references
why authors think it should be done within TLS WG (and within
handshake) .

* For [I-D.wang-tls-service-affinity], authors could put CATS here
as a notivational use case

6.4. Proposed solution (one or nore sections)

* Protocol design with Protocol Diagram we work on the fornal
anal ysis of TLS 1.3 exclusively. Please contact soneone else if
your draft relates to ol der versions

6.5. Security considerations
6.5.1. Threat nodel
6.5.2. Desired security goals

As draft proceeds these desired security goals will become what the
draft actually achieves.

6.5.3. Oher security inplications/considerations
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7. Contribution of Verifier

VWhen the authors declare the version as ready for formal analysis,
the Verifier takes the above inputs, perforns the formal analysis,
and brings the results back to the authors and the Wa  Based on the
anal ysis, the verifier may propose updates to the Security

Consi derations section or other sections of the Internet-Draft.

8. Security Considerations
The whol e docunent is about inproving security considerations.
Li ke all security proofs, formal analysis is only as strong as its
assunptions and nodel. The scope is typically limted, and the node
does not necessarily capture real -world depl oyment conplexity,
i npl ementation details, operational constraints, or msuse scenarios.
Formal nethods shoul d be used as conpl enentary and not as subtitute
of other anal ysis nethods.
9. | ANA Consi derations
Thi s document has no | ANA acti ons.
10. References
10.1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
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<https://www. rfc-editor.org/rfc/rfc2119>
[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
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Docurent Hi story
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* Solution for M.-KEM FATT anal ysi s

* Solution for FATT contact: new mailing |ist

* Replaced responsibilities by expected contributions

* (Carified Verifier even further that it is just a W5 nenber; no

f or mal

rol e

* s/ purel/non-hybrid

-05

* Renmpoved process-rel ated stuff

* Mved di scussion at neeting to solutions

* Added M.- KEM
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* Extended threat nodel Section 5.2

* Hel pful discussions on formal analysis in neetings in Section
* Pointer to fornal analysis and costs in Section 3.3
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* Limtations of formal analysis in security considerations

* Proposed sol utions section

* More guidance for authors: Threat Mdel and Informal Security
CGoal s
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* FATT-bypass by ther TLS-rel ated W&
* FATT process not being foll owed
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* Pain points of Verifier Section 2.1
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