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Abst ract
Thi s docunment applies only to non-trivial extensions of TLS, which
require formal analysis. It proposes the authors specify a threat
model and informal security goals in the Security Considerations
section, as well as motivation and a protocol diagramin the draft.
We also briefly present a few pain points of the team doing the
formal analysis which -- we believe -- require refining the process:
* Contacting FATT
* Understandi ng the opposi ng goal s
* Response within reasonable tine frane
* Discussion at mneeting
* Provide protection agai nst FATT-bypass by other TLS-rel ated Wss
* Process not being foll owed

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://mhamrad-
usanma-sardar.github.io/tls-fatt-extension/draft-usama-tls-fatt-
extension.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-usama-tls-fatt-extension/.
Di scussion of this docunent takes place on the Transport Layer
Security Working Goup mailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com nuhammad- usama-sardar/tl s-fatt-extension.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

VWil e the TLS FATT process [ TLS-FATT] marks a historic change in

achi eving high cryptographi c assurances by tightly integrating fornal
met hods in the working group (W5 process, the current FATT process
has sonme practical linmtations. Gven a relatively smaller fornal
met hods conmunity, and a steep learning curve as well as very |ow
consi deration of usability in the existing formal analysis tools,
this document proposes some solutions to make the FATT process
sust ai nabl e.
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Specifically, the TLS FATT process does not outline the division of
responsibility between the authors and the team doing the fornmal
analysis (the latter is hereafter referred to as the "Verifier").
Thi s docunent ainms to propose sone solutions without putting an

ext ensi ve burden on either party.

An argunent is often presented by the authors that an Internet-Draft
is witten for the inplenmenters. W make several counter-argunents
her e:

* Researchers and protocol designers are al so stakehol ders of such
specifications [I-D.irtf-cfrg-cryptography-specification].

* Even inmplenenters may like to understand the security inplications
before blindly starting to inplenment it.

* Wth the FATT process, this argunent is clearly invalid. The
Verifier may not be an inplenenter.

Thi s docunent outlines the correspondi ng changes in the way I|nternet-
Drafts are typically witten. For the Internet-Draft to be usefu

for the fornmal analysis, this docunent proposes that the draft should
contain four nmain itens, nanely:

*  notivation,

* a threat nodel

* informal security goals, and

* a protocol diagram (Section 2.1).

Each one of these is summarized in Section 5. Future versions of
this draft will include concrete exanples

Responsibilities of the Verifier are sunmarized in Section 7

1.1. Motivation
A clear separation of responsibilities would help IRTF UFMRG to train
the authors and verifiers separately to fulfill their own
responsibilities.
Moreover, we believe that the experiences can help inprove the FATT

process. The goal is to docunent the identified gaps with concrete
exanpl es, discuss those and nmutually find the best way forward.
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1.2. Scope

The scope of this docunent is only non-trivial extensions of TLS,
which require fornmal analysis.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Protocol D agram

In the context of this docunent, a Protocol Diagram specifies the
proposed cryptographically-rel evant changes conpared to the standard
TLS protocol [I-D.ietf-tls-rfc8446bis]. This is conceptually simlar
to the Protocol Mdel in [RFC4101]. However, while [RFC4101] only
recomrends di agrans, we consider diagrams to be essenti al

2.2. Verifier

In this docunent, the Verifier refers to the team doing the fornal
analysis. Note that it is NOT a new formal role in the WG process.

2.3. Definition of Attack

Any anbiguity originating fromthe threat nodel, informal security
goals, and a Protocol Diagramis to be considered as an attack. The
authors are, therefore, encouraged to be as precise as possible. The
Verifier may propose text for consideration by authors/Ws to

di sanbi guate or propose a fix to the attack

3. Pain Points of Verifier

Fromthe two extrenes -- [I-D.ietf-tls-8773bis] where Russ kindly
provided all requested inputs and we were able to get it through
(with a small change (https://mailarchive.ietf.org/arch/nsg/

tl s/ 6Wk820BGd61r TK23Dgf Yb7BnRKM )) wi t hout any fornal analysis to
[1-D.fossati-tls-attestation-08] where fornal anal ysis reveal ed
vulnerabilities [ID-Crisis] and resulted in a separate Wsto tackle
this problem-- we summarize the pain points of the Verifier with the
hope that we can refine the process.

Note that we are not at all asserting that the authors have no pain

points. They very likely have their own -- that is another
i ndi cation that the process needs a refinenent.
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3.1. Provide Protection Against FATT-bypass by Qther TLS-rel ated Wss

TLS-related W&s in particular those where the representation of TLS
W5 is amnority -- including the one (SEAT W5 that the author has
def ended hinsel f as one of the six proponents -- MJST NOT be all owed
to nmake changes to the TLS protocol beyond what is explicitly allowed
in their charter.

If rechartering of such W& is _absolutely unavoi dabl e_ and i ncl udes
non-trivial changes to the TLS protocol, it MJST only be done after

agreenent with the TLS Wa.  This will prevent the short-circuit path
for FATT. |If the W5 does not have proper FATT-1like process, TLS WG
may request FATT review before WELC

In short, our concern is:

What's the point of such a TLS FATT process when other Wss
can sinply bypass this process to nmake key schedul e | evel changes?

For exanple, [I-D.fossati-seat-early-attestation-00] makes key
schedul e | evel changes, breaks the SEAT W5 charter and SEAT WG has no
formal FATT-1i ke process.

3.2. Process not being foll owed
The process [ TLS-FATT] states:

| When a docunent is adopted by the working group the chairs wll

| rmake a determ nation whether the change proposed by the docunent

| requires review by the FATT to deternine if formal protoco

| analysis is necessary for the change. For exanple a proposal that
| rnodifies the TLS key schedul e or the authentication process or any
| other part of the cryptographic protocol that has been formally

| nodel ed and anal yzed in the past would likely result in asking the
| FATT, whereas a change such as nodifying the SSLKEYLOG f or mat

| would not. The working group chairs will informthe working group
| of this decision.

However, such information has not been provided to the W5 for at
| east the followi ng 2 docunents:

3.2.1. M-KEM
For the draft [I-D.ietf-tls-mkenj, the chairs acknow edge

(https://milarchive.ietf.org/arch/nmsg/tls/
L2bWypT3g8HVMACWD1Ta3NFi mv0/ ) that the process was not foll owed:
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| Unfortunately, the chairs did not announce this decision on the
| list (this is something that should be corrected in the process).

However
It remains uncl ear what exactly "corrected in the process" entails.

The chairs further say (https://milarchive.ietf.org/arch/nmsg/tls/
L2bWypT3q8HVMACWD1 Ta3NFi mn0/ )

| The chairs nade this decision because the mechanismin this draft
| fits into a well defined place in the TLS protocol and does not
| change the protocol itself.

We believe this argunment does not stand, given the single data point
that has gone through the FATT process -- [RFC8773bis]. Both of the
menti oned conditions apply equally to [ RFC8773bi s] which indeed went
t hrough FATT process. The nechani smdefined in [ RFC8773bis] "fits
into a well defined place in the TLS protocol"” and "did not change
the protocol itself". So we request clarification of the matter in
compari son to [ RFC8773bi s].

We believe the security considerations of {{I-D.ietf-tls-mkent} are
insufficient. W also believe FATT review could have significantly
inmproved it, including but not linmted to the key reuse anbiguity.
We have provided significant feedback during the two WaLCs. However,
al most none of that is actually reflected in the updated editor’s
ver si on.

3.2.1.1. Formal analysis
We have presented observation from our ongoing formal analysis (cf.
limtations in Section 8 on the mailing list in this emnai
(https://milarchive.ietf.org/arch/msg/tls/
g4l Csl t MQY8xHdJdt j TvudTMes/ ).

3.2.1.2. "Cost"
"Cost" has been presented on the list as the notivation for M-KEM
but no authentic reference has yet been presented. There seens to be
a need for a thorough study to understand the "cost."

3.2.2. Key Update
The process [ TLS-FATT] states:

| The output of the FATT is posted to the working group by the FATT
| point person.
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3.

3.

3.

3.

Based on authors’ emmil (https://milarchive.ietf.org/arch/msg/tls/
KFUD3FPcr U JimXSyb3s25UFbdo/ ), while it is great that FATT could find
some threat, in our observation, the FATT process does not seemto be
followed in spirit.

3. Contacting FATT

The FATT process restricts the Verifier fromcontacting the FATT
directly. W argue that the Verifier should be allowed to contact
the FATT (at |east the FATT person for a specific draft) because of
the follow ng reasons

*  Formal methods comunity is snmall and within this small conmunity,
those with deep know edge of TLS are quite linited.

Such a restriction would not have been there if the Verifier
were not a nenber of the TLS W5 and anal yzing the sanme draft
and free to contact the sanme FATT for advice. Being a nenber
of the TLS WG actually puts the Verifier at unnecessary di sadvant age.

* The feedback we receive on the list is really limted

* Communication via chairs is a source of nmisunderstandings, as it
has al ready happened with the chairs summarizing the intent of
"Tamarin-like" to just "Tamarin".

4. Understandi ng the Opposing CGoal s

The authors need to understand that the task of the Verifier is to
find the subtle corner cases where the protocol may fail. This is
natural ly opposed to the goal of the authors -- that is, to convince
the WG that the protocol is good enough to be adopted/ published.

Unl ess the Verifier remains really focused on checking subtleties,
there is little value of fornmal analysis.

In particular, some topics like renpte attestation need nore precise
speci fications because small changes or anmbiguites nmay nmake a big

di fference.
5. Response within reasonable tine frane

If authors do not respond to the Verifier’'s questions within a
reasonable time frame (say a few weeks but not nmonths), the Verifier
may not pursue formal analysis of their draft.

6. Discussion at Meeting
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4.

4.

4.

1.

2

Formal analysis -- just |like any other code devel opnent -- is an
iterative process and needs to be progressively discussed with
the WG (and not just authors!) to be able to propose secure

sol utions.

So at |least some tine should be allocated in the nmeetings for
di scussi on of formal analysis.

If the authors are doing the formal analysis thenselves, it would be
hel pful to also present the current state of formal analysis in
nmeetings for discussion. This nmay be a single slide describing:

*  Approach used: synbolic or conputationa
* Tool used: ProVerif, CryptoVerif etc.
* Properties established

This will help the Verifier give any feedback and avoid any
repititive effort.

Pr oposed sol utions

In addition to those nentioned inline in the previous section, we
propose the foll ow ng:

Tr anspar ency

* The process should be as transparent to the WG as possible. For
exanpl e, see PR#16 (https://github.comtlswg/tls-fatt/pull/16).

WG consul tation and informati on in deci sions

* |t should be the *W& (and not the chairs) that deens whether sone
FATT analysis is required. At the very least, W should be given
the right to argue agai nst the decision of the chairs regarding
whet her FATT analysis is required. W believe the opinions of
rel evant stakeholders -- those who are doing the formal analysis
of the drafts of the W5 OR actively contributing to it, OR have
done formal analysis in the past, OR have reasonably good
know edge of it, OR have rel evant expertise -- should be heard
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4.3. Controversial drafts need FATT revi ew
* Surely not every draft needs to go to FATT but we believe the
controversial ones do need to go to FATT, regardl ess of the nature
of the draft and whatever the chairs believe. As a rem nder
"nothing required’ is a perfectly valid outcone of initial FATT
review. Formal methods may hel p resol ve sone of the
controversi es.
4.4. Scope of FATT
* Be nore explicit on:
- what is the scope of FATT?
- what kind of drafts need FATT review and why?
5. Responsibilities of Authors

Thi s docunent proposes that the authors provide the follow ng four
i tens:

5.1. Mdtivation
The notivation of the work (i.e., the proposed extension of TLS)
needs to primarily come fromthe authors. The Verifier can ask
questions to inprove it, but he cannot just cook it up

5.2. Threat Model

A threat nodel identifies which threats are in scope for the protoco
design. So it should answer questions like:

* \What are the capabilities of the adversary? Wat can the
adversary do?

* \Whet her post-quantumthreats are in scope?
* \What can go wong in the systenf? etc.
5.2.1. Typical Dol ev-Yao adversary

A typical threat nodel assunes the classical Dol ev-Yao adversary, who
has full control over the comuni cati on channel

Any additional adversary capabilities and assunptions nust be
explicitly stated.
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5.2.2. Potential Waknesses of Cryptographic Primtives
In general, it also outlines the potential weaknesses of the
cryptographic prinmtives used in the proposed protocol extension
Exanpl es i ncl ude:
* weak hash functions
* weak Diffie-Hellman (DH) groups
* weak elenents within strong DH groups

5.2.3. Keys
This section should specify any keys in the system(e.g., long-term
keys of the server) in addition to the standard TLS key schedul e.
Theoretically and arguably practically, any key may be conprom sed
(i.e., becone available to the adversary).
For readability, we propose defining each key clearly as in
Section 4.1 of [ID-Crisis]. Alternatively, present as a table with
the following entries for each key:
*  Nanme (or synbol) of the key

*  Purpose of the key

* (optionally but preferably -- particularly when the endpoint is
not fully trusted) Wich software in the system has access to the
key?

If nmore than one servers are involved (such as nmigration cases), the
keys for servers shoul d be distinguished in an unambi guous way.

5.3. Informal Security CGoals

Knowi ng what you want is the first step toward achieving it. Hence,
informal security goals such as integrity, authentication, freshness,

etc. should be outlined in the Internet-Draft. If the informa
security goals are not spelled out in the Internet-Draft, it is safe
to assune that the goals are still unclear to the authors.

Exanpl es:

* Integrity of nessage X holds unless sonme key Y is |eaked.

* Freshness of nessage X hol ds unl ess sone key Y or sone key Z is
| eaked.

Sar dar Expires 16 October 2026 [ Page 11]



I nternet-Draft Extensions to TLS FATT Process April 2026

* Server Authentication holds unless some key Y or sone key Z is
| eaked.

See Section 5.1 of [ID-Crisis] for concrete exanples.

5.4. Protocol Diagram
A Protocol D agramshould clearly nention the initial know edge of
the protocol participants, e.g., which authentic public keys are
known to the protocol participants at the start of the protocol. An
exanpl e of a Protocol Diagramfor [I-D.fossati-tls-attestation-08] is
provided in Figure 5 in [ID-Crisis].

6. Docunent Structure
Wil e the needs may differ for sone drafts, we propose the follow ng
baseline tenplate, with an exanple of
[1-D.wang-tls-service-affinity]:
The tenplate is:
* Easy for readers
* Easy for reviewers
* Easy for formal analysis
TODO Currently it is alnobst a copy of the guidance enmi l
(https://milarchive.ietf.org/arch/nsg/tls/LflHs1OWDKWIDUCEXOp8wP-
KPs/) to the authors. W will add details in next versions.

6.1. Introduction
* Problemstatenent: Say in general what the problemis.
* For [I-D.wang-tls-service-affinity], we believe this should _not

i nclude CATS. Anyone unfamiliar with CATS should be able to
under st and your probl em

6.2. Term nol ogy

* Define any ternms not defined in RFC8446bis or point to other
drafts fromwhere the definition is used.

6.3. Mbdtivation and design rationale

* W really like how Russ notivates the problemstatenent in
[I-Dietf-t1s-8773bis]. Use it as a sanple.
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* Here authors should address all the concerns from W5 including
justification with conpelling argunents and authentic references
why authors think it should be done within TLS WG (and within
handshake) .

* For [I-D.wang-tls-service-affinity], authors could put CATS here
as a notivational use case

6.4. Proposed solution (one or nore sections)

* Protocol design with Protocol Diagram we work on the fornal
anal ysis of TLS 1.3 exclusively. Please contact soneone else if
your draft relates to ol der versions

6.5. Security considerations
6.5.1. Threat nodel
6.5.2. Desired security goals

As draft proceeds these desired security goals will become what the
draft actually achieves.

6.5.3. Oher security inplications/considerations

7. Responsibilities of Verifier
When the authors declare the version as ready for formal analysis,
the Verifier takes the above inputs, perforns the fornmal analysis,
and brings the results back to the authors and the Wa  Based on the
anal ysis, the verifier may propose updates to the Security
Consi derations section or other sections of the Internet-Draft.

8. Security Considerations
The whol e docunent is about inproving security considerations.
Li ke all security proofs, formal analysis is only as strong as its
assunptions and nodel. The scope is typically limted, and the node
does not necessarily capture real -world depl oynment conplexity,
i npl ementation details, operational constraints, or misuse scenarios.
Formal nethods shoul d be used as conpl enentary and not as subtitute
of other analysis methods.

9. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Appendi x

Docunent Hi story
-04
* Extended threat nodel Section 5.2
* Hel pful discussions on formal analysis in neetings in Section 3.6
* Pointer to fornmal analysis and costs in Section 3.2.1
-03
* Limtations of formal analysis in security considerations
* Proposed sol utions section

* More guidance for authors: Threat Mdel and Informal Security
CGoal s

-02
* Added docunent structure
* FATT-bypass by Qther TLS-rel ated W&
* FATT process not being foll owed
-01
* Pain points of Verifier Section 2.1
* Small adj ustnment of phrasing
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