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Abst r act

This is a quick update of to-be RFC [I-D.ietf-tls-ecdhe-m kem for
recomrendi ng the three hybrid key agreement nmechanisnms in TLS 1. 3.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://mhamrad-
usame- sardar.github.io/tls-ecdhe-m kem updat e/ draft-usama-tl s-ecdhe-
m kem update. html. Status information for this docunment may be found
at https://datatracker.ietf.org/doc/draft-usama-tls-ecdhe-nm kem

updat e/ .

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup mailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. coml muhammuad- usama- sardar/tl s-ecdhe- m kem updat e.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 August 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The readers are assuned to be famliar with
[I-D.ietf-tls-ecdhe-m ken] and [ RFC9847].

1.1. Motivation

G ven the risk of "hardvest-now, decrypt-later"” attacks
[1-D.ietf-pquip-pgc-engi neers], we believe that the hybrid key
agreenent nechani sns need to be recommended.

Section 3 of [RFC9847] defines the nmeaning of "Y' in "Recommended"
columm as foll ows:

| Y: Indicates that the | ETF has consensus that the itemis

| RECOWMMENDED. This only nmeans that the associated mechanismis fit
| for the purpose for which it was defined. Careful reading of the
| docunentation for the nmechanismis necessary to understand the
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| applicability of that mechanism The | ETF could recomend
| mechanisnms that have limted applicability but will provide
| applicability statements that describe any limtations of the
| mechani smor necessary constraints on its use.
This draft ainms to build the nentioned consensus.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Security Considerations
The security considerations of [I-D.ietf-tls-ecdhe-mkenj apply.

4. |1 ANA Consi derations
Thi s docunent requests the followi ng updates to three entries in the
TLS Supported G oups registry (https://ww.iana. org/assignnents/tls-
paraneters/tls-paraneters. xhtm #t|s-paraneters-8), according to the
procedures in Section 6 of [RFC9847].

4.1. SecP256r IM_.KEM/68
Recomrended: Y

4.2. X25519M_KEM/68
Recommended: Y

4.3. SecP384r 1IM_LKEML024

Recomended: Y
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5. References
5. 1. Nor mati v

[1-Dietf-t

[ RFC2119]

[ RFC8174]

5.2. Informat

Hybri d ECDHE- MLKEM Updat e February 2026
f ool ool e
| Value | Description | Recomrended |
B e sl oo e sty
| 4587 | SecP256r IMLKEM768 | Y |
+------- T T R I L i +
| 4588 | X25519M_KEM768 | Y |
+----- - R I I R I i +
| 4589 | SecP384r 1MLKEMLO24 | Y |
+------- I I R F-- - - - - - +
Table 1
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