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Abst r act

Sheffer et al. published [I-D. fossati-seat-early-attestation] on 9th
January, 2025 and despite being wildly out of scope of SEAT charter,
the draft made its place -- getting two-thirds of neeting time -- in
the agenda for upcom ng SEAT interimneeting wi thin hours of
publishing. |In conparison, our request to present
[1-D.fossati-seat-expat] fully within the charter was refused. In
this docunment, we disprove the claimnade in
[1-D.fossati-seat-early-attestation] for backward conpatibility with
standard TLS [I-D.ietf-tls-rfc8446bis]. W argue that
[1-D.fossati-seat-expat] is a nmuch nore reaonsabl e way of achieving
the goal within the scope of SEAT charter.

About This Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://mhamrad-
usana- sardar. github.io/ seat-early-attestation-broken/draft-usana-
seat-early-attestation-is-broken.html. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-
usame- seat-earl y-attestation-is-broken/.

Di scussion of this docunent takes place on the Secure Evi dence and
Attestation Transport Working Group mailing |ist
(mailto:seat@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/seat. Subscribe at
https://ww.ietf.org/ mailman/listinfo/seat/.

Source for this draft and an issue tracker can be found at
https://github. com nuhammad- usanma- sardar/ seat-earl y-attestati on-
br oken.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1.

I ntroduction
We argue that:

* [1-D.fossati-seat-early-attestation] is out of scope of SEAT WG
charter.

* Several clainms in [I-D.fossati-seat-early-attestation] are broken.
Specifically, we prove that proposed key schedule is inconsistent
with [I-D.ietf-tls-rfc8446bis].

* [1-D.fossati-seat-early-attestation] breaks nmost -- if not all --
proofs done to date for TLS 1.3.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Qut of Scope
[ SEAT- Charter] has:

| The attested (D) TLS protocol extension will not nodify the (D) TLS
| protocol itself. It may define (D) TLS extensions to support its
| goals but will not nodify, add, or renpbve any existing protocol

| messages or nodify the key schedul e.

Contrary to the crystal clear statement of scope:

* Section 4.1 of [I-D.fossati-seat-early-attestation] adds a new
protocol nessage naned "Attestation".

* Section 5.6 of [I-D.fossati-seat-early-attestation] nodifies the
key schedul e.

Both are subtle and error-prone. Such intesive changes shoul d not
bypass FATT process at TLS WG by any neans. SEAT has just a nention
of formal analysis in its charter and no real process. SEAT al so
does not have the bl essing of nmany TLS experts. It makes pursuing
such a work in SEAT alnpst surely to lead to failure. W recomend
the authors of [I-D.fossati-seat-early-attestation] to subnmt the
draft to TLS WG, where such changes are in scope.
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3.1. Conparison with our draft

In conparison, [I-D.fossati-seat-expat] makes no changes to TLS and
is fully in scope of SEAT charter.

4. Broken O ains
Too many clainms in [I-D.fossati-seat-early-attestation] are broken.
We present one exanple which invalidates nost of other clainms. The
key schedul e proposed in Section 5.6 of
[1-D. fossati-seat-early-attestation] is not consistent with
[1-Dietf-tls-rfc8446bis].
Usi ng notations from [ Key- Schedul e]:
hs = HKDF- Extract (sal t1, gxy)
whereas this draft proposes:
hs’ = HKDF- Extract (0, gxy)
4.1. Proof
Using definition of saltl [Key-Schedul e]:
saltl 1=0
Therefore, it conmes that:

hs !'= hs’

Hence, the key schedule in [I-D.fossati-seat-early-attestation] is
inconsistent with [I-D.ietf-tls-rfc8446bis].

4.2. Conparison with our draft

In conparison, [I-D.fossati-seat-expat] uses standard TLS key
schedul e wi t hout any changes.

5. Breaking Fornmal Proofs

Because of above key schedul e change, the draft breaks nost -- if not
all -- proofs done to date for TLS 1.3.

5.1. Comparison with our draft

In conparison, we are nmaking a careful effort to preserve security
properties for our draft [I-D.fossati-seat-expat].
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6.

8.

8.

8.

Security Considerations

This draft hel ps make this world nore secure by refuting the security
clains in [I-D.fossati-seat-early-attestation] and by pushi ng agai nst
di sruption of FATT process of TLS WG  Security is dependent on
weakest link and we believe [I-D.fossati-seat-early-attestation] is
the weakest link in the security of TLS. Hence, we view post-
handshake attestation as the nobst appropriate option.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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