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Abst r act

Thi s docunment defines a recursive authentication architecture based
on the TLS 1.3 pre-shared key (PSK) nmode. In this context, TLS
servers, typically hosted within secure elenents (TLS-SE), realize
procedures that conpute TLS 1.3 PSK-bi nder and Handshake Secret.
These procedures allow a client to authenticate to downstream TLS
servers without directly possessing the correspondi ng PSKs.

Aut hentication capabilities can therefore be del egated across
mul ti ple TLS servers while nmaintaining protection of the underlying
secrets.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a nmaxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your
rights and restrictions with respect to this docunent. Code
Conponents extracted fromthis docurment nust include Revised BSD
Li cense text as described in Section 4.e of the Trust Legal

Provi sions and are provided without warranty as described in the
Revi sed BSD Li cense
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1 I ntroduction

TLS1.3 [ RFC8446] supports a basic key exchange node based on pre-
shared-key (PSK) with Diffie-Hell man over either finite fields or
elliptic curves (ECDHE, in short TLS1.3-PSK for PSK with (EC)DHE.
According to [ RFC8446] external PSKs MAY be provisioned outside of
TLS [ RFC9257}.

TLS1. 3- PSK server MAY be inplenented in secure el ements [ TLS- SE].
The TLS1.3 client MAY use a TLS Identity Mddule [TLS-IM, that
protects procedures dealing with PSK

1.1 PSK Bi nder procedure

The Early Secret (ESK) is computed according to relation:
ESK =HKDF- Extract ( sal t =0s, PSK) = HMAC(sal t =0s, PSK)

The Bi nder Key (BSK) for outside provisioning is conputed according
to the relation:

BSK = Derive-Secret (ESK, "ext binder", "")

The Fini shed External Key (FEK) is conputed according to the
relation:

FEK = KDF- Expand- Label (BSK, "finished", "", Hash.|ength)

For Derive-Secret procedures, is equivalent to the val ue
hash(enmpty), whose size is hash-1ength.

The PSK Binder is conputed as:

PSK- Bi nder =HVMAC( FEK, transcript hash)

PSK-Bi nder is included in the Cient Hello message.

We nane bi nder(transcript hash) or binder(T) the procedure that
conputes the PSK-Binder. Because PSK relies on psk-identity inserted
in the CientHello nmessage, we note by binder(ID T) this

rel ati onshi p.

1. 2 Handshake Secret Procedure

The Derived Secret (DSK) is conputed according to the relation:
DSK= Derive- Secret (ESK, "derived", "").

The Handshake Secret (HS) is conputed as:
HS= HKDF- Ext r act (sal t =DSK, ( EC) DHE)
We nane derive(DHE) the procedure that conputes the Handshake

Secret. Because PSK relies on psk-identity inserted in the
ClientHell o nessage, we note by derive(lD DHE) this rel ationship.
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The recovery of HS needs the know edge of both PSK and (EC) DHE.
Therefore, even if PSK has |ow entropy, it is extrenely difficult to
retrieve the HS val ue.

1.3 Get psk-identity

This optional procedure, noted Getl D, MAY be used to retrieve the
psk-identity associated with binder(ID, T) and
derive(l D, DHE) procedures (with | D=psk-identity)

2 Recursive authentication with TLS-PSK
2.1 Overview

In traditional TLS-PSK deploynents the client nust possess the PSK
locally in order to conpute the PSK-Binder and the Handshake Secret.
Distributing PSKs to clients introduces operational challenges and
security risks, especially in large distributed systens.

Thi s docunent introduces a recursive authentication nodel in which
TLS1. 3 PSK servers perform PSK-rel at ed cryptographi c conputations on
behal f of the client. The client invokes these procedures during the
TLS1. 3 handshake without |earning the underlying PSKs.

After authenticating to one TLS secure el enent server [TLS-SE], the
client uses del egated cryptographic services fromthat server to
authenticate to additional TLS-SE servers. Authentication

rel ati onships therefore forma recursive chain across nultiple
servers.

2.2 Recursive Authentication

The scherma below illustrates recursive authentication with two
TLS1. 3 servers, server k and server k+1. Two procedures binder

whi ch conputes the PSK-Bi nder val ue, and derive, which conputes the
Handshake Secret are realized by server k and used for connection to
server k+1.

Get|I D MAY be used to retrieve the next psk-identity (IDk+1)
associ ated with binder and derive procedures.

It should be noticed that server k generates Handshake Secret for
server k+1, and therefore COULD decrypt further data exchanges
between client and server k+l1
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dient Server k Server k+1

|
| === TLS Channel Established ===
| with psk-identity=lDk |

[------ (Optional) GetID-------- >|
| , |
| ----binder (I Dk+1, T)----------- >|
| <---PSK-Bi nder value----------- |
|----CientHello(I Dk+1l, PSK-Binder)-----------unomoumonoo-- >

| <---ServerHel | 0--------mm oo |
| Compute (EC)DHE |

I
| ----derive(l Dk+1, DHE)--------- >| |
| <---HandshakeSecret value------ | |
|----C ose TLS session--------- >| |

| <---Server Encrypted Extensions---------------------------- |
| <---Server Finished------------cmommmm o |
|----Cient Finished---------------“-“-““-““----“- - >|

2.3 Root Server

The root server (RS) is the first server to which client is
connected; it provides binder and derive procedures to be used for
connection to the second server (server 2). According to [TLS- SE]
root server MAY be inplenented in secure elenments [|SO7816}.

2.4 Crypto Provider

We define a Crypto Provider (CP) as the entity that holds the pre-
shared key (PSK) used with the root server (Server 1), and is
therefore capable of perform ng the binder(T) conputation and the
derive(DHE) procedures. A Crypto Provider can be inplenmented in
mul ti pl e conputing environnents, such as:

-Cl assical software inplenentations that use the PSK value to
perform bi nder and derive procedures. In this case, the PSK is
exposed in software nmenory, nmaking it susceptible to extraction and
cl oni ng.

- Tanper-resi stant conputing devices, such as secure el enents
conpliant with the |1SO 7816 standards. The | ETF draft [TLS-1M
defines 1 SO 7816 interfaces for executing binder and derive
procedures within secure el enents. This environment provides strong
key protection, ensures that secrets are non-extractable, and
supports portable identity.

- Renote procedure calls hosted on network devices. These devices
are simlar to connected smart card readers capable of transporting
| SO 7816 requests and responses over protocols such as TLS. This
enabl es renpte access to secure el enents inplenenting binder and
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benefiting from
According to the I ETF draft [RACS],

2026

clients and servers are identified using X 509 certificates,

targeting virtual
to the | ETF draft [RACSL],
shared key authentication,
envi ronment s.

2.5 Target server

Recursive Authentication creates a tree of servers,

the root server,

[ TLS-SE] target server

machi ne environnents with PKI

while other are referred as target servers.
client uses a crypto provider for connection to root.

support. According

clients and servers use TLS 1.3 with pre-
typically targeting enbedded

the root node is
The
According to

MAY be inplemented in secure el ements

[1SOr816] .

dient-------cmommmmi i >Root (1 D1)
| [\
| DL, 1/ \ 1D1,2=1D2

Crypto Provider Tar get Tar get
/ | \ / \
/ | \ I1D1,2,1/ \ 1D1,2,2=1D3
Software Secure Network Tar get Tar get
El enent

3 1- HOP session

A 1-HOP session establishes a session between a client and a root

server.

dient Crypto Provider
I

|------ (Optional) GetlID--->|
N IDL--------- ----

I I

| ----- bi nder(T,ID1l)------- >|

| <---- PSK-Binder value ----|

I

| _____

| <---- ServerHello -------------

| Compute DHE |

| ----- derive(DHE, I D1) ---->|

| <---- Handshake Secret----- |

I I

| <---- Server Encrypted Extensions

I
ClientHello(lI D1, PSK-Binder)------------------ >

Root Server

| <---- Server Finished
Client Finished

Secur e AEAD Channel
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4 2-HOPs session
dient Crypto Provider Root Server Target Server
I I
| --(Optional) GetlD ->|
| |
| -- binder(T1,1D1)--->|
| <- - PSK- Bi nder val ue--|
|---dientHello(lD1, PSK-Bi nder)----------- >
| <--ServerHel |l 0------------cmmmia oo |

| ---derive(DHEL, | D1) - >| |
| <--HS1 value--------- | |

| <--Server
| <--Server Finished------------------------ |
|---Client Finished----------------------- >|

| ======== TLS Channel Established ========x|
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| |
|---binder(T2,ID2)------------------------ >

| <--PSK-Bi nder value ---------------------- |
|---CientHello(1D2, PSK-Binder)-----------mommommmnaon >
| <--ServerHel | 0-------- oo |
| ---derive(DHE2, ID2)---------------------- >| |
| <--HS2 Value--------------------~----~-~----- | |
| <--Close SessioOnN------------------------- >| |

| <--Server Encrypted Extensions---------------------------~---- |
| <--Server Finished-----------c-mmmmm |
|---Cient Finished-------------commm oo >|
| —================ TLS Channel Est abli shed :::::::::::::::::::l

A 2-HOPs session establishes a session with a target server. The
root server typically acts as a gateway that checks the client
rights; it MAY allocate a new psk-identity ID2, according to a
particul ar rol e based access control.

An exanple of 2-HOPs client, is available at [TLSSE-Cient].
5 n-HOPs session

Client establishes a first session 1 with root server, using a
crypto provider that computes binder(ID1, T1) and derive(l D1, DHE1).
It MAY use the CetlD procedure to get |DL.

Client establishes a session 2 with target 1 server, using

bi nder (1 D2, T2) and derive(l D2, DHE2,) provided par root server.
Client closes session with root server. It MAY use the GetlID
procedure to get |D2.
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Client establishes a session k+1 with target k server, using

bi nder (| Dk+1, Tk+1) and derive(l Dk+1, DHEk+1) provi ded par target k-1
server. Cient closes session with target k-1. It MAY use the GetlID
procedure to get | Dk+1.

Client establishes a session n with target n-1 server, using

bi nder (1 Dn, Tn) and derive(l Dn, DHEn) provi ded par target n-2 server.
Client closes session with target n-2. It MAY use the GetlD
procedure to get | Dn.

At depth k in the tree, IDk can be expressed with k indexes:
IDk=ID(1,12,..,1k),

where 1j (j between 2 and k) indicates the child rank of node j-1,
between 1 and nunber of child.

6 | ANA Consi derations
This draft does not require any action from | ANA

7 Security Considerations
Recursive Authentication MAY be realized with classical software
TLS-PSK server, but in these platfornms PSK is exposed in software
menory, and cloning is possible.

Recursive Authentication within TLS-SE servers has the foll ow ngs
security benefits

- PSK Protection :PSKs renmain protected inside secure elenments and
MUST NOT be exposed to clients.

- Del egated Authentication: Authentication capabilities are
del egated through controlled cryptographic procedures rather than
through direct key distribution.

- Conpartmentalization: Each TLS-SE server manages its own PSKs and
del egati on policies. Conprom se of one server does not automatically
conmprom se unrel ated servers

- Revocation: Renoving a server fromthe authentication chain
prevents further del egation to downstream servers
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