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Abst r act

The Renote APDU Call Lite protocol (RACSL) is a |ightweight version
of the Renote APDU Call Secure protocol (RACS). RACS is designed for
Gids of Secure Elenments (GoSE), where servers host Secure El enents
(SEs), i.e., tanper-resistant chips providing secure storage and
cryptographic capabilities. It supports commands for GoSE inventory
and data exchange with secure el enments. RACSL targets environnents
hosting a limted nunber of secure elenent-typically one-within an

| oT devi ce managed by a microcontroller. It provides conmands for
data exchange with secure elenments, in particular for managing their
enbedded applications. These commands are transported over TLS 1.3
pre-shared key (PSK) sessions, which MAY be secured using a TLS
Identity Module (TLS-1M application hosted within a secure el enent.
RACSL can be used to update TLS-1M applications or to renotely
access conputing and storage resources hosted in secure el enents.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your
rights and restrictions with respect to this docunent. Code
Conponents extracted fromthis docurment nust include Revised BSD
Li cense text as described in Section 4.e of the Trust Legal

Provi sions and are provided without warranty as described in the
Revi sed BSD Li cense
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nt roducti on

A Secure Element (SE) is a tanper-resistant mcrocontroller equipped
with host interfaces such as [1S0r816], SPI (Serial Peripheral
Interface), or 12C (Inter-Integrated Crcuit) [GP-SPlI-I2C.

According to the [ EURCSMART] association, nine billion such secure
devi ces were shipped in 2023. They are w dely depl oyed for

el ectroni c paynent (EW cards), tel econmunications (SIMUSIM

nmodul es), identity (el ectronic passports), ticketing, and access
control .

According to the [I1SOr816] standards, secure el ements process
| SO7816 request nessages and return | SO7816 response messages, known
as APDUs (Application Protocol Data Units).

Four APDU cases are defi ned:

- Case 1: A request consists of four bytes (CLA INS, P1, P2). The
response conprises two bytes (SW, SW2).

- Case 2: A request consists of CLA INS, Pl, P2, and LE. The
response conprises LE bytes plus SW. and SW2. Typically, LE length
(P3 = LE) is one byte; for extended APDUs, LE length is three bytes,
with the MSB (P3) set to zero.

- Case 3: A request consists of CLA INS, P1, P2, LC, followed by LC
bytes. The response conprises two bytes (SW, SW2). Typically, LC
length (P3 = LC) is one byte; for extended APDUs, LC length is three
bytes with the MSB set to zero.

- Case 4: A request consists of CLA INS, Pl1l, P2, LC, LC bytes, and
LE. The response conprises LE bytes plus SWL and SW2. Typically, LC
Il ength is one byte; for extended APDUs, LC length is three bytes
with the MSB set to zero, and LE length is two bytes.

APDUs are transported using protocols such as T=0, T=1, or T=CL
(contactl ess).

A set of G obalPlatform|[GP] standards controls the lifecycle of
enbedded software within secure el enents, including application
downl oadi ng, activation, and del etion. These standards rely on APDU
exchanges between the secure elenent and a | oader entity.

According to [GP], applications stored in secure elenents are
identified by an Application lIdentifier (AID), up to sixteen bytes
in |ength.
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2 Secure Elements in Network Node

An Internet node MAY use one or several secure elenents, typically
to provide trusted cryptographic services. The goal of the RACSL
(Renote APDU Call Secure Lite) protocol is to renotely nmanage and
updat e t hese applications.

The | ETF draft [TLS-IM defines an interface for a secure el enent
application that performs procedures associated with TLS 1.3

[ RFC8446] in pre-shared key (PSK) node, conbined with Diffie-Hellnman
key exchange over finite fields or elliptic curves (DHE or ECDHE),
hereafter referred to as TLS 1. 3- PSK.

According to [GP], a TLS-IMapplication is identified by an AlD.

An I nternet node supporting TLS-PSK MAY use a TLS-1 M application
stored within a secure elenent. According to [GP], an application
must be del eted before uploading a new version. Therefore, a secure
el ement MAY store two or nore TLS-1M applications with different

Al Ds.

3 RACSL Protocol
3.1 TLS1.3 with pre-shared-key
The RACSL protocol is based on TLS 1.3 [RFC8446] in pre-shared key

(PSK) node with Diffie-Hell man key exchange (DHE or ECDHE). Muiltiple
PSK identities MAY be used, each associated with a PSK

dememmememeeaaaas + S + S +
| RACSL | | TLS-IM | | TLS-IMB |
e + | Al D1 | | Al b3 |

| TLS1. 3- PSK | | | | |
R + | TLS-IM | | OTHER |

| TCP | | Al D2 | | Al D |
oo mmeeemeeaaaas + S IR + S IR +
| I P | Secure Elenentl Secure Elenent?2
Fommmme e ---+ Server Nanmel Ser ver Name2

3.2 Server Name |ndication

Each secure elenent is identified by a server nanme [ RFC3446]
conveyed in the Server Name Indication (SNI) extension and included
in the CientHell o nmessage.
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3.3 PSK identity

In the RACSL context, a PSK identity is associated with an
Application ldentifier (AID) bound to a TLS-IM application that
performs PSK-rel ated procedures.

This A D SHALL NOT depend on the server nane. Wen multiple secure
el ements are avail abl e, a dedi cated mechani sm SHOULD be used to
sel ect the secure el ement hosting the TLS-1M application used for
TLS- PSK sessi on establishnent.

S S R +
| psk-identityl | Al D1 |
| psk-identity2 | Al D2 |
| psk-identity2 [ Al D3 |
T TS +

4 APDU Serialization

Once a TLS 1.3 session has been established, a secure elenent is
sel ected based on the server nane. Three conmands are available to
send APDUs. Each command is expressed as ASCI| text term nated by
carriage return (CR) and line feed (LF) characters.

4.1 Poweron

Thi s command powers on the secure el ement associated with the server
nane.

Syntax: on CR LF
4.2 Send APDU
Thi s command sends an APDU encoded in hexadeci mal format (two
characters per byte). It returns a set of bytes encoded in
hexadeci mal format.
Syntax: A [hexadeci mal encodi ng] CR LF
Exanpl e:
>> A 00A4040006010203040700 (sel ect ai d=010203040700)
<< 9000 (SW=90, SwW=00)
4.3 Power of f

Thi s command powers off the secure el ement associated with the
server nane.

Syntax: off CR LF
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5 | ANA Consi derati ons
This draft does not require any action from | ANA

6 Security Considerations
This entire docurment is about security.
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