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Abst ract

Thi s docunent defines the Post-Quantum Aut henti cated Key Exchange
(PQUAKE) protocol that addresses the needs of bandw dth- and/or
power - constrai ned environnents, while maintaining strong security
guarantees. |t acconplishes that by mnimzing the nunber of bits
that need to be exchanged and by utilizing an inplicit peer

aut henti cati on approach simlar to Menezes- Qu- Vanst one (M) design.
This protocol is suitable for integration into protocols that
establish dynam ¢ secure sessions, such as Extensible Authentication
Protocol (EAP), Internet Key Exchange Version 2 (I KEv2), or Secure
Conmruni cations Interoperability Protocol (SCIP). This protocol has
proofs in the verifiers Verifpal and CryptoVerif for security
properties such as secrecy of the session key, mutual authentication,
identity hiding with a pre-shared secret, and forward secrecy of the
session key. The authors are in the process of publishing the
proof s.
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1. Introduction

The primary goal of PQUAKE is to mininize the comunication overhead
of Post-Quantum (PQ public-key cryptography during a key exchange.
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Bandwi dth or power linmted devices may not realistically use
alternative PQ key exchanges such as the TLS handshake protocol to
derive a shared symmetric key, as PQ digital signatures and keys are
drastically larger. This protocol mnimzes the communication

over head by reducing the nunber of signatures transnitted by each
party to one offline-generated certificate signature. It is designed
to be an add-on to such protocols as EAP [EAP], |IKEv2, and ot hers.
Since conputing a PQ digital signature typically is nore expensive
than perfornming a PQ KEM there is a benefit of reduced conputationa
costs.

The overall idea of the inplicit authentication of the peers cones
fromthe MV protocol

Both parties MAY have a pre-shared symetric secret key, usually
distributed anong all the nenbers of the given network or Comunity
of Interest (CO). Adding a pre-shared symetric key to the key
derivation ensures confidentiality of the peers’ identities
(certificates) against active attackers that do not have that pre-
shared key.

The protocol maintains the followi ng security guarantees:

* The secure channel between the Initiator and Responder is mutually
aut henticated - Key freshness, aka a new key is generated for this
channel, and it hasn't been reused or stale; - If two parties
properly follow the protocol, both parties will conpute the sane
shared keys that are known only to them - Perfect Forward
Secrecy, aka after the channel is closed, there is no way for an
adversary to break security properties associated with the shared

key established via this protocol; - Security against replay
attacks; - Confidentiality of peers’ identities against passive
adversary; - Confidentiality of peers’ identities against active

adversary (aka, Man-1n-The-M ddl e) when both peers utilize |ong-
term pre-shared key.

This protocol has proofs in the verifiers Verifpal and CryptoVerif
for security properties such as secrecy of the session key, nutua
aut hentication, identity hiding with a preshared secret, and forward
secrecy of the session key. The authors are in the process of
publ i shing the proofs.

It is inportant to note that PQUAKE does not replace protocols |ike
the TLS record protocol, only the handshake protocol. G her
protocol s such as I KEv2, SCIP, or EAP nmay integrate PQUAKE into their
key exchange phase.

Conpl i ance requirenents for the components

The buil ding bl ocks of this protocol SHALL have the foll ow ng
security properties:

* Symetric Key Cryptosystem - | ND CCA2 - Key Encapsul ation
Mechani sm (KEM - Inplicit, IND-CCA2 and | K-CCA2 - Key Derivation
Function 1 - Random Oracl e Hash Function - Key Derivation Function
2 - Random Oracle Hash Function - Message Authentication Code
(MAC) - Pseudorandom Functi on

Mandat or y- To- | npl enent al gorithns

VWile this protocol has been formally proven to work with any KEM
MAC, and symmetric cipher that exhibit the above properties --
interoperability requires that a Mandatory-To-Inplenent (MIl) set of
algorithms is specified for the Version 1 of the protocol

* Enc: AES-CCM 256 - KEM M.- KEM 1024 - Hash: SHA384 - MAC. HVAC -
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KDF: HKDF - Signature: M.-DSA-87
Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Prot ocol Description

The PQUAKE protocol consists of four steps. Wthin each step, the
exchanges can happen asynchronously, but one step (aka, all of the
exchanges of that step) MJST conclude before the peers can proceed to
the next one. |If any step results in an error, the protocol SHOULD
abort. That includes receiving an out-of-order or corrupted nessage,
or not receiving an expected nmessage within the depl oyer-configured
time interval. However, the protocol SHOULD only abort at the end of
the protocol if the peer’s identity does not natch an out-of - band
verification, and an inplicit KEM wi thout aborts SHOULD be used.

Ideal ly, the protocol SHOULD only abort after the key confirnmation
step if the reason for aborting is related to the identities of the
two parties.

Currently, no notification to the other party, such as infornmation
about an abnornmal conpletion and/or giving details of the error, is
included in the protocol

The four steps are the foll ow ng:

1. Establish an epheneral symmetric key via hell o nessages and
exchange encrypted certificates (one MJST use an encryption
scheme with | ND-CCA2 security and an inplicit KEM w th | ND- CCA2
security and | K-CCA2 security). 2. Encapsul ate shared secrets
and exchange the ciphertexts.

2. Decapsul ate shared secrets, derive key confirmation keys and a
session key. 4. Perform Key Confirnation.

Note that both peers take full transcripts (chain-hashes) of all the
messages they send and receive, and include the resulting hash

out puts anong the inputs of the Key Derivation Function (KDF) that
gets invoked to generate shared secrets (first for encrypting
certificates, and the next tinme - to provide the shared secret that
is the purpose of this protocol).

VWil e both parties have to share their certificates or identities for
aut henti cation, we assume the identities of each party shall remain
confidential to those outside of this exchange. They encrypt their
certificates with a shared symetric epheneral key that they generate
via a epheneral KEM This key is used to encrypt the certificate and
is an input to the KDF when generating the shared key. The final KDF
that provides the negotiated shared secret, will also include this
symretric key in its input.

I nstead of generating a signature over the handshake transcript |ike
TLS, PQUAKE perforns an inplicit authentication of the handshake. It
does this by making the protocol’s session key dependent on not only
a series of KEM cal cul ated shared secrets but al so dependent on the
hashes of the sent and received nmessages. Since only their
correspondi ng party, who they have authenticated, can know t hose
secrets, deriving the sane session key inplicitly authenticates each
other while creating a shared secret.

Prot ocol Di agram



Initiator Responder

Establi sh confidential |ink and exchange certificates

(sk_e, pk_e) <- KEM keygen()

{ pk.e} -->
(ct_e, ss_e) <- KEM encap(pk_e)

<-- { ct_e}

ss_e <- KEM decap(ct_e, sk _e)

k_hid <- kdf _1(ss_pre, ss_e || "HD")

k_hid <- kdf(ss_pre, ss_e || "HD")
e cert_i <- Enc(k_hid, cert_i) e cert_r <- Enc(k_hid, cert_r)
{ ecert i } --> <-- { e cert_r }

Encapsul ate and send shared secrets

cert r <- Dec(k_hid, e cert_r) cert i <- Dec(k_hid, e cert_i)
if cert_r is not valid, abort if cert_i is not valid, abort
(ct_i, ss_i) <- KEM encap(pk_r) (ct_r, ss_r) <- KEM encap(pk_i)
{ct_i} --> <-- { ct_r }

Decapsul ate shared secrets and derive session keys

ss_r <- KEM decap(sk_i, ct_r) ss_i <- KEM decap(sk_r, ct_i)

send_hash <- H(hf, pk_e, e cert i, ct_i)
send_hash <- H(hf, ct_e, e cert_r, ct _r)

recv_hash <- H(hf, ct_e, e_cert_r, ct_r)

recv_hash <- H(hf, pk_e, e_cert_i, ct_i)
S <- ss_e||ss_i||ss_r||send _hash||recv_hash
S <- ss_e|]|ss_i||ss_r||recv_hash||send_hash
k Ci, k Cr, ... < kdf_2(hf2, S)
k Ci, k Cr, ... < kdf_2(hf2, S)

Key Confirmation
{ HMAC(k_C i, recv_hash || send_hash) } -->
<-- { HMAC(k_C r, send_hash || recv_hash) }

.2. Exchange certificates

During this step, both nodes establish a shared epheneral key via a
KEM then use it to encrypt certificates before transmitting them

The initiator generates an epheneral key and transmits the

encapsul ated secret. The responder MJST decapsul ate the ciphertext.
Both parties MJST derive a shared epheneral key fromthe encapsul at ed
secret and the pre-shared secret if it is present. Both parties MJST
encrypt and transnmit their certificates. Both parties MJST validate



the certificate's signature. |If the verification of a signature
fails, the protocol MJST abort. |Inplenentors need to be careful to
avoi d aborting based off the other node's identity until the end of
the protocol to maintain identity hiding of the peer. Note that key
encapsul ati on nechani sm SHOULD be | ND- CCA2 and | K- CCA2 secure and
SHOULD NOT abort (it SHOULD be an inplicit KEM.

.2.1. Key Derivation of k_hid with preshared secret

k hid <- kdf _1(ss_pre, ss_e || "HD");

.2.2. Key Derivation of k_hid wi thout preshared secret

k_hid <- kdf _1(ss_e, "H D");

.2.3. Initiator

e cert_i <- E(k_hid, cert_i);

.2.4. Responder

e cert r <- E(k_hid, cert_r);

.3. Encapsul ate shared secrets

During this step, both nodes generate an encapsul ated secret via a
KEM The ci phertexts are exchanged.

.3.1. Initiator

(ct_r, ss_r) <- KEM encap(pk_i);

.3.2. Responder

(ct_i, ss_i) <- KEM encap(pk_r);

.4. Decapsul ate ciphertexts and key derivation

The ciphertexts are decapsul ated by both parties. At this point,
both sides have all the shared secrets required to derive a set of
sessi on keys.

.4.1. Initiator

send_hash <- hash(pk_e, e cert i, ct_i);

recv_hash <- hash(ct_e, e _cert_r, ct_r);

transcript <- (send_hash, recv_hash);

k Ci, k Cr, k_session = kdf _2(ss_e, ss_ i, ss_r, transcript);
.4.2. Responder

send_hash <- hash(ct_e, e_cert_r, ct_r);

recv_hash <- hash(pk_e, e cert i, ct_i);

transcript <- (recv_hash, send_hash);

k Ci, k Cr, k_session = kdf _2(ss_e, ss_i, ss_r, transcript);
.5.  Key Confirmation

Key confirmation is done by cal cul ating an HVAC of the chai n-hash of
all the sent and received nessages correspondi ngly, using the



appropriate Key Confirmation key derived in step 3. The initiator
MUST use the key K~ir~, and the responder MJST use the key K~ri~.

3.5.1. Initiator
Ci <- HMAC(k_C i, send_hash || recv_hash);

3.5.2. Responder
Cr <- HMAC(k_C r, recv_hash || send_hash);

3.6. FError Handling
We nmake no assunptions about the underlying transport that carries
PQUAKE nessages, because no error - whether naliciously introduced or
accidental - in any of its nessages can inpact correctness of the
protocol itself. W consider two kinds of errors:

a. Corruption of a message - will result in protocol failure (abort)

b. Failure to receive a nessage within expected tine interval, aka
timeout - will result in protocol failure (abort).

Handl i ng the protocol timeout (how long to wait until declaring
failure to receive) is the responsibility of the inplenmentation
depl oyer. The inplementer SHOULD nmake this val ue configurable.

Note: the nore the underlying transport does to detect or nitigate
line errors (aka, non-malicious errors), the likelier the protocol is
to successfully conplete. ldeally, the transport would offer at
| east the capabilities of UDP

4. Protocol Messages
We do not include explicit checksunms because it is practically
i mpossible for the protocol to succeed if any nessage would arrive
corrupted, either maliciously, or by a random error

4.1. Message For mat

A nmessage of the protocol is formatted as foll ows:

0 1 2 3012345670
123456701234567012345¢67
i I S T S S i I S A SHE N SR
| Ver si on | Type | Length |
I i I S T S e S S ek
| Dat a .

B i s T T i i o S o T Ji I
Version: 8 bits

The version field indicates the format of the initiator hello
message. This docunent describes version 1.

Type: 8 bhits
This field indicates the current step of the protocol
Length: 16 bits

Length is the length of the data, neasured in octets. This field
allows the length of the data to be up to 65535 octets.

Dat a: vari abl e



This field changes based on the current step of the protocol

4.2. Hello Messages
The Initiator generates an epheneral KEM key-pair (sk_e, pk_e) =
KEM keygen() and sends the public key pk_e to its intended recipient
(the Responder). The Responder perforns encapsul ation (ct_e, ss_e) =
KEM encap(pk_e) and sends the ciphertext ct_e to the Initiator.

4.2.1. Initiator Hello

An Initiator Hello nessage is formatted as foll ows:

3012345670

+ RO
-II-I—\I\J

234567
b Tk E N SR R R
| Vers | Type | Lengt h |

R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| Epheneral Public Key

R o o e e i i e S S S s T S S S S e e ik i e R

1
234567012345670
it it S R S S

io

Version: 8 bits

The version field indicates the format of the initiator hello
message. This docunent describes version 1.

Type: 1

This field indicates the state of the protocol

Length: 16 bits

Length is the length of the epheneral public key, neasured in octets.
This field allows the | ength of a epheneral public key to be up to
65535 octets.

Epheneral Public Key: variable

This field SHOULD be uni que for each protocol execution

4.2.2. Responder Hello

A Responder Hello nessage is formatted as foll ows:

0 1 2 3012345670
123456701234567012345¢67
T e L o o o e i i s it NN R SR S B S

| Versi o | Type | Lengt h |

B i s T T i i o S o T Ji I
| Encapsul at ed Secr et
s i S S S O s s S R S s i ok oI S TR R S + +

Type: 2
Encapsul ated Secret: variable

The size of this field depends on the key encapsul ati on nechani sm
used.

4.3. Certificate Exchange
A Certificate Exchange nessage is formatted as foll ows:

3012345670

+ PO
+ RPN

34567
i S S S Tk i S SR



| Ver si on | Type | Length
R o o e e i i e S S S s T S S S S e e ik i e R
| Initial Vector | Encrypted Certificate
+++++++++++++++++++++++++++++++++

| Aut henti cation Tag |
il s ST I S S I S T T S
Type: 3 for initiator, 4 for responder
Initial Vector: 96 bits
Encrypted Certificate: variable
Aut hentication Tag: 128 bits
The certificate encrypted with the derived key k_hid.
4.4. Certificate Format
For now, we use standard X 509 certificate [X.509] with O Ds
speci fying M.- KEM [ FI PS203] and M.- DSA [ FI PS204] correspondi ngly.
Future extensions may use different certificate fornmats.

4.5. Encapsul ation

An Encapsul ation nessage is formatted as fol |l ows:

0 1 2 3012345670
123456701234567012345¢617
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e

| Versi o | Type | Length |

B T S i T s i i e e SEI S
| Encapsul at ed Secr et

e e e e e e e e e e e e b e e e e e e e e e e e e e e e e e e b
Type: 5 for initiator, 6 for responder

Encapsul ated Secret: variable

The size of this field depends on the key encapsul ati on nechani sm
used.

4.6. Key Confirmation

A Key Confirmation nessage is formatted as foll ows:

0 1 2 3012345670
12345670123456701234567
e o I e e ol i I T T T S S e e e e i i ol it T R R

| Versio | Type | Lengt h |

+-+-++++++-+-+++++++++++++-+-+-+-+-+-+-+-+-+-+-+

| Key Confirmation Val ue

R i T i e i i S e S S e S

Type: 7 for initiator, 8 for responder

Key Confirmation Value: 384 bits (output size of SHA384)

This field is the conmputed HMAC val ue of the exchange transcript.
5. Integration into | KEv2

PQUAKE can be integrated into |KEv2 [I KEV2] as an alternative
aut henti cated key exchange nechani sm

One possi bl e approach is:



* Use IKE.SAINT to performclassical negotiation and optiona
hybrid key exchange signaling - Use | KE | NTERVEDI ATE exchanges to
carry PQUAKE nessages - Replace explicit signatures in | KE_AUTH
with PQUAKE key confirmation

This results in an inplicitly authenticated key exchange, where
aut hentication is achieved via shared secret derivation rather than
explicit signatures.

This section is *illustrative only*. A conplete and interoperable
integration requires a dedicated specification that defines:

* Payload formats - Negotiation mechanisns - Transcript binding -
Error handling and downgrade protection

Such work is out of scope for this docunent.
Integration into EDHOC

PQUAKE can be conceptually integrated into EDHOC by repl aci ng or
augnenting its authenticated key exchange phase with PQUAKE' s
inmplicit authentication mechani sm

A possi bl e mappi ng i ncl udes:

* Using EDHOC nessage 1 / nessage 2 to carry the epheneral KEM
exchange

* Encrypting credentials using the derived epheneral secret -
Enmbeddi ng PQUAKE encapsul ati on nessages i nto subsequent EDHOC
exchanges - Using EDHOC exporter interface to derive application
keys fromthe PQUAKE session key

This woul d preserve EDHOC s conpactness whil e enabling post-quantum
inmplicit authentication

This is a *proof-of-concept illustration only*. A production-quality
integration would require a dedi cated RFC specifying:

* Message encoding and transcript construction - Credential formats
- Interaction with EDHOC aut henticati on nethods - Security
anal ysis specific to EDHOC conposition

Integration into EAP

PQUAKE may be incorporated into the Extensible Authentication
Protocol (EAP) [EAP] as a new EAP net hod

In such a design:

* The PQUAKE exchange woul d formthe EAP authentication conversation
- Certificates or identities would be transported within EAP
payl oads - The derived session key would be exported via the EAP
key hi erarchy

Thi s approach enabl es post-quantum aut henti cated key exchange for
network access scenarios (e.g., W-Fi, 5G enterprise access).

This is a *proof-of-concept illustration only*. A standards-track
integration would require a dedicated RFC defi ning:

* EAP nmet hod type and state machine - Fragnentati on and
retransm ssi on behavior - Key derivation and export interfaces -
Interaction with AAA infrastructure
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Formal Proofs

The security properties of PQUAKE have been anal yzed using both
synbol i c and conmputational nodels, follow ng the nethodol ogy
devel oped for [CAKE-HI].

1. Methodol ogy

Two i ndependent formal verification frameworks were used:

* *CryptoVerif* (conputational nodel): - Game-based proofs via
sequence- of -ganes transformations - Adversary nodel ed as
probabilistic polynom al-time (PPT), including quantum adversaries
with classical oracle access - *Verifpal* (synbolic nodel): -
Active attacker npdel with nessage nodification and replay -

Aut omat ed reachability and secrecy anal ysis

These tool s provide conpl ementary assurances: CryptoVerif establishes
comput ational security under standard assunptions, while Verifpa
val i dates protocol |ogic against a w de class of synbolic attacks.

2. Proven Security Properties

Under the assunptions listed below, the follow ng properties are
est abl i shed:

* *Secrecy of the session key*: Reduced to | ND-CCA2 security of the
KEM and t he random oracl e behavi or of KDFs

* *Mutual authentication*: Successful key confirmation inplies that
both parties performed correct decapsul ation using their
respective long-termsecret keys

* *Forward secrecy*: Achieved via inclusion of the ephenmeral KEM
shared secret; conprom se of |ong-termkeys does not reveal past
sessi on keys

* *Key freshness*: Derived keys are indistinguishable fromrandom
and uni que across sessions

* *ldentity hiding*: Achieved via encryption of certificates under
an ephemeral shared key, relying on | ND-CCA2 encryption and |K-
CCA2 KEM properties

3. Cryptographi ¢ Assunptions
The proofs rely on the foll owi ng assunpti ons:

* KEMis *IND-CCA2* and *I| K- CCA2* secure - KEMis *inplicitly
rejecting* - KDF behaves as a *randomoracle* - HMAC is a
*pseudor andom function (PRF)* - Hash function (e.g., SHA-384) is
*col lision-resistant* - Donmains of KDF invocations are properly
separ at ed

4. Proof Approach (Intuition)

* Secrecy and forward secrecy are obtained by repl aci ng KEM deri ved
shared secrets with uniformy random val ues under | ND- CCA2
security, then applying randomoracle argunments to the KDF

* Authentication follows fromthe fact that successful key
confirmation requires correct conputation of shared secrets
derived via decapsulation with the corresponding private key.

* ldentity hiding is obtained by conbining: - |IND CCA2 security of
certificate encryption - |K-CCA2 security of the KEM - PRF
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11.

11.

11.

security of HVAC
Limtati ons and Future Wrk

* Current proofs rely on the (classical) random oracl e nodel -
Extensi ons to the quantum random oracl e nodel (QROM remain future
wor k

* Stronger conposability guarantees (e.g., UC-security) are not yet
est abl i shed

Ful | formal nodels and proof artifacts are in the process of
publi cati on.

Security Considerations

This is a security protocol, and it holds the properties described in
(TODO reference) in the presence of passive or active attacker on the
net wor k.

One potential concern is the confidentiality of the peers’ identities
carried in their certificates. An active attacker can learn their
identities during the certificate exchange step. Using a pre-shared

secret will prevent disclosure of these certificates, keeping peers
identities confidential. Since there are costs associated w th out-
of -band distribution of that secret, it would be typically shared
anong the Conmmunity of Interest (Col). |In that case, this protoco

woul d protect peers identities against active attackers outside of
this Cormunity of Interest, but not against an active attacker that
is a nenber of Col

I ANA Consi derati ons
None.
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