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Abst ract

Thi s docunment defines the Verified Email Identity Framework (VEIF),
a mechani sm for associating a cryptographically verifiable real -
world identity with an email nessage. VEIF conpl ements existing
emai | authentication technol ogi es such as SPF, DKIM and DVARC by
providing a higher-level identity assurance |ayer.
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progress."
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1. Introduction
Exi sting mechani sms such as DKI M [ RFC6376] and DMARC [ RFC7489]
val i dat e donmmi ns but do not establish a verified real-world
identity.

VEI F i ntroduces a cryptographic identity assertion |ayer bound
to an emnil message



2. Term nol ogy

The key words "MJST", "SHOULD', and "MAY" in this docunent are
to be interpreted as described in [ RFC2119].

Verified ldentity: Areal-world entity validated by an I dP
Identity Provider (IdP): Entity issuing identity assertions.
VI A: Signed structure binding identity to enail.
Trust Anchor: Root used for validation
3. Architecture
3.1 Overview
VElI F operates as an overlay to domai n authentication.
3.2 Conponents
* Sendi ng Donmai n
* |dentity Provider (IdP)
* Recei ving MIA/ MUA
* Trust Anchor
3.3 Message Fl ow
Identity verified by IdP
VI A issued
Sender attaches VIA

Recei ver validates DKIM [ RFC6376] and DVARC [ RFC7489]
Recei ver validates VIA
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4. Trust Model
4.1 Trust Anchors
Trust anchors MAY be distributed via:
Pre-configured trust stores
DNSSEC- pr ot ect ed records
* Public PKI
4.2 ldentity Binding

The 1dP MJUST verify that the sender is authorized to use the
cl ai red domai n.

5. Key Distribution
Public keys for VIA validation MAY be obtained via:
* DNS (TXT or dedicated RR)
* HITPS endpoints
* Certificate chains
6. Revocation
| dPs MUST provide a revocati on nechani sm
Possi bl e nmechani sns i ncl ude:
* CRL-style lists

* OCSP-1ike queries
* Short-lived assertions



7. VEIF ldentity Header
7.1 Definition
VElI F-ldentity = "VEIF-ldentity:" veif-val ue

veif-value = "v=" 1*DIGT ";"
"org=" quoted-string ";"
"regi d=" quoted-string ";"
"domai n=" domain ";"
"si g=" base64

7.2 Signature Requirenents
The signature MJUST

* Cover sel ected headers and/or body
* Be bound to the IdP
* Be verifiable using published keys

8. Validation Procedure
Recei vi ng systems MJST:

Val i date DKI M [ RFC6376]

Check DMARC al i gnnent [ RFC7489]
Extract VEIF-ldentity

Resol ve public key

Verify signature

Check revocation status

Eval uate trust anchor
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If validation fails, the identity MJST be treated as unverifi ed.
9. Security Considerations

Attacks include identity mshinding, replay, and trust anchor
conprom se

10. Privacy Considerations
I mpl enent ati ons SHOULD m ni m ze exposed personal data.
11. Depl oynent Consi derations
VEI F can be depl oyed increnentally al ongsi de DVARC
12. 1 ANA Consi derations
Header field nane: VEIF-ldentity
Appl i cabl e protocol: nmail
Status: provisiona
13. References
13.1 Nornmtive References
[ RFC2119] Bradner, S., "Key words for use in RFCs..."
[ RFC6376] Domai nKeys ldentified Mail (DKIM
[ RFC7489] Dommi n-based Message Aut hentication ( DMARC)
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