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Abst r act

Thi s docunent specifies the UDP Datagram Privacy Network (UDPN)
protocol, version 1.0. UDPN provides an authenticated, encrypted
Layer 3 tunnel over UDP with traffic obfuscation designed to resist
deep packet inspection (DPl) and active probing. Al packets are
wrapped in DILS 1.2 ApplicationbData records. The protocol uses the
Noi se_NK handshake pattern with X25519 Diffie-Hellnan and

ChaCha20- Pol y1305 AEAD encrypti on.
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 Novenber 2026.
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I ntroduction

UDPN creates a Layer 3 I P tunnel over UDP suitable for networks where
deep packet inspection, port blocking, or active probing is used
agai nst tunneling traffic.

Three threat nopdel s are addressed:

a. Passive observation: all payload bytes are encrypted and
comput ational Iy indistingui shable from random dat a.

b. Active probing: the server silently discards every packet it
cannot cryptographically verify. An adversary receives no
response what soever, making the endpoint indistinguishable froma
cl osed UDP port.

c. Traffic correlation: periodic port hoppi ng changes the UDP
5-tupl e; random per-packet paddi ng obscures payl oad | engt hs;
jittered keepalive intervals resist timng fingerprinting.

Al'l packets are formatted as DILS 1.2 ApplicationbData records to
blend with legitimte DILS/ CoAP traffic on the wire.

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]



[ RFC8174] when, and only when, they appear in all capitals.
Initiator The client endpoint that initiates the session
Responder The server endpoint that accepts sessions.

Session A cryptographic context active between a successful Noise
handshake and the next teardown event.

DTLS Epoch A 16-bit session identifier assigned by the Responder.
Stable for the whole session lifetime. Not related to DTLS
r ekeyi ng.

Hop Epoch A 16-bit counter increnented by the Initiator at each
port-hop event, carried inside the encrypted payl oad.

Nonce The 64-bit val ue used as the ChaCha20-Pol y1305 nonce, carried
in the DILS sequence-nunber field.

3. Protocol Overview
A UDPN session proceeds as follows:
Initiator Responder

| DTLS[ epoch=0, seq=0] |

| routing_tag(4) + Noise negl —————— >|

| | wverify routing tag

| | Noi se ReadMessagel

| | assign session_epoch
| DTLS[ epoch=0, seqg=randoni |
| Noisemsg2 <~——7+7F7""-——"—"F—7"-——"F"7""" """ ——————— |
I

I

I

I

|

I

I

derive transport keys derive transport keys
set DTLS epoch = session_epoch

I
|
TUN interface UP | TUN interface UP
|
I

DTLS[ epoch=sessi on_epoch, seq=N]
DATA/ KEEPALIVE/ ... <—F——F——————————— >|

4. Packet Fornmat
4.1. DILS Record Header
Every UDPN packet starts with a 13-byte DTLS 1.2 record header:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

|  Type = 0x17 | Ver = OxFE | Ver = OxFD |

I S i i i SN i
| DTLS Epoch (16) | Sequence bits 47..32 (16)
I i I S T S i S i SN R S S
| Sequence bits 31..0 (32) |
B i s T T i i o S o T Ji I
| Payl oad Length (16) |

i S S L ik i DR U DR

Type (8 bits) MJIST be 0x17 (DTLS ApplicationData). Packets with any
ot her value MJST be silently discarded.

Version (16 bits) MJST be OxFE OxFD (DTLS 1.2) per [RFC6347].
M smat ch causes sil ent discard.

DTLS Epoch (16 bits) 0x0000 for handshake packets; session_epoch for
transport packets. Stable for the session lifetinme.



Sequence (48 bits, big-endian) Serves as both DTLS sequence nunber
and ChaCha20-Pol y1305 nonce (zero-extended to 64 bits, stored
little-endian per RFC 8439). MJST be nonotonically increasing per
session. MJST NOT be reset on port hops.

Length (16 bits) Byte count of the follow ng payl oad.

4.2. Handshake Packets
Handshake packets use DTLS Epoch = 0. A packet with DTLS Epoch = 0
and DTLS payl oad I ength |l ess than 4 bytes MJST be silently di scarded.
Such a packet cannot contain a valid routing_tag (nmsgl mni num 36+
bytes) nor a conplete Noise nsg2 (mninmum 32 bytes for e pub al one).

The nsgl payl oad | ayout is:

0 4 routing tag BLAKE2s(e_pub| | s_pub) [ 0: 4]

4 32 e _pub Initiator epheneral public key

36 * ciphertext ChaCha20- Pol y1305(i nner _payl oad)
36+* 16 AEAD tag Pol y1305 aut hentication tag

The nsg2 payl oad | ayout (no routing_tag) is:

0 32 e_pub Responder epheneral public key
32 * ciphertext ChaCha20- Pol y1305(i nner _payl oad)
32+* 16 AEAD tag Pol y1305 aut hentication tag

In both nessages the AEAD tag imredi ately foll ows the ciphertext,
mat chi ng standard AEAD. Seal () out put per [ RFC8439].

4.3. Transport Packets

Transport packets use DTLS Epoch = session_epoch. Their payload is
the out put of a single AEAD. Seal () call: ciphertext foll owed
i medi ately by the 16-byte Pol y1305 authentication tag.

4.4. Inner Header
The first 8 bytes of every transport plaintext are the inner header

0 1 2 3
01234567890123456789012345678901
I i S T i i S e e S i e o
| Type (8) | Flags (8) I Hop Epoch (16) I
O e i o R i i I R S e o
| I nner Sequence (32) |
T i i I T T o s S O o o il S S S

Type (8 bits) 0x01 DATA, 0x06 KEEPALIVE, 0x07 KEEPALI VE_ACK, 0x08
DI SCONNECT.  Unknown val ues MJUST be silently discarded.

Flags (8 bits) Reserved. MJST be 0x00 on send; MJST be ignored on
receive.

Hop Epoch (16 bits, big-endian) Current port-hop counter, starting
at 0. Waps nodul o 65536

I nner Sequence (32 bits, big-endian) Per-direction nonotonic counter
for sliding-wi ndow replay protection. Starts at 0 after each new



sessi on.

Total per-packet overhead: 13 (DTLS) + 8 (inner header) + 16 (AEAD
tag) = 37 bytes, plus padding.

5. Cryptographic Design

5.1. Keypair Ceneration
Each connection uses a uni que X25519 keypair generated by the
Responder. The private key is kept exclusively by the Responder

The public key is distributed to the Initiator out-of-band (e.g.,
configuration file). Key clanping follows [RFC7748] Section 5

o)}

5.2. Noi se_NK Handshake
UDPN uses the Noi se Protocol Franmework [NO SE] with:

Pattern: NK

DH: 25519 (X25519, RFC 7748)
Ci pher: ChaChaPol y (ChaCha20- Pol y1305, RFC 8439)
Hash: SHA256

Ful I protocol name: Noise NK 25519 ChaChaPol y_SHA256

Pattern NK:
<- s (prenessage: Responder static public key)
lﬁ.e, es (msgl: Initiator ephenmeral + DH)
<- e, ee (msg2: Responder epheneral + DH)

The NK pattern provides: Responder authentication (Initiator knows
its public key); Initiator anonynmity (Responder |earns nothing about
Initiator identity); and forward secrecy (both epheneral keys are

di scarded after the handshake).

Prol ogue: empty byte sequence (zero bytes).

5.3. Transport Keys
Upon conpl eting the handshake, both parties call split() to derive
two ChaCha20- Pol y1305 keys (cl1, c2). The Initiator sends with cl1 and
receives with c2. The Responder sends with c2 and receives with cl
The transport key is NOT rotated within a session; each new session
derives fresh independent keys through new epheneral DH

5.4. AEAD Nonce Construction

ChaCha20- Pol y1305 requires a 96-bit (12-byte) nonce, constructed as
fol | ows:

nonce[ 0. . 3]
nonce[ 4. . 11]

0x00 0x00 0x00 0x00 (4 zero bytes)
DTLS Sequence (64-bit, little-endian)

St ep- by-step:

(1) Read DTLS Sequence fromw re: 6 bytes big-endian -> uint64
(upper 16 bits = 0).

(2) Encode uint64 as little-endian into nonce[4..11].

Exanpl e: DTLS Sequence = 1 (0x000000000001 on wire)
Decoded uint64: 0x0000000000000001
nonce[ 4. . 11]: 01 00 00 00 00 00 00 00 (little-endian)

This follows [RFC8439] Section 2.4. Additional Data (AD) passed to
AEAD i s al ways enpty.



5.5. Routing Tag

The Initiator prepends a 4-byte routing tag to nsgl to allow the
Responder to identify the target connection without attenpting Q'N)
Noi se decryptions. The tag uses BLAKE2s-256 [ BLAKE2?]:

routing_tag = BLAKE2s-256(e_pub || s_pub)[0: 4]

where e pub is the Initiator’s ephemeral public key and s _pub is the
Responder’s static public key for the target connection. The
Responder scans connections computi ng BLAKE2s-256(e_pub |
conn.s_pub)[0:4] until a match is found, then perfornms one full Noise
decryption to authenticate.

Note: the routing tag does not elininate the X25519 operation. It
reduces Nx(X25519+AEAD) to NxBLAKE2s + 1x(X25519+AEAD). At N=1000
this is approximately 500ms reduced to 1ns for the | ookup phase.

Collision probability is approximately N 27232 per handshake attenpt.
On collision, both matching connections are tried; the AEAD step
resol ves the anbiguity.

6. Handshake

6.1. Initiator Handshake Message (nsgl)
The Initiator sends a UDP packet with DTLS Epoch = 0 and Sequence =
0. The DTLS payload contains: routing tag (4 bytes), followed by the
Noi se msgl bytes (e_pub + ciphertext + tag).

The encrypted inner_payl oad cont ai ns:

Ofset Size Field

0 8 conn_id _hint BLAKE2s derivative of conn id

8 2 hop_interval Hop interval in mnutes (uintl6 BE)

10 4 pool hash HVAC- SHA256 of port pool (uint32 BE
first 4 bytes)

14 P paddi ng P random bytes (P >= paddi ng. m n)

The conn_id_hint, hop_interval, and pool _hash fields are
informati onal. The Responder validates m ni rum payl oad size (14
byt es) but does not use these values for session routing or

aut henti cati on.

6.2. Responder Handshake Message (nsg2)

The Responder replies with DILS Epoch = 0 and a random Sequence
val ue. The DTLS payload is the Noise nsg2 bytes (e_pub + ciphertext
+ tag).

The encrypted inner_payl oad cont ai ns:

Ofset Size Field

0 2 session_epoch DTLS epoch for this session (uintl6 BE)
2 P paddi ng P random byt es

session_epoch is a randomy chosen value in [0x0001..O0xFFFE]. The
Responder MUST NOT assign session_epoch = 0x0000, as zero is reserved
to identify handshake packets; transport packets with epoch 0 woul d
be indistingui shabl e from handshake packets. The Responder MJST al so
verify the epoch is not in use by another active session; if a
collision is found, a new val ue MJST be drawn.
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3. Post-Handshake State

After a successful exchange, both parties:

a. Derive transport keys via split().

b. Reset the DILS Sequence (Noise nonce) counter to O.

c. Reset the Inner Sequence counter to O.

d. Reset the inner sliding-w ndow replay state.

The Initiator additionally sets its DTLS Epoch to sessi on_epoch and
brings the TUN interface UP. The Responder records the session DILS
Epoch, Initiator src IP:port, and local UDP port, and brings its TUN
interface UP. |If a session already existed for this connection, it
is evicted first.
Transport

1. Sending a Packet

1. daimnonce N = dtlsSeqTx.fetch_add(1l) atomically.

2. Caimlnner Sequence S = innerTxSeq.fetch add(1) atomically.

3. Choose paddi ng P = paddi ng. min + PRNG paddi ng. max + 1).

4. Construct plaintext: inner_header (8 bytes) || L3 packet || P
zero bytes.

5. Encrypt: ciphertext = AEAD Encrypt (send_key, nonce=N, AD="",
pl ai ntext).

6. Construct DILS record: Type=0x17, Ver=0xFEFD
Epoch=sessi on_epoch, Seq=N, Length=len(ciphertext).

7. Enqueue for transm ssion

2. Receiving a Packet
1. Check DTLS Type=0x17, Versi on=0xFEFD. On m smatch: DI SCARD
silently.
2. I f DTLS Epoch = 0: route to handshake processing.

3. Look up active session by DILS Epoch. If none: DI SCARD
silently.

4. ACL check (server only). On failure: DI SCARD, increnent
acl _drop.

5. Decrypt: plaintext = AEAD Decrypt (recv_key, nonce=DTLS Seq,
AD="", ciphertext). On failure: DI SCARD, increnment replay_drop

6. Parse i nner header fromplaintext[0..7].

7. Sl i di ng-wi ndow check on | nner Sequence. On failure: DI SCARD
i ncrement replay_drop

8. Updat e keepal i ve wat chdog (touch | ast-seen tinmestanp).
9. Server only: update routing state (see Section 9.3).

10. Dispatch on inner Type (see Section 7.3).
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3. Inner Packet Types

DATA (0x01) Wite payload bytes (offset 8+) to the TUN interface.
The 1 P/1Pv6 header length field defines the packet boundary;
trailing padding is ignored.

KEEPALI VE (0x06) Respond asynchronously with KEEPALI VE_ACK
KEEPALI VE_ACK (0x07) No action beyond the watchdog touch in step 8.

DI SCONNECT (0x08) Stop keepalive nanager, bring TUN DOMN, cl ear
session state. Sender SHOULD transmit three copies to inprove
delivery probability.

Keepal i ve

Bot h endpoi nts send KEEPALI VE packets at randomintervals drawn from
[T*0.8, T*1.2] where T is the configured keepalive interval in
seconds. Jitter prevents interval -based fingerprinting.

The watchdog fires after T * tinmeout factor seconds of inactivity
(default timeout _factor = 3, mininum1). On tinmeout, the Initiator
tears down the session and schedul es reconnection; the Responder
tears down and waits for a new handshake.

Port Hoppi ng
1. Port Selection
G ven a sorted pool P of N port numbers:

Sel ect Port (key, session_id, epoch, direction, P)
mac = HVAC- SHA256( key=key,
dat a=ui nt 64_BE(session_id) || uintl16_BE(epoch)
|| uint8(direction))
index = uintl16_BE(mac[0:2]) nod N
return P[index]

di rection
di rection

0 for destination port
1 for source port

The direction byte ensures dst_port and src_port are derived

i ndependently, elimnating structural collisions for all pool sizes.
I f Sel ectPort(key, sid, epoch, 1, P) == Sel ectPort(key, sid, epoch,
0, P), the source port MJST be advanced to the next entry in the
pool .

In UDPN v1.0, key = Responder static public key, session_id = 0.
2. Hop Procedure (lnitiator)

At each hop_interval (mnutes):

1. Increnment hop_epoch by 1 (nod 65536).

Sel ect Port (s_pub, 0, hop_epoch, 0, pool).

2. Compute dst_port
3. Conpute src_port = SelectPort(s_pub, 0, hop_epoch, 1, pool).
4. Update internal dstAddr to (server_ip, dst_port)

5. Rebind local UDP socket to src_port. On bind failure, try other
pool ports (excluding dst _port). If all fail, skip this hop

6. Begin sending with Hop Epoch = hop_epoch in the inner header.



The DTLS Sequence (Noi se nonce) MJST NOT be reset on a hop event.
Resetting woul d cause replay detection failures on the Responder.

9.3. Hop Reception (Responder)

In step 9 of Section 7.2, the Responder updates routing state as
fol | ows:

I f inner.HopEpoch == current hop_epoch:
* Update dst Addr to packet’s src |P:port.
* Update replyPort to packet’s dst port.

I f inner.HopEpoch != current hop_epoch, conpute delta = (inconing -
current) nod 65536:

delta in [1..4] — ACCEPT Update hop_epoch, dstAddr, replyPort.
Touch keepal i ve wat chdog.

delta in [5..32767] — REJECT hop_epoch, dstAddr, and replyPort are

NOT updat ed. The packet payload IS delivered normally (AEAD
already verified authenticity). Log a warning.

delta in [32768..65535] — ignore dd epoch (reordered packet).
Process payl oad, ignore hop field.

After a hop, packets arriving with the old hop_epoch are still
accepted as long as they pass AEAD verification (sane session key

across hops) and the inner sequence wi ndow check. No explicit grace

timer is required.

10. Replay Protection

10.1. AEAD Layer
The DTLS Sequence is a nonotonically increasing uint64 counter per
session, never reset within a session. Replay of any packet with a
previously used DTLS Sequence fails AEAD verification. This is the
primary replay barrier.

10. 2. I nner Sequence W ndow

A 1024- packet sliding window operates on the 32-bit | nner Sequence

field, providing secondary duplicate detection for reordered packets

(e.g., ECWP path changes or W-Fi retransm ssions).
Let W NDOW SI ZE = 1024. Processing Inner Sequence S (uint32):

diff = (S - nmaxSeen) nod 2732

if diff < 2731: # S is newer than maxSeen
if diff >= W NDOW SI ZE:
bits =0 # far ahead -- reset bitmap
elif diff > 0O:
bits <<= diff # slide wi ndow forward
maxSeen = S
bits[0] |=1 # mark S as received

return ACCEPT

el se: # S is older than maxSeen
of fset = (maxSeen - S) nod 2732
if offset >= WNDOWSIZE: return DISCARD # too old
if bit[offset] is set: return DI SCARD # duplicate
set bit[offset]



return ACCEPT

The wi ndow i s reset at each new session. Wndow size rationale: 1024
absorbs reordering fromECWP routing and W-Fi retransm ssion buffers
without false positives. WreGuard uses 2048; OpenVPN uses 128.

I mpl enentation: the 1024-bit bitmap is stored as [ 16]ui nt 64.

10. 3. Handshake Repl ay

The Responder nmaintains a TTL cache of Initiator epheneral public
keys (e_pub) observed in nmsgl, with a TTL of 30 minutes. |[If an e_pub
is seen a second time, the packet is silently discarded. Menory:
approxi mately 32 bytes per entry; at 1 handshake/second over 30

m nutes 57 KB.

11. Paddi ng

Each out goi ng packet includes random paddi ng: pad_l ength =
paddi ng. m n + PRNQ paddi ng. max + 1), where PRNG is a non-

crypt ographi c uni form PRNG (PCG al gorithm). Padding length is not
security-sensitive; only unpredictability of sizes is required.
Default val ues: padding.mn = 16, padding. max = 128. Paddi ng bytes
on the wire are zero; receivers ignore them

12. Session Lifecycle

I LE —H———————————————————— —— — — — > CO
NNECTI NG

CONNECTI NG —(msg2 received) ————mMm™mM™mMmm ———————— > ESTABLI SHED

CONNECTI NG —(timeout * 3 attenpts) ———————— > | DLE (reconnect del ay)

ESTABLI SHED — (keepal ive timeout) —m—m—m—m———————— > | DLE (reconnect del ay)

ESTABLI SHED — (DI SCONNECT received) —————————— > | DLE (reconnect del ay)

ESTABLI SHED —(hop tiner fires)———m——m———————————— > HOPPI NG - > ESTABLI SHED

Initiator reconnect delay: configurable (default 5 seconds). On
graceful shutdown (SIGIERM SI A NT), three DI SCONNECT packets are sent
in quick succession, followed by a 300 nms drain delay before exit.

13. Security Considerations
13.1. Active Probing Resistance

The Responder MUST silently discard: packets with DILS type other
than 0x17; packets with DTLS version other than OxFEFD;, epoch-0
packets failing Noise nmsgl decryption; transport packets failing AEAD
verification; packets with epoch not natching any active session
Under no circunmstances MUST the Responder send any response to an
unaut henti cat ed packet, including |CVWP Port Unreachabl e.

13.2. Forward Secrecy
The Noi se_NK handshake derives session keys froma conbi nati on of the
Initiator’s fresh epheneral key pair and the Responder’s fresh

epheneral key pair. Conprom se of the Responder’s static private key
after a session concludes does NOT reveal session keys.

13.3. Replay Attacks
Thr ee i ndependent mechani snms prevent replay: (a) handshake epheneral
key cache; (b) AEAD nonce monotonicity; (c) inner sequence sliding
wi ndow.

13.4. Traffic Analysis

M tigations: random per-packet paddi ng obscures sizes; keepalive
jitter (+/-20% obscures timng; port hoppi ng changes the UDP



5-tuple. Limtations: total traffic volune and packet rate are not
obscured; an adversary observing traffic before and after a hop may
correlate flows by timng proximty.

13.5. Choi ce of ChaCha20- Pol y1305

ChaCha20- Pol y1305 is preferred over AES-256-GCM because its software
i npl ementation is constant-tine regardl ess of hardware AES support.
AES- GCM wi t hout AES-NI instructions is vulnerable to cache-timng
attacks [BERNSTEIN]. On virtualised platfornms (KVM QEMJ), AES-N
passt hrough cannot be universally guarant eed.

13.6. Path MIU Di scovery
UDPN does not inplenment PMIUD for the outer UDP encapsul ati on; outer
packets are sent without the DF bit. Inner oversized L3 packets are
dropped and replaced with | CMP Fragnentati on Needed (I Pv4, [RFC1191])
or |CWPv6 Packet Too Big (IPv6e, [RFC1981]) nessages. Operators
SHOULD configure tun_mu = mn(path_ntu, 1500) - 37

14. I nplenentation Notes

14.1. TUN Interface
The TUN fil e descriptor MJIST be opened without O NONBLOCK. Reads are
performed via blocking syscall with the goroutine |locked to its OS
thread (runtine. LockOSThread). TUN MIU = configured ntu - 37

14.2. Server Transport (epoll)
Wth N listening sockets (typically 257), a naive one-goroutine-per-
socket nodel creates N OS threads blocked in recvfrom(2). The
RECOMVENDED approach is edge-triggered epoll (7) with 2 worker
goroutines, each draining ready file descriptors until EAGAIN.

14.3. Batch UDP Send (sendmsg)
I mpl enent ati ons SHOULD use sendnmmsg(2) to send nultiple outgoing
packets per syscall. A batch size of 32 is RECOWENDED. Fall back
to individual sendmsg(2) if unavail abl e.

14. 4. Lock-Free Encrypt Path
For maxi mum t hroughput, the encrypt hot path SHOULD be | ock-free:
* Transport state pointer: atomic.Pointer (nil = no session).
* DTLS epoch and Hop epoch: packed into a single atonic uint32.
* DILS Sequence (Noi se nonce): atomic uint64, increnmented with Add
* Inner Sequence: atom c uint32, incremented with Add.
Mul tiple goroutines can encrypt concurrently w thout mnutex
contention, each atomcally claimng a unique nonce. The AEAD obj ect
(ci pher. AEAD) is created once at session start and reused; Seal/Open
are goroutine-safe.

15. | ANA Consi derations
Thi s docunent has no | ANA actions. UDPN uses UDP ports chosen by the
operator. The ciphertext carried in DILS content type Ox17 is
i ndi stinguishable fromrandomdata and is not registered with | ANA

16. References



16. 1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC7748] Langley, A, Hanburg, M, and S. Turner, "Elliptic Curves
for Security", RFC 7748, DO 10.17487/ RFC7748, January
2016, <https://ww.rfc-editor.org/rfc/rfc7748>.

[RFC8439] Nir, Y. and A Langley, "ChaCha20 and Pol y1305 for |ETF
Protocol s", RFC 8439, DO 10.17487/ RFC8439, June 2018,
<https://www. rfc-editor.org/rfc/rfc8439>.

[ RFC6347] Rescorla, E. and N. Mddadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, DO 10.17487/ RFC6347,
January 2012, <https://www.rfc-editor.org/rfc/rfc6347>.

16. 2. I nformati ve References

[ NO SE] Perrin, T., "The Noise Protocol Franmework, Revision 34",
htt ps:// noi seprotocol . org/ noi se. htm, 2018.

[ BLAKE2] Aurmasson, J-P., Neves, S., WIlcox-O Hearn, Z., and C
W nnerl ein, "BLAKE2: sinpler, smaller, fast as MD5",
https://ww. bl ake2. net/, 2013.

[ BERNSTEI N|
Bernstein, D.J., "Cache-tining attacks on AES",
https://cr.yp.to/antiforgery/cacheti m ng-20050414. pdf,
2005.

[ RFC1191] Mogul, J. and S. Deering, "Path MIU Di scovery", RFC 1191,
DO 10.17487/ RFC1191, Novenber 1990,
<https://www. rfc-editor.org/rfc/rfcll9l>.

[ RFC1981] McCann, J., Deering, S., and J. Mgul, "Path MIU D scovery
for IP version 6", RFC 1981, DO 10.17487/RFC1981, August
1996, <https://www. rfc-editor.org/rfc/rfcl981>.

Aut hor’ s Addr ess
Deni s Sansonov

Emai | : i @lenjs. com
URI : https://denjs.com



