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I ntroduction
Backgr ound

The Internet was designed in an era of inplicit trust between
communi cating parties. As the network grew froma small research
community to a global infrastructure carrying comrerce, governance,
and personal conmunications, the absence of built-in sender

aut henti cati on becane an increasingly severe liability.

The consequences are visible across every layer of the stack

Emai | suffers from phishing and spoofing despite decades of
incremental inprovenents through SPF [ RFC7208], DKIM [ RFC6376],
and DVARC [ RFC7489]. Webhook receivers have no standardi zed way
to verify that an incom ng HTTP request genuinely originated from
a clained service. 10T devices routinely accept comands w t hout
verifying the identity of the sender. API consuners rely on
shared secrets and bespoke token schemes rather than
cryptographic identity.

Each protocol community has addressed this gap independently,
produci ng sol utions that are:

o0 Protocol -specific: DKIMworks for email but not MJIT. HITP
Message Signatures [RFC9421] works for HTTP but not CoAP

o Partial: SPF authenticates the sending |P, DKIM authenticates
message content, DMARC ties themto the domain -- yet all three
are needed for reasonable enail authentication.

0 Opt-in: Deploynent requires active configuration by both
senders and receivers, resulting in decades-1ong adoption
curves.

0 Inconsistent: The identity nodel, key distribution mechani sm
signature algorithnms, and policy semantics differ across every
protocol, making cross-protocol security reasoning difficult.

CGoal s

The Universal Authenticated Sender Identity (UASI) franmework
addresses these deficiencies with the foll owi ng design goal s:

(a) Protocol-agnostic: Asingle identity assertion and
verification nodel that can be bound to any Internet
conmmuni cation protocol through |Iightweight protocol-specific
bi ndi ngs.



(b) DNS-anchored trust: Public keys and policy records are
published in DNS, |everaging the existing gl obal nanespace
and DNSSEC [ RFC4033] for integrity. No new PKI or
certificate authority infrastructure is required.

(c) Increnentally depl oyabl e: UASI can coexist with and
compl enent exi sting authentication nechani sns (DKIM niLS
HTTP Signatures). It does not require flag-day adoption

(d) Default-on sinplicity: The framework is designed to be sinple
enough that platformand library inplenentors can enable it
by default, shifting the paradigmfromopt-in authentication
to opt-out.

(e) Mnimal new primtives: UASI reuses existing cryptographic
al gorithms, DNS record types (where possible), and proven
design patterns. Novelty is in conposition, not invention

1.3. Scope

Thi s docunent defi nes:

o0 The UASI identity nodel and nanespace
o DNS record formats for key publication and policy declaration
o The canoni cal signature format
0 Protocol bindings for SMIP, HTTP, MJIT, CoAP, and WbSocket
o The verification procedure
o0 The policy evaluation framework
0o Magration guidance for environnents with existing
aut henti cati on nmechani sns
Thi s docunment does NOT define

o0 End-to-end encryption (UASI authenticates the sender; it does
not encrypt the payl oad)

0 Authorization or access control (UASI establishes identity;
what you do with that identity is out of scope)

0 Human identity (UASI authenticates domains and services, not
i ndi vi dual hunmans)

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT*, "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunent are to be interpreted as
described in BCP 14 [RFC2119] [RFC8174] when, and only when,
they appear in all capitals, as shown here.

Sender Dormi n:
The DNS donmi n nane that a sending entity clains as its
identity. This is the root of the UASI trust anchor

UASI Identity (U D):
A structured identifier of the form <sel ector>. uasi.<donai n>
that uniquely identifies a sending entity or class of sending
entities within a domain.

Sel ector:
A label that allows a domain to publish nmultiple UASI keys,
enabling key rotation, per-service keys, and delegation to
third parties.

Assertion:
A cryptographic signature over a canonical representation of
the message or event, produced by the sender using the private



key corresponding to a published UASI record.

Verifier:
Any entity that receives a UASI-signed nessage and perforns
the verification procedure defined in Section 9.

Pr ot ocol Bi ndi ng:
A specification of how UASI assertions are encoded and
transported within a specific conmunication protocol (e.g.,
as an SMIP header, an HTTP header, or an MJIT user property).

Pol i cy Record:
A DNS TXT record under _uasi-policy.<domain> that decl ares
the sender domain’s authentication policy -- anal ogous to
DVARC policy for email, but generalized.

Nonce:
A uni que, non-repeating value included in a signature to
enabl e intra-protocol replay detection by the receiver

3. Probl em Statenent
3.1. The Fragnentation Probl em

The current | andscape of sender authentication on the Internet
can be characterized as a patchwork of protocol -specific

sol utions, each devel oped i ndependently and each with its own
identity nodel, key nanagenent approach, and policy senantics.

Consi der an organi zati on (exanpl e.con) that operates:

An email systemrequiring SPF, DKIM and DVARC
A REST APl sendi ng webhook cal | backs

An | oT fleet publishing MJIT telenetry

A real -time service using WbSocket connections
A mcroservice nmesh using gRPC

OO0Oo0o0oo

Today, this organization nust configure and nmaintain five or nore
conpl etely separate authentication systens. Each has its own:

Key generation and rotation procedures
DNS records or certificate infrastructure
Si gnature al gorithm negotiation
Verification libraries

Fai l ure handling and reporting

Oo0oooo

Thi

s fragnentation inposes costs at every |evel

0 Qperational conplexity: Security teans nmust be expert in
mul tiple unrel ated authentication systens.

0 Inconsistent coverage: Organizations typically secure their
most visible protocol (ermail) and | eave ot hers unprotect ed.

0 Reinvention: Every new protocol reinvents sender
aut hentication, usually starting fromshared secrets and
only later (if ever) migrating to cryptographic identity.
0o Audit difficulty: Answering "can we verify the sender of
every inbound comuni cation?" requires protocol -by-protoco
anal ysi s.
3.2. The Adoption Probl em

Even wi thin individual protocols, authentication adoption is
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sl ow. DMARC, specified in 2015, still sees inconplete adoption

a decade | ater. The reasons are structural

o Conplexity: Configuring DKIM al one requires generating keys,
publ i shing DNS records, configuring the MIA, and testing.

Addi ng SPF and DMARC adds further steps.

o Fragility: Msconfigurations (e.g., SPF record exceeding
the 10-1ookup Iimt) silently degrade authentication

o No universal default: Mst software ships with

aut henti cati on di sabl ed; adm nistrators nust actively enable

it.

0 Receiver-side cost: Verifiers must inplenent protocol-

specific verification |ogic for each mechani sm

UASI addresses the adoption problem by providing a single
mechani smthat, once inplemented in a library or platform
wor ks across all protocol bindings. This dramatically reduces
the per-protocol inplenmentation cost and enables platform

vendors to ship with UASI enabl ed by default.

The 10T and Machi ne-to- Machi ne Gap

The fastest-grow ng category of Internet communication -- machine-
to-machi ne nessagi ng via MJTT, CoAP, AMQP, and proprietary

protocols -- has the weakest sender authentication
depl oynents rely on:

0 Pre-shared keys (PSK) with no rotation mechani sm

Many |oT

o0 Usernane/password over TLS with no domain-level identity

0o No authentication at all on constrai ned networks

The consequences include | arge-scale |oT botnets, unauthorized
command injection, and telenetry spoofing. UASI's |ightweight
desi gn and DNS-based key distribution nmake it feasible to depl oy
on constrai ned devices, particularly those that already perform

DNS resol uti on.

Architecture Overview
Layered Design

UASI is structured in four |ayers:

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Pol i cy Layer |
| (DNS _uasi-policy records: enforcement node, reporting) |
o m o m o oo +
| Si gnature Layer |
| (Canonical form signature conputation, UASI-Signature |
| header/fi el d generati on) |
T +
| Key Distribution Layer |
| (DNS _uasi records: public keys, algorithm validity) |
Fo m o o oo oo +
| Prot ocol Bindi ng Layer |
| (Per-protocol encoding: SMIP header, HITP header, MJIT |
| user property, CoAP option, etc.) |
T +

This layering ensures that the core cryptographi c operations
(key | ookup, signature generation, signhature verification) are
i dentical regardless of the transport protocol. Only the



outernost |ayer -- the protocol binding -- differs.

4. 2.

Data Fl ow

The end-to-end UASI flowis:

1.

4. 3.

Key Publication (one-tine setup per selector):

The sender domain generates a key pair and publishes the
public key as a DNS record under

<sel ect or>. uasi . <donai n>.

Policy Publication (one-tine setup per domain):
The sender domain publishes a policy record under
_uasi-policy.<domain> declaring its authentication posture.

Si gni ng (per nessage/event):

a. The sendi ng application constructs the nmessage payl oad
per the transport protocol

b. The UASI l|ibrary extracts the signable content according
to the protocol binding rules (Section 8).

c. The library conputes a canoni cal hash of the signable
content.

d. The library signs the hash with the sender’s private key.

e. The library constructs the UASI-Signature field and
injects it into the nessage via the protocol binding.

Verification (per nessage/ event):

a. The receiving application extracts the UASI-Si ghature
field via the protocol binding.

b. The UASI library parses the signature field to obtain
the sender domain and sel ector

c. The library queries DNS for the public key at
<sel ector>. uasi.<donmai n>, applying caching per
Section 9.5.

d. The library extracts the signable content using the same
prot ocol binding rules.

e. The library verifies the signature against the canonica
hash.

f. If a nonce is present (Section 7.5), the library checks
for replay.

g. The library queries the policy record at
_uasi-policy. <domai n> and eval uates the result.

h. The verification result (pass/fail/none) is returned to
the application.

Trust Mbdel

UASI's trust nodel is rooted in DNS

(o]

A dommin’s UASI public keys are authoritative because they
are published under the donmain’s own DNS zone.

Integrity of key material depends on DNSSEC. Domai ns
SHOULD sign their zones with DNSSEC. Verifiers SHOULD
perform DNSSEC val i dati on where avail abl e.

In the absence of DNSSEC, UASI provides authentication
under a Trust-On-First-Use (TOFU) nodel, similar to how
DKI M operates today. This is explicitly acknow edged as a
weaker security property but is strictly better than no
aut hentication, which is the status quo for nmpbst non-enai
pr ot ocol s.

UASI does NOT require a certificate authority. The DNS
zone administrator is the root of trust for all identities
within that zone.



This nodel inherits both the strengths of DNS (gl oba
reachability, hierarchical delegation, caching) and its
weaknesses (dependence on registrar security, DNSSEC depl oynent
gaps). Section 12 discusses these trade-offs in detail

Note: The TOFU nodel, while inperfect, has a proven track record
in DKIM where it has been operationally useful for over a decade
wi t hout universal DNSSEC. The increnental security benefit of
crypt ographi ¢ domai n aut hentication wthout DNSSEC still raises
the bar significantly above the unauthenticated baseli ne.

5. ldentity Model
5.1. UASI Identity (U D) Fornmat
A UASI ldentity is a DNS nanme of the follow ng form
<sel ect or>. _uasi . <donmai n>

Wher e:

0 <domain>is a fully qualified domain name (FQDN) under the
control of the sending entity.

0 <selector>is a DNS | abel chosen by the donmain adm ni strator
Sel ectors allow a domain to publish nmultiple keys for
di fferent purposes (e.g., per-service, per-environnent,
key rotation).

" uasi" is a fixed underscore-prefixed | abel that prevents
collision with existing DNS nanes, per [RFC8552].

Exanpl es:
mai | . _uasi . exanpl e. com (emai |l signing key)
webhooks. uasi.exanple.com (webhook signing key)
iot-fleetl. uasi.exanple.com (loT device fleet key)
api -v2. _uasi . exanpl e.com (APl signing key)
5.2. Selector Semantics
Sel ectors are opaque |labels fromthe verifier’'s perspective.
Their internal structure and nanming convention are a nmatter of
| ocal policy for the sender domain. However, the follow ng
conventions are RECOMVENDED:

0 Use descriptive names that aid operational debuggi ng
(e.g., "mmil-2026ql" rather than "k1").

0 Include a rotation indicator (e.g., date or sequence nunber)
to facilitate key rollover.

0 Use separate selectors for separate services to enable
i ndependent key managenent and | east-privil ege signing.

5.3. Del egation
A domai n MAY del egate UASI signing authority to a third party
by publishing a CNAME record fromthe selector to a nane
controll ed by the del egate:

webhooks. _uasi . exanpl e. com CNAME webhooks. _uasi . provi der. net.

This all ows SaaS providers, CDNs, and nanaged service operators



to sign on behalf of their custoners wi thout requiring access to
the custonmer’s DNS zone beyond the initial CNAME setup -- a
pattern proven effective by DKIM del egation

5.4. W ldcard ldentities
Wl dcard selectors (*._uasi.<domai n>) are NOI RECOVMENDED due
to the difficulty of revoking individual keys and the security
implications of a single key conpromi se affecting all services.
5.5. Selector Managenent at Scal e
Organi zations operating |arge nunbers of services (m croservice
architectures, 10T fleets, multi-tenant SaaS platforns) may
accurul at e hundreds or thousands of selectors. This section
provi des operational guidance for managi ng sel ectors at scale.
5.5.1. Selector Lifecycle

Each sel ector SHOULD foll ow a defined |ifecycle:

Acti ve: Key is published, signing systemuses this selector
Drai ni ng: New key published under new selector; old sel ector
still resolves for in-flight message verification

Duration: at minimum the old record’ s TTL plus the
maxi mum expect ed nessage delivery del ay.

Retired: DNS record removed. The sel ector |abel MAY be
reused after a cooling-off period (RECOVENDED:
30 days nmininmun) to avoid confusion in | og analysis.

5.5.2. Autommtion Patterns

Manual sel ector managenent does not scal e beyond a handful of
services. |nplementations SHOULD support automated |ifecycle
managenent :

0 Key generation and DNS publication via DNS APl (e.g.,
RFC 2136 dynani ¢ updates, or provider-specific APIs).

0 Selector nam ng conventions that encode creation date and
service identity (e.g., "webhooks-20260315-001") to enable
aut omat ed gar bage collection of retired records.

o Mnitoring that alerts on sel ectors approachi ng key
expiration (the "x=" tag in the key record) or exceeding
a maxi mum age threshol d.

Appendi x C provides reference patterns for conmon depl oynent
archi tectures.

5.5.3. Shared Sel ectors

Wher e individual per-device selectors are infeasible (e.g., a
fleet of 10,000 |IoT sensors), a shared fleet selector is
acceptable. The trade-off is that key conprom se affects the
entire fleet rather than a single device. Oganizations SHOULD
segnent fleets into groups of nanageabl e size ( RECOVMENDED:

no nore than 1,000 devices per selector) and use fleet-I|eve
selectors (e.g., "fleet-a", "fleet-b") to linmt blast radius.

6. DNS Resource Records
6.1. Key Record

UASI public keys are published as DNS TXT records under the
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UASI Identity name. The record value is a sem col on-separ at ed
list of tag=val ue pairs.

Required tags:

v=UASI 1 ; Version (MJST be "UASI 1" for this specification)
k=<al g> ; Key algorithm (see Section 6.3)
p=<key> ; Base64-encoded public key materi al

Optional tags:

t =<fl ags> Fl ags (col on-separat ed):
"s" = this key is for signing only (not
encryption; default assuned)
"y" = testing node (verifiers SHOULD NOT
reject based on this key)
h=<hash> Accept abl e hash al gorithns (col on-separ at ed)

Default: "sha256"
Key expiration as Unix timestanp. Verifiers
MUST treat expired keys as invalid.
Human-r eadabl e notes (no semanti ¢ neani ng)

X=<expi ry>

n=<not es>
Exanpl e:

mai | . _uasi . exanpl e.com 3600 I N TXT (
"v=UASI 1; k=ed25519; "
" p=MFkwEWYHKoZI zj 0CAQYI KoZI zj ODAQcDQUAE. . . ; "
"x=1735689600; "
"n=Emai | signing key 2026-QL" )

1. TTL Recommendati ons

The TTL of UASI key records directly affects both the DNS query
| oad generated by verifiers and the speed of key rotation

The following TTL val ues are RECOMVENDED:

General use: 3600 seconds (1 hour)

H gh-frequency APls: 86400 seconds (24 hours)

Key rotation period: 300 seconds (5 mnutes), tenporarily,
during the Draining phase of key
rotation (Section 5.5.1)

Verifiers MJST respect the TTL of cached key records and MJST
NOT query DNS nore frequently than the TTL permits. See
Section 9.5 for verifier-side caching gui dance.

Pol i cy Record

Domai n-1 evel UASI policy is published as a DNS TXT record
under _uasi-policy. <domai n>. The record val ue uses the sane

t ag=val ue synt ax.

Required tags:

v=UASI 1 ; Version
p=<pol i cy> Pol i cy node:

"none" = no assertion about UASI usage;
i nformational only
"report"” = UASI is deployed; receivers

SHOULD verify and report but
SHOULD NOT rej ect

"enforce" = UASI is deployed; receivers
SHOULD rej ect unsigned or
failing nessages



Opti onal tags:

rua=<uri > ; Aggregate reporting UR
(mailto: or https: endpoint)
Forensic/failure reporting UR
Per cent age of messages to which policy applies
(0-100; default 100). Enabl es gradual rollout.
Subdomai n policy (overrides p= for subdomai ns)
Pr ot ocol bindings to which this policy applies
(col on-separated; e.g., "snp:http:mtt")
Default: all bindings
Report granularity |level (Section 10.2.1):
"d" domai n-only (nost private)
"s sel ector-level (default)
" full forensic detai

ruf =<uri >
pct =<i nt >

sp=<pol i cy>
b=<list>

rl =<l evel >

Exanpl e:

_uasi-policy.example.com 3600 IN TXT (
"v=UASI 1; p=enforce; pct=50; "
"rua=nmi |l t 0: uasi - report s@xanpl e. com
"b=sntp: http" )

This policy declares that exanple.com enforces UASI on 50% of
its SMIP and HTTP traffic, with aggregate reports sent to the
speci fied mail box.

6.3. Supported Al gorithns

UASI i nmpl enent ati ons MJST support the follow ng al gorithmns:

Ed25519 [RFC8032] -- REQUI RED (rmandatory to inplenent)
ECDSA P-256 (ES256) -- RECOMVENDED
RSA- 2048 (RS256) -- OPTIONAL (for legacy conpatibility)

Ed25519 is designated as the mandatory-to-inpl enent al gorithm
due to its small key size (32 bytes public key, 64 bytes
signature -- both suitable for DNS TXT records and constrai ned
protocol fields), fast verification, and resistance to

i npl ementation pitfalls.

I mpl enent ati ons MJUST NOT support key sizes bel ow 2048 bits for
RSA or curves below 256 bits for ECDSA.

Note: Symmetric HVAC (hnmac-sha256) is intentionally excluded
fromthe core algorithmset. Publishing symretric keys in DNS
woul d be architecturally unsound. For constrai ned devices that
cannot perform public key cryptography, the KDF-hint node
defined in Section 12.4 provi des HVAC-based aut hentication

wi t hout exposing the shared secret.

6.4. Key Rotation
Key rotation is acconplished by:

1. Publishing a new key under a new sel ector
2. Configuring the signing systemto use the new sel ector
3. Allowing sufficient tine for DNS caches to expire the old
key record (at mininum the old record’ s TTL plus the
maxi mum expect ed nessage delivery delay for the protocol).
4. Renoving the old key record.

During the transition period, both keys are valid, and verifiers
will accept signatures fromeither. The sel ector nechani sm
ensures that each signature unanbi guously identifies which key
to use, avoiding the anmbiguity problens that arise with key
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roll over in other systens.

For autonmated rotation gui dance, see Section 5.5.

Si gnat ure For mat

UASI - Si gnature Field
The UASI-Signature field is the carrier for UASI assertions.
Its syntax is a sem col on-separated |ist of tag=value pairs,
conceptually simlar to a DKIM Si gnature header but generalized
for any protocol.

Required tags:

v=1 ; Signhature version

a=<al g> ; Signing algorithm (e.g., "ed25519-sha256")
d=<dormai n> ; Sender domain (the "d=" domain)

s=<sel ect or > Sel ect or

t =<t s> Signature tinestanp (Unix seconds)

bh=<hash> Base64- encoded hash of the canonicalized
message body/ payl oad
b=<si g> Base64- encoded si ghature val ue

c=<canon> ; Canoni calization method (Section 7.2)
z=<cont ext > Protocol context tag (e.g., "snmtp", "http",
"mgtt"). REQUI RED. Prevents cross-protoco
replay. (Section 7.4)

Opti onal tags:

X=<expi ry>
h=<fiel ds>

; Signature expiration (Unix seconds)

; Colon-separated |ist of signed header/netadata
; field nanes (protocol-binding specific)

g=<net hod> ; Query nethod for key retrieva

; "dns/txt" (default)

; Body length limt (nunber of octets signed)
; Unique nonce for intra-protocol replay

; detection (Section 7.5). RECOMMENDED f or

HTTP and WebSocket bi ndi ngs.

| =<l engt h>
n=<nonce>

Exampl e (line breaks for display; actual value is continuous):

v=1; a=ed25519-sha256; d=exanpl e.com s=webhooks;
t=1710500000; x=1710503600; z=http;
n=alb2c3d4e5f 6;

h=cont ent -t ype: x-request -i d;
bh=base64encodedHash==;
b=base64encodedSi gnat ur e==;

c=strict

Canoni cal i zati on

To ensure that signatures survive transport-|ayer
transformations (e.g., header reordering, whitespace
normal i zation), UASI defines three canonicalization nodes:

Si npl e:
The signable content is used as-is, with no normalization
This node is suitable for binary protocols (MJIT, CoAP)
where nessage content is unlikely to be transforned in
transit.

Rel axed:
0 Header/netadata field names are | owercased.
0 Header/metadata field values have | eading and trailing



whi t espace renoved, and internal sequences of whitespace
col l apsed to a single space.

o Enpty lines at the end of the body are renoved.

o Line endings are normalized to CRLF.

This node is suitable for text-based protocols (SMIP, HITP)
where internediaries may nodi fy whitespace.

Strict:

0o Al rules of "relaxed" node apply.

0 Additionally, ONLY fields listed in "h=" are consi dered
part of the signing input. If a field listed in "h=" is
absent fromthe nmessage, it is included as an enpty val ue

(field nane ":" SP "" CRLF). This prevents an attacker
fromadding a signed field that wasn’t present at signing
tinme.

0 The body hash covers the EXACT byte sequence of the body
after transfer-encoding renoval, with no further
normal i zat i on.

This node i s RECOWENDED for the HTTP bi nding (Section 8.2)
because it limts the signing input to fields that the sender
controls, making the signature resilient to header additions
or nmodifications by internediaries (proxies, CDNs, WAFs).

The choi ce of canonicalization node is declared in the "c=" tag

of

7.2.1.

the UASI-Signature field.

Canoni cal i zati on Sel ecti on Gui dance

The foll owi ng table sunmarizes the RECOMVENDED canoni cal i zation
node for each protocol binding:

| | rel axed | MIAs nodi fy whitespace |
| | strict | CDNs/proxies add/ nodi fy headers

| MJITT v5 | sinple | Brokers preserve payl oad |
I I I I
I I I I

CoAP sinpl e No internediary nodification
WebSocket strict Proxy traversal possible
Fomm e oo - o m e e e oo - o e e e e e e e e e e e e e m e e o +
Senders MAY use a stricter node than reconmended (e.g., "sinple"

for

MJTT is acceptabl e even though "strict" would al so work).

Senders SHOULD NOT use a less strict npde than recomended

Wi t

7.3.

hout understandi ng the signature breakage risks.

Canoni cal Signi ng | nput

The signing input is constructed as foll ows:

1.

For each field name listed in "h=", in the order listed

a. Apply canonicalization to the field name and val ue.

b. If the field is absent fromthe nessage and c=stri ct,
use an enpty val ue.

c. Concatenate: canonicalized nane
CRLF

SP canoni cal i zed_val ue

Concat enate the protocol context: "z:" SP context_val ue CRLF

If a nonce is present: "n:" SP nonce_val ue CRLF
Concat enate the body hash: "bh:" SP body_hash_val ue CRLF

Concatenate the UASI-Signature field value itself, with the



"b=" tag value enpty (i.e., "b=;"), canonicalized.

6. The signature is conputed over the concatenation from steps
1-5.

Thi s construction ensures that both selected netadata fields
and the nmessage body are covered, and that the signature is
self-referential (signing its own paranmeters prevents
paraneter substitution attacks).

7.4. Preventing Cross-Protocol Replay

The "z=" (protocol context) tag is REQU RED and is al ways
included in the signing input. This ensures that a valid UAS
signature for an HTTP webhook cannot be replayed as an MJTT
message, even if the payload is identical. Verifiers MJST
reject signatures where the "z=" val ue does not match the
prot ocol over which the nmessage was received

Note: The "z=" tag prevents cross-protocol replay only. For
intra-protocol replay protection (e.g., re-sending the sane
HTTP request to the sanme endpoint), see Section 7.5.

7.5. Nonce-Based Intra-Protocol Replay Detection

The "z=" context tag prevents an attacker fromreplaying a
si gned nmessage across different protocols (e.g., an HITP
signature used in MJIT). However, it does not prevent
intra-protocol replay -- re-sending an identical, validly
signed HTTP request to the sane receiver.

Replay protection is fundanentally a stateful problem the
recei ver nust renenber what it has already seen. UASI provides
an optional "n=" (nonce) tag to support this use case w thout
mandati ng stateful ness for all depl oynments.

7.5.1. Nonce Generati on

When included, the "n=" val ue MJST be uni que per signature.
Accept abl e generation strategies include:

o UU Dv4 (RECOMVENDED for general use)

o UU Dv7 or ULID (RECOMVENDED when ti nme-ordering aids
debuggi ng)

0 Cryptographically randomhex string (m nimum 128 bits)

o Monotonically increasing counter per selector (acceptable
for single-signer deploynments)

The nonce val ue MJUST NOT exceed 128 characters and MJUST consi st
only of al phanuneric characters and hyphens.

7.5.2. Nonce Verification
When a UASI - Signature contains an "n=" tag, verifiers
SHOULD mai ntai n a nonce cache indexed by (d=, s=, n=) tuples:

1. After successful signature verification, check whether the
(d=, s=, n=) tuple exists in the cache

2. If it exists, return result = "fail" (replay detected).

3. If it does not exist, add the tuple to the cache with a
TTL equal to the signature’s validity window (x= minus t=
or a configured maximumif x= is absent).

The nonce cache MAY be bounded by size. Wen the cache is full
the ol dest entries SHOULD be evicted. Eviction of unexpired
entries weakens replay protection; operators should size the



cache according to their traffic volunme and risk tol erance.
7.5.2.1. Cache Saturation and Forced Eviction

An attacker who can generate valid signed nmessages (e.g., a
comprom sed sender, or a legitimte sender whose nmessages are
observed and coll ected) can flood a verifier with nmessages
carrying uni que nonces, forcing the nonce cache to evict
legitimate entries. Once a legitimate nonce is evicted, the
attacker can replay the correspondi ng nessage.

This is a fundanmental trade-off: unbounded caches are vul nerabl e
to nmenory exhaustion; bounded caches are vulnerable to forced
eviction. Verifiers MJIST choose a strategy appropriate to their
t hreat nodel:

Fail -Cl osed (High Security):

VWhen the nonce cache reaches its configured maxi mum si ze,
the verifier rejects all new nessages carryi ng nonces
(result = "tenperror") until existing entries expire
naturally. This prevents forced-eviction replays but

i ntroduces a deni al -of -service risk: an attacker can cause
legitimate traffic to be rejected by filling the cache.

This strategy i s RECOMVENDED f or:
o Financial transaction webhooks
0 Any endpoint where replay has irreversibl e consequences

Fai

| -Open (H gh Availability):

When the nonce cache reaches its configured maxi num si ze,
the verifier evicts the ol dest unexpired entries to nmake
room The verifier SHOULD enmit a security alert (log entry,
nmonitoring event) indicating that the replay protection

wi ndow has been conprom sed by vol une.

This strategy i s RECOMVENDED f or:

0 Ceneral - purpose webhook receivers

o Endpoints where occasional replay is tolerable and
availability is prioritized

I mpl enent ati on gui dance:

o Verifiers SHOULD use a TTL-aware cache where entries expire
automatically based on the signature validity w ndow
(x=mnus t=). This nininizes the need for forced eviction
under normal traffic patterns.

o For high-volunme endpoints, a distributed, TTL-aware cache
shared across nultiple verifier instances reduces per-
i nstance nenory pressure and provi des consi stent nonce
checki ng across a | oad-bal anced depl oynent .

o Verifiers SHOULD nonitor cache utilization and alert when
utilization exceeds 80% of the configured maxinum as this
may indicate either a traffic spike or an eviction attack.

0 The configured nmaxi num cache size SHOULD be at |east 10x
the expected peak nessage rate nultiplied by the maxi mum
signature validity wi ndow For exanple, an endpoint
receiving 1,000 nessages/second with a 300-second validity
wi ndow shoul d configure a cache of at |east 3,000,000
entries.

7.5.3. Wen to Use Nonces
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The "n=" tag is RECOMMENDED f or:

0 HTTP webhook delivery (where replay can trigger duplicate
side effects)

0 WebSocket per-nessage signing

0 Any binding where the receiver is stateful and replay has
busi ness-1 ogi ¢ consequences

The "n=" tag is NOT RECOMMENDED f or:

0o SMIP (email has its own Message-|D based deduplication)

o |oT telenetry (statel ess, idenpotent sensor readings)

o High-frequency, |owlatency streanms where nonce cache
overhead is prohibitive

Si gners MJST NOT assume that receivers enforce nonce uni queness.
The "n=" tag is a cooperative nechanism it enables replay
detection for receivers that inplenment it, but does not
guarantee it.

Pr ot ocol Bi ndi ngs

This section defines how UASI - Signature fields are encoded and
transported within specific protocols. Each binding specifies:

0 Where the UASI-Signature field is placed

0 \Which protocol-specific fields are signable (eligible for
inclusion in "h=")

0 Any protocol -specific canonicalization rules

o The value of the "z=" context tag
SMTP Bi ndi ng
Context tag: z=smtp

Pl acenent :
The UASI-Signature field is placed as an RFC 5322 nessage
header field naned "UASI-Signature". It is added by the
originating MIA or MBA, simlar to DKIM Signature.

Signabl e fields
Any RFC 5322 header field MAY be included in "h=". The
followi ng fields are RECOMVENDED:

from to, subject, date, nessage-id, nine-version
content-type

Canoni cal i zati on:
SMIP bi ndi ngs SHOULD use "rel axed" canonicalization due to
the well -known tendency of MIAs to nodify whitespace in
header s.

Body:
The body hash (bh=) covers the M ME body of the nessage
after transfer encoding (i.e., the decoded body content).

Nonce:
The "n=" tag is NOT RECOMMENDED for SMIP. Email already
has Message-| D-based deduplication, and the store-and-forward
nature of email makes nonce caching inpractical across the
del i very chain.

Coexi stence with DKI M
UASI - Si gnature and DKI M Si gnature are independent header
fields. An MIA MAY generate both. A verifier MAY verify
bot h. UASI does not replace DKIM it provides a superset



8.

2

that happens to work the sanme way for SMIP and can al so
wor k for other protocols.

Exanpl e SMIP header s:

UASI - Si gnhature: v=1; a=ed25519-sha256; d=exanpl e.com
s=mai | - 2026q1; t=1710500000; z=sntp; c=rel axed;
h=f rom t o: subj ect: dat e: nessage-i d;
bh=abcdef 1234567890==;
b=SI GVALUEHERE==

DKI M Si gnature: [existing DKIMsignature, if any]

From sender @xanpl e. com

To: recipi ent @xanpl e. org

Subj ect: QL Report

Date: Fri, 15 Mar 2026 10: 00: 00 +0000

Message- | D <nsg- 123@xanpl e. conp

HTTP Bi ndi ng

Context tag: z=http

Pl acenent :

The UASI-Signature field is placed as an HTTP header field
nanmed "UASI - Si gnature”. For HITP/ 1.1 and HITP/2, this is a
standard header. For HITTP/3, it is a header in the HEADERS
franme.

Signabl e fields

Any HTTP header field MAY be included in "h=". The follow ng
fields are RECOMVENDED for webhook/ cal | back use cases:

X-request-id, x-webhook-event
The content-type header MAY be included in "h=" but is
subject to internediary nodification (see Section 8.2.2).

Senders who include it MJST pre-nornmalize the val ue.

Additionally, the follow ng pseudo-fields are defined for
the HTTP bi ndi ng:

@ret hod -- the HTTP nethod (GET, POST, etc.)
@arget-uri -- the full request-target URI
@ut hority -- the Host or :authority val ue

These pseudo-fields follow the convention established by
HTTP Message Signatures [RFC9421].

Signabl e field guidance

Senders SHOULD sign only headers that they control and that
are semantically neaningful to the receiver. Senders SHOULD
NOT sign headers that internmediaries are known to nodify
(e.g., content-length, via, x-forwarded-for, x-real-ip).

The foll owi ng headers MJUST NOT be included in "h=" because
they are routinely nodified by intermediaries:

content-length, transfer-encoding, via, x-forwarded-for,
x-forwarded-proto, x-real-ip, connection, keep-alive,
proxy-aut hori zation, te, trailer

Canoni cal i zati on:

"strict" is RECOWENDED for the HTTP binding. This ensures
that the signature covers only sender-controlled fields and
survives internediary nodifications to other headers.

Body:



The body hash covers the HITP nessage body (the entity body
after any transfer-encoding is decoded).

Nonce:
The "n=" tag is RECOMMENDED for the HTTP bindi ng, as webhook
delivery is particularly susceptible to replay attacks that
trigger duplicate side effects.

Rel ati onship to HTTP Message Signatures:
UASI's HTTP bi ndi ng and RFC 9421 (HTTP Message Si gnat ures)
serve overl apping but distinct purposes. RFC 9421 is a
gener al - purpose HTTP si gni ng mechani sm UASI’'s HTTP bi ndi ng
is a profile that additionally specifies DNS-based key
di stribution, domain-level policy, and cross-protocol
conpatibility. Inplementations MAY support both. A future
docunent nay define a nmappi ng between the two.

Exanpl e HTTP request:

POST / webhook/orders HTTP/ 1.1

Host: receiver. exanple.org

Cont ent - Type: application/json

X- Request-1d: req-456

UASI - Si gnature: v=1; a=ed25519-sha256; d=sender.exanple.com
s=webhooks; t=1710500000; z=http; c=strict;
n=550e8400- e29b- 41d4- a716- 446655440000;
h=@ret hod: @arget-uri:content-type: x-request-id;
bh=bodyHashHer e==;
b=SI GVALUEHERE==

{"order _id": "12345", "status": "shipped"}
.2.1. Internediary Quidance for the HTTP Bi ndi ng

HTTP internediaries (reverse proxies, CDNs, WAFs, APl gateways,
| oad bal ancers) SHOULD preserve the UASI-Si gnature header
wi t hout nodification.

Intermedi ari es MJUST NOT:

0 Renove or nodify the UASI-Si gnature header.
o Mdify the body content wi thout being aware that doing so
will invalidate the body hash and therefore the signature.

Intermedi ari es MAY:

0 Add new headers (these will not be in the "h=" list and
therefore will not affect signature verification).

o0 Mdify headers that are NOT listed in the "h=" set of the
UASI - Si gnat ur e.

0 Re-sign the nmessage with their own UASI-Signature if they
are an authorized internmediary (adding a second signature;
see Section 9.4 on multiple signatures).

When depl oying UASI in environments with intermedi aries, senders
SHOULD test signature survival through their actual delivery
path during the "nonitor" phase (Section 11.2) before

progressi ng to enforcenent.

If an intermediary must nodify the body (e.g., content
transformation, conpression), it SHOULD either:

(a) Strip the original UASI-Signature and re-sign with its own
identity, or

(b) Verify the original signature before nodification and
record the verification result in a trace header



(e.g., "UASI-Authentication-Results")
.2.2. Volatile Header Paraneters

Certain HTTP headers carry paraneters that internedi aries
frequently add, renove, or normalize. The nbst comopn case is
Cont ent - Type, where a sender transmts:

Cont ent - Type: application/json
and an internmediary rewites it to:
Cont ent - Type: application/json; charset=utf-8

This nodification changes the byte representati on of the header
val ue and will cause a signature failure if Content-Type is
included in the "h=" list, even under "strict" canonicalization

This is not a canonicalization deficiency -- it is a semantic
nmodi fi cation of the header value by the internediary. UAS
cannot define nornmalization rules for all possible header
paraneter variations wthout becom ng a parser for every nedia
type registry.

Si gner gui dance

Senders who include Content-Type (or any paraneterized header)
inthe "h=" list MJST pre-nornalize the val ue before signing.
Specifically:

0 Include all paraneters that the sender intends to be present
in the signed value. For exanple, if the sender sends JSON
sign "application/json; charset=utf-8" rather than
"application/json", so that an intermedi ary adding the
charset paraneter does not change the signed val ue.

0 Lowercase the nedia type and all paraneter nanes (per
RFC 2045, nedia types are case-insensitive).

0 Order paraneters consistently (RECOWENDED: al phabetica
by paraneter nane).

Al ternative approach -- omt paraneterized headers:

Senders who cannot control internediary behavi or MAY omt
Content-Type fromthe "h=" list entirely. The body hash (bh=)
al ready provides integrity protection for the nmessage payl oad.
The Content-Type header indicates howto *interpret* the body
but does not affect the body’'s byte content; a receiver can
verify that the body is intact via bh= even if Content-Type
has been nodifi ed.

Thi s approach is RECOMMENDED for senders whose delivery path
traverses multiple internediaries (e.g., CDN -> | oad bal ancer
-> reverse proxy -> application), where header paraneter
normal i zation is unpredictable.
Headers with known vol atility:
In addition to Content-Type, the follow ng headers are known
to be subject to paraneter nodification by internediaries and
SHOULD be treated with the same caution

Accept, Accept-Encodi ng, Accept-Language, Cache-Contro

Senders SHOULD prefer signing application-specific headers



(e.g., X-Webhook-Event, X-Request-ld) that internediaries
have no reason to nodify.

8.3. MJIT Binding (v5)
Context tag: z=mtt5
Pl acement :
The UASI-Signature is placed as an MJIT v5 User Property
with the name "UASI - Signature” on the PUBLI SH packet.

Si gnabl e fields:
The following MJIT properties are signable using synbolic

nanes:
@ opi c -- the PUBLI SH t opi ¢ nane
@os -- the QS I evel
@etain -- the retain flag (0 or 1)
@ontent-type -- the Content Type property (if present)
@ esponse-topic -- the Response Topic property (if present)

@orrelation-data -- the Correlation Data property
(baseb4-encoded, if present)

Addi tional User Properties MAY be included by name.

Canoni cal i zati on:
"sinple" is RECOWENDED. MJIT brokers generally do not
nmodi fy packet contents.

Body:
The body hash covers the Application Message (payl oad) of
the PUBLI SH packet.

Const rai ned devi ces:
For devices unable to perform public key cryptography, UASI
defines a KDF-hint constrai ned device nodel (see
Section 12.4) where the verifier and sender share a secret
est abl i shed out-of-band, with DNS providing only a public
salt for key derivation.

Exanpl e MJIT v5 PUBLI SH User Properties:

UASI - Si gnature: v=1; a=ed25519-sha256;
d=sensor-fl eet. exanpl e.com s=iot-fleetl;
t =1710500000; z=nmtt5; c=sinple;
h=@ opi c: @os: @ont ent -t ype;
bh=payl oadHash==;
b=SI GVALUEHERE==

8.4. CoAP Binding
Context tag: z=coap
Pl acenent :
The UASI-Signature is placed as a CoAP Option. A new option
nunber is requested fromI| ANA (see Section 13).

Signabl e fields:
The foll owing CoAP fields are signable:

@iri-path -- the Uri-Path option val ue(s)
@ri - host -- the Uri-Host option val ue
@ontent-format -- the Content-Fornat option val ue

Canoni cal i zati on:
"sinmple" i's RECOMVENDED.
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Body:
The body hash covers the CoAP payl oad.

Not e: CoAP' s constrai ned environment makes UASI’'s conpact
Ed25519 signatures (64 bytes) particularly attractive conpared
to RSA alternatives

WebSocket Bi ndi ng
Context tag: z=websocket

Pl acenent :
UASI aut hentication for WbSocket is perforned during the
openi ng handshake as an HTTP header on the Upgrade request
(following the HTTP bi nding). For per-nessage authentication
after the handshake, the UASI-Signature is placed in a
JSON wr apper or as a protocol -defined extension frane.

Per - message signing (application-layer):
For WebSocket nessages, the RECOMVENDED approach is:

{

"uasi _signature": "<UASI-Si gnature val ue>",
"payload": { ... }

Wiere the body hash covers the JSON-serialized "payl oad”
val ue.

Signable fields
@rigin -- the WbSocket origin

@rotocol -- the negotiated subprotocol

Nonce:
The "n=" tag is RECOMMVENDED for WebSocket per-nessage
si gni ng.

Def i ni ng New Bi ndi ngs

New protocol bindings can be defined in separate documents by
speci fyi ng:

A uni que context tag value (registered with | ANA)

The pl acenent of the UASI-Signature field

The set of signable protocol-specific fields

Any protocol -specific canonicalization rules

How t he body/ payl oad hash input is determ ned

Vet her the "n=" nonce tag is reconmrended for the binding
I nternedi ary behavior requirenments (if applicable)

NoakwhE

Verification Procedure

Overvi ew
Verification is performed by the receiving entity or an
intermediary acting on its behalf. The procedure is the sane
regardl ess of protocol, operating on the abstract UASI-Si gnhature
field and protocol binding.

St ep- by-Step Procedure

1. EXTRACT the UASI-Signature field fromthe received nmessage
usi ng the appropriate protocol binding rules.



2. PARSE the tag=value pairs. Verify that all required tags
(v, a, d, s, t, bh, b, c, z) are present and syntactically
valid. If not, return result = "permerror".

3. CHECK the protocol context: if the "z=" value does not match
the protocol over which the nmessage was received, return
result = "fail" (cross-protocol replay detected).

4. CHECK the timestanp: if "x=" is present and the current tine
exceeds the expiration, return result = "fail" (expired
signature).

5. QUERY DNS for the key record at <s>. uasi.<d>, respecting
cache entries per Section 9.5. Apply DNSSEC validation if
the verifier supports it; distinguish between insecure and
bogus responses per Section 12.1.1
a. If norecordis found, return result = "none" (no key
publ i shed) .

b. If the DNSSEC response i s bogus, return result =
"tenperror" (see Section 12.1.1)

c. If the record’ s "x=" tag indicates key expiration and the
key has expired, return result = "fail"

d. Parse the key record and extract the public key and
al gorithm

6. CHECK algorithmconpatibility: the algorithmin the key
record ("k=") must be conpatible with the algorithmin the
signature ("a="). If not, return result = "pernerror".

7. CANONI CALI ZE the signed fields and body according to the
"c=" method and protocol binding rules.

8. COWUTE t he body hash and conpare to "bh=". |If they do not
match, return result = "fail" (body nodified).

9. RECONSTRUCT t he signing input per Section 7.3.

10. VERIFY the signature "b=" against the signing input using
the public key fromstep 5. If verification fails, return
result = "fail".

11. If "n=" is present and the verifier inplements nonce
checking (Section 7.5.2), verify nonce uni queness. If the
nonce has been seen before within the validity w ndow,
return result = "fail" (replay detected).

12. Return result = "pass"
9.3. Result Codes
The verification procedure produces one of the follow ng results:
pass -- Signhature verified successfully.
fail -- Signhature verification failed (invalid signature,

expi red, cross-protocol msmatch, body hash
m smat ch, or replay detected).

none -- No UASI-Signhature was present, or no key record
was found. The nessage is unsigned.

permerror -- A permanent error occurred (e.g., malformed
signature, DNS error, unsupported algorithm.

tenperror -- A temporary error occurred (e.g., DNS tineout).

The verifier SHOULD retry.
9.4. Miltiple Signatures

A message MAY carry multiple UASI-Signhature fields (e.g., one



fromthe originator and one froman intermediary). Verifiers
SHOULD eval uate all signatures and make policy decisions based
on the aggregate result.

A common pattern is:

o The originating sender signs the message (first signature).

0 An authorized internediary (e.g., an APl gateway) verifies
the original signhature, then adds its own signature attesting
to the verified provenance.

Verifiers receiving multiply-signed nmessages can choose to trust
the intermediary’s signature (if they have a relationship with
the intermediary) or verify the original sender’s signature
directly (if they have DNS access to the sender’s key).

9.5. \Verifier Caching

UASI verification requires DNS queries to retrieve key records
and policy records. In high-frequency scenarios (e.g., API
webhooks at thousands of requests per second), nhaive per-nessage
DNS resol uti on woul d i npose unacceptable | atency and | oad.

9.5.1. Key Record Caching

9

9

9

10.

10.

Verifiers MJST cache UASI key records according to the DNS TTL
of the record. A verifier that receives nmultiple nessages from
the sane (d=, s=) pair within a TTL wi ndow MJST reuse the
cached key without issuing additional DNS queri es.

I mpl enentati on note: In practice, a webhook receiver that
processes traffic from saas. exanple.comwi th sel ector "webhooks"
and a TTL of 3600 seconds will issue one DNS query per hour

for that sender, regardl ess of nmessage vol une.

5.2. Policy Record Caching

Verifiers SHOULD cache policy records independently of key
records. Policy records typically change |ess frequently than
key records and nmay use | onger TTLs.

5.3. Negative Caching

If a DNS query for a key record returns NXDOVAI N or NODATA, the
verifier SHOULD cache the negative result for the | esser of:

o0 The SQA minimum TTL fromthe authoritative response, or
o 300 seconds (5 m nutes)

This prevents repeated DNS queries for non-existent selectors,
whi ch coul d be used as a denial -of -service vector against
the verifier’s DNS resol ver.

5.4. Cache Warni ng

For verifiers with a known set of sender domains (e.g., a
webhook receiver that has registered with specific SaaS
providers), pre-fetching key records at startup and refreshing
themperiodically (at TTL intervals) is RECOMWENDED. This
elimnates cold-start |latency on the first nessage from each
sender.

Pol i cy Layer

1. Policy Evaluation
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After verification, the verifier queries the sender dommin’s
policy record at _uasi-policy.<d> and eval uates the result
agai nst the policy.

Policy evaluation follows this |ogic:

o e e e e oo TS TS TS +
| Verification | p=none | p=report | p=enforce]|
| Result | | | |
o e e e oo S S S +
| pass | accept | accept | accept

| fail | accept | accept* | reject* |
| none (unsigned) | accept | accept* | reject* |
| pernerror | accept | accept* | reject*

| tenperror | accept | accept | defer

o e e e oo S S S +

* Subject to the pct= percentage. If a random val ue (0-99)
is >= pct, treat as if policy were "none" for this nessage.

"accept" = deliver/process the nessage nornmally
"reject" = refuse the nessage (protocol -appropriate error)
"defer" = tenporarily refuse; request retry

2. Reporting

If rua= or ruf=1is specified in the policy record, verifiers
SHOULD send reports:

Aggregate reports (rua=):
Periodic reports (RECOMVENDED: daily) summarizi ng UAS
verification results, anal ogous to DMARC aggregate reports
Format: JSON, schenma defined in a conpani on docunent.

Forensic reports (ruf=):
Per-failure reports containing details of individua
verification failures. Due to privacy inplications, forensic
reports are OPTIONAL and SHOULD be rate-limnted.

2.1. Report Ganularity (rl= Tag)

The UASI policy record MAY include an "rl=" (report level) tag
that controls the granularity of information included in
aggregate reports. This enabl es senders to bal ance operationa
visibility with privacy protection.

Val ues:

rl=d (Domain):
Aggregate reports sumari ze results at the organi zati ona
domai n | evel only. Individual selectors, nessage
ti mestanps, and source | P addresses are NOT incl uded.
This is the nost privacy-preserving option.

RECOMMVENDED for: Large |oT fleet operators, organizations
subject to strict data m nimzation requirenents, senders
who want to confirm UASI is working wthout exposing
communi cati on patterns

rl=s (Selector):
Aggregate reports include results broken down by sel ector
Thi s enabl es senders to identify which service or key is
experiencing failures. Source |P addresses are included
in aggregated form (I P ranges, not individual I|Ps).
This is the DEFAULT if rl=is not specified.
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RECOMVENDED for: Most depl oynents. Provides sufficient
granularity for operational debuggi ng w thout exposing
i ndi vi dual nessage net adat a.

ri=f (Full):
Forensic-level detail is permitted in aggregate reports,
i ncluding individual nmessage identifiers, tinestanps, and
source IPs. This is equivalent to enabling forensic
reporting (ruf=) within the aggregate report stream

RECOMVENDED for: Initial deploynent and debuggi ng only.
Senders SHOULD NOT | eave rl=f enabled in production

unl ess they have a specific operational need for per-
nmessage visibility.

Interaction with ruf= (forensic reports):

The rl = tag controls aggregate report granularity. It does
not affect forensic reports, which are independently
controll ed by the presence or absence of the ruf= tag.
However, senders who set rl=d (domain-1evel aggregation)

and al so specify ruf= should be aware that the forensic
reports will contain nore detail than the aggregate reports,
potentially underm ning the privacy intent of rl=d.

Exanpl e:

_uasi-policy.exanple.com TXT (
"v=UASI 1; p=enforce; rl=d; "
"rua=https://uasi-reports. exanpl e. conf aggregate" )

This policy enforces UASI and receives aggregate reports with
domai n-1 evel granularity only -- no selector-|evel or per-nessage
detail is included.

3. Protocol - Specific Policy

The "b=" tag in the policy record all ows donains to apply
different policies to different protocols. For exanple:

_uasi-policy.exanple.com TXT (
"v=UASI 1; p=enforce; b=smtp:http; "
"sp=report; "
"rua=https://uasi-reports. exanpl e. conf aggregate" )

This enforces UASI on SMIP and HTTP traffic but applies only
reporting node to subdomains.

M grati on and Coexi stence
1. Relationship to Existing Mechani sns

UASI is designed to coexist with, not replace, existing
prot ocol -speci fic authenticati on nechani sns:

DKI M
UASI's SMIP binding is functionally sinmlar to DKIM During
m gration, domains can publish both DKIM and UASI signatures.
Recei vers verify both independently. Over tine, if UAS
achi eves sufficient adoption, domains nay choose to deprecate
DKIM but this is not required.

SPF:
SPF aut henticates the sending | P address, which UASI does
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not. SPF and UASI are conpl enentary. Domai ns SHOULD conti nue
to publish SPF records al ongsi de UASI.

DMVARC.
DMARC al i gns SPF and DKIMw th the From domain. A future
speci fication may defi ne how DMARC eval uati on can incorporate
UASI results al ongsi de DKIM

HTTP Message Signatures (RFC 9421):
UASI's HTTP binding can be seen as a profile of HITTP Message
Signatures with standardi zed DNS-based key distribution. A
mappi ng docunent is anticipated.

nrLs:
mrLS aut henticates the transport endpoint. UASI authenticates
the application-layer sender. The two are conpl enmentary:
mMrLS ensures you're talking to the right server; UASI ensures
the message was sent by the clai ned domai n.

2. Increnental Deploynment Path
The recomended depl oynent sequence i s:

Phase 1: Monitor
Publish a UASI key record and policy record with p=none.
Begi n si gni ng out bound nessages. Mbnitor via aggregate
reports. No receiver-side inpact.

During this phase, senders SHOULD verify that signatures
survive their actual delivery path, including any
intermedi ari es (CDNs, proxies, |oad balancers). If
signatures are broken by internediaries, adjust the "h="
field Iist to exclude nodified headers before proceeding.

Phase 2: Report
Change policy to p=report. Cooperating receivers begin
verifying and sending reports. Sender anal yzes reports to
identify unsigned or failing traffic (e.g., third-party
servi ces sending on behal f of the donmin).

Phase 3: G adual Enforcenent
Change policy to p=enforce with pct=10, then 25, 50, and
finally 100 as report data confirms readiness.

Phase 4: Full Enforcenent
Policy at p=enforce; pct=100 across all relevant protocol
bi ndi ngs.

This mrrors the proven DMARC depl oyment nodel but applies it
uniformy across all protocols.

2.1. Reconmmended Protocol Ordering

Organi zati ons depl oyi ng UASI across nultiple protocol bindings
SHOULD NOT attenpt to enable all bindings sinultaneously.
Instead, the followi ng ordering i s RECOVMENDED:

1. HTTP (webhooks/ APl s):
Start here. HITP traffic is the easiest to test (request/
response i s synchronous), the delivery path is typically
shortest (fewer internediaries than email), and webhook
receivers are the nost likely early adopters. The "strict"
canoni cal i zati on node and nonce support nake HTTP the nobst
robust bi ndi ng.

2. SMIP (email):
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Add second. Email authentication has the nost mature
ecosystem (SPF, DKIM DMARC al ready exist), so UAS

depl oynent can | everage existing operational famliarity.
However, enmmil’'s store-and-forward nature and MTA diversity
make canonicalization issues nore likely; allow extra tine
in the Monitor and Report phases.

3. MQIT/ CoAP (10T):
Add |l ast. |oT deploynents typically involve fleet-w de
changes that are harder to roll back. The "sinple"
canoni cal i zati on node reduces breakage risk, but the
KDF- hi nt nodel (if used) requires out-of-band secret
provi sioning that adds depl oyment conplexity. Ensure
HTTP and SMIP bi ndi ngs are stabl e before adding |oT.

Each bi ndi ng progresses through the four phases independently.
An organi zati on may be at Phase 4 (Full Enforcenent) for HTTP
while still at Phase 2 (Report) for SMIP. The "b=" tag in the
policy record (Section 6.2) enables per-protocol policy

decl aration to support this.

Security Considerations
1. DNS Dependency

UASI's security is fundamental |y dependent on the integrity of
DNS responses. Wthout DNSSEC, an attacker who can forge DNS
responses (e.g., Vvia cache poisoning or on-path attacks) can
substitute their own public key and forge valid UASI signatures.

M tigation:

0 Donai ns SHOULD depl oy DNSSEC

o Verifiers SHOULD perform DNSSEC val i dation

0 In the absence of DNSSEC, UASI provides TOFU-| evel security:
the first observed key for a selector is cached and
subsequent changes trigger warnings. This is inperfect but
strictly better than no authentication. DKIM has operated
usefully under this nodel for over a decade.

o Verifiers SHOULD use encrypted DNS transports (DNS-over-TLS
[ RFC7858] or DNS-over-HTTPS [ RFC8484]) to protect key
material in transit from passive observation and on-path
nmodi fi cation. See Section 12.6.

1.1. DNSSEC Validation States

When a verifier performs DNSSEC validation on a UASI key record
query, the response falls into one of three states, as defined
in [ RFC4033]:

Secur e:
The response has a valid DNSSEC signature chain to a trust
anchor. The verifier has strong assurance that the key
record is authentic.

Action: Proceed with verification nornally.

I nsecur e:
The donai n does not depl oy DNSSEC, or there is a provable
break in the chain of trust (e.g., an unsigned del egation).
The response is not signed but there is no evidence of
t amperi ng.

Action: The verifier MAY proceed with verification using
TOFU semantics. This is the expected state for the najority
of domai ns today and provides the same security |evel as



12.

12.

12.

DKI M wi t hout DNSSEC.

Bogus:
The DNSSEC sighature is present but fails validation. This
i ndi cates either a msconfigured zone or an active attack
(e.g., DNS cache poisoning, BGP hijacking, on-path key
substitution).

Action: The verifier MJUST NOT fall back to TOFU. A bogus
response nmeans the verifier cannot trust the key material
in the response. The verification result MJST be set to
"tenperror" (if the verifier believes the condition may be
transient, e.g., a zone re-signing event) or "permnerror”
(if the condition persists across nultiple queries over a
period of at |east 1 hour).

Verifiers SHOULD | og bogus DNSSEC responses as security
events. Persistent bogus responses for a previously-secure
domain are a strong indicator of an active attack and
SHOULD trigger operator alerts.

The distinction between "insecure" and "bogus" is critical
Treating both as equivalent (i.e., falling back to TOFU in
both cases) would allow an attacker to downgrade a DNSSEC-
signed domain to TOFU by injecting bogus responses, defeating
the purpose of DNSSEC depl oynent.

2. Key Conprom se

If a UASI private key is conprom sed, the attacker can forge
signatures for the affected selector until the key is rotated.

M tigation:

0 Use per-service selectors to limt blast radius.

Set short key expiration times (x= tag).

Moni t or aggregate reports for unexpected signing activity.
Rot at e keys inmedi ately upon suspected conproni se.

Use automated key rotation (Section 5.5) to reduce the

wi ndow of exposure.

O O0OO0Oo

3. Replay Attacks
An attacker who observes a validly signed nessage can replay it.

M tigation:
o The "z=" context tag prevents cross-protocol replay.
o The "t=" and "x=" tags limt the tenporal validity w ndow.
o The "n=" nonce tag (Section 7.5) enables intra-protoco
replay detection for receivers that maintain a nonce cache.
0 Senders SHOULD use short signature validity w ndows (x= m nus
t= no longer than necessary for the use case; RECOVMENDED:
5 mnutes for webhooks, 1 hour for email, 5 mnutes for
I oT commands).

Intra-protocol replay protection is intentionally OPTI ONAL
because it requires receiver-side state, which inposes costs
that are not justified for all use cases (e.g., idenpotent
sensor telenetry). The "n=" tag provides the nmechani sm
receivers decide whether to use it based on their risk profile.

4. Constrained Devices and the KDF-H nt Mde

Sone | 0T devices |ack the conputational resources for public key
crypt ography. A naive approach would be to publish symmetric
(HVAC) keys directly in DNS TXT records, but this is
architecturally unsound: a "secret" key published in a globally
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queryabl e dat abase is not secret, rendering the authentication
ef fectively usel ess agai nst any attacker who can performa DNS
| ookup.

UASI addresses this with a KDF-hint nodel that separates the
public paranmeter (a salt, published in DNS) fromthe secret
paraneter (a shared key established out-of - band).

4.1. KDF-H nt Key Record

For constrai ned device deploynents, the UASI key record uses
a new algorithmidentifier:

v=UASI 1; k=kdf - hmac-sha256; p=<baseb64-encoded-salt >;
kdf =hkdf - sha256; n=<not es>

Wher e:
k=kdf - hmac- sha256 -- indicates this selector uses the KDF-hint
nodel . The signature is an HVAC- SHA256 tag, not a digita
signature.

p=<salt> -- a base64-encoded public salt val ue ( RECOVENDED:
128 bits mininum. This is NOT the shared secret.

kdf =hkdf - sha256 -- the key derivation function [RFC5869] used
to derive the HVAC key fromthe shared secret and salt.

The actual shared secret is provisioned out-of-band between the
sender (l1oT device fleet) and the verifier (data ingestion
platform). This may be done via:

0 Device provisioning during nanufacturing
A secure enrollnment protocol (e.g., EST [RFC7030])
o Manual configuration in a fleet managenment system

o

4.2. Key Derivation
The HVAC key is derived as foll ows:

HVAC key = HKDF- Expand(
HKDF- Ext r act (sal t =<p val ue from DNS>, | KM-<shared_secret>),
i nf o="UASI - KDF- HMAC' || d= || s=
L=32

)

Wher e:

0 <shared_secret> is the out-of-band provisioned secret.

o The "info" paraneter includes the donmain and selector to
ensure that the derived key is unique per selector, even if
the sane shared secret is used across nultiple selectors.

0 L=32 produces a 256-bit HVAC key.

The HVAC i s then conputed over the canonical signing input
(Section 7.3) using HVAC- SHA256 with the derived key.

4.3. Security Properties

The KDF-hint nodel provides the follow ng properties:

0 The shared secret is NEVER published in DNS. An attacker who
queries DNS learns only the salt, which is usel ess wthout

t he shared secret.

o0 The salt in DNS enabl es key derivation without transmtting
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the derived key, reducing the risk of key exposure.

0 Salt rotation (by publishing a new salt in DNS) forces
re-derivation of the HVAC key, providing a |ightweight
rotation mechani smwi thout re-provisioning the shared secret.

o Third-party verifiability is NOT provided. Only entities that
possess the shared secret can verify signatures. This is an
inherent limtation of symretric authentication

Limtations:

o The KDF-hint nodel requires an out-of-band channel for shared
secret provisioning. This adds depl oynent conpl exity conpared
to the pure public-key nodel.

o0 Conpronise of the shared secret conpromni ses all devices that
use it. Organizations SHOULD use per-fleet or per-device-
group secrets, not a single global secret.

0 The KDF-hint nmodel MUST NOT be used for high-sensitivity
applications where third-party verifiability is required.

5. Canonicalization Brittl eness

Canoni calization -- the process of normalizing nmessage content
before signing -- is the nbst common cause of spurious signature
failures in deployed authentication systens. DKIM has suffered
fromthis problemfor over a decade, and UASI inherits the

risk for text-based protocols.

The "strict" canonicalization nbde (Section 7.2) is designed
to mtigate this risk by signing only sender-controlled fields.
However, even with "strict" node, the foll owing scenarios can
cause legitimate signature failures:

0 An internediary rewites the nmessage body (e.g., content
transformation, virus scanning that nodifies attachnments).

0 An internediary renoves the UASI-Si gnature header entirely.

o0 Character encoding normalization (e.g., UTF-8 NFC vs NFD)
changes the byte representation of the body.

0 An internediary adds or nodifies header paraneters (e.qg.
appendi ng "charset=utf-8" to Content-Type). See
Section 8.2.2 for specific guidance on volatile headers.

Mtigation:

0 Senders SHOULD test signature survival through their actua
delivery path before enabling enforcenent.

0 Senders SHOULD use the "strict" node for HITP and WebSocket
bi ndi ngs, and "sinple" node for binary protocols.

o0 The Phase 1 (Monitor) and Phase 2 (Report) stages of the
depl oynent path (Section 11.2) exist specifically to identify
and resol ve canonicalization issues before enforcenent.

o Verifiers operating in "enforce" node SHOULD i npl enent a
configurable "fail-open" option for the initial deploynent
period, where verification failures generate alerts but do
not reject nmessages. This is distinct from"report" node in
that the verifier’'s local policy treats failures as
actionable alerts while the domain’s published policy is
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al ready at "enforce".
6. DNS Query Privacy

UASI verification requires DNS queries of the form

<sel ector>. uasi.<domai n> for every distinct sender. These
queries reveal to DNS resolvers (and any entity on the network
path to the resol ver) which domains are comrmunicating with

the verifier.

Wil e sender identity is generally visible in transport-I|ayer
headers (and therefore not a new exposure), UASI fornmalizes this
into a structured, easily observable DNS query pattern that
could be used for traffic anal ysis.

M tigation:

o Verifiers SHOULD use encrypted DNS transports:
- DNS-over-TLS (DoT) [RFC7858] encrypts the query between
the verifier and its resol ver.
- DNS-over-HTTPS (DoH) [ RFC8484] provides simlar protection
and may traverse network mi ddl eboxes nore reliably.

o Verifiers SHOULD use a trusted recursive resolver (e.g.
operated by the verifier’s own organization) to limt
exposure of query patterns to third parties.

0 Aggressive caching (Section 9.5) reduces the frequency of
queries, limting the netadata wi ndow. A key record with a
TTL of 86400 seconds generates at nost one query per day per
sender -sel ector pair.

0 ONAME minimzation [ RFC9156] reduces the information exposed
to authoritative servers along the resol ution chain.

Senders who are concerned about receiver-side query privacy
(e.g., in adversarial environments) should be aware that UAS
verification will generate DNS queries that correlate with
nmessage receipt. This is an inherent trade-off of DNS-anchored
trust.

7. Privacy Considerations
UASI signatures reveal the sender domain and selector to any
on-path observer. This is generally not a new privacy exposure
(the sender is typically visible in transport headers), but it
does formalize the association.
Aggregate and forensic reports may contain metadata about
message flows. Operators SHOULD handl e reports as sensitive
data and apply appropriate access control s.

I ANA Consi derati ons
1. DNS Underscore Label Registration

Thi s docunent registers the foll owi ng underscore |abel in the
"Underscored and d obally Scoped DNS Node Names" registry:

_uasi -- UASI key records
_uasi-policy -- UASI policy records

2. HTTP Header Field Registration

Thi s docunent registers the follow ng HITP header fi el d:
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Fi el d name: UASI-Signhature
Status: pernmanent
Speci fication: This docunent, Section 8.2

Thi s docunent al so registers:
Fi el d nane: UASI - Aut hentication-Results
Status: pernmanent
Speci fication: This docunent, Section 8.2.1

3. CoAP Option Nunmber Registration

Thi s docunent requests assignment of a CoAP Option Nunber for
the UASI - Si gnature opti on.

Option Nane: UASI-Signature
Option Nunber: TBD
Ref erence: This docunent, Section 8.4

4. UASI Al gorithm Registry

I ANA is requested to create a "UASI Signing Algorithns" registry

with the following initial entries:

o e e e e oo oo S TS +
| Algorithm | Status | Reference|
o e e oo S S +
| ed25519 | REQUI RED | RFC 8032 |
| es256 | RECOMMENDED | (*) |
| rs256 | OPTI ONAL | -

| kdf -hmac-sha256 | OPTI ONAL | Sec 12.4 |
o e e e oo Fom e o - S +

(*) ECDSA P-256 as defined in FIPS 186-4.
Not e: The kdf - hmac-sha256 al gorithm uses the KDF-hint nodel
(Section 12.4) rather than publishing raw symretric keys in
DNS.
5. UASI KDF Al gorithm Registry

I ANA is requested to create a "UASI Key Derivation Functions"
registry with the following initial entry:

o e e oo S S +
| KDF | Status | Reference|
Fom e e e oo Fomm oo - Fomm oo - +
| hkdf - sha256 | REQUI RED | RFC 5869 |
o e e e e oo oo TS TS +

6. UASI Protocol Context Registry

I ANA is requested to create a "UASI Protocol Context Tags"
registry with the following initial entries:

Fom ek S +
| Context | Reference|
T S +
| smtp | Sec 8.1 |
| http | Sec 8.2 |
| mgtt5 | Sec 8.3 |
| coap | Sec 8.4 |
| websocket | Sec 8.5 |
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Webhook Verification with Nonce

Thi s exanpl e shows a SaaS provi der (saas.exanpl e.con) sending
a webhook to a customer (custoner.exanple.org), using the
"strict" canonicalization node and nonce-based replay detection

Setup (one-tine):

1.
2

saas. exanpl e. com generates an Ed25519 key pair.
saas. exanpl e. com publ i shes:

webhooks. _uasi . saas. exanpl e.com 86400 IN TXT (
"v=UASI 1; k=ed25519; p=BASE64PUBKEY==;" )

_uasi-policy.saas. exanpl e.com 86400 I N TXT (
"v=UASI 1; p=enforce; b=http" )

Note: TTL of 86400 (24 hours) per Section 6.1.1
recomrendati on for high-frequency APIs.

Sendi ng:

3.

saas. exanpl e. com sends a webhook

POST /webhooks/orders HTTP/ 1.1

Host: custoner. exanple.org

Cont ent - Type: application/json

X- Webhook- Event: order. conpl eted

X- Request-1d: req-789

UASI - Si gnature: v=1; a=ed25519-sha256;
d=saas. exanpl e. comm s=webhooks; t=1710500000;
x=1710500300; z=http; c=strict;
n=550e8400- e29b- 41d4- a716- 446655440000;
h=@ret hod: @ ar get - uri: content-type: x-webhook-event :

X-request-id;

bh=Abc123BodyHash==;
b=Ed25519Si gnat ur eVal ue==

{"order_id":"789","total ":99. 50}

Note: Signature expires in 300 seconds (5 m nutes) per
Section 12.3 reconmendation. Nonce is a UU Dv4.

Verification:

4.

| f

cust orer . exanpl e. org extracts UASI-Signature fromthe HITP
header .

Checks cache for webhooks. uasi.saas. exanpl e.com Cache hit
(TTL not expired from previ ous webhook) -- no DNS query
needed.

Verifies the signhature using cached key. Result: pass.

Checks nonce cache for (saas.exanpl e.com webhooks,
550e8400-...). Not found -- nonce is fresh

Adds nonce to cache with TTL = 300 seconds (matching
signature validity w ndow).

Queries DNS for _uasi-policy.saas. exanple.com (cached).
Policy: enforce. Proceeds to process the webhook.

an attacker replays this exact request within 5 m nutes:

Step 7 finds the nonce in cache. Result: fail (replay).
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A tenperature sensor (part of fleet managed by iot.exanple.comn
publ i shes readi ngs via MJIT using the KDF-hint constrained
devi ce nodel

Set up:

1. iot.exanple.comprovisions a shared secret to the fleet-a
devi ce group during manufacturing:
shared_secret = <32 random byt es>

2. iot.exanpl e.com publishes:

fleet-a. uasi.iot.exanple.com 3600 IN TXT (
"v=UASI 1; k=kdf-hnac-sha256; "
"p=BASE64SALT==; kdf =hkdf - sha256; "
"n=Fl eet A tenperature sensors" )

_uasi-policy.iot.exanple.com 3600 IN TXT (
"v=UASI 1; p=enforce; b=nmmgtt5" )

3. Both the device and the data ingestion platformderive the
HVAC key:

HVAC key = HKDF- Expand(
HKDF- Extract (sal t =<p val ue>, | KMsshared_secret),
i nf o="UASI - KDF- HMAC' || "iot.exanple.cont || "fleet-a"
L=32

)

Sending (MJTT v5 PUBLI SH):

4. Topic: sensors/building-7/temp
Payl oad: {"tenp_c": 22.5, "ts": 1710500000}
User Property:
UASI - Si gnature: v=1; a=kdf-hmac-sha256

d=i ot . exanpl e. com s=fleet-a; t=1710500000;
z=mgtt5; c=sinple;
h=@ opi c: @ont ent -t ype;
bh=Payl oadHash==
b=HVACVal ue==

Verification:

5. The data ingestion platformextracts the UASI-Si gnat ure.

6. Queries DNS for fleet-a._uasi.iot.exanple.com (cached).
Sees k=kdf - hmac-sha256 -- this is a KDF-hint record.

7. Derives the HVAC key using the cached salt and the locally

stored shared secret.

Verifies the HVAC. Result: pass.

No nonce checking (telenetry is idenpotent; replay is

| owri sk).

©®

Note: An attacker who queries DNS learns only the salt, not the
shared secret. Wthout the shared secret, they cannot derive the
HVAC key and cannot forge signatures.

A.3. Email with UASI and DKI M Coexi st ence
A domain mgrating fromDKIMonly to UASI +DKI M
UASI - Si gnhature: v=1; a=ed25519-sha256; d=exanple.com

s=mmi | - 2026q1; t=1710500000; z=sntp; c=rel axed;
h=f rom t o: subj ect : dat e: nessage-i d;



App

App
C1

C 2.

bh=BodyHash==;
b=UASI Si ghat ur e==
DKI M Si gnhature: v=1; a=rsa-sha256; d=exanple.com
s=dki n2024; ... [standard DKI M si gnat ure]
From ceo@xanpl e.com
To: board@xanpl e. org
Subject: QL Results

The receiving MIA verifies both signatures independently. DKIM
result feeds into DMARC eval uation. UASI result feeds into UASI
policy evaluation. Both can pass, providing defense in depth.

endi x B. Conparison with Existing Mechanisns

o e e oo T T T T T +
| Feature | DKIM | SPF | RFC9421| niflLS | UASI |
Fom e e e oo Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - +
| Protocol scope | Email | Email | HTTP | Any/TLS| Any |
| Authenticates | Domain | IP | Signer | Cert | Domain |
| Key distribution | DNS | DNS | App | PKI/CA | DNS |
| Policy framework | (DMARC)| (DMARC)| No | No | Yes |
| Body signing | Yes | No | Yes | No(l) | Yes |
| Cross-protocol | No | No | No | NA | Yes |
| Replay protect | Partial| NA | Partial| Yes | Yes(2) |
| 10T suitable | No | No | No | Heavy | Yes(3) |
| Del egation | CNAME | incl | Manual | SubCA | CNAME |
| DNS privacy | NA | NA | NA | NA | (4) |
Fom e e e oo R R R R R +

(1) nTLS secures the channel, not individual nessages.

(2) Cross-protocol via z=tag. Intra-protocol via optional n=
nonce tag (Section 7.5).

(3) Public key for capable devices; KDF-hint nodel (Sec 12.4)
for constrai ned devices.

(4) See Section 12.6 for DNS query privacy considerations and
DoT/ DoH niti gati on.

endi x C. Selector Managenent Patterns
. Mcroservice Architecture

A mcroservice deploynent with 50 services, each with its own
sel ector:

Nam ng conventi on:
<servi ce- nane>- <YYYYMMDD>. uasi . <domai n>

Exanpl e:
order-svc-20260315. uasi. api . exanpl e. com
paynent - svc- 20260315. uasi . api . exanpl e. com
notification-svc-20260315. uasi . api . exanpl e.com

Aut omat i on:
The CI/CD pipeline generates a new key pair on each quarterly
rotation, publishes the new selector via DNS APlI, updates the
service's signing configuration, and schedules the old
sel ector for deletion after 48 hours (old TTL + delivery
buffer).

Moni t ori ng:
A cron job queries all *. uasi.api.exanple.comselectors and
alerts if any key’'s "x=" expiry is within 7 days.

| oT Fl eet



A fleet of 5,000 sensors divided into 5 groups of 1, 000:

Nam ng conventi on:
fl eet - <gr oup>- <YYYYMW>. _uasi . <donmai n>

Exanpl e:
fl eet-a-202603. uasi.iot.exanple.com
fl eet-b-202603. uasi.iot.exanple.com

fiéet-e-202603._uasi.iot.exanple.com

Key materi al
Each group uses the KDF-hint nodel (Section 12.4) with a
per-group shared secret provisioned during device enrollnent.

Salt rotation:
Monthly salt rotation via DNS update. Devices derive the new
HVAC key on next boot or configuration refresh. No secret
re- provi si oni ng needed.

C. 3. SaaS Provider with Custoner Del egation

A SaaS provider (saas.exanple.con) sendi ng webhooks on behal f
of 1,000 custoners:

Customer DNS setup (one CNAME per custoner):
webhooks. uasi.custonmerl.com CNAME wh. uasi.saas. exanpl e. com
webhooks. _uasi . customer2.com CNAME wh. uasi.saas. exanpl e. com

SaaS provi der manages:
A single key pair under wh. uasi.saas. exanpl e.com
Si gnat ures use d=custonerl.com (the custoner’s donain).
Verifiers resolve via CNAME to the SaaS provider’s key.

This scales linearly: adding a new custoner requires one CNAME
record, not a new key pair.
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