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Abst r act

Digital signatures are used within X. 509 certificates and Certificate
Revocation Lists (CRLs), and to sign nessages. This docunent
specifies the conventions for using, the forthcom ng, FIPS 206, the
Fast - Fouri er Transform over NTRU- Lattice-Based Digital Signature

Al gorithm (FN-DSA), in Internet X 509 certificates and CRLs. The
conventions for the associ ated signatures, subject public keys, and
private key are also descri bed.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://seanturner.github.io/fn-dsa-certificates/draft-turner-I|anps-
fn-dsa-certificates.htm. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-turner-I|anps-fn-
dsa-certificates/.

Di scussion of this docunent takes place on the Limted Additional
Mechani sns for PKI X and SM ME Working Group mailing |ist

(mailto: spasm@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/spasni. Subscribe at
https://ww.ietf.org/ mailman/listinfo/spasni.

Source for this draft and an issue tracker can be found at
https://github. coml seanturner/fn-dsa-certificates.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The Fast-Fourier Transform over NTRU Lattice-Based Digital Signature
Al gorithm (FN-DSA) is a quantumresistant digital signature scheme
standardi zed by the US National Institute of Standards and Technol ogy
(NI'ST) PQC project [NIST-PQC] in, the forthcom ng, [FIPS206]. This
docunent specifies the use of the FNNDSA in Public Key Infrastructure
X. 509 (PKIX) certificates and Certificate Revocation Lists (CRLs) at
two security levels: FN-DSA-512 and FN- DSA- 1024.

Prior to standardi zati on, FN-DSA was known as Fal con. FN DSA and
Fal con are not conpati bl e.

[ FI PS206] defines two variants of FL-DSA: pure and pre-hash. Only
the former is specified in this document. See Section 8 for the
rationale. The pure variant of FN DSA supports the typical pre-hash
flow

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. ldentifiers
The Algorithm dentifier type is defined in [ RFC5912] as foll ows:
Al gorithm dentifier{ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),

parameters ALGORI THW TYPE.
&Par ans({ Al gorithnBet}{@l gorithn}) OPTI ONAL

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in Al gorithm dentifier have the foll owi ng neani ngs:
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* algorithmidentifies the cryptographic algorithmw th an object
identifier (AQOD).

* paranmeters, which are optional, are the associated paraneters for
the algorithmidentifier in the algorithmfield.

The NI ST-registered ODs [CSOR] are:

| NOTE: The A DS, once registered by NIST, will be included
| bel ow.

i d-fn-dsa-512 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) sigAl gs(3) id-fn-dsa-512(TBD) }

i d-fn-dsa-1024 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) sigAl gs(3) id-fn-dsa-1024(TBD) }

The contents of the paranmeters conponent for each al gorithm MJST be
absent .

3. FN-DSA Signhatures in PKIX

FN-DSA is a lattice-based digital signature scheme based on the GPV
hash- and-sign framework [ GPV0O8], instantiated over NTRU (N-th Degree
Truncated Polynomial Ring Unit) lattices with Fast Fourier sanpling
techni ques [DP16]. The security is based upon the hardness of the
underlying FN-DSA is the SIS (Short Integer Sol ution) problemover
NTRU | attices. FN-DSA provides two paraneter sets for the NI ST PQC
security categories 512 and 1024.

Signatures are used in a nunmber of different ASN.1 structures. As
shown in the ASN. 1 equivalent to that in [RFC5280] below, in an X 509
certificate, a signature is encoded with an algorithmidentifier in
the signatureAlgorithmattribute and a signatureValue attribute that
contai ns the actual signature.
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Certificate ::= SIGNED{ TBSCertificate }
S| GNED{ ToBeSi gned} ::= SEQUENCE ({
t oBeSi gned ToBeSi gned,
al gorithm dentifier SEQUENCE {
al gorithm SI GNATURE- ALGORI THM
& d({Si gnatureAl gorithns}),
paraneters SI GNATURE- ALGORI THM

&Par anms({ Si gnat ur eAl gori t hns}
{@l gorithm dentifier.algorithnt)
OPTI ONAL
I
signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{Si gnat ur eAl gorit hms}
{@l gorithmdentifier.algorithnt))

}

Signatures are also used in the CRL list ASN. 1, the representation
below is equivalent to that in [RFC5280]. In an X. 509 CRL, a
signature is encoded with an algorithmidentifier in the
signatureAlgorithmattribute and a signatureVal ue attribute that
contains the actual signature.

CertificateList ::= SIGNED{ TBSCertList }

The foll owi ng SI GNATURE- ALGORI THM ASN. 1 cl asses are for FN DSA-512
and FN- DSA- 1024:

sa-fn-dsa-512 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-fn-dsa-512
PARAMS ARE absent
PUBLI C- KEYS { pk-fn-dsa-512 }
SM ME- CAPS { | DENTI FI ED BY id-fn-dsa-512 }

}

sa-fn-dsa-1024 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- f n-dsa- 1024
PARAMS ARE absent
PUBLI C- KEYS { pk-fn-dsa-1024 }
SM ME- CAPS { | DENTI FI ED BY id-fn-dsa-1024 }

}

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680].

The identifiers defined in Section 2 can be used as the

Algorithmdentifier in the signatureAlgorithmfield in the sequence
Certificate/CertificateList and the signature field in the sequence
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TBSCertificate/ TBSCertList in certificates and CRLs, respectively,

[ RFC5280]. The paranmeters of these signature algorithms MIST be
absent, as explained in Section 2. That is, the Algorithmdentifier
SHALL be a SEQUENCE of one conponent, the O D id-fn-dsa-*, where * is
512 or 1024 -- see Section 2.

| TODO Insert reference for context string (assuming there is
| one).

The signatureValue field contains the correspondi ng FN-DSA signature
conput ed upon the ASN. 1 DER-encoded TBSCertificate/ TBSCertLi st

[ RFC5280]. The optional context string (ctx) paraneter as defined in
Section X of [FIPS206] is left to its default value: the enpty
string.

Conforming Certification Authority (CA) inplenentations MJIST specify
the algorithnms explicitly by using the O Ds specified in Section 2
when encodi ng FN-DSA signatures in certificates and CRLs. Conform ng
client inplenentations that process certificates and CRLs using FN
DSA MUST recogni ze the corresponding O Ds. Encoding rules for FN DSA
signature values are specified in Section 2.

4. FN-DSA Public Keys in PKIX

In the X. 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax:

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |0Set} ::= SEQUENCE {

al gorithm Al gorithm dentifier {PUBLI CKEY, {lCSet}},
subj ect Publ i cKey BI T STRI NG

| NOTE: The above syntax is from[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in SubjectPublicKeylnfo have the follow ng neaning:

* algorithmis the algorithmidentifier and parameters for the
public key (see above).

* subj ectPublicKey contains the public key.
| TODO Include reference to FIPS s section.
Section XX of [FIPS206] defines the raw byte string encodi ng of an

FN- DSA public key. When used in a SubjectPublicKeylnfo type, the
subj ect Publ i cKey BIT STRING contains this raw byte string encodi ng of
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the public key. Wen an FN-DSA public key appears outside of a

Subj ect Publ i cKeyl nfo type in an environment that uses ASN. 1 encodi ng,
it could be encoded as an OCTET STRING by using the FN- DSA-

512- Publ i ckey and FN- DSA- 1024- Publ i cKey types corresponding to the
correct key size defined bel ow.

The PUBLI C-KEY ASN. 1 types for FN-DSA are defined here:
| TODO Include key sizes bel ow

pk-fn-dsa-512 PUBLI CG-KEY ::= {
| DENTI FI ER i d-f n-dsa- 512
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSi gn }
-- PRIVATE-KEY no ASN. 1 w appi ng; YYYY octets --
}

pk-fn-dsa-87 PUBLI G- KEY ::= {
| DENTI FI ER i d-f n-dsa- 1024
-- KEY no ASN. 1 w apping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping; YYYY octets --
}

FN- DSA- 512- Publ i cKey ::= OCTET STRING (Sl ZE (897))
FN- DSA- 1024- Publ i cKey ::= OCTET STRING (Sl ZE (1793))
FN- DSA- Pri vat eKey ::= OCTET STRING (S| ZE (32))

| NOTE: The above syntax is from[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680].

[ RFC5958] specifies the Asymmetric Key Package’' s OneAsymmetri cKey
type for encoding asymretric keypairs. Wen an FN-DSA private key or
keypair is encoded as a OneAsymmetricKey, it follows the description
in Section 6.

When the FN-DSA private key appears outside of an Asymmetric Key
Package in an environnent that uses ASN. 1 encoding, it can be encoded
usi ng FN- DSA- Pri vat eKey.

Appendi x C cont ai ns exanpl e FN-DSA public keys encoded using the
textual encoding defined in [ RFC7468].
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5.

Key Usage Bits
The intended application for the key is indicated in the keyUsage
certificate extension; see Section 4.2.1.3 of [RFC5280]. |If the
keyUsage extension is present in a certificate that includes id-fn-
dsa-* (where * is 512 or 1024 -- see Section 2) in the
Subj ect Publ i cKeyl nfo, then the subject public key can only be used
for verifying digital signatures on certificates or CRLs, or those
used in an entity authentication service, a data origin
aut hentication service, an integrity service, and/or a non-
repudi ati on service that protects against the signing entity falsely
denying sone action. This neans that the keyUsage extension MJST
have at | east one of the following bits set:
* digital Signature
* nonRepudi ati on
*  keyCertSign
* cRLSi gn

FN- DSA subj ect public keys cannot be used to establish keys or
encrypt data, so the keyUsage extensi on MUST NOT have any of
followi ng bits set:
* keyEnci pher nent
* dat akEnci pher nent
*  keyAgreenent
* enci pherOnly
* deci pherOnly

Requi renments about the keyUsage extension bits defined in [ RFC5280]
still apply.

Private Key Format
| NOTE: Hope the following is true

[ FI PS206] specifies an FN-DSA private key as a 32-octet seed ([f)
(GREEK SMALL LETTER XI, U+03BE).
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"Asynmetric Key Packages" [RFC5958] specifies how to encode a private
key in a structure that both identifies what algorithmthe private
key is for and allows for the public key and additional attributes
about the key to be included as well. For illustration, the ASN 1
structure OneAsymmetricKey is replicated bel ow

OneAsymet ri cKey :: = SEQUENCE {
versi on Ver si on,
privat eKeyAl gorithm SEQUENCE ({
al gorithm PUBLI C- KEY. & d({PublicKeySet}),
par aneters PUBLI C- KEY. &Par ans( { Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL}
pri vat eKey OCTET STRI NG ( CONTAI NI NG

PUBLI C- KEY. &Pr i vat eKey({ Publ i cKeySet }
{@rivateKeyAl gorithmal gorithnt})),
attributes [0] Attributes OPTI ONAL,

[[2: publicKey [1] BI'T STRI NG ( CONTAI NI NG
PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL 17,

| NOTE: The above syntax is from [RFC5958] and is conpatible with
| the 2021 ASN.1 syntax [ X680].

For FN-DSA private keys, the privateKey field in OneAsymretri cKey
contains raw octet string encoding of the 32-octet seed.

Appendi x C cont ai ns exanpl e FN-DSA private keys encoded using the
textual encoding defined in [ RFC7468].

7. 1 ANA Consi derations
For the ASN. 1 nodul e in Appendix A |ANA [is requested/ has assigned]

the follow ng object identifier (OD) in the "SM Security for PKIX
Modul e Identifier"” registry (1.3.6.1.5.5.7.0):

R ety Sl ey sl —p—p—_—r o
| Decimal | Description | Reference |
B e oo ooy e e e o1
| TBD | id-nod-x509-fn-dsa-2026 | This RFC |
F---- - - - B T I I F--- - - - +

Table 1. Object ldentifier Assignnents

Massi no, et al. Expires 8 May 2026 [ Page 9]



Internet-Draft FN-DSA in Certificates Novenber 2025

8. Operational Considerations
8.1. Rationale for Disallow ng HashFN- DSA
| TODO Get section reference for HashFN DSA.

The HashFN- DSA node defined in Section X X of [FIPS206] MJST NOT be
used; in other words, public keys identified by id-hash-fn-dsa-512-
wi t h-sha512 and i d- hash-fn-dsa-1024-w th-sha512 MJUST NOT be in X 509
certificates used for CRLs, OCSP, certificate issuance, and rel ated
PKI X protocols. This restriction is primarily to increase
interoperability.

FN- DSA and HashFN-DSA are inconpatible algorithns that require
different Verify() routines. This introduces the conplexity of
informng the verifier whether to use FN-DSA. Verify() or HashFN

DSA. Verify(). Additionally, since the same O Ds are used to identify
the FN-DSA public keys and FN-DSA signature algorithns, an

i mpl ementation would need to conmit a given public key to be either
of type FN-DSA or HashFN-DSA at the tine of certificate creation.
This is anticipated to cause operational issues in contexts where the
operator does not know whether the key will need to produce pure or
pre- hashed signatures at key-generation tine.

9. Security Considerations

| TODO Most copied fromRFC 9881. Dropped the bit about

| Gaussian sanpling. Also, FNNDSA is only going to support

| randonized sigs, | figured we could use the text about why they
| didn’t pick deterministic to introduce floating-point issues.

The Security Considerations section of [RFC5280] applies to this
specification as well.

| TODO Verify EUF-CVA. Get #s for chosen nessages

The FN-DSA signhature schene i s unforgeabl e under chosen nessage
attacks (EUF-CMA). For the purpose of estimating security strength,
it has been assunmed that the attacker has access to signatures for no
nmore than 22{ XX} chosen nessages.

| TODO Get section reference.

FN- DSA depends on hi gh quality random nunbers that are suitable for
use in cryptography. The use of inadequate pseudo-random numnber
generators (PRNGs) to generate such values can significantly
underm ne various security properties. For instance, using an

i nadequat e PRNG for key generation, night allow an attacker to
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10.

10.

efficiently recover the private key by trying a small set of
possibilities, rather than brute force search the whol e keyspace

The generation of random nunbers of a sufficient |evel of quality for
use in cryptography is difficult; see Section X X X of [FIPS206] for
sone additional infornation.

In the design of FN-DSA, care has been taken to nmke side-channe
resilience easier to achieve. Inplenentations must still take great
care not to leak information via various side channels. Wile

del i berate design decisions such as these can help to deliver a
greater ease of secure inplenmentation - particularly against side-
channel attacks - it does not necessarily provide resistance to nore
powerful attacks such as differential power analysis. Sone anmount of
si de- channel | eakage has been denonstrated in parts of the signing
al gorithm (specifically the bit-unpacking function), fromwhich a
denonstrati on of key recovery has been nade over a |arge sanple of
signatures. Masking counterneasures exist for FN-DSA, but cone with
a performance overhead.

| TODO Expand the following to also talk about floating point
| inplenentation chall enges.

FN-DSA only offers random zed signing. Determnistic signhing could
be dangerous as nistakes in floating-point inplenmentation could cause
different signatures for sane hash

| TODO Get reference.

A security property also associated with digital signatures is non-
repudi ati on. Non-repudiation refers to the assurance that the owner
of a signature key pair that was capabl e of generating an existing
signature corresponding to certain data cannot convincingly deny
havi ng signed the data, unless its private key was conprom sed. The
digital signature schene FN- DSA possess three security properties
beyond unforgeability, that are associated with non-repudiation
These are exclusive ownership, nmessage-bound signhatures, and non-
resignability. These properties are based tightly on the assuned
collision resistance of the hash function used (in this case SHAKE-
256). A full discussion of these properties in FN-DSA can be found
at  XXXX.
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Appendi x A ASN. 1 Modul e

Thi s appendi x includes the ASN. 1 nodul e [ X680] for the FN-DSA. Note
that as per [RFC5280], certificates use the Distinguished Encoding
Rul es; see [X690]. This nodule inports objects from|[RFC5912].

<CODE BEG NS>

X509- FN- DSA- 2026

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- x509- f n- dsa- 2026( TBD1) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL,;
| MPORTS
PUBLI C- KEY, S| GNATURE- ALGORI THM
FROM Al gorithm nformation-2009 -- [RFC 5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) } ;

-- FN-DSA ldentifiers

Massi no, et al. Expires 8 May 2026 [ Page 13]



Internet-Draft FN-DSA in Certificates Novenber 2025

ni st Algorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAlgorithns(4) }

si gAl gs OBJECT IDENTIFIER ::={ nistAlgorithnms 3}
i d-fn-dsa-512 OBJECT IDENTIFIER ::= { sigAlgs XX}
i d-fn-dsa-1024 OBJECT IDENTIFIER ::= { sigAlgs XX}

-- Public Key Al gorithns

Publ i cKeys PUBLI G- KEY ::= {
-- This expands PublicKeys from [ RFC 5912]
pk-fn-dsa-512 |
pk-f n-dsa- 1024,

}
-- FN-DSA Public Keys
pk-fn-dsa-512 PUBLI G- KEY ::= {
| DENTI FI ER i d-f n-dsa-512
-- KEY no ASN. 1 wrapping; XXXX octets --
PARAMS ARE absent
CERT- KEY- USAGE { digital Signature, nonRepudi ati on,
keyCert Si gn, cRLSign }
-- PRI VATE-KEY no ASN. 1 w appi ng; YYYY octets --
}
pk-fn-dsa- 1024 PUBLI C-KEY ::= {
| DENTI FI ER i d-f n-dsa- 1024
-- KEY no ASN. 1 wappi ng; XXXX octets --
PARAMS ARE absent
CERT- KEY- USAGE { digital Signature, nonRepudi ati on,
keyCert Sign, cRLSign }
-- PRI VATE-KEY no ASN. 1 w appi ng; YYYY octets --
}
FN- DSA- 512- Publ i cKey ::= OCTET STRING (Sl ZE (897))
FN- DSA- 1024- Publ i cKey ::= OCTET STRING (Sl ZE (1793))
FN- DSA- Privat eKey ::= OCTET STRI NG (SI ZE (32))
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-- Signature Al gorithmns

Si gnatureAl gorithns SI GNATURE- ALGORI THM : : = {
-- This expands SighatureAl gorithnms from[RFC 5912]
sa-fn-dsa-512 |
sa-fn-dsa-1024,
}

-- M.-DSA Signature Algorithmldentifiers

sa-fn-dsa-512 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-f n-dsa-512
PARAMS ARE absent
PUBLI C- KEYS { pk-fn-dsa-512 }
SM ME- CAPS { | DENTI FI ED BY id-fn-dsa-512 }

}

sa-fn-dsa-1024 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-f n-dsa- 1024
PARAMS ARE absent
PUBLI C- KEYS { pk-fn-dsa-1024 }
SM ME- CAPS { | DENTI FI ED BY id-fn-dsa-1024 }

}

END
<CODE ENDS>

Appendi x B. Security Strengths
| TODO
Appendi x C. Exanpl es

Thi s appendi x cont ai ns exanpl es of FN-DSA private keys, public keys,
certificates, and inconsistent seed and expanded private keys.

C.1. Exanple Private Keys

The foll owi ng exanpl es show FN-DSA private keys in different formats,
all derived fromthe same seed 000102...1elf. For each security

| evel, we show the seed-only format (using a context-specific [0]
primtive tag with an inplicit encoding of OCTET STRING, the
expanded format, and both formats together.
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NOTE: Al l exampl es use the same seed val ue, showi ng how t he sanme seed
produces different expanded private keys for each security |evel.

C.1.1. FNDSA-512 Private Key Exanpl es

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

| TODO
C.1.2. FN DSA-1024 Private Key Exanples

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

| TODO
C. 2. Exanple Public Keys

The following is the FN-DSA-512 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sarme.

| TODO

The following is the FN-DSA-1024 public key corresponding to the
private key in the previous section. The textual encodi ng [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.

| TODO
C.3. Exanple Certificates

| NOTE: The exanple certificates in this section have key usage
| bits set to digital Signature, keyCertSign, and cRLSignh to

| lessen the nunmber of exanples, i.e., brevity. Certificate

| Policies (CPs) [ RFC3647] for production CAs should consider

| whether this conbination is appropriate.

The following is a self-signed certificate for the FN-DSA-512 public
key in the previous section. The textual encoding [ RFC7468] is

followed by the so-called "pretty print"; the certificates are the
sare.

| TODO
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The following is a self-signed certificate for the FN-DSA-1024 public
key in the previous section. The textual encoding [ RFC7468] is
followed by the so-called "pretty print"; the certificates are the
samne.
| TODO
Acknowl edgrent s
| TODO
Aut hors’ Addresses
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