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Abst ract

The Fast-Fourier Transform over NTRU Lattice-Based Digital Signature
Al gorithm (FN-DSA), as defined by NIST in FIPS 206, is a post-quantum
digital signature schene that ains to be secure agai nst an adversary

i n possession of a Cryptographically Rel evant Quantum Conput er

(CRQC). This docunent specifies the conventions for using the FN DSA
signature algorithmw th the Cryptographic Message Syntax (CMS). In
addition, the algorithmidentifier is provided.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://seanturner.github.io/cnms-fn-dsa/draft-turner-I|anps-cns-fn-
dsa.html. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-turner-|anps-cns-fn-dsa/.

Di scussi on of this docunent takes place on the Limted Additional
Mechani sns for PKI X and SM ME Working Group mailing |ist

(rmailto: spasm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spasni. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spasni.

Source for this draft and an issue tracker can be found at
https://github. com seanturner/cns-fn-dsa.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Fast-Fourier Transform over NTRU- Lattice-Based Digital Signature
Algorithm (FN-DSA) is a digital signature algorithm standardi sed by
the US National Institute of Standards and Technol ogy (NI ST) as part

of their post-quantum cryptography standardisation process. It is
i ntended to be secure against both "traditional" cryptographic
attacks, as well as attacks utilising a quantum conputer. It offers

smal | er signatures and significantly faster runtimes than SLH DSA

[ FI PS205], an alternative post-quantum signature algorithmal so
standardi sed by NIST. This docunent specifies the use of the FN DSA
in the CM5 at two security levels: FN-DSA-512 and FN- DSA-1024. See
Appendi x B of |-D.turner-1lanps-fn-dsa-certificates for nore
information on the security levels and key sizes of FN DSA.

Prior to standardi sati on, FN-DSA was known as Fal con. FN DSA and
Fal con are not conpati bl e.

For each of the FN-DSA paranmeter sets, an algorithmidentifier Object
Identifier (O D) has been specified.

1.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

2. FN-DSA Algorithmldentifiers

Many ASN. 1 data structure types use the Algorithmdentifier type to
identify cryptographic algorithnms. 1In the CV5, the
Algorithmdentifier field is used to identify FN-DSA signatures in
the signed-data content type. They may al so appear in X 509
certificates used to verify those signatures. The sane

Al gorithm dentifier values are used to identify FN DSA public keys
and signature algorithns. |[|-D.turner-Ilanps-fn-dsa-certificates
describes the use of FNN-DSA in X. 509 certificates. The
Algorithmdentifier type is defined as foll ows:

Al gorithm dentifier{ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),
parameters ALGORI THW TYPE.
&Par ans({ Al gorithnBet}{@l gorithn}) OPTI ONAL
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3.

3.

| NOTE: The above syntax is from|[RFC5911] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in the Algorithm dentifier type have the foll ow ng
meani ngs:

algorithm The algorithmfield contains an OD that identifies the
cryptographic algorithmin use. The O Ds for FN-DSA are descri bed
bel ow.

paraneters: The paranmeters field contains paranmeter information for
the algorithmidentified by the ODin the algorithmfield. Each
FN- DSA parameter set is identified by its own algorithm A D, so
there is no relevant information to include in this field. As
such, paraneters MJST be onmitted when encodi ng an FN- DSA
Al gorithm dentifier.

The O Ds for FN-DSA are defined in the NI ST Conputer Security bjects
Regi ster [CSOR], and are reproduced here for conveni ence.

| TODO N ST WLL ASSI GN THESE.

sigAlgs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithms(4) 3}

i d-fn-dsa-512 OBJECT IDENTIFIER ::= { sigAlgs TBD }
i d-fn-dsa-1024 OBJECT IDENTIFIER ::= { sigAlgs TBD }
Si gned- Dat a Conventi ons
1. Pure Mde vs Pre-hash Mde

[ RFC5652] specifies that digital signatures for CMs are produced

usi ng a digest of the nessage to be signed and the signer’'s private
key. At the tine of publication of that RFC, all signature

al gorithms supported in the CM5 required a nessage digest to be
calculated externally to that algorithm which would then be supplied
to the algorithminplenmentati on when cal cul ati ng and verifying
signatures. Since then, EdDSA [ RFC8032], M.-DSA [FI PS20], and SLH
DSA [ FI PS205], have al so been standardi sed, and these al gorithns

support both a "pure" and "pre-hash" node. |n the pre-hash node, a
message di gest (the "pre-hash") is calcul ated separately and supplied
to the signature algorithm as described above. 1In the pure node, the

message to be signed or verified is instead supplied directly to the
signature algorithm \Wen EJDSA [ RFC8419], SLH DSA [ RFC9814], and
M.- DSA [ RFC9882] are used with CM5, only the pure node of those
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algorithnms is specified. This is because in nost situations, CMS
signatures are conputed over a set of signed attributes that contain
a hash of the content, rather than being conputed over the nessage
content itself. Since signed attributes are typically small, use of
pre-hash nodes in the CVS woul d not significantly reduce the size of
the data to be signed, and hence offers no benefit. This docunent
follows that convention and does not specify the use of FN-DSA's pre-
hash node ("HashFN-DSA') in the CMVB

3.2. Signature Ceneration and Verification

[ RFC5652] describes the two nethods that are used to cal cul ate and
verify signatures in the CM5. One nethod is used when signed
attributes are present in the signedAttrs field of the rel evant
Signerlinfo, and another is used when signed attributes are absent.
Each net hod produces a different "nessage digest" to be supplied to
the signature algorithmin question, but because the pure node of FN
DSA is used, the "nessage digest" is in fact the entire nessage. Use
of signed attributes is preferred, but the conventions for signed-
data wi thout signed attributes is also described bel ow for
conpl et eness.

When signed attributes are absent, FN-DSA (pure node) signatures are
conmput ed over the content of the signed-data. As described in
Section 5.4 of [RFC5652], the "content" of a signed-data is the val ue
of the encapContentlnfo eContent OCTET STRING The tag and |l ength
octets are not included.

When signed attributes are included, FN-DSA (pure node) signatures
are conputed over the conplete DER [ X690] encodi ng of the SignedAttrs
val ue contained in the Signerinfo's signedAttrs field. As described
in Section 5.4 of [RFC5652], this encoding includes the tag and

Il ength octets, but an EXPLICIT SET OF tag is used rather than the
IMPLICIT \[O\] tag that appears in the final nmessage. At a nmininmm
the signedAttrs field MJUST at mninuminclude a content-type
attribute and a nessage-digest attribute. The nmessage-di gest
attribute contains a hash of the content of the signed-data, where
the content is as described for the absent signed attributes case
above. Recal cul ation of the hash value by the recipient is an
important step in signature verification

Section 4 of [RFC9814] describes how, when the content of a signed-
data is large, performance nmay be inproved by including signed
attributes. This is as true for FN-DSA as it is for SLH DSA,

al t hough FN-DSA signature generation and verification is
significantly faster than SLH DSA.
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FN- DSA has a context string input that can be used to ensure that
different signatures are generated for different application
contexts. \When using FN-DSA as specified in this docunment, the
context string is set to the enpty string.

3.3. Signerlnfo Content
When using FN-DSA, the fields of a Signerinfo are used as foll ows:
| TODO Include text on security strength.

digestAlgorithm Per Section 5.3 of [RFC5652], the digestAl gorithm
field identifies the nessage di gest algorithmused by the signer,
and any associ ated parameters. Each FN- DSA paraneter set

Table 1 shows appropriate SHA-2 and SHA-3 di gest

al gorithms for each paraneter set. SHA-512 [FIPS180] MJST be
supported for use with the variants of FNNDSA in this docunent.
SHA-512 is suitable for all FN DSA paraneter sets and provi des an
i nteroperable option for | egacy CMVS inplenentations that wish to
mgrate to use post-quantum cryptography, but that nmay not support
use of SHA-3 derivatives at the CMs | ayer. However, other hash
functions MAY al so be supported; in particular, SHAKE256 SHOULD be
supported, as this is the digest algorithmused internally in FN
DSA. Wen SHA-512 is used, the id-sha512 [ RFC5754] di gest
algorithmidentifier is used and the paranmeters field MJST be
omtted. Wen SHAKE256 is used, the id-shake256 [ RFC8702] di gest
algorithmidentifier is used and the parameters field MJST be
omtted. SHAKE256 produces 512 bits of output when used as a
message digest algorithmin the CVB

VWhen si gni ng using FN-DSA wi t hout including signed attributes, the
algorithm specified in the digestAlgorithmfield has no neaning,
as FN-DSA conputes signatures over entire nessages rather than
externally conputed digests. As such, the considerations above
and in Table 1 do not apply. Nonetheless, in this case

i mpl ement ati ons MJST specify SHA-512 as the digestAl gorithmin
order to minimse the |likelihood of an interoperability failure.
When processing a Signerlnfo signed using FN-DSA, if no signed
attributes are present, inplenentations MJST ignore the content of
the digestAl gorithmfield.

| TODO Verify table entries.
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| Signhature Algorithm | Digest Al gorithns |
[} g ——————————— s p—p—_—_—r
| FN-DSA-512 | SHA-256, SHA-384, SHA-512, SHA3-256, |
| | SHA3-384, SHA3-512, SHAKE128, SHAKE256 |
- T +
| FN-DSA-1024 | SHA-512, SHA3-512, SHAKE256 |
Tt o e e e e e e e e e e e e e e e e e e e e e e o +

Table 1. Suitable Digest Algorithns for FN DSA

signatureAl gorithm The signatureAl gorithmfield MJIST contain one of
the FN-DSA signature algorithm O Ds, and the paraneters field MJST
be absent. The algorithm O D MJST be one of the followi ng O Ds
described in Section 2:

| Signature Algorithm| Algorithmldentifier QD |
| FN-DSA-512 | id-fn-dsa-512 |
Fom e e ea oo Fom e e e e e eoooo oo +
| FN-DSA-10124 | id-fn-dsa-1024 |
oo oo +

Table 2: Signature algorithmidentifier O Ds
for FN-DSA

| TODO Verify paragraph references.

signature: The signature field contains the signature val ue
resulting fromthe use of the FN-DSA signature algorithm
identified by the signatureAlgorithmfield. The FN-DSA (pure
nmode) signature-generation operation is specified in Section X X
of [FIPS206], and the signature-verification operation is
specified in Section X. X of [FIPS206]. Note that Section 5.6 of
[ RFC5652] pl aces further requirenents on the successful
verification of a signature.

4. Security Considerations

The security considerations in [RFC5652] and |-D.turner-I|anps-fn-dsa-
certificates apply to this specification.

Security of the FN-DSA private key is critical. Conprom se of the
private key will enable an adversary to forge arbitrary signatures.

| TODO Verify paragraph reference.
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FN- DSA depends on high quality random nunbers that are suitable for
use in cryptography. The use of inadequate pseudo-random numnber
generators (PRNGs) to generate such values can significantly
underm ne the security properties offered by a cryptographic
algorithm For instance, an attacker may find it nuch easier to
reproduce the PRNG environment that produced any private keys,
searching the resulting small set of possibilities, rather than
brute-force searching the whol e key space. The generation of random
nunbers of a sufficient level of quality for use in cryptography is
difficult; see Section X X X of [FIPS206] for sone additiona

i nformation.

| TODO Insert references for active research

FN- DSA si gnature generation uses randomess fromtwo sources: fresh
random dat a generated during signature generation, and preconputed
random data included in the signer’s private key. Inclusion of both
sources of random data can help mitigate against faulty random nunber
generators, side-channel attacks, and fault attacks. Lack of fresh
random data during FN-DSA signature generation leads to a
differential fault attack [BD23]. Side channel attacks and fault
attacks against FN-DSA are an active area of research XX XX. Future
protection agai nst these styles of attack nmay involve interoperable
changes to the inplementation of FN-DSA' s internal functions.

| mpl enent ers SHOULD consi der inpl enenting such protection neasures if
it would be beneficial for their particular use cases.

To avoid algorithm substitution attacks, the CMSAl gorithnProtection
attribute defined in [RFC6211] SHOULD be included in signed
attributes

5. Operational Considerations

If FN-DSA signing is inplenented in a hardware device such as a
hardware security nodule (HSM or a portable cryptographic token,

i npl ementers night want to avoid sending the full content to the
device for performance reasons. By including signed attributes,

whi ch necessarily includes the nmessage-digest attribute and the
content-type attribute as described in Section 5.3 of [RFC5652], the
much small er set of signed attributes are sent to the device for

si gni ng.

6. | ANA Consi derations
For the ASN. 1 nodul e in Appendix A, IANA [ is requested/has assigned

] the following object identifier (OD) in the "SM Security for S/
M ME Module Identifier" registry (1.2.840.113549.1.9.16.0):
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f ool oo s s
| Decimal | Description | Reference |
[ oo e oot s el
| TBD | id-mod-fn-dsa-2026 | This RFC |
e oo - oo e ee oo e e +
Tabl e 3: Object ldentifier Assignments
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Appendi x A ASN. 1 Modul e
| RFC EDI TOR: Pl ease replace the reference to I-D.turner-I|anps-

| fn-dsa-certificates in the ASN.1 nodule below with a reference
| the correspondi ng published RFC.
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<CCDE BEG NS>
FN- DSA- Modul e- 2026
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
i d-smine(16) id-nod(0) id-nod-fn-dsa-2026(TBD1) }

DEFI NI TIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL,;

| MPORTS SI GNATURE- ALGORI THM  SM ME- CAPS
FROM Al gorithm nformation-2009 -- in [ RFC5911]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d-nod- al gorithm nformation-02(58) }

sa-fn-dsa-512, sa-fn-dsa-10124
FROM X509- FN- DSA- 2026 -- From [I-D.turner-lanps-fn-dsa-certificates]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- mod- x509- f n- dsa- 2024( TBD2) } ;

-- Expand the signature algorithmset used by CM5 [ RFC5911]

Si gnat ureAl gorit hnSet SI GNATURE- ALGORI THM : : = {
sa-fn-dsa-512 |
sa-f n-dsa- 1024,
}
SM neCaps SM ME-CAPS :: = {
sa-fn-dsa-512. &m meCaps |
sa-fn-dsa-1024. &m neCaps,
}

END
<CODE ENDS>

Appendi x B. Exanpl es
Thi s appendi x cont ai ns exanpl e si gned-data encodi ngs. They can be
verified using the exanple public keys and certificates specified in
Appendi x C of |-D.turner-1anps-fn-dsa-certificates.

The following is an exanple of a signed-data with a single FN- DSA-512
signer, with signed attributes included:

| TODO Get Exanpl e.
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The following is an exanple of a signed-data with a single FN
DSA- 1024 signer, with signed attributes included:
| TODO Get Exanple
Acknowl edgnent s
| TODO

Thi s docunent was heavily influenced by [ RFC8419], [RFC9814], and
[ RFC9881]. Thanks go to the authors of those docunents.
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