Net wor k Wor ki ng G oup M Becke

I nternet-Draft HAW Hambur g
I ntended status: Experinental T. Dreibhol z
Expires: 16 Septenber 2026 Si nul aMet
N. Ekiz

University of Del anare

J. lyengar

Franklin and Marshall College
P. Nat araj an

Cisco Systens

R R Stewart

Netflix
M T xen

Mitinster Univ. of Appl. Sciences
15 March 2026

Load Sharing for the Stream Control Transm ssion Protocol (SCTP)
draft-tuexen-tsvwg-sctp-nultipath-31

Abstract

The Stream Control Transm ssion Protocol (SCTP) supports mnulti-hom ng
for providing network fault tol erance. However, nmainly one path is
used for data transmission. Only tiner-based retransm ssions are
carried over other paths as well.

Thi s docunent describes how nmultiple paths can be used sinultaneously
for transmtting user nessages.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026.
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1. Introduction

One of the inportant features of the Stream Control Transni ssion
Protocol (SCTP), which is currently specified in [2], is network
fault tolerance. This feature is for exanple required for Reliable
Server Pooling (RSerPool, [4]). Therefore, transnmitting nmessages
over multiple paths is supported, but only for redundancy. So [2]
does not specify how to use nmultiple paths sinultaneously.

Thi s document overcones this limtation by specifying how nultiple
pat hs can be used sinultaneously. This has several benefits:

* I nproved bandw dt h usage.

* PBetter availability check with real user nessages conpared to
HEARTBEAT- based i nf or nati on.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

3. Load Sharing

Basi ¢ requirenent for applying SCTP | oad sharing is the Concurrent

Mul tipath Transfer (CMI) extension of SCTP, which utilises multiple
pat hs sinmul taneously. W denote CMI-enabl ed SCTP as CMI- SCTP

t hroughout this docunment. CMI-SCTP is introduced in [10] and in nore
detail in [9], sone illustrative exanples of chunk handling are
provided in [14]. CMI-SCTP provides three nodifications to standard
SCTP (split Fast Retransm ssions, appropriate congestion w ndow
growt h and del ayed SACKs), which are described in the follow ng
subsecti ons.
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3.1. Split Fast Retransnissions

Paths with different latencies |ead to overtaki ng of DATA chunks.
This leads to gap reports, which are handl ed by Fast Retransm ssions.
However, due to the fact that nmultiple paths are used sinmultaneously,
these Fast Retransm ssions are usually useless and furthernore | ead
to a decreased congesti on w ndow si ze.

To avoi d unnecessary Fast Retransm ssions, the sender has to keep
track of the path each DATA chunk has been sent on and consi der
transm ssi on paths before perform ng Fast Retransm ssions. That is,
on reception of a SACK, the sender MJST identify the highest

acknow edged TSN on each path. A chunk SHOULD only be considered as
mssing if its TSNis smaller than the hi ghest acknow edged TSN on
its path. Section 3.1 of [14] contains an illustrated exanple.

3.2. Appropriate Congestion Wndow G ow h

The congesti on wi ndow adaptation algorithmfor SCTP [2] allows

i ncreasing the congestion wi ndow only when a new cunul ati ve ack
(CumAck) is received by a sender. When SACKs wi th unchanged CumAcks
are generated (due to reordering) and later arrive at a sender, the
sender does not nodify its congestion window. Since a CMI-SCTP
receiver naturally observes reordering, many SACKs are sent

contai ni ng new gap reports but not new CumAcks. When these gaps are
| ater acked by a new CumAck, congestion wi ndow growth occurs, but
only for the data newy acked in the nost recent SACK. Data
previously acked through gap reports will not contribute to
congestion wi ndow growh, in order to prevent sudden increases in the
congestion wi ndow resulting in bursts of data being sent.

To overcone the probl ens described above, the congestion w ndow
growt h has to be handl ed as follows [10]:

* The sender SHOULD keep track of the earliest non-retransnitted
out standi ng TSN per pat h.

* The sender SHOULD keep track of the earliest retransmtted
out st andi ng TSN per path.

* The in-order delivery per path SHOULD be deduced.
* The congestion wi ndow of a path SHOULD be increased when the
earliest non-retransmtted outstanding TSN of this path is

advanced ('’ Pseudo CumAck’) OR when the earliest retransmtted
outstanding TSN of this path is advanced (' RTX Pseudo CuniAck’).
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Section 3.2 of [14] contains an illustrated exanpl e of appropriate
congesti on wi ndow handling for CMI-SCTP.

3.3. Appropriate Del ayed Acknow edgenents

Standard SCTP [2] sends a SACK as soon as an out-of-sequence TSN has
been recei ved. Delayed Acknow edgenents are only allowed if the
received TSNs are in sequence. However, due to the | oad bal anci ng of
CMT- SCTP, DATA chunks may overtake each other. This leads to a high
nunber of out-of-sequence TSNs, which have to be acknow edged
imediately. Cdearly, this behaviour increases the overhead traffic
(usually nearly one SACK chunk for each received packet containing a
DATA chunk).

Del ayed Acknow edgements for CMI-SCTP are handl ed as foll ows:

* |n addition to [2], delaying of SACKs SHOULD *al so* be applied for
out - of - sequence TSNs.

* A receiver MIST maintain a counter for the nunber of DATA chunks
recei ved before sending a SACK. The value of the counter is
stored into each SACK chunk (FI XME: add details; needs reservation
of flags bits by 1ANA). After transnmitting a SACK, the counter
MJUST be reset to 0. |Its initial value MJST be O.

* The SACK handling procedure for a mssing TSN Mis extended as
fol | ows:

- If all newmy acknow edged TSNs have been transnmitted over the
same path:

o If there are newWy acknow edged TSNs L and H so that L <= M
<= H, the missing count of TSN M SHOULD be increnmented by
one (like for standard SCTP according to [2]).

o Elseif all newly acknow edged TSNs N satisfy the condition
M <= N, the m ssing count of TSN M SHOULD be increnmented by
the nunber of TSNs reported in the SACK chunk
- Oherwise (that is, there are newy acknow edged TSNs on
different paths), the m ssing count of TSN M SHOULD be
i ncremented by one (like for standard SCTP according to [2]).

Section 3.3 of [14] contains an illustrated exampl e of Del ayed
Acknow edgenents for CMI-SCTP

4. Non- Renegabl e SACK
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4.1. Negotiation

Bef ore sendi ng/receiving NR-SACKs (see [16]), both peer endpoints
MUST agree on using NR-SACKs. This agreenent MJUST be negoti ated
during association establishment. NR-SACK is an extension to the
core SCTP, and SCTP extensions that an endpoi nt supports are reported
to the peer endpoint in Supported Extensions Paraneter during

associ ation establishment (see Section 4.2.7 of [3].) The Supported
Ext ensi ons Paraneter consists of a list of non-standard Chunk Types
that are supported by the sender

An endpoi nt supporting the NR-SACK extension MJUST |ist the NR- SACK
chunk in the Supported Extensions Paraneter carried in the INT or

I NI T- ACK chunk, depending on whether the endpoint initiates or
responds to the initiation of the association. |[If the NR-SACK chunk
type IDis listed in the Chunk Types List of the Supported Extensions
Paraneter, then the receiving endpoint MIUST assune that the NR- SACK
chunk is supported by the sending endpoint.

Bot h endpoi nts MJUST support NR-SACKs for either endpoint to send an
NR- SACK. If an endpoint establishes an association with a renote
endpoint that does not list NR-SACK in the Supported Extensions
Paraneter carried in INT chunk, then both endpoints of the
associ ati on MUST NOT use NR-SACKs. After association establishment,
an endpoi nt MJUST NOT renegotiate the use of NR- SACKs.

Once both endpoints indicate during association establishment that
they support the NR-SACK extension, each endpoi nt SHOULD acknow edge
recei ved DATA chunks w th NR- SACK chunks, and not SACK chunks. That
i s, throughout an SCTP associ ation, both endpoints SHOULD send either
SACK chunks or NR-SACK chunks, never a mixture of the two.

4.2. The New Chunk Type: Non- Renegabl e SACK ( NR- SACK)

Table 1 illustrates a new chunk type that will be used to transfer
NR- SACK i nf or nati on.

Chunk Type Chunk Nane

0x10 Non- Renegabl e Sel ecti ve Acknow edgnent ( NR- SACK)
Table 1. NR- SACK Chunk

As the NR-SACK chunk replaces the SACK chunk, many SACK chunk fi el ds
are preserved in the NR-SACK chunk. These preserved fields have the
same semantics with the correspondi ng SACK chunk fields, as defined
in[2], Section 3.3.4. The Gap Ack fields from RFC4960 have been
renaned as R Gap Ack to enphasize their renegabl e nature. Their
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semantics are unchanged. For conpl eteness, we describe all fields of
the NR- SACK chunk, including those that are identical in the SACK
chunk.

Simlar to the SACK chunk, the NR-SACK chunk is sent to a peer
endpoint to (1) acknow edge DATA chunks received in-order, (2)
acknow edge DATA chunks received out-of-order, and (3) identify DATA
chunks received nmore than once (i.e., duplicate.) |In addition, the
NR- SACK chunk (4) inforns the peer endpoint of non-renegabl e out-of -
order DATA chunks.

1 2 3
1234567890123456789012345678901
T T e S S T S S T st S S R S S T ol ST S YN S S

Type = 0x10 | Chunk Flags | Chunk Length |
B T i T o o o S e i i S S
Cunul ati ve TSN Ack |

B i i T e o ol S L i it I R S e R i e o R
Advertised Receiver Wndow Credit (a_rwnd) |

el T TR T S e S R i ol i I N R S i e e e R R e e o s
Nunber of R Gap Ack Bl ocks = N | Nunber of NR Gap Ack Blocks = M
e o T R ks ol St S T R R e S T N i ol SR N S S S S e i =
Nunber of Duplicate TSNs = X | Reserved |
i T T e e i e o i i S O S e S S S it i S e NI S
R Gap Ack Bl ock #1 Start | R Gap Ack Bl ock #1 End |
el T TR T S e S R i ol i I N R S i e e e R R e e o s

~ - ~

T T S O TE s

R Gap Ack Bl ock #N Start | R Gap Ack Bl ock #N End |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
NR Gap Ack Bl ock #1 Start | NR Gap Ack Bl ock #1 End |

T T S i S S S T S T S S e e e

~ - ~

I o T e s i s it T e R I i cT I SR S I SR
NR Gap Ack Bl ock #M Start | NR Gap Ack Bl ock #M End |
Bl o T R ik st T o e b i T o S S e S it eI
Duplicate TSN 1 |

B s T S e i o S e e i e S S S S S S S e N s

~ -

B T i T o o o S e i i S S
Duplicate TSN X |
i T T e e i e o i i S O S e S S S it i S e NI S

FT ST S T T S T ST AT ST ST T T 4T+ 4+ 00
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Type: 8 bits

This field holds the | ANA defined chunk type for NR-SACK chunk. The
suggested value of this field for ANA is 0x10.

Chunk Flags: 8 bits

Currently not used. It is recomrended a sender set all bits to zero
on transmt, and a receiver ignore this field.

Chunk Length: 16 bits (unsigned integer) [Same as SACK chunk]

This value represents the size of the chunk in bytes including the
Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fi el ds.

Cunul ative TSN Ack: 32 bits (unsigned integer) [Sanme as SACK chunk]
The value of the Cumulative TSN Ack is the last TSN received before a
break in the sequence of received TSNs occurs. The next TSN val ue
followi ng the Cunul ati ve TSN Ack has not yet been received at the
endpoi nt sendi ng the NR- SACK

Advertised Receiver Wndow Credit (a_rwnd): 32 bits (unsigned
i nteger) [Sane as SACK chunk]

I ndi cates the updated receive buffer space in bytes of the sender of
this NR SACK, see Section 6.2.1 of [2] for details.

Nunber of (R)enegable Gap Ack Blocks (N): 16 bits (unsigned integer)

I ndi cates the nunber of Renegable Gap Ack Bl ocks included in this NR-
SACK.

Nunber of (N)on(R)enegable Gap Ack Blocks (M: 16 bits (unsigned
i nt eger)

I ndi cates the nunber of Non-Renegable Gap Ack Bl ocks included in this
NR- SACK

Nunber of Duplicate TSNs (X): 16 bits [Same as SACK chunk]

Cont ai ns the nunber of duplicate TSNs the endpoint has received.
Each duplicate TSN is listed following the NR Gap Ack Bl ock Iist.

Reserved : 16 bits

Currently not used. It is recommended a sender set all bits to zero
on transnit, and a receiver ignore this field.
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(R) enegabl e Gap Ack Bl ocks:

The NR- SACK contains zero or nore R Gap Ack Bl ocks. Each R Gap Ack
Bl ock acknow edges a subsequence of renegabl e out-of-order TSNs. By
definition, all TSNs acknow edged by R Gap Ack Bl ocks are "greater
than" the value of the Curnul ati ve TSN Ack.

Because of TSN nunbering w aparound, conparisons and all arithnetic
operations discussed in this docunent are based on "Serial Nunber
Arithnetic" as described in Section 1.6 of [2].

R Gap Ack Bl ocks are repeated for each R Gap Ack Block up to 'N
defined in the Nunber of R Gap Ack Bl ocks field. Al DATA chunks
with TSNs >= (Cunul ative TSN Ack + R Gap Ack Block Start) and <=
(Curul ative TSN Ack + R Gap Ack Bl ock End) of each R Gap Ack Bl ock
are assunmed to have been received correctly, and are renegable.

R Gap Ack Block Start: 16 bits (unsigned integer)

Indicates the Start offset TSN for this R Gap Ack Bl ock. This nunber
is set relative to the cunul ati ve TSN nunber defined in Cunul ative
TSN Ack field. To calculate the actual start TSN nunber, the

Curmul ative TSN Ack is added to this offset nunmber. The cal cul ated
TSN identifies the first TSNin this R Gap Ack Bl ock that has been
recei ved.

R Gap Ack Block End: 16 bits (unsigned integer)

I ndicates the End offset TSN for this R Gap Ack Bl ock. This nunber
is set relative to the cunmulati ve TSN nunber defined in the

Curmmul ative TSN Ack field. To calculate the actual TSN nunber, the
Curmul ative TSN Ack is added to this offset nunber. The cal cul at ed
TSN identifies the TSN of the | ast DATA chunk received in this R Gap
Ack Bl ock.

N(on) R(enegabl e) Gap Ack Bl ocks:

The NR- SACK contains zero or nmore NR Gap Ack Bl ocks. Each NR Gap Ack
Bl ock acknow edges a conti nuous subsequence of non-renegabl e out - of -
order DATA chunks. If a TSN is nr-gap-acked in any NR-SACK chunk,
then all subsequently transmtted NR-SACKs with a smaller cum ack

val ue than that TSN SHOULD al so nr-gap-ack that TSN

NR Gap Ack Bl ocks are repeated for each NR Gap Ack Block up to 'M
defined in the Nunber of NR Gap Ack Blocks field. Al DATA chunks
with TSNs >= (Cunul ative TSN Ack + NR Gap Ack Block Start) and <=
(Cumul ative TSN Ack + NR Gap Ack Bl ock End) of each NR Gap Ack Bl ock
are assurmed to be received correctly, and are Non- Renegabl e.
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NR Gap Ack Block Start: 16 bits (unsigned integer)

Indicates the Start offset TSN for this NR Gap Ack Block. This
nunber is set relative to the cunmul ati ve TSN nunber defined in
Curul ative TSN Ack field. To calculate the actual TSN nunber, the
Curmul ative TSN Ack is added to this offset nunmber. The cal cul ated
TSN identifies the first TSNin this NR Gap Ack Bl ock that has been
recei ved.

NR Gap Ack Bl ock End: 16 bits (unsigned integer)

I ndicates the End offset TSN for this NR Gap Ack Bl ock. This nunber
is set relative to the cunmulative TSN nunber defined in Cumul ative
TSN Ack field. To calculate the actual TSN nunber, the Cumul ative
TSN Ack is added to this offset number. The cal cul ated TSN
identifies the TSN of the | ast DATA chunk received in this NR Gap Ack
Bl ock.

Not e:

NR Gap Ack Bl ocks and R Gap Ack Bl ocks in an NR- SACK chunk SHOULD
acknow edge disjoint sets of TSNs. That is, an out-of-order TSN
SHOULD be listed in either an R Gap Ack Block or an NR Gap Ack Bl ock,
but not the both. R Gap Ack Bl ocks and NR Gap Ack Bl ocks together
provide the information as do the Gap Ack Bl ock of a SACK chunk, plus
addi tional information about non-renegability.

If all out-of-order data acked by an NR-SACK are renegable, then the
Nunber of NR Gap Ack Bl ocks MJUST be set to 0. |If all out-of-order
data acked by an NR-SACK are non-renegable, then the Nunber of R Gap
Ack Bl ocks SHOULD be set to 0. TSNs listed in R Gap Ack Bl ock will
be referred as r-gap-acked.

Duplicate TSN: 32 bits (unsigned integer) [Same as SACK chunk]

I ndicates a duplicate TSN received since the | ast NR-SACK was sent.
Exactly "X duplicate TSNs SHOULD be reported where ' X was defined
in Nunber of Duplicate TSNs field.

Each duplicate TSN is listed in this field as many tines as the TSN
was received since the previous NR-SACK was sent. For exanple, if a
data receiver were to get the TSN 19 three tines, the data receiver
would list 19 twice in the outbound NR-SACK. After sending the NR-
SACK if the receiver received one nore TSN 19, the receiver would
list 19 as a duplicate once in the next outgoi ng NR- SACK

Becke, et al. Expires 16 Septenber 2026 [ Page 10]
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An Illustrative Exanple

Assume the foll owi ng DATA chunks have arrived at the receiver

The above figure shows the |ist of DATA chunks at the receiver. TSN
denotes the transni ssion sequence number of the DATA chunk, SID
denotes the streamid to which the DATA chunk bel ongs, SSN denotes
the sequence nunber of the DATA chunk within its stream and the U
bit denotes whet her the DATA chunk requires ordered(=0) or
unordered(=1) delivery [2]. Note that TSNs 4,9, 10, and 12 have not
arrived.

This data can be viewed as three separate streans as foll ows (assune
each stream begins with SSN=0.) Note that in this exanple, the
application uses stream 2 for unordered data transfer. By
definition, SSN fields of unordered DATA chunks are ignored.

ke, et al. Expires 16 Septenber 2026 [ Page 11]
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StreamO:

SSN: 0 1 2 3 4
TSN: | 2 | 5 | | 11| 14 |
U-Bit: | 0 | 0 | | 0 | 0|
Stream 1:

SSN: 0 1 2 3 4
TSN: | 3 | 6 | 7 | | 15 |
U-Bit: | O | O | 0 | | 0|
Stream 2:

SSN: N A N A N A

TSN: | 8 | 13| 16 |

U-Bit: | 1 | 1| 1|

The NR- SACK to acknow edge the above data SHOULD be constructed as
follows for each of the three cases described below (the a_rwnd is
arbitrarily set to 4000):

CASE-1: Mninmal Data Receiver Responsibility - no out-of-order
deliverabl e data yet delivered

None of the deliverable out-of-order DATA chunks have been delivered,
and the receiver of the above data does not take responsibility for
any of the received out-of-order DATA chunks. The receiver reserves
the right to renege any or all of the out-of-order DATA chunks.

e T e T +
| Type = 0x10 | 00000000 | Chunk Length = 32 |
o e e e e e e e e m o o e e e e e e e e m o +
| Curmul ative TSN Ack = 3 |
O e +
| a_rwnd = 4000 |
T T T re e e T +
| Numof R Gap Ack Blocks = 3 | Numof NR Gap Ack Blocks = 0 |
o e e e e e e e e m o o e e e e e e e e m o +
| Num of Duplicates = 0 | 0x00 |
O O +
| R Gap Ack Block #1 Start = 2 | R Gap Ack Block #1 End = 5 |
T Ty T T e +
| R Gap Ack Block #2 Start = 8 | R Gap Ack Block #2 End = 8 |
o e e e e e e e e m o o e e e e e e e e m o +
| R Gap Ack Block #3 Start = 10| R Gap Ack Block #3 End = 13 |
S e +
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CASE-2: M ninmal Data Receiver Responsibility - all out-of-order
deliverabl e data delivered

In this case, the NR-SACK chunk is being sent after the data receiver
has delivered all deliverable out-of-order DATA chunks to its
receiving application(i.e., TSNs 5,6,7,8,13, and 16.) The receiver
reserves the right to renege on all undelivered out-of-order DATA
chunks(i.e., TSNs 11,14, and 15.)

o e e e e e e e e e o e e e e e e e e e +
| Type = 0x10 | 0x00 | Chunk Length = 40 |
o e e e e e e e i e o e e e e e e e i e +
| Cunul ative TSN Ack = 3 |
o e e e e e e e e m e e o e e e e e e e e m e e +
| a_rwnd = 4000 |
o e e e e e e e e e o e e e e e e e e e +
| Numof R Gap Ack Blocks = 2 | Numof NR Gap Ack Blocks = 3

o e e e e e e e i e o e e e e e e e i e +
| Num of Duplicates =0 | 0x00 |
o e e e e e e e e m e e o e e e e e e e e m e e +
| R Gap Ack Block #1 Start = 8 | R Gap Ack Block #1 End = 8 |
o e e e e e e e e e o e e e e e e e e e +
| R Gap Ack Block #2 Start = 11| R Gap Ack Block #2 End = 12 |
o e e e e e e e i e o e e e e e e e i e +
| NR Gap Ack Block #1 Start = 2 | NR Gap Ack Block #1 End = 5 |
o e e e e e e e e m e e o e e e e e e e e m e e +
| NR Gap Ack Block #2 Start = 10| NR Gap Ack Block #2 End = 10 |
o e e e e e e e e e o e e e e e e e e e +
| NR Gap Ack Block #3 Start = 13| NR Gap Ack Block #3 End = 13 |
o e e e e e e e i e o e e e e e e e i e +

CASE- 3: Maxi mal Data Receiver Responsibility

In this special case, all out-of-order data bl ocks acknow edged are
non-renegable. This case woul d occur when the data receiver is
programed never to renege, and takes responsibility to deliver al

DATA chunks that arrive out-of-order. In this case Numof R Gap Ack
Bl ocks is zero indicating all reported out-of-order TSNs are nr-gap-
acked.
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e e T +
| Type = 0x10 | 0x00 | Chunk Length = 32 |
o e e e e e e e e e e e o m o o e e e e e e e e e e aa o - +
| Curmul ative TSN Ack = 3 |
. e +
| a_rwnd = 4000 |
e e T +
| Numof R Gap Ack Blocks =0 |  Num of NR Gap Ack Blocks = 3 |
o e e e e e e e e e e e o m o o e e e e e e e e e e aa o - +
| Num of Duplicates = 0 | 0x00 |
. O +
| NR Gap Ack Block #1 Start = 2 | NR Gap Ack Block #1 End = 5 |
e T T pe e +
| NR Gap Ack Block #2 Start = 8 | NR Gap Ack Block #2 End = 8 |
o e e e e e e e e e e e o m o o e e e e e e e e e e aa o - +
| NR Gap Ack Block #3 Start = 10 | NR Gap Ack Block #3 End = 13 |
. O +

4.4. Procedures

The procedures regardi ng "when" to send an NR- SACK chunk are
identical to the procedures regardi ng when to send a SACK chunk, as
outlined in Section 6.2 of [2].

4.4.1. Sending an NR- SACK chunk

Al of the NR-SACK chunk fields identical to the SACK chunk MJST be
fornmed as described in Section 6.2 of [2].

It is up to the data receiver whether or not to take responsibility
for delivery of each out-of-order DATA chunk. An out-of-order DATA
chunk that has already been delivered, or that the receiver takes
responsibility to deliver (i.e., guarantees not to renege) is Non
Renegabl e(NR), and SHOULD be included in an NR Gap Ack Bl ock field of
the outgoing NR-SACK. All other out-of-order data is (R)enegable,
and SHOULD be included in R Gap Ack Block field of the outgoing NR-
SACK.

Consi der three types of data receiver
CASE-1: Data receiver takes no responsibility for delivery of any

out - of -order DATA chunks

CASE-2: Data receiver takes responsibility for all out-of-order DATA
chunks that are "deliverable" (i.e., DATA chunks in-sequence
within the streamthey bel ong to, or DATA chunks whose (U) nordered
bit is 1)
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CASE-3: Data receiver takes responsibility for delivery of all out-
of - order DATA chunks, whether deliverable or not deliverable

The data receiver SHOULD foll ow the procedures outlined bel ow for
bui | di ng the NR- SACK.

CASE- 1:

1A) Identify the TSNs received out-of-order.

1B) For these out-of-order TSNs, identify the R Gap Ack Bl ocks.

Fill the Number of R Gap Ack Blocks (N) field, R Gap Ack Bl ock #i
Start, and R Gap Ack Bl ock #i End where i goes from1l to N

1C) Set the Nunber of NR Gap Ack Blocks (M field to O.

CASE- 2:

2A) ldentify the TSNs received out-of-order.

2B) For the received out-of-order TSNs, check the (U)nordered bit of
each TSN. Tag unordered TSNs as NR

2C) For each stream also identify the TSNs received out-of -order
but are in-sequence within that stream Tag those in-sequence
TSNs as NR.

2D) Tag all out-of-order data that is not NR as (R)enegable.

2E) For those TSNs tagged as (R)enegable, identify the (R)enegable
Bl ocks. Fill the Nunmber of R Gap Ack Blocks(N) field, R Gap Ack
Bl ock #i Start, and R Gap Ack Block #i End where i goes from1l to
N.

2F) For those TSNs tagged as NR, identify the NR Blocks. Fill the
Nunmber of NR Gap Ack Bl ocks(M field, NR Gap Ack Block #i Start,
and NR Gap Ack Block #i End where i goes froml to M
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CASE- 3:

3A) ldentify the TSNs received out-of-order. Al of these TSNs
SHOULD be nr-gap- acked.

3B) Set the Number of R Gap Ack Blocks (N field to O.

3C) For these out-of-order TSNs, identify the NR Gap Ack Bl ocks.
Fill the Number of NR Gap Ack Blocks (M field, NR Gap Ack Bl ock
#i Start, and NR Gap Ack Block #i End where i goes froml to M

RFC4960 states that the SCTP endpoint MJST report as many Gap Ack

Bl ocks as can fit in a single SACK chunk limted by the current path
MIU.  Wen using NR-SACKs, the SCTP endpoint SHOULD fill as nmany R
Gap Ack Bl ocks and NR Gap Ack Bl ocks starting fromthe Cunul ati ve TSN
Ack value as can fit in a single NR SACK chunk linmted by the current
path MIU. |f space remains, the SCTP endpoint SHOULD fill as many
Duplicate TSNs as possible starting from Curul ati ve TSN Ack val ue.

4.4.2. Receiving an NR- SACK Chunk

When an NR- SACK chunk is received, all of the NR-SACK fields
identical to a SACK chunk SHOULD be processed and handl ed as in SACK
chunk handling outlined in Section 6.2.1 of [2].

The NR Gap Ack Block Start(s) and NR Gap Ack Bl ock End(s) are offsets
relative to the cumack. To calculate the actual range of nr-gap-
acked TSNs, the cumack MJST be added to the Start and End.

For exanpl e, assume an incom ng NR-SACK chunk’s cumack is 12 and an
NR Gap Ack Bl ock defines the NR Gap Ack Block Start=5, and the NR Gap
Ack Bl ock End=7. This NR Gap Ack bl ock nr-gap-acks TSNs 17 through
19 incl usive.

Upon reception of an NR-SACK chunk, all TSNs listed in either R Gap
Ack Bl ock(s) or NR Gap Ack Bl ock(s) SHOULD be processed as woul d be
TSNs included in Gap Ack Bl ock(s) of a SACK chunk. Al TSNs in all
NR Gap Ack Bl ocks SHOULD be renoved fromthe data sender’s

retransm ssion queue as their delivery to the receiving application
has either already occurred, or is guaranteed by the data receiver.

Al t hough R Gap Ack Bl ocks and NR Gap Ack Bl ocks SHOULD be di sj oi nt

sets, NR-SACK processing SHOULD work if an NR-SACK chunk has a TSN
listed in both an R Gap Ack Bl ock and an NR Gap Ack Block. 1In this
case, the TSN SHOULD be treated as Non- Renegabl e.
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| mpl ement ati on Not e:

Most of NR-SACK processing at the data sender can be inplemented by
using the sane routines as in SACK that process the cumack and the
gap ack(s), followed by renoval of nr-gap-acked DATA chunks fromthe
retransm ssi on queue. However, with NR-SACKs, as out-of-order DATA
is sonmetinmes renoved fromthe retransni ssion queue, the gap ack
processing routine should recognize that the data sender’s
retransm ssi on queue has sone transmitted data renoved. For exanpl e,
whil e calculating mssing reports, the gap ack processing routine
cannot assune that the highest TSN transmtted is always at the tai
(right edge) of the retransm ssion queue.

5. Buffer Blocking Mtigation
TBD. See [23], [19], [18].
5.1. Sender Buffer Splitting
TBD. See [23], [19], [18].
5.2. Receiver Buffer Splitting
TBD. See [23], [19], [18].
5.3. Chunk Reschedul i ng

Thi s al gorithm ensures quick blocking resolution for ordered data.
TBD. See [23], [18].

5.4. Problens during Path Failure

This section discusses CMI's receive buffer rel ated problens during
path failure, and proposes a solution for the sane.

5.4.1. Probl em Description

Link failures arise when a router or a |link connecting two routers
fails due to link disconnection, hardware nal function, or software
error. Overloaded |inks caused by flash crowds and deni al - of -service
(DoS) attacks al so degrade end-to-end comuni cati on between peer
hosts. ldeally, the routing systemdetects link failures, and in
response, reconfigures the routing tables and avoids routing traffic
via the failed link. However, existing research highlights problens
with Internet backbone routing that result in |ong route convergence
times. The pervasiveness of path failures notivated us to study
their inmpact on CMI, since CMI achi eves better throughput via

si mul t aneous data transni ssion over multiple end-to-end paths.
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CMI is an extension to SCTP, and therefore retains SCTP' s failure
detection process. A CMI sender uses a tunable failure detection
threshol d call ed Pat h. Max. Retrans (PMR). \Wen a sender experiences
nmore than PMR consecutive tineouts while trying to reach an active
destination, the destination is marked as failed. Wth PMR=5, the
failure detection takes 6 consecutive tineouts or 63s. After every
ti meout, the CMI sender continues to transnit new data on the failed
pat h i ncreasing the chances of receive buffer (rbuf) blocking and
degradi ng CMI performance during permanent and short-term path
failures [11].

5.4.2. Solution: Potentially-failed Destination State

To mitigate the rbuf blocking, we introduce a new destination state
called 'potentially-failed state in SCTP (and CMI's) failure
detection process [6]. This solution is based on the rational e that
| oss detected by a tinmeout inplies either severe congestion or
failure en route. After a single tinmeout on a path, a sender is
unsure, and marks the correspondi ng destination as 'potentially-
failed” (PF). A PF destination is not used for data transm ssion or
retransm ssion. CMI's retransm ssion policies are augnented to
include the PF state. Perfornmance eval uations prove that the PF
state significantly reduces rbuf blocking during failure detection
[11].

5.5. Non- Renegabl e SACK

Thi s section discusses problenms with SCTP's SACK nechani sm and how it
af fects the send buffer and CMI perfornance.

5.5.1. Problem Description

Gap- acks acknow edge DATA chunks that arrive out-of-order to a
transport |layer data receiver. A gap-ack in SCTP is advisory, in
that, while it notifies a data sender about the reception of

i ndi cat ed DATA chunks, the data receiver is permitted to |ater

di scard DATA chunks that it previously had gap-acked. Discarding a
previ ously gap-acked DATA chunk is known as ’'reneging’ . Because of
the possibility of reneging in SCTP, any gap-acked DATA chunk MJST
NOT be renoved fromthe data sender’s retransm ssion queue until the
DATA chunk is later CumAcked.

Situations exist when a data receiver knows that reneging on a
particul ar out-of-order DATA chunk will never take place, such as
(but not limted to) after an out-of-order DATA chunk is delivered to
the receiving application. Wth current SACKs in SCTP, it is not
possible for a data receiver to informa data sender if or when a
particul ar out-of-order ’'deliverable DATA chunk has been 'delivered
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5

6

6

to the receiving application. Thus the data sender MJST keep a copy
of every gap-acked out-of-order DATA chunk(s) in the data sender’s
retransm ssion queue until the DATA chunk is CumAcked. This use of
the data sender’s retransm ssion queue is wasteful. The wasted
buffer often degrades CMI performance; the degradation increases when
a CMI flow traverses via paths with disparate end-to-end properties
[12].

5.2. Solution: Non-Renegabl e SACKs

Non- Renegabl e Sel ective Acknow edgnents (NR-SACKs) Section 4 are a
new ki nd of acknow edgenents, extending SCTP's SACK chunk
functionalities. The NR SACK chunk is an extension of the existing
SACK chunk. Several fields are identical, including the Cunul ative
TSN Ack, the Advertised Receiver Wndow Credit (a_rwnd), and
Duplicate TSNs. These fields have the sane semantics as described in

[2].

NR- SACKs al so identify out-of-order DATA chunks that a receiver
either: (1) has delivered to its receiving application, or (2) takes
full responsibility to eventually deliver to its receiving
application. These out-of-order DATA chunks are 'non-renegabl e.

Non- Renegabl e data are reported in the NR Gap Ack Block field of the
NR- SACK chunk as described Section 4. W refer to non-renegable

sel ective acknow edgenents as ’'nr-gap-acks.

VWhen an out-of - order DATA chunk is nr-gap-acked, the data sender no

| onger needs to keep that particular DATA chunk in its retransni ssion
queue, thus allow ng the data sender to free up its buffer space
sooner than if the DATA chunk were only gap-acked. NR-SACKs inprove
send buffer utilization and throughput for CMI flows [12].

Handl i ng of Shared Bottl enecks
1. Introduction

CMT- SCTP assumes all paths to be disjoint. Since each path

i ndependently uses a TCP-li ke congestion control, an SCTP associ ation
using N paths over the sane bottl eneck acquires N tinmes the bandwi dth
of a concurrent TCP flow. This is clearly unfair. A reliable
detection of shared bottlenecks is inpossible in arbitrary networks
like the Internet. Therefore, [21] [20], [15] apply the idea of
Resource Pooling to CMI-SCTP. Resource Pooling (RP) denotes 'making
a collection of resources behave |ike a single pooled resource’ [13].
The nodifications of RP-enabled CMI- SCTP, further denoted as CMI/ RP-
SCTP, are described in the follow ng subsections. A detailed
description of CMI/RP-SCTP, including congestion control exanpl es,
can be found in [21], [20], [15].
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6.

6. 3.

6.

N

10.

Initial Values
TDB.
Congesti on Wndow G ow h
TDB. See [23], [21], [20].

Congesti on W ndow Decr ease
TDB. See [23], [21], [20].
Chunk Schedul i ng and Reschedul i ng
TDB. See [23], [17].
Socket APl Consi derations
See [7] and [8].
Test bed Pl atforns
A large-scale and realistic Internet testbed platformw th support
for the multi-hom ng feature of the underlying SCTP protocol is
NorNet. Particularly, it is also a platformfor nmulti-path transport
experinments with CMI- SCTP. A description of and introduction to
NorNet is provided in [26], [25], [28], [29]. Further information
can be found on the project website [24] at https://ww. nntb. no.
An Open Source sinulation nmodel of CMI-SCTP is avail able for OWNeT++
within the | NET Franework. See [27] for the Gt repository. For
docunent ati on on the nodel, together with perfornmance eval uati ons,
see [23]. Sone interesting performance eval uations for del ay-
sensitive traffic with CMI-SCTP can be found in [22].

I ANA Consi derations
NOTE to RFC-Editor:

"RFCXXXX" is to be replaced by the RFC nunber you assign this
docunent .

NOTE to RFC-Editor:

The suggested val ues for the chunk type and the chunk paraneter
types are tentative and to be confirned by | ANA
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10.

11.

12.

13.

13.

Thi s document (RFCXXXX) is the reference for all registrations
described in this section. The suggested changes are descri bed
bel ow.

1. A New Chunk Type
A chunk type has to be assigned by 1ANA. It is suggested to use the

val ues given in Section 4. |ANA should assign this value fromthe
pool of chunks with the upper two bits set to ’ 00

This requires an additional line in the "Chunk Types" registry for
SCTP:

Chunk Types

I D Val ue Chunk Type Ref erence
16 Non- Renegabl e SACK ( NR- SACK) [ RECXXXX]

The registration table as defined in [5] for the chunk flags of this
chunk type is enpty.

Security Considerations

Thi s docunent does not add any additional security considerations in
addition to the ones given in [2].
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