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Abst ract

Thi s docunent describes a sinple nethod of encapsul ating Stream
Control Transm ssion Protocol (SCTP) packets into UDP packets and its
limtations. This allow the usage of SCTP in networks with | egacy
NATs that do not support SCTP. It can also be used to inplenent SCTP
on hosts without directly accessing the IP layer, for exanple,
implementing it as part of the application wthout requiring special
privil eges.

Pl ease note that this docunent only describes the functionality
needed within an SCTP stack to add on UDP encapsul ati on, providing
only those mechani sms for two end-hosts to communicate with each
other over UDP ports. |In particular, it does not provide nechanisns
to determ ne whether UDP encapsul ation is being used by the peer, nor
the mechani snms for determ ning which renote UDP port nunber can be
used. These functions are out of scope for this docunent.

Thi s docunent covers only end-hosts and not tunneling (egress or
i ngress) endpoints. |t obsol etes RFC 6951.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2025.
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1.

3.

I nt roducti on

Thi s docunent describes a sinple nmethod of encapsul ati ng SCTP packets
into UDP packets. SCTP, as defined in [RFC9260], runs directly over

I Pv4 or IPv6. There are two nain reasons for encapsul ati ng SCTP
packet s:

* To allow SCTP traffic to pass through NATs, which do not provide
native SCTP support.

* To allow SCTP to be inplenmented on hosts that do not provide
direct access to the IP layer. |In particular, applications can
use their own SCTP inplementation if the operating system does not
provi de one.

SCTP provi des the necessary congestion control and reliability
service that UDP does not perform

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Use Cases

Thi s section discusses two i nportant use cases for encapsul ati ng SCTP
i nto UDP.

1. Portable SCTP I npl enentations

Sone operating systens support SCTP natively. For other operating
systens, inplenentations are available but require special privileges
to install and/or use them |In sone cases, a kernel inplenentation
m ght not be available at all. When providing an SCTP i npl enmentation
as part of a user process, nost operating systens require specia
privileges to access the IP |ayer directly.

Usi ng UDP encapsul ation nmakes it possible to provide an SCTP
i npl ementation as part of a user process that does not require any
special privileges.
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3.

5.

5

A crucial point for inplenenting SCTP in user space is that the
source address of outgoing packets needs to be controlled. This is
not an issue if the SCTP stack can use all addresses configured at
the I P layer as source addresses. However, it is an issue when al so
usi ng the address managenent needed for NAT traversal, described in
Section 5.9.

2. Legacy NAT Traversa

Usi ng UDP encapsul ation all ows SCTP comuni cati on when traversing
NATs not supporting SCTP. For single-honed associations, |IP
addresses MUST NOT be listed in the INNT and I NI T-ACK chunks. To use
mul ti pl e addresses, the dynam c address reconfiguration extension
described in [ RFC5061] MJST be used only with wildcard addresses in
the ASCONF chunks (Address Configuration Change Chunks) in

conbi nation with [ RFC4895].

For multi homed SCTP associ ations, the address managenent as descri bed
in Section 5.9 MJST be perforned.

SCTP sends periodi ¢ HEARTBEAT chunks on all idle paths. These can
keep the NAT state alive.

If multiple SCTP endpoints are operating be a NAT, the | ocal SCTP
port nunbers used by the SCTP endpoints MJST all be different.

Uni | ateral Self-Address Fixing (UNSAF) Considerations

As [ RFC3424] requires a |limted scope, this docunent only covers SCTP
endpoints dealing with | egacy constraints as described in Section 3.
It doesn’t cover generic tunneling endpoints.

Qoviously, the exit strategy is to use hosts supporting SCTP natively
and nmi ddl eboxes supporting SCTP

SCTP over UDP
1. Architectural Considerations

UDP- encapsul ated SCTP is normally comruni cated between SCTP st acks
usi ng the | ANA-assi gned UDP port nunmber 9899 (sctp-tunneling) on both
ends. There are circunstances where other ports MAY be used on
either end: As stated earlier, inplementations in the application
space m ght be need to use ports other than the registered port.

Si nce NAT boxes m ght change UDP port nunmbers, the receiver m ght
observe other UDP port nunbers than were used by the sender

Di scovery of alternate ports is outside of the scope of this
docunent, but this section describes considerations for SCTP stack
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design in light of their potential use.

Each SCTP stack uses a single |local UDP encapsul ation port number as
the destination port for all its incom ng SCTP packets. While the
uni queness of the | ocal UDP encapsul ation port nunber is not
necessarily needed for the protocol, this greatly sinplifies

i mpl erent ati on design, since different ports for each address woul d
require a sender inplenentation to choose the appropriate port while
doi ng source address selection. Using a single |ocal UDP
encapsul ati on port nurber per host is not possible if the SCTP stack
is inplemented as part of each application, there are nultiple
applications, and sonme of the applications want to use the sane |IP
addr ess.

An SCTP i nmpl enent ati on supporting UDP encapsul ati on MJUST maintain a
renote UDP encapsul ati on port nunber per destination address for each
SCTP associ ation. Again, because the renote stack MAY be using ports
other than the well-known port, each port MAY be different from each
stack. However, because of renmapping of ports by NATs, the renote
ports associated with different remote | P addresses MAY not be
identical, even if they are associated with the same stack

| mpl enent ati on note: Because the well-known port m ght not be used,
i mpl ementations need to allow other port nunbers to be specified as a
| ocal or renote UDP encapsul ation port nunber through APIs.

5.2. Packet For mat

5.2.1. SCTP/ UDP/ | Pv4 Packet For mat
To encapsul ate an SCTP packet, a UDP header as defined in [ RFC0768]
is inserted between the | P header as defined in [RFC0791] and the
SCTP conmon header as defined in [ RFC9260] .

Figure 1 shows the packet format of an encapsul ated SCTP packet when
I Pv4 is used.
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0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| | Pv4 Header |
R e T e S S e ik o S IR
| UDP Header |
e e T i i T i e e e o N
| SCTP Common Header |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| SCTP Chunk #1 |
R e T e S S e ik o S IR
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| SCTP Chunk #n |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 1: An SCTP/ UDP/| Pv4 Packet
5.2.2. SCTP/ UDP/ 1 Pv6 Packet Fornmat

The packet format for an encapsul ated SCTP packet when using | Pv6 as
defined in [RFC8200] is shown in Figure 2. Please note that the
number m of | Pv6 extension headers can be O.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| | Pv6é Base Header |
T T i s T b I S S S e o
| | Pv6 Extension Header #1 |
e Rt T i i e o o s NI SN TR I S
!l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!|-
| | Pv6 Extension Header #m |
T T i s T b I S S S e o
| UDP Header |
e Rt T i i e o o s NI SN TR I S
| SCTP Common Header |
B i s T T i i o S o T Ji I
| SCTP Chunk #1 |
T T i s T b I S S S e o
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| SCTP Chunk #n |
B i s T T i i o S o T Ji I

Figure 2: An SCTP/ UDP/ | Pv6 Packet
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5.2.3. A New Error Cause

The error cause indicating an "Restart of an Association with New
Encapsul ation Port" is defined by the follow ng figure.

01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
se Code = 14 (suggested) | Cause Length = 8 |
i T S S O S i i S
Current Encapsul ation Port | New Encapsul ati on Port |

Figure 3: Restart of an Association with New Encapsul ati on Port
Error Cause

Cause Code: 2 bytes (unsigned integer)
This field holds the | ANA defined cause code for the "Restart of
an Association with New Encapsul ation Port" error cause. |ANA is
requested to assign the value 14 (suggested) for this cause code.

Cause Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the error cause; the val ue
MUST be 8.

Current Encapsul ation Port: 2 bytes (unsigned integer)
This field holds the renpte encapsul ati on port currently being
used for the destination address the received packet containing
the INIT chunk was sent from |f the UDP encapsul ation for
destination address is currently disabled, 0 is used.

New Encapsul ation Port: 2 bytes (unsigned integer)
If the received SCTP packet containing the INIT chunk is
encapsul ated in UDP, this field holds the UDP source port numnber
of the UDP packet. |If the received SCTP packet is not
encapsul ated in UDP, this field is O.

Al transported integer nunbers are in "network byte order" a.k.a.,
Bi g Endi an.

5.3. Sendi ng Packets

Wthin the UDP header, the source port MJST be the | ocal UDP
encapsul ati on port nunber of the SCTP stack, and the destination port
MJST be the renote UDP encapsul ation port nunber naintained for the
associ ation and the destination address to which the packet is sent
(see Section 5.1).
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Because the SCTP packet is the UDP payl oad, the length of the UDP
packet MJUST be the length of the SCTP packet plus the size of the UDP
header .

The SCTP checksum MJUST be conputed for |IPv4 and | Pv6, and the UDP
checksum SHOULD be computed for I Pv4 and | Pv6. (See [ RFCO768]
regardi ng |1 Pv4; see [ RFC8200] and [ RFC6936] regarding |Pv6.)

Al t hough UDP with a zero checksum over IPv6 is allowed under certain
constraints [ RFC6936], this docunent does not specify nmechanisns for
this node. Deployed support mght be linmted; also, at the tine of
witing, the use of a zero UDP checksum woul d be counter to the goa
of | egacy NAT traversal

5.4. Receiving Packets

When an encapsul ated packet is received, the UDP header is renoved.
Then, the generic |ookup is perfornmed, as done by an SCTP stack
whenever a packet is received, to find the association for the

recei ved SCTP packet. After finding the SCTP association (which

i ncl udes checking the verification tag), the UDP source port MJIST be
stored as the encapsul ation port for the destination address the SCTP
packet is received from (see Section 5.1)

When a non-encapsul ated SCTP packet is received by the SCTP stack,
the encapsul ati on of outgoing packets belonging to the sane

associ ation and the correspondi ng destinati on address MJST be

di sabl ed.

If the verification tag can't be checked, the procedures described in
one of the follow ng sections MJST be foll owed.

5.5. Handling of SCTP Packets Containing an INIT Chunk Matching an
Exi sting Associ ation

SCTP packets containing an INIT chunk have the verification tag 0 in
the common header. Therefore the verification tag can’'t be checked.

The followi ng rules apply when processing the recei ved packet:

1. The renote UDP encapsul ation port for the source address of the
recei ved SCTP packet MJST NOT be updated if the encapsul ati on of
out goi ng packets is enabled and the received SCTP packet is
encapsul at ed.

2. The UDP encapsul ation for outgoing packets towards the source

address of the received SCTP packet MJST NOT be enabled, if it is
di sabl ed and the received SCTP packet is encapsul at ed.
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3. The UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet MJST NOT be disabled, if it
is enabl ed and the received SCTP packet is not encapsul at ed.

4. 1f the UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet is disabled and the received
SCTP packet is encapsul ated, an SCTP packet containing an ABORT
chunk MUST be sent. The ABORT chunk MAY include the error cause
defined bel ow indicating an "Restart of an Association with New
Encapsul ation Port". This packet containing the ABORT chunk MJST
be encapsulated in UDP. The UDP source port and UDP destination
port used for sending the packet containing the ABORT chunk are
the UDP destination port and UDP source port of the received
packet containing the INIT chunk.

5. |If the UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet is disabled and the received
SCTP packet is not encapsul ated, the processing defined in
[ RFC9260] MUST be performed. |f a packet is sent in response, it
MUST NOT be encapsul at ed.

6. |If the UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet is enabled and the received
SCTP packet is not encapsul ated, an SCTP packet containing an
ABCORT chunk MJST be sent. The ABORT chunk MAY include the error
cause defined in Section 5.2.3 indicating an "Restart of an
Associ ation with New Encapsul ation Port”. This packet containing
the ABORT chunk MUST NOT be encapsul ated in UDP

7. |If the UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet is enabled and the received
SCTP packet is encapsul ated, but the UDP source port of the
recei ved SCTP packet is not equal to the renote UDP encapsul ati on
port for the source address of the received SCTP packet, an SCTP
packet containing an ABORT chunk MUST be sent. The ABORT chunk
MAY include the error cause defined in Section 5.2.3 indicating
an "Restart of an Association with New Encapsul ation Port". This
packet containing the ABORT chunk MJST be encapsul ated in UDP
The UDP source port and UDP destination port used for sending the
packet containing the ABORT chunk are the UDP destination port
and UDP source port of the received packet containing the INIT
chunk.

8. If the UDP encapsul ation for outgoing packets towards the source
address of the received SCTP packet is enabled and the received
SCTP packet is encapsul ated and the UDP source port of the
recei ved SCTP packet is equal to the renpte UDP encapsul ation
port for the source address of the received SCTP packet, the
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processing defined in [ RFC9260] MJST be perforned. |f a packet
is sent in response, it MJST be encapsul ated. The UDP source
port and UDP destination port used for sending the packet
containing the ABORT chunk are the UDP destination port and UDP
source port of the received packet containing the INIT chunk

5.6. Handling of Qut of the Blue Packets

If the processing of an out of the blue packet requires the sending
of a packet in response according to the rules specified in
Section 8.4 of [RFC9260], the followi ng rules apply:

1. If the received packet was encapsulated in UDP, the response
packets MJST al so be encapsulated in UDP. The UDP source port
and UDP destination port used for sending the response packet are
the UDP destination port and UDP source port of the received
packet .

2. If the received packet was not encapsulated in UDP, the response
packet MJUST NOT be encapsul ated in UDP

Pl ease note that in these cases a check of the verification tag is
not possi bl e.

5.7. | CVWP Consi derations

VWhen receiving ICMP or | CMPv6 response packets, there m ght not be
enough bytes in the payload to identify the SCTP association that the
SCTP packet triggering the |CVMP or | CVMPv6 packet belongs to. If a
received |CVMP or | CWPv6 packet cannot be related to a specific SCTP
association or the verification tag cannot be verified, it MJST be

di scarded silently. |In particular, this nmeans that the SCTP stack
MUST NOT rely on receiving ICVP or | CMPv6 nessages. |nplementation
constraints could prevent processing received | CVP or | CVMPv6
messages.

If received |CVWP or | CMPVv6 nessages are processed, the follow ng
mappi ng SHOULD appl y:

1. |1CW nessages with type 'Destination Unreachable’ and code ' Port
Unreachabl e’ SHOULD be treated as | CMP nessages with type
"Destination Unreachabl e’ and code ’'Protocol Unreachable’. See

[ RFCO792] for nore details.

2. 1Cwv6 nessages with type ’Destination Unreachabl e’ and code
"Port Unreachabl e’ SHOULD be treated as | CMPv6 nessages with type
" Parameter Problem and code 'unrecogni zed Next Header type
encountered’. See [RFC4443] for nore details.
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5.8. Path MIU Consi derati ons

If an SCTP endpoint starts to encapsul ate the packets of a path, it
MUST decrease the Path MIU of that path by the size of the UDP
header. If it stops encapsulating them the Path MU SHOULD be

i ncreased by the size of the UDP header

Si nce one cannot rely on the feedback provided by ICVM or | CMPv6 due
tothe limtation laid out in Section 5.7, [RFC8899] MJST be
fol |l owed, when perform ng Path MIU di scovery.

If the inplenentation does not allow control of the Don’t Fragnent
(DF) bit contained in the | Pv4 header, then Path MIU di scovery can’t
be used. 1In this case, an inplenentation-specific value SHOULD be
used i nstead.

5.9. Handling of Enbedded | P Addresses

When using UDP encapsul ation for |egacy NAT traversal, |P addresses
that mght require translation MUST NOT be put into any SCTP packet.

This neans that a nultihomed SCTP association is set up initially as
a singl e-honed one, and the protocol extension [RFC5061] in

conbi nation with [ RFC4895] is used to add the other addresses. Only
wi | dcard addresses are put into the SCTP packet.

When addresses are changed during the lifetime of an association, the
prot ocol extension [RFC5061] MJST be used with w |l dcard addresses
only. |If an SCTP endpoint receives an ABORT with the T-bit set, it
MAY use this as an indication that the addresses seen by the peer

nmi ght have changed.

5.10. Explicit Congestion Notification (ECN) Considerations
If the inplenmentation supports the sending and receiving of the ECN
bits for the I P protocols being used by an SCTP associ ation, the ECN
bits MJUST NOT be changed during sending and receiVving.

6. Socket APl Considerations
Thi s section describes how the socket APl defined in [ RFC6458] needs
to be extended to provide a way for the application to control the
UDP encapsul ation
Pl ease note that this section is informational only.

A socket APl inplenentation based on [ RFC6458] is extended by
supporting one new read/ wite socket option
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6.1. Cet or Set the Renpte UDP Encapsul ati on Port Number
( SCTP_REMOTE_UDP_ENCAPS_PORT)

Thi s socket option can be used to set and retrieve the UDP
encapsul ati on port nunber. This allows an endpoint to encapsul ate
initial packets.

struct sctp_udpencaps {

sctp_assoc_t sue_assoc_id;

struct sockaddr storage sue_address;
uintl6 t sue_port;

b

sue_assoc_id:
This paraneter is ignored for one-to-one style sockets. For one-
to-many style sockets, the application might fill in an
association identifier or SCTP_FUTURE ASSCC for this query. It is
an error to use SCTP_{ CURRENT| ALL} ASSOC i n sue_assoc_i d.

sue_addr ess:
This specifies which address is of interest. If a wldcard
address is provided, it applies only to future paths.

sue_port:
The UDP port number in network byte order; used as the destination
port nunber for UDP encapsul ation. Providing a value of 0
di sabl es UDP encapsul ati on.
7. M ddl ebox Considerations
M ddl eboxes often use different tinmeouts for UDP based flows than for
other flows. Therefore the HEARTBEAT. I nterval paraneter SHOULD be
| owered to 15 seconds when UDP encapsul ation is used.
8. | ANA Consi derati ons

[NOTE to RFC-Editor: "RFCXXXX" is to be replaced by the RFC nunber
you assign this docunent.]

[NOTE to RFC-Editor: The requested values for the cause code are
tentative and to be confirned by | ANA ]

A new error cause code has to be assigned by IANA. This requires an
additional line in the "Error Cause Codes" registry for SCTP:
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| Val ue | Cause Code | Reference

[ oo b ool s oo ooy oo pe e o}
| 14 (suggested) | Restart of an Association | [ RFCXXXX] |
| | with New Encapsul ati on Port | |
S o m oo S +

Table 1: New Entry in Error Cause Codes Registry

Thi s docunent refers to the already assigned UDP port 9899 (sctp-
tunneling). IANA is requested to update this assignnment to refer to
[ RFCXXXX]. As per [RFC6335], the Assignee is [IESG and the Contact
is [IETF_Chair].

9. Security Considerations

Encapsul ating SCTP i nto UDP does not add any additional security
considerations to the ones given in [ RFC9260] and [ RFC5061] .

Firewal | s i nspecting SCTP packets need al so to be aware of the
encapsul ati on and apply corresponding rules to the encapsul ated
packets.

An attacker might send a nalicious UDP packet towards an SCTP
endpoi nt to change the encapsul ation port for a single renpte address
of a particular SCTP association. However, as specified in

Section 5.4, this requires the usage of one of the two negoti ated
verification tags. This protects against blind attackers the sane
way as described in [RFC9260] for SCTP over |Pv4 or IPv6. Non-blind
attackers can affect SCTP association using the UDP encapsul ation
described in this docunent in the same way as SCTP associ ati ons not
usi ng the UDP encapsul ati on of SCTP descri bed here.
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