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Abstract

Thi s docunent describes the usage of the Datagram Transport Layer
Security (DTLS) 1.3 protocol over the Stream Control Transm ssion
Prot ocol (SCTP) and obsol etes RFC 6083.

DTLS 1.3 over SCTP provides comunications privacy for applications
that use SCTP as their transport protocol and allows client/server
applications to communicate in a way that is designed to prevent
eavesdroppi ng and detect tanpering or nmessage forgery.

Applications using DTLS 1.3 over SCTP can use alnpost all transport
features provided by SCTP and its extensions.
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1. Introduction

Thi s docunent describes the usage of the Datagram Transport Layer
Security (DTLS) 1.3 protocol, as defined in [RFC9147], over the
Stream Control Transm ssion Protocol (SCTP), as defined in [ RFC9260].
Prior versions of DILS are out of scope for this docunent. The use
of DTLS 1.0 is described in [RFC6083]. For the rest of the docunent
we assume version 1.3 when referring to DILS unl ess the context
requires it to refer to a dedi cated version

DTLS over SCTP provi des conmmuni cations privacy for applications that
use SCTP as their transport protocol and allows client/server
applications to communicate in a way that is designed to prevent
eavesdroppi ng and detect tanpering or nmessage forgery.

Applications using DILS over SCTP can use alnost all transport
features provided by SCTP and its extensions.

TLS is designed to run on top of a byte-streamoriented transport
protocol providing a reliable, in-sequence delivery.

TLS over SCTP, as described in [RFC3436], has limtations:
* |t does not support the unordered delivery of SCTP user nessages.
* It does not support partial reliability, as defined in [ RFC3758].

* It only supports the usage of the same nunber of streans in both
directions.

* |t uses a TLS connection for every bidirectional stream which
requires a substantial anmount of resources and nmessage exchanges
if a large nunmber of streams is used.

DTLS over SCTP, as described in this docunent, overcones these
limtations of TLS over SCTP. This specification supports:

* preservation of nessage boundaries.
* a large nunber of unidirectional and bidirectional streans.

* ordered and unordered delivery of SCTP user nessages
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* the partial reliability extension, as defined in [ RFC3758].

* the dynam c address reconfiguration extension, as defined in
[ RFC5061] .

The |ist above matches the design of DTLS over SCTP based on
[ RFC6083] .

Thi s specification supports two ways of relaxing the nessage size
limtation, which is inposed by the nmaxi mum pl ai ntext record size of
2714 bytes:

* Using DTLS extensions allows to bunp this linit to 2232 - 256
byt es.

* |f only ordered and reliable nessages are rel evant, renove the
limt at all by using a fragnentation and reassenbly nethod naki ng
use of the Payl oad Protocol ldentifier (PPID).

However, the following limtation still apply:

* The DTLS user cannot performthe SCTP- AUTH key managenent because
this is done by the DTLS | ayer

DTLS establ i shes session keys for SCTP-AUTH in the same style as

[ RFC5763] defines how DTLS establishes keys for SRTP. This
specification utilizes a new version of SCTP- AUTH, described in
[1-D.ietf-tsvwg-rfc4895-bis] utilizing nbdern cryptographic

al gorithns.

The nethod described in this docunent requires that the SCTP

i mpl ement ati on supports the optional feature of fragmentation of SCTP
user messages as defined in [ RFC9260] and the SCTP aut hentication
extension defined in [I-D.ietf-tsvwg-rfc4895-bis].

The design of this specification is based on the follow ng
principl es:

* Re-use RFC 6083 as nuch as possible. Large parts of RFC 6083 are
re-used.

*  Focus of DTLS 1.3 and use its features and extensions.
* Mnimze the inmplenentation effort.

* Re-use the SCTP- AUTH extension but utilize a nodernized design.
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2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
Thi s docunent uses the follow ng terns:
Associ ation: An SCTP associ ati on.

Stream A unidirectional stream of an SCTP association. It is
uniquely identified by a streamidentifier.

Thi s docunent uses the follow ng terns:
DTLS: Datagram Transport Layer Security
MIU:  Maxi mum Tr ansmi ssion Unit
PPI D: Payl oad Protocol ldentifier
SCTP: Stream Control Transmi ssion Protocol
TCP: Transm ssion Control Protocol
TLS: Transport Layer Security

3. DTLS 1.3 Considerations

3.1. Version of DILS
Thi s docunent is based on [ RFC9147].

3.2. Message Sizes

DTLS, as specified in [RFCO147], limts the maxi mum pl ai ntext record
size to 2"14 bytes.

If thislimt is too restrictive, there are at |east two options:

1. To bump the nmaxi num pl aintext record size linmt to 232 - 256
bytes, the "record_size |limt" extension, which is defined in
[ RFC8449], MAY be used in conbination with
[I-Dietf-tls-tlsflags] and
[1-D. mattsson-tl s-super-junbo-record-linit].
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2. If only ordered and reliable nessages are relevant, the PPID
based fragnentati on and reassenbly nethod specified in
[1-D. tuexen-tsvwg-sctp-ppid-frag] MAY be used to renove the limt
at all.

3.3. Replay Detection

The DTLS protocol allows two forns of replay protection: replay
detecti on of handshake nmessages and replay detection of application
data payl oads. Handshake nessages nust be reliably transmtted and
replay detection is essenti al

Contrary to handshake nmessages, detecting replays of application data
messages is optional. |If enabled, this replay detection may result
in the DILS | ayer dropping nmessages. Since DILS/ SCTP provides a
reliable service, if requested by the application, replay detection
cannot be used. Therefore, replay detection for application data
payl oads of DTLS MUST NOT be used.

3.4. Path MIU Di scovery

SCTP provides Path MIU di scovery and fragnentation/reassenbly for
user messages. Since DILS can send naxi mum si zed nessages Path MruU
di scovery of DTLS MJUST NOT be used.

Still, DILS cannot conpletely ignore the PMIU for reasons mentioned
in Section 4.4 of [RFC9147]. The DITLS record fram ng expands the
dat agram si ze, thus lowering the effective PMIU

As recommended in Section 4.4 of [RFC9147], the DTLS record | ayer
SHOULD al so all ow the upper |ayer protocol to discover the amount of
record expansi on expected by the DILS processing.

3.5. Retransm ssion of Messages

SCTP provides a reliable and i n-sequence transport service for DTLS
messages that require it. Therefore, DTLS procedures for
retransm ssi ons of handshake nmessages MUST NOT be used. For the DTLS
stack the appearance is that there is no message | oss and
consequently no retransm ssi on needed.

3.6. Exporter
TLS defines an exporter interface, which is inherited by DILS. The
exporter interface allows the application using DILS to obtain keying

material fromthe DTLS stack. |In [RFC8446] the exporter values are
conmput ed as:
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TLS- Exporter (|l abel, context_value, key length) =
HKDF- Expand- Label (Deri ve- Secret (Secret, |abel, ""),
"exporter"”, Hash(context_value), key_length)
For use with this specification the |abel MJST be set to
"EXPORTER DTLS13 OVER SCTP', an enpty context value field and a key
I ength of 64 bytes.
3.7. Application Message Length
The size of a DILS record header depends on several factors, nanely
* the use of the DILS Connection ID (CID) feature,
* the size of the sequence nunber,
* the presence of the length field, and
* the use of padding to conceal the true nessage | ength.
VWhile the CID needs to be negotiated with the peer, the other
paraneters can be configured in DTLS stacks. The size of the records
can, however, be influenced with the record size |limt extension and
the flags extension

Hence, an SCTP user application has a nunber of configuration options
to adjust the use of DILS to best fit a given depl oynent environment.

4. SCTP Consi derati ons

4.1. Mapping of DILS Records
The supported maxi mum | ength of SCTP user nessages MJST be at |east
the size of the maxi num size of a DILSC phertext. |In particular, the
SCTP i npl enent ati on MUST support fragnentation of user nessages.
Every SCTP user nessage MJST consi st of exactly one DITLS record

4.2. DILS Connection Handling
Each DTLS connection MJST be established and term nated within the

same SCTP association. A DTLS connection MJST NOT span nultiple SCTP
associ ati ons.
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4.3. Payload Protocol ldentifier Usage

Application protocols using DILS over SCTP SHOULD regi ster and use a
separ ate payl oad protocol identifier (PPID) and SHOULD NOT reuse the
PPID that they registered for running directly over SCTP.

Using the same PPID does not harmas |ong as the application can
det erm ne whether or not DITLS is used. However, for protoco
anal yzers, for exanple, it is nmuch easier if a separate PPID is used.

This nmeans, in particular, that there is no specific PPID for DTLS
4.4. Stream Usage

Al'l DTLS nmessages except ApplicationbData protocol nessages MJST be
transported on streamO with unlimted reliability and with the
ordered delivery feature.

DTLS nessages of the ApplicationData protocol SHOULD use multiple
streans other than stream O; they MAY use stream O for everything if
they do not care about mnimzing head of |ine bl ocking.

4.5. Chunk Handli ng

DATA chunks of SCTP MJUST be sent in an authenticated way, as
described in [I-D.ietf-tsvwg-rfc4895-bis]. Oher chunks MAY be sent
in an authenticated way. This makes sure that an attacker cannot
nodi fy the streamin which a nessage is sent or affect the ordered/
unordered delivery of the nessage

If PR-SCTP, as defined in [RFC3758], is used, FORWARD- TSN chunks MJST
al so be sent in an authenticated way, as described in
[I-Dietf-tsvwg-rfc4895-bis]. Hence, it is not possible for an
attacker to drop nessages and use forged FORWARD- TSN, SACK, and/or
SHUTDOWN chunks to hide this dropping.

4.6. Post-Handshake Aut hentication

If the SCTP peers require periodic re-authentication after DILS
handshake is conplete to provide proof of ownership of an updated
identity (e.g., X. 509 certificate), the mechanismdefined in

[ RFC9261] MUST be | everaged by the peers for mutual re-

aut hentication. The application-layer protocol would have to be used
to send the authenticator request, either by the SCTP client or the
SCTP server using the established DTLS connecti on.
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A specific PPID is used to nultiplex/de-nultiplex user nessages used
for performng the procedures defined in [ RFC9261] with ot her user
nmessages.

4.7. Rekeying

The Extended Key Update nmechanismfor DTLS 1.3, defined in
[1-D.ietf-tls-extended-key-update], specifies the ExtendedKeyUpdate
message, which indicates that the sender wi shes to update its

crypt ographi c keys to ensure forward secrecy. |n DILS, updating
traffic keys requires the epoch value to be increnented. Since epoch
val ues cannot wrap, the maxi mum nunber of epoch updates is 2764 (this
i ncl udes epoch updates during the handshake itself).

When the sender of the ExtendedKeyUpdate nessage receives an

Ext endedKeyUpdat eResponse, it knows that it can safely switch from
the ol d epoch to the new epoch once the NewKeyUpdat e nmessage has been
successfully transmitted. This process is described in Section 8 of

[ RFC9147] and Section 8 of [I-D.ietf-tls-extended-key-update]. Wile
DTLS 1.3 will automatically performthis switch, the SCTP application
using DTLS 1.3 for updating keys wi th SCTP- AUTH requi res updating of
keying material. Although it is not mandatory to synchroni ze SCTP-
AUTH key updates with DTLS key changes, it is RECOVMENDED to switch
keys for use with SCTP- AUTH once a NewKeyUpdate nessage has been
successfully transmitted.

4. 8. Handshake

A DTLS inplenentation discards DILS nessages from ol der epochs after
some time, as described in [ RFC9147]. This is not acceptable when a
reliable data transfer is perforned.

4.9. Handling of Endpoint-Pair Shared Secrets

The endpoi nt-pair shared secret for Shared Key ldentifier O is enpty
and MJUST be used when establishing a DILS connection. A new

endpoi nt-pair shared secret MJST be established using the exporter
interface defined in [RFC8446], as described in Section 3.6. The new
Shared Key ldentifier MJST be the old Shared Key Ildentifier
incremented by 1. |If the old one is 65535, the new one MUST be 1.

Bef ore sending the Finished nessage, the active SCTP-AUTH key MJUST be
switched to the new one.

Once the correspondi ng Fini shed nmessage fromthe peer has been
recei ved, the old SCTP- AUTH key SHOULD be renoved.

Thii xen, et al. Expi res 23 Cctober 2025 [ Page 9]



I nternet-Draft DTLS 1.3 for SCTP April 2025

Si nce Ext endedKeyUpdat e nessages are used to change the application
traffic keys it is necessary to update the keying material initially
exported via the TLS 1.3 exporter interface.

The key derivation function MJST be used once the NewKeyUpdate has
been transmitted successfully. The function follows the design of
the exporter interface and deriving the updated Exported Keying
Material is discussed in Section 11 of
[I-D.ietf-tls-extended-key-update].

For use with this specification the |abel MJST be set to

"DERI VE_DTLS13_OVER SCTP', a context_value field containing a 64 bit
sequence nunber and a key length of 64 bytes. The 64 bit nunber

| ogically corresponds to the epoch value but there is no requirenent
for the DILS stack to expose the epoch value to this key derivation
function interfacing the SCTP stack for setting the SCTP-AUTH keyi ng
material. The sequence nunber MJST be increased with every DTLS key
updat e.

4.10. Shutdown

To prevent DTLS from di scardi ng DILS user nessages while it is
shutting down, a close notify alert MJST only be sent after al

out st andi ng SCTP user nessages have been acknow edged by the SCTP
peer and MJUST NOT still be revoked by the SCTP peer

Prior to processing a received close_notify, all other received SCTP
user messages that are buffered in the SCTP | ayer MJST be read and
processed by DTLS

5. | ANA Consi derations
I ANA is asked to update in the the TLS Exporter Label registry, which
was established in [ RFC5705] and updated by [ RFC8447], the Reference
of the | abel "EXPORTER DTLS OVER SCTP" to this docunent.

6. Security Considerations

The security considerations given in [ RFC4347], [RFC4895], and
[ RFC9260] al so apply to this docunent.
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8.

8.

1.

It is possible to authenticate DILS endpoi nts based on | P addresses
in certificates. SCTP associations can use nultiple addresses per
SCTP endpoint. Therefore, it is possible that DTLS records will be
sent froma different |IP address than that originally authenticated.
This is not a problem provided that no security decisions are nmade
based on that IP address. This is a special case of a general rule:
al | decisions should be based on the peer’s authenticated identity,
not on its transport |ayer identity.

For each nessage, the SCTP user also provides a streamidentifier, a
flag to indicate whether the nessage is sent ordered or unordered,
and a payl oad protocol identifier. Al though DTLS can be used to
provi de privacy for the actual user nessage, none of these three are
protected by DTLS. They are sent as clear text, because they are
part of the SCTP DATA chunk header.

Wil e TLS 1.3 reduced the nunber of supported cipher suites and
removed a number of cipher suites, including all NULL ci pher
algorithm However, [RFC9150] |l ater re-introduced support for cipher
suites that do not support confidentiality protection. Negotiating
such ci pher suites will not provide conmunications privacy for SCTP
applications and will not provide privacy for user nmessages and MJST
NOT be used with this specification
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