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Abst ract

NETCONF and RESTCONF protocols provide programratic interfaces for
accessing configuration data nodel ed by YANG This docunent defines
the use of a YANG based configuration tenplate nechani sm whereby
configuration data can be defined in one or nore tenpl ates and
applied repeatedly. This avoids the redundant definition of

i dentical configuration and ensures the consistency of it, thus

al | owi ng devices to be managed nore conveniently and efficiently.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1.

1.

I nt roducti on

Thi s docunent considers the case of a datastore that contains
multiple subtrees with simlar or identical nodes within them such
that the datastore contains repetitive data with limted variation.
If aclient has to repeatedly configure the same nodes for each
subtree, this can becone conpl ex, error-prone, and masks the intent
of the client.

Thi s docunent proposes a solution to inprove this, called
"Configuration Tenplates", that results in a snaller running
dat astore even when the configuration in <running> is |arge.

A Configuration Tenplate is a fragnent of configuration that the
device is instructed to replicate multiple tines to generate copies
of the configuration. This allows repetitive subtrees of
configuration to be witten only once, in the tenplate. Wen needed,
i ndi vidual instantiations of a tenplate can override the val ues of
nodes, or add new i nstance-specific nodes.

NVDA [ RFC8342] allows the configuration tenplates to be defined in
<runni ng> and expanded in <intended> but it does not specify details
about how configuration tenplates could be created and appli ed.

Thi s docunent defines the use of configuration tenplates in the
context of YANG driven network managenent protocols such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. Configuration tenplates can be
used with any YANG data nodel, this docunment doesn’'t make any
assunption on the YANG data nodel design, i.e. it does not rely on a
shared profile/group being defined in the YANG data nodel .

1. Editorial Note (To be renmoved by RFC Editor)

Note to the RFC Editor: This section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the time of publication. This note
summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Pl ease apply the follow ng replacenments:

*  XXXX --> the assignhed RFC nunmber for this draft

* 2025-05-28 --> the actual date of the publication of this docunent

Wlls, et al. Expires 4 January 2026 [ Page 3]
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The neani ngs of the synbols in tree diagrans are defined in
[ RFC8340] .

Thi s docunent uses the YANG terminol ogy defined in Section 3 of
[ RFC7950] .

Besi des, this docunent defines the follow ng term nol ogy:

Configuration Tenplate: A chunk of reusable configuration data that
could be applied to the configuration repeatedly, in order to
sinplify the delivery of network configuration and ensure the
consistency of it. A configuration tenplate may al so be called
"tenplate” or "YANG tenplate” throughout this docunent.

3. Requirenents

This section describes the requirenments that the Configuration

Templ ates sol ution nust satisfy. These requirenments were al

di scussed in the Interim Meetings, and a rough consensus was reached
on each of themby the participants in the neetings. A general thene
of the Configuration Tenplates work is to come up with a "M ni nal

Vi abl e Product" that is useful but not over-conplicated. Mre
advanced features could be considered as extensions in later drafts.

3.1. Defining and Managi ng Tenpl at es

Tenpl ates can be used with any YANG nodul e. They contain nodes of
configuration data, and are stored persistently in the running
dat astore of the device

A client can view and mani pul ate a tenplate, including the
configuration inside it, by manipulating it in the <running>
datastore. 1In this sense, a tenplate and its contents behaves |ike
any ot her subtree of configuration.
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3.2. Applying Tenpl ates

A template can be applied to zero or nore nodes in the <runni ng>
datastore. Each node can have zero or nore tenplates applied to it,
and the order they are applied is specified by the client. The order
is inportant when deternining the final intended configuration -- see
t he next section.

Templ ates can be applied at multiple points in the hierachy. The
next section states the requirenments when a node applies a tenplate
and it has an ancestor that also applies a tenplate.

When vi ewi ng the <runni ng> datastore, there is a nechanismto see
whi ch tenpl ates have been applied to each node, and in which order.

3.3. Producing the Intended Datastore

The device’'s <intended> datastore is the result of combining all the
applications of tenplates together with non-tenplate config. This is
call ed "expanding out" the tenplates.

The intended configuration inside a subtree is the result of taking
the relevant contents of every tenplate applied to the subtree’s root
node and its ancestors, and conbining it with the (non-tenplate) data
nodes inside the subtree.

A node inside a subtree nmay be present in nultiple tenplates that
have been applied, and/or it may be present as non-tenplate config
inside the subtree. The requirenents for conbining the tenpl ates and
the non-tenplate config together are as foll ows:

* The value of a node in the <intended> configuration is determ ned
by using precedence to decide where to take the value from

* Non-tenplate config al ways has the hi ghest precedence.

* \When tenplates are applied to nmultiple ancestors, the innernost
ancestor takes precedence.

* \When multiple tenplates are applied to a particular node, the
order of application (as indicated by the client when applying the
tenpl ates) determ nes the precedence within that node

Whenever the contents of a tenplate is updated in <running>, the

result of expanding out the tenplate appears in <intended> and takes
effect on the device.

Wlls, et al. Expires 4 January 2026 [ Page 5]
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3.4. Pattern Matching in Tenpl ates

The configuration inside a tenplate definition can contain val ues for
list keys that are sinple regular expressions, using a |linted subset
of regul ar expression syntax. This controls which list entries that
particul ar subtree of the tenplate takes effect for when the tenplate
i s applied.

An exanple of this would be to have a tenplate that is applied to a
top-level "interfaces" container, but the tenplate only takes effect
for certain interface nanes that match the regul ar expression

3.5. Of-box Tenpl ate Expansion

4.

4.

4.

If the client knows the contents of the <runni ng> datastore (non-
tenplate config, tenplate definitions and tenplate applications), it
must be possible for the client to calculate the result of tenplate
expansi on.

In other words, the outconme of tenplate expansi on depends solely on
the <runni ng> datastore and not the state of the device.

Configuration Tenplate Sol ution
1. Defining Tenpl ates

A configuration tenplate nmust first be defined before it can be
applied (see Section 4.2). The creation, nodification, and deletion
of configuration tenplates is achieved by network nanagenent
operations via NETCONF or RESTCONF protocols. The contents of the
configuration tenplate nmust be an instantiated chunk of data starting
fromany | evel node in the nodul e hierarchies.

(Editor’s note: nore work may be needed here to ensure the tenplate
is a valid subtree of config froma schenma perspective. This nmay
mean we need a way of saying where the root of the tenplate is in the
schema, for example with a set of "outer" nodes with

oper ati on="none").

The YANG data nodel of configuration tenplates is defined in
Section 7.

1.1. Tenplates with Regul ar Expressions

Si npl e regul ar expressions can be used to restrict which list entries
a tenpl ate takes effect for.
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(Editor’s note: more work is needed here to define the exact
semantics of this. Also, the regular expressions will be very sinple
(again, this needs to be defined), and therefore it may be better to
call them ' ' globs’ or 'patterns’)

For exanple, Figure 1 provides an interface configuration tenplate
that sets "type" as ethernetCsmacd and "ntu" as 1500 for interfaces
naned with the prefix "eth":

<tenplates xm ns="urn:ietf:parans: xm :ns:yang:ietf-config-tenplate">
<t enpl at e>
<id>ethernet-interface</id>
<cont ent >
<interfaces xm ns="urn: exanple:interface">
<interface>
<nane>"et h. *</ name>
<t ype>et her net Csmacd</t ype>
<nt u>1500</ nt u>
</interface>
</interfaces>
</ cont ent >
</tenpl ate>
</tenpl at es>

Figure 1: Exanple of An Interface tenplate

4.2. Applying Tenpl ates

For each configuration node in the <runni ng> datastore, one or nore
tenpl ates can be applied. This causes configuration fromthe

templ ates to be combined with child configuration in the <running>
datastore to produce a final set of <intended> configuration that
wi |l be used by the device.

4.2.1. The "apply-tenpl ates" Metadata

Tenmpl ate application is indicated using the "apply-tenpl ates”

met adata. The value of this is a list of space-separated tenplate
identifiers. |If the tenplate is applied to a node in the data tree,
the netadata object is added to that specific node.

The encodi ng of "apply-tenpl ates" netadata object follows the way
defined in Section 5 of [RFC7952].

For exanple, the follow ng interface configuration may be provided

with the container node "interfaces" applying the tenplate defined in
Fi gure 1:
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<interfaces xm ns="urn: exanple:interface"

xm ns:ct="urn:ietf:params: xm : ns:yang:ietf-config-tenpl ate"
ct:apply-tenpl ates="et hernet-interface">
<interface>
<nane>| oopback0</ nane>
</interface>
<interface>
<name>et hO</ name>
</interface>
<interface>
<nane>et hl</ nanme>
</interface>

</interfaces>

And the above interface configuration renders the follow ng expanded
configuration:

4.2.2.

<interfaces xm ns="urn: exanple:interface">

<interface>
<nane>| oopback0</ nane>
</interface>
<interface>
<name>et h0</ nanme>
<t ype>et her net Csmacd</t ype>
<nt u>1500</ nt u>
</interface>
<interface>
<name>et hl</ nanme>
<t ype>et her net Csmacd</t ype>
<nt u>1500</ nt u>
</interface>

</interfaces>

Creating, editing and deleting the "apply-tenpl ates" netadata

The apply-tenpl ates netadata can be nodified by the client by
specifying it as an attribute in an <edit-config> request. There are
three cases:

*

Wills,

The apply-tenplates attribute is specified and the value is non-
enpty (i.e. alist of tenplates to apply to the node). The apply-
tenpl ates netadata is changed to match the value in the request.

The apply-tenplates attribute is specified and the value is the

enpty string. The apply-tenplates netadata is removed and t hus no
tenpl ates are applied to the node.

et al. Expires 4 January 2026 [ Page 8]
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* The apply-tenplates attribute not specified. The apply-tenplates
met adata currently present on the node (if any) is unchanged.

For exanple, this request creates a single | oopbackO interface and
applies tenplate t1 to the interfaces container

<edit-config>
<confi g>
<interfaces xm ns="urn: exanpl e:interface"
ct:apply-tenplates="t1">
<interface>
<name>| oopback0</ nanme>

</interface>

</interfaces>

</ config>
</edit-config>

This request also applies tenplate t2 to the interfaces container
<edi t-config>
<confi g>
<interfaces xm ns="urn: exanple:interface"
ct:apply-tenplates="t1 t2" />

</ config>
</edit-config>

After this request, <running> is as follows:

<interfaces xm ns="urn: exanple:interface"
ct:apply-tenplates="t1 t1">
<interface>
<nane>| oopback0</ nane>
</interface>
</interfaces>

This request adds a new interface list entry, and | eaves the applied
t enpl at es unchanged:

Wlls, et al. Expires 4 January 2026 [ Page 9]
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<edit-config>
<confi g>
<interfaces xm ns="urn: exanple:interface">
<interface>
<nane>et h0</ nanme>
</interface>
</interfaces>

</ config>
</edit-config>

After this request, <running> is as follows:

<interfaces xm ns="urn: exanpl e:interface"
ct:apply-tenplates="t1 t1">
<interface>
<nane>| oopback0</ nane>
</interface>
<interface>
<name>et hO</ name>
</interface>
</interfaces>

Finally, this request deletes all the tenplates, and | eaves the |ist
entries unchanged:

<edi t-config>
<confi g>
<interfaces xm ns="urn: exanpl e:interface"
ct:apply-tenplates="" />
</interfaces>

</ config>
</edit-config>

After this request, <running> is as follows:

<interfaces xm ns="urn: exanple:interface">
<interface>
<nane>| oopback0</ nane>
</interface>
<interface>
<nane>et h0</ nane>
</interface>
</interfaces>

Wlls, et al. Expires 4 January 2026 [ Page 10]
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4.3. Overriding Tenpl ates

The client may want to to override some configuration in a tenplate
when it is applied to a particular node in <running> The client can
achieve this by providing the desired value at the correspondi ng

| evel when applying the tenplate. Configuration explicitly provided
by the client always takes precedence over the sane node defined in
tenpl at e.

A tenpl ate node can be overriden by having its val ue changed, but it
can't be del et ed.

As an example of overriding a node in a tenplate, a client may
configure physically present interfaces "eth0" and "ethl" inheriting
the tenplate defined in Figure 1, but the "mu" value of "ethl" needs
to be 9122:

<interfaces xm ns="urn: exanple:interface"
xm ns:ct="urn:ietf:paranms: xm :ns:yang:ietf-config-tenplate"
ct:apply-tenpl ates="ethernet-interface">
<interface>
<nane>| oopback0</ nane>
</interface>
<interface>
<name>et hO</ nanme>
</interface>
<interface>
<nane>et hl</ nane>
<mt u>9122</ nt u>
</interface>
</interfaces>

And the above interface configuration renders the follow ng expanded
configuration:

Wlls, et al. Expires 4 January 2026 [ Page 11]
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<interfaces xm ns="urn:exanple:interface">
<interface>
<nane>| oopback0</ nanme>
</interface>
<interface>
<nane>et h0</ nane>
<t ype>et her net Csmacd</t ype>
<mt u>1500</ mt u>
</interface>
<interface>
<name>et hl</ nanme>
<t ype>et her net Csmacd</t ype>
<nt u>9122</ nt u>
</interface>
</interfaces>

4. 4. Expandi ng Tenpl ates

When a configuration tenplate is applied to a node in the data tree,
it acts as if the configuration defined in the tenplate is nerged
with the configuration provided explicitly at the corresponding | evel
in the data tree, with the explicitly provided configuration taking
pr ecedence.

The rules for deriving the <running> configuration are as foll ows:

* The value of a node in the <intended> configuration is determ ned
by using precedence to decide where to take the value from

* Non-tenplate config always has the hi ghest precedence.

* \Wen tenplates are applied to multiple ancestors, the innernost
ancestor takes precedence.

* \When multiple tenplates are applied to a particular node, the
order of application (as indicated by the client when applying the
tenpl ates) determ nes the precedence within that node

VWhenever the contents of a tenplate is updated in <running> the

result of expanding out the tenplate appears in <intended> and takes
ef fect on the device.

Wlls, et al. Expires 4 January 2026 [ Page 12]
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4.5. Validity of Tenpl ates

The contents of the tenplate alone is not always sufficient to
enforce the constraints of the data nodel. Sonme constraints nmay
depend on configuration outside of the tenplates to satisfy, e.g., a
list may contain a nandatory | eaf node which is not defined in the
tenpl ate but explicitly provided by the client. However, servers
SHOULD parse the tenplate and enforce the constraints if it is
possi bl e during the processing of tenplate creation, e.g., servers
may validate type constraints for the |eaf, including those defined
in the type's "range", "length", and "pattern" properties.

That said, if a tenplate is applied in the configuration data tree,
the results of the tenplate configuration nerging with configuration
explicitly provided by the client MIST al ways be valid, as defined in
Section 8.1 of [RFC7950].

5. Interaction with NVDA dat astores

Sone i npl enent ati ons may have predefined configuration tenplates for
the conveni ence of clients, which are present in <systenr (if

i mpl emented, see [I-D.ietf-netnod-systemconfig]). |In addition,
clients can always define their own tenplates in <running>  However,
configuration tenplate data defined by "ietf-config-tenplate" YANG
dat a nodel shoul d not be visible in <operational> until being
inherited by a node in the data tree.

If a node in the data tree applies a configuration tenplate, the
configuration tenplate does not expand in <running> A read of
<runni ng> returns what is sent by the client with the "apply-
tenpl ates" netadata attached to the specific node. A configuration
tenpl ate which is inherited or overridden by the node instance MJUST
be expanded in <intended>

6. Interaction with Non-NVDA dat astores
TBC

7. The "ietf-config-tenplate” YANG Mdul e

7.1. Data Mdel Overview

The followi ng tree diagram[RFC8340] illustrates the "ietf-config-
tenpl at e” nodul e:

Wlls, et al. Expires 4 January 2026 [ Page 13]
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7.

2.

modul e: ietf-config-tenplate

+--rw tenpl ates
+--rw tenpl ate* [id]

+-rwid string
+--rw description? string
+--rw content? <anydat a>

+--ro last-nodified? yang: ti mest anp

Editor’s Note: Should we use the RFC7952 netadata annotation for
the "apply-tenpl ates’ netadata here?

Editor’s Note: the current definition of tenplate configuration
uses anydata, but this nay not be able to be validated at tenplate
definition time because anydata i s opaque.

YANG Mbdul e

<CODE BEG NS> file "ietf-tenpl ate@025-05-28. yang"
modul e ietf-config-tenplate {

yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-config-tenplate”;
prefix ct;

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types",

}

organi zati on
"I ETF NETMOD ( Networ k Model i ng) Working G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wg/ netnod/ >
WG List: <nmailto:netnod@etf.org>
Aut hor: Q ufang Ma
<mai | t 0: maqi uf angl@uawei . cone";

description
"This nodul e defines a tenplate list with a RPC to expand
the tenpl ate.

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD License set forth in Section 4.¢c of the | ETF Trust’'s
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Wills,

Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC
itself for full legal notices.

The key words *MJST', ' MJST NOT', 'REQUIRED , ' SHALL',
"SHALL NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here.";

revisi on 2025-05-28 {
description
"Initial revision.";
ref erence
"RFC XXXX: YANG Tenpl at es";

}

contai ner tenplates {
description
"Specifies the tenplate paraneters."”;
list tenplate {
key id;
description
"The list of tenplates managed on this device.";
leaf id {
type string;
description
"The identifier of the tenplate that uniquely identifies a
tenpl ate.”;

| eaf description {
type string;
description
"A textual description of the tenplate.";

anydata content {
description
"inline tenplate content.";

| eaf last-nodified {
type yang:ti mestanp;
config fal se;
description
"Ti mestanp when the tenplate is nodified last tine.";
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}
}
}

LCCDE ENDS>

8. Security Considerations
TODO Security

9. | ANA Consi derations

9.1. The "I ETF XM." Registry

Thi s docunent registers the followng URI in the "I ETF XM. Regi stry"
[ RFC3688] .

URI: urn:ietf:parans:xm:ns:yang:ietf-config-tenplate
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace

9.2. The "YANG Modul e Nanes" Registry

Thi s docunment registers the foll owing YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC6020].

name: ietf-config-tenplate

nanespace: urn:ietf:parans: xm :ns:yang:ietf-config-tenplate
prefix: ct

mai nt ai ned by | ANA? N

r ef erence: RFC XXXX

10. Ref er ences
10.1. Normative References
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