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Abst ract

This meno anal yzes some port set definition algorithms used for
stateless IPv4 to I Pv6 transition technol ogies. The transition
technol ogi es using port set algorithnms can be divided into two
categories: fully statel ess approach and bi ndi ng approach. Sone
al gorithnms can work for both approaches.
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1.

I nt roducti on

I Pv6 transition technologies with address sharing can be divided into
three categories as suggested in [I-D.softwi re-unified-cpe]:

o0 Fully stateful approach, e.g. [RFC6333]. Stateful solutions do
not nmake use of port sets, and are out of scope for this neno.

o Binding approach, with per-subscriber state, e.g.,
[1-D.softwire-1wdover6]. This type of al gorithm does not enbed
port set information and | Pv4 address in the | Pv6 address when
doi ng transl ation or encapsul ation, so a mapping entry is required
in the border router. This type of solution gives flexibility in
address pl anni ng because the | Pv4 address is not statically bound
to the I Pv6 address. To sonme extent, the binding approach can
also be called a partially statel ess approach

0o Fully statel ess approach, e.g., [|I-D.softwire-map]. This type of
al gorithm enbeds port set information and an | Pv4 address in the
| Pv6 address. For a given port nunber and | Pv4 address, the
correspondi ng | Pv6 address can be calculated using a limted set
of mapping rules rather than a mapping entry per subscriber

Bi ndi ng and statel ess technol ogies can significantly sinplify the

i mpl ementation of the border router and reduce resource requiremnments.
In these solutions, a port set is assigned to each CPE, and can be
calculated froma port set identifier (PSID) in conjunction with some
other paraneters. For a given port nunber, the correspondi ng PSID
can al so be derived; that is, the mapping algorithm nust be
reversi bl e.

Sone port set definition al gorithns have been proposed to support
these technologies. It may be useful to analyze the characteristics
of these algorithns for better understanding and to choose a proper
algorithmfor different needs.

A good port set definition algorithmnust be reversible and easy to
implement. It nust be able to exclude the well-known ports (0-1023).
It should be able to define non-continuous or random port sets for
the nodest gain in security against port-guessing attacks that these
provide. For the fully stateless nethod, the restrictions inposed by
the algorithmon the choice of |Pv6 addresses for customer equi pnent
should be minimzed. To sinplify administration, the total numnber of
ports assigned should be roughly the same for each port set derived
by the algorithm Finally, the algorithmshould be adaptable to a

wi de range of address sharing ratios.

This memo will analyze the follow ng characteristics:
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o Inplermentation: inplenentation conplexity, performance, etc.

0 Can calculate the port set identifier (PSID) fromthe port nunber
at the Border Router (BR).

0 Can exclude well known ports w thout excluding other ports.

o Port set type: continuous, non-continuous, random Continuous
port set provides conmmon security, random port set provides good
security.

0 Stateless: requires per-subscriber provisioning at the BR yes or
no.

o Friendliness for NAT44: conply with NAT44 [ RFC5382] or not.

0 Sharing ratio: maxi mnum m ni nrum sharing rati o.

2. Term nol ogy

BR: Bor der Router.

CPE: Cust omer Preni se Equi prent.

GVA: General i zed Modul us Al gorithm

VAP: Map Address and Port.

PSI D Port Set ldentifier, one of the key paraneters used to

derive the set of ports allocated to a given CPE

3. Various Types of Al gorithns

3.1. Binding Approach Al gorithmns

3.1.1. WMask/Value Al gorithm
[ RFC6431] defines an option for the PPP Internet Protocol Control
Protocol (IPCP) [RFC1332] to allocate port sets to CPEs, as shown in
Figure 1. The Port Range Val ue plays the role of a PSID. The

exanpl e in [ RFC6431] shows the case of a mask selecting a port number
prefix, but the mask can be nore general.
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Figure 1: I PCP Option Format For Port Set Ildentifier (PSID)

[1-D. softwire-1wiover6] also uses this type of port set definition
algorithm for which provisioning is defined in
[1-D. sun-dhc-port-set-option]. Figure 2 illustrates the DHCP opti on.

0 1

0 1 2 3 45 6 7 8 9 0 1 2 3 45
e i SR
| OPTI ON_PORT_SET | option-length |
I S S i T SHRE PR g
| Port Set I ndex |
I S T I S S S S L TR o
| Port Set Mask |
e S

Fi gure 2: DHCP Port Set Option Format

The bit-wi se AND of port set index and mask can be encoded in an | Pv6
address, which will turn it into a fully stateless solution, simlar
to paraneter PSID in other technol ogies, e.g., MAP

[1-D. softw re-nmap].

The Port Range Val ue corresponding to a given port can be derived by

performng the bit-wi se AND of the port number with the Port Range
Mask.
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B e T S L S S i S L e & (x may be set to 0 or 1)

Figure 3: Exanple of Port Range Mask and Port Range Val ue

Thi s al gorithm can have sonme kind of random zation effect by setting
different nunbers of bits and bits at different |ocations in the Port
Range Mask.

This algorithm may have a problemif the well known ports (0-1023)
need to be excluded; it is a bit difficult to achieve that. But if
the operator does not have a specific usage for the well known ports,
then it is safe to allocate those port to end users, just |ike other
common ports. Sone tests have been done to confirmthis.

I mpl enent ati on | Easy

PSI D from port Yes

number

Port excl usion Difficult

Port set type Continuous with prefix, non-continuous otherw se

subscri ber-i ndependent .

Care must be taken to avoid port overloading if
mask varies between subscribers.

Can vary from1l to 65536 subscribers per

addr ess.

NAT compl i ance

I I
| | |
I I I
I I I
I I I
| Statel ess | Requires BR to know mask, could be |
I I I
| | |
I I I
| Sharing ratio | |
I I I

Table 1: Eval uation of Mask/Value Al gorithm
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3.1.2. Cryptographic Al gorithm

The cryptographic port set definition algorithmintroduced in

[ RFC6431] can provide very good protection agai nst port guessing
attacks, but it is very difficult to derive the port set information
e.g., the starting point, froma given port nunber. This algorithm
can only be used in binding scenarios; the BR nust operate in per-
subscri ber state node.

01234567890123456789012345678901
i s T S i i T S A b e ok
M Reserved | function |
i e L R el T S i e R e e o s i s I N S S
| starting point | nunber of del egated ports |
B i s T T i i o S o T Ji I
| key K c.
e L i i T e S h h o i R SR

T S S e T S S i S S I A S S S
T T I e T

T I T S S i T S AR s

Figure 4: Format of the Cryptographically Random Port Range Option

o e e e e e oo - oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Criterion | Result |
Fom e e e e e oo s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +

I mpl ement ati on Difficult

PSI D from port No (note)

nurber

Port excl usion Difficult

St at el ess
NAT conpliance

Bi ndi ng node only.

Care must be taken to avoid port

over | oadi ng.

Can vary from1 to 65536 subscribers per
addr ess.

I

I

I

|

| Port set type
I

I

I

| Sharing ratio
|

I
I
I
|
Cont i nuous or non-conti nuous |
I
I
I
I
|

Tabl e 2: Evaluation of Cryptographic Al gorithm

Note: it may be possible to find a cryptographic al gorithmwhich can
be reversed, e.g. define a reversible one-to-one mapping al gorithm
But that is out the scope of this neno. |If strong security is
required, it may be worth giving this topic further study.
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3.2. Fully Stateless: the Generalized Mdulus Al gorithm (GVA)
Currently there are three drafts supporting the GVA style algorithm
MAP-E [I-D.softwire-map], 4rd-U [I-D.softwire-4rd], and MAP-T
[1-D.softwire-map-t], but they are not exactly all the sane.

3.2.1. MAP-E

In MAP [1-D.softwire-map], a port set can be defined by the follow ng
paranet ers:

R sharing ratio;
P. PSID;
M maxi mum nunber of contiguous ports.

To derive the set of port numbers in the port set corresponding to a
given PSID val ue, the followi ng equation can be used:

Port = (R* M * i + M* PSID + j

where i and j are indices which vary within linmts to provide the
different port nunbers belonging to the port set. The range of i

depends on the value (R* M and the range of j is fromO to (M- 1).
If (R* M is less than or equal to 2715, ports (e.g, the well- known
ports 0-1023) can be excluded fromthe | ower end by putting a | ower

limt dependent on the value (R* M onindex i. |In this case, each

port set defined by the algorithmconsists of a series of ranges of M
consecutive port numbers at intervals of (R* M.

On the other hand, if (R* M is greater than 2715, the first term
drops out of the above equation and a lower linmt dependent on the
val ue of Mhas to be inposed on the value of PSID to exclude the
wel | - known ports. In this case, each PSID is associated with a
singl e range of M consecutive port nunbers.

The GVA is easily reversible. For a given port nunber, the
corresponding PSID is given by:

PSID = floor( (Port modulo (R* M) / M)
If Rand Mare powers of 2, this beconmes a mask operation. The mask

consists of 'a high-order zeroes, followed by "k’ ones, followed by
"m | oworder zeroes, where:
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2™a

65536/ (R * M;
2"m= M
k =16 - a - m
See Figure 5.
MAP- E defaults to a value of 'a equal to 6. Thus by constraining
the index i to be >= 1, exactly the well-known port range is

excluded. Also, each port set consists of 63 equally-sized ranges of
consecutive val ues spaced 1024 ports apart.

0 8 15
T TS R o e e e o +
| i | PSI D | ] |
Foommicanaaaaas S S Foommeiicmaaieieaas +
| <----a bits--->|<----- k bits----><------ mbits----- >|

Figure 5: GVA Bit Representation OF a Port Number When R and M Are
Powers OF 2

For a conpl ete explanation of the GVA, see Appendi x B of
[1-D. softwire-map].

MAP- E enbeds the PSID in the End User |Pv6 Address provisioned on the
customer edge device. See Figure 6. The PSID s location within the
address is determined fromthe Basic Mapping Rule applicable to the
subscriber. A mask to extract the PSID fromthat address is

descri bed as foll ows:

o0 High-order zeroes in the amount of (n + 32 - r) bits, where nis
the length of the IPv6 prefix in the Basic Mapping Rule and r is
the length of the IPv4 prefix in that rule.

0 Ones in the ambunt of (r + o - 32) bits, where o is the nunber of
EA bits given by the rule.

0 Zeroes for the remaining | oworder portion of the address.
This operation is valid only if (r + 0) is greater than 32. |[If not,

the 1 Pv4 address or prefix assigned to the subscriber is unshared and
the custoner edge device can use every port.
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| 32 bits | | 16 bits |
o m e e e e e e a oo + o e e e e m e i oo +
| 1Pv4 endpoint address | | Port in port set |
o e e e e o - + o e e oo oo oo +

: : ]
| r bits | 32-r bits | /' q bits q=0- (32-r)
oo S + T +
| 1Pvd prefix |I1Pv4d sufx| | Port Set ID
S S + R +

\ / / /

\ ! /
\ / /

| n bits | o bits | s bits | 128-n-0-s bhits |
o e e e e e i e o o m e e e - B S S Fomm e e e oo +
| Rule IPv6 prefix | EA Dbits |subnet ID interface 1D |
o e e e o - M R S —— o e e e e oo oo +
| <--- End-user IPv6 prefix --->

Figure 6: Structure of the MAP-E End User |Pv6 Address
3.2.2. 4rd-U

Everything that was described in the previous section for MAP-E al so
applies to 4rd-U [I-D.softwire-4rd], with two differences. First,
the mapping rule applicable to a particular custoner site includes an
i ndi cation of whether the customer edge equipnment is permtted to use
the well-known ports or whether they nust be excl uded.

If the well-known ports are to be excluded, the default value of 'a
(recall Figure 5) is 4 rather than 6. That nmeans that the port set
consists of 15 rather than 63 ranges, spaced 4096 val ues apart. It
al so nmeans that ports 0-4095 rather than ports 0-1023 are excl uded.
At an earlier point in time MAP-E had the same default, for which the
4rd- U docunent provi des argunents. However, it was decided that the
waste of ports entailed (which inplies a 6% reduction in the nunber
of subscribers sharing the sanme | Pv4 address) was a sufficient reason
to change. However, see Section 4 for new evidence on this point.

If the well-known ports can be used, the default value of "a is
zero. That is, the PSID is positioned at the begi nning of the port
nunber. As nentioned in the previous section, this inplies that
subscri bers assigned this mapping rule are assigned a single range of
consecutive ports. The subscribers assigned the | owest PSID val ues
receive port sets consisting partly or conpletely of well-known port
nunber val ues.
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3.2.3. MAP-T

MAP-T [I-D.softwire-map-t] uses the sanme algorithmto assign port
sets to custonmer sites, this tinme with just one difference. The
default value of the offset "a is always 4. The consequences in
terns of wasted ports were spelled out in the previous section

3.2.4. Eval uati on

This section provides an eval uation of the GVA agai nst our conparison

criteria.

. e +
| Criterion | Result |
o e o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +

I mpl ement ation | Easy
PSI D from port
nunber

Port excl usion

I I
I I I
I I I
| | Easy, but using a value of the offset 'a |
| | between 1 and 5 wastes ports and hence reduces |
| | the maxi num practical sharing ratio. |
| Port set type | Continuous for "a = 0, non-continuous otherw se
| Statel ess | No subscriber-specific data required. |
| NAT conpliance | Port sets are guaranteed to be non-overlapping. |
| Sharing ratio | Equal to 65536/(M* 27a), where Mis the range |
| | size for all subscribers sharing the sane |
| | address. See note. |

Tabl e 3: Evaluation of Cryptographic Al gorithm

Note: a practical value of the total nunber of ports in the port set
is in the order of 400. Suppose one wants to guarantee each
subscriber at |east this nunber of ports. Recall that the nunber of
equal ranges into which the port allocation is divided is equal to 1
for a =0, 15 for a = 4, and 63 for a = 6. Because of the assunption
of equal range sizes, the nunber of ports Min each range has to be
rounded up in the general case to give a total nunber of ports at

| east equal to 400. Table 4 shows the consequent inpact on sharing
ratio. The rounding effect very nuch domi nates the results. If the
target were 305 ports instead, the sharing ratio would be the sane
for all three values of a, since 305 is a nultiple of 15 and 63.
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I I I . S S T +
| a| 2*a | # Ranges | Range Size M| Tot. Ports | Ratio R
S R TS o e e - R S R +
| O] 1| 1| 400 | 400 | 163
| 4] 16 | 15 | 27 | 405 | 151
| 6] 64] 63 | 7| 441 | 146
T S T . S ISRy T +

Table 4: Port Allocations and Range Size For Different Values O
Ofset a

In Table 4, the value Mis rounded up fromthe ratio 400/ N, where N
is the nunber of separate ranges in the port set. The total nunber
of ports in the port set is this result nultiplied by the number of
ranges. The sharing ratio is then the stated 65536/ (M * 2%a),
rounded down to ensure every subscriber sharing the address gets the
sanme nunber of ports. For a = 0, this ratio would be reduced by 3 to
excl ude the three ranges containing well-known ports.

4. Concl usion

The Generalized Mdulus Algorithm (GVA) clearly conmes the closest to
satisfying all of our criteria. As the exanple calculation in

Tabl e 4 shows, the sharing ratio is sensitive to the rounding
necessary to guarantee at |least a certain total number of ports to
each subscriber. 1In this regard, sensitivity will be higher for

| arger values of the offset paraneter 'a', leading to the surprising
result that for some ranges of values of the target total nunber of
ports, the sharing ratio will be less for a = 6 than for a = 4 even
though the latter wastefully excludes an extra 3072 ports.

The sensitivity of this result to the target total nunber of ports
per subscriber is shown if one assunmes that that nunber is 441 ports.
Then the sharing ratio for a = 6 renains at 146, but that for a = 4
drops to 136.

The mask/value algorithmis really a generalization of the GVA. (One
has the GVA if the one-bits of the mask are constrained to be
consecutive. The difference between the binding and fully statel ess
approaches lies not in the algorithmitself, but in howthe algorithm
paraneters are conveyed to the border router. Binding uses per-
subscriber rules. The fully statel ess approaches reviewed in this
docunent use a conbi nati on of shared mapping rules and information
enbedded in specially-constructed addresses.
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5.

7.

7.

7.

| ANA Consi der ati ons

This meno i ncludes no request to | ANA

Security Considerations

The maj or security consideration related to the subject matter of
this document is the vulnerability of port allocation to a port
guessing attack. See [RFC6056] for details. The nost inportant
factor in countering such an attack is to allocate ports randomy
fromthe assigned port set as they are required by different
applications. However, allocating port sets as non-continuous or
randomentities requires the attacker to go to sone extra effort in
order to determ ne the conplete port set allocated to a subscriber
Thus resistance to port guessing attacks is inproved to a certain
degree by allocating non-continuous port sets. For the GVA, this
means that non-zero values of the offset value 'a’ are to be
preferred.
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