COSE H. Tschofenig

I nternet-Draft H BRS
I nt ended status: Standards Track B. Mbran
Expires: 3 Septenber 2025 Arm Limted
H. Birkhol z

Fraunhofer SIT

2 March 2025

CBOR nj ect Signing and Encryption (COSE): Header Paraneters for
Carrying and Referencing Chains of CBOR Wb Tokens (CWs)
draft-tschof eni g- cose-cw - chai n- 02

Abstract

The CBOR Ohj ect Signing and Encryption (COSE) message structure uses
references to keys and defines header paraneters to carry chai ns of
X. 509 certificates.

Thi s specification extends this functionality to CBOR Wb Tokens
(CWI's).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.
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provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

ONoOhwbE

8.
8.
8.

9.

9.

I ntroduction .
Ter m nol ogy and Reqm rerrents Language .
CW Path Validation . . . .

CW' COSE Header Paranet ers .

CW's and Static-Static ECDH .

Exanpl e . .

Security Consi der atl ons .

I ANA Consi derations . .

1. CCSE Header Paranet ers Reg| stry .

2. COSE Header Al gor| thm Par anet ers Regl st ry

3. Media Type appl i cation/cwt
Ref erences . ..
1. Nor mat i ve Ref erences

2. Infornmative References

Appendi x A, Contri butor .
Appendi x B. Acknow edgnents
Aut hors’ Addresses .

I nt roducti on

March 2025

Code Conponents
BSD Li cense text as
sions and are

2

3

4

5
10
11
11
12
13
13
13
14
14
15
16
16
17

The CBOR Ohj ect Signing and Encryption (COSE) message structure uses
references to keys and defines header paraneters to carry chai ns of

X.509 certificates. The header paraneters for co
certificate chains in a COSE payl oad are defined in [ RFC9360] .

Thi s docunent is inspired by RFC 9360 and defi nes
to convey chains of CBOR Wb Tokens (CWs) [RFC8392]. The use of

chains of CAMs allows a trust
be used wi th COSE.

nveyi ng X 509

header parameters

infrastructure established by CWs to
The Conci se Binary Object Representation (CBOR)

key structures [ RFC8949] that have been defined in COSE support the

use of X.509 certificates.

proven concepts to CWMs. These chains of CWMs al
simlarly to what a X 509 certificate-based Public Key Infrastructure
(PKI) provides. Since [RFC8747] does not define
path validation for CMs, new term nology is intr

This docunment is structured as follows: After int
we describe path validation for CWMs. Then, we d
par anet ers.
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2

Term nol ogy and Requi renments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following ternms are useful for readers of this document:

* End Entity: user of CM and/or end user systemthat is the subject
of a OWI;

* CA certification authority; RFC 8747 calls this entity the
"issuer" and describes it as "the party that creates the CW and
bi nds the claims about the subject to the proof-of-possession
key". In an QAut h-based system this entity often corresponds to
an aut horization server.

* CA OAM: ACW that is self-issued whereby the sanme name appears in
the subject and issuer clains.

* RA registration authority, i.e., an optional systemto which a CA
del egates certai n managenent functions; while often used in PKl
depl oynents it is a role that has not found usage in systems using
CWI's.

* CRL issuer: a systemthat generates and signs Certificate
Revocation Lists (CRLs); The term CRL is used generically to al so
refer to status lists [I-D.ietf-oauth-status-1list].

* repository: a systemor collection of distributed systens that
stores CWs and CRLs and serves as a neans of distributing these
CWs and CRLs to end entities. These repositories my be append-
only databases, in the style of [I-D.ietf-keytrans-architecture].

*  Trust Anchor: As defined in [RFC6024] and [ RFC9019], a Trust
Anchor "represents an authoritative entity via a public key and
associ ated data. The public key is used to verify digita
signatures, and the associated data is used to constrain the types
of information for which the trust anchor is authoritative." The
trust anchor may be a CWM, a raw public key, or other structure,
as appropriate.

* Subject Public Key (Info): The "confirmation" claim defined in
[ RFC8747], used to carry the public key and the algorithmw th
whi ch the key is used.
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3.

CWI Path Validation

The goal of path validation is to verify the binding between a

subj ect nane and the public key, as represented in the target CW
based on the public key of the trust anchor. In nbst cases, the
target CWF will be an end entity COAMT. Verifying the binding between
the nane and subject public key requires obtaining a sequence of
certificates that support that binding. For path validation to work
CWs that have a m ni mum nunber of clains, nanely:

*  Subj ect
* |ssuer
*  Confirmation

Valid paths begin with CMs issued by a trust anchor and the trust
anchor is an input to the algorithm The algorithmin Section 6 of
[ RFC5280] requires the public key of the CA the CA s nanme, and any
constraints upon the set of paths that may be validated using this
key.

The path validation algorithmverifies that a prospective
certification path (a sequence of n CWs) satisfies the follow ng
condi tions:

(a) for all x in {1, ..., n-1}, the subject of CM x is the issuer of
CWI' x+1;

(b) COAM 1 is issued by the trust anchor;
(c) O nis the CAT to be validated (i.e., the target CM); and

Not e: When the trust anchor is provided in the formof a self-signed
CW, this self-signed CAT is not included as part of the prospective
certification path.

As a variation to the algorithmpresented in Section 6 of [RFC5280],
there is no strict requirenent for a CM being valid in ternms of its
lifetime (as indicated by the "Expiration Time" and the "Not Before"
clains) since CW's nmay not necessarily carry these clains and
validatity may be determined via different means, which are outside
the scope of this algorithm

Path validation is an inportant part of establishing trust in a CA
and when applying path validation, as defined in Section 6

of [ RFC5280], to CWIs the reader needs to treat themas certificates.
It is inportant to keep in nmind that many of the advanced features
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avail able with an X 509 certificate-based PKI are, at the tinme of
witing, not available with CMs. The authors do, however, believe
that differences will decrease over time as CM-based depl oynents
scal e.

4., CW CCSE Header Paraneters

Parties that intend to rely on the assertions made by a CWs obt ai ned
fromany of these nethods still need to validate it. This validation
can be done according to the PKIX rules specified in [ RFC5280] or by
using a different trust structure, such as a trusted distributor for
sel f-signed CW's. The PKI X validation includes matchi ng agai nst the
trust anchors configured for the application. These rules apply when
the validation succeeds in a single step as well as when OAT chains
need to be built. [If the application cannot establish trust in the
CWI, the public key contained in the CM cannot be used for

crypt ographi ¢ operati ons.

The header parameters defined in this document are as follows:

cwt - bag: Thi s header paraneter contains a bag of CWMs, which is
unordered and may contain self-signed CWs. Note that there could be
duplicate CWs. The CW bag can contain CM that are conpletely
extraneous to the nessage. (An exanple of this would be where a

si gned nmessage is being used to transport a CWM containing a key
agreenment key.) As the CAM are unordered, the party evaluating the
signature will need to be capable of building the CA path as
necessary. That party will also have to take into account that the
bag may not contain the full set of CW needed to build any
particul ar chain.
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The trust nechani sm MUST process any CM in this

paraneter as untrusted input. The presence of a self-signed

CW in the paraneter MJST NOT cause the update of the set

of trust anchors without some out-of-band confirmation. As the
contents of this header parameter are untrusted input, the header
paraneter can be in either the protected or unprotected header
bucket. Sending the header paraneter in the unprotected header
bucket allows an intermediary to renove or add CW.

The end entity CWM MJUST be integrity protected by CCOSE

This can, for exanple, be done by sending the header paranmeter in
the protected header, sending an 'cwt-bag’ in the unprotected header
conbined with an 'cwt-t’ in the protected header, or including the
end entity OAMT in the external _aad.

Thi s header paraneter allows for a single CM or a
bag of CW to be carried in the nessage.

* |f asingle CM is conveyed, it is placed in a CBOR
byte string.

* |f multiple CWIs are conveyed, a CBOR array of byte
strings is used, with each CAT being in its own byte
string.

cwt -chai n: This header paraneter contains an ordered array of CWSs.
The CWIs are to be ordered starting with the CM contai ning the end
entity key followed by the CAWI that signed it, and so on. There is
no requirenent for the entire chain to be present in the elenent if
there is reason to believe that the relying party already has, or can
| ocate, the missing CM. This neans that the relying party is stil
required to do path building but that a candidate path is proposed in
this header paraneter.
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The trust nechani sm MUST process any CM in this

paraneter as untrusted input. The presence of a self-signed

CW in the paraneter MJST NOT cause the update of the set

of trust anchors without some out-of-band confirmation. As the
contents of this header parameter are untrusted input, the header
paraneter can be in either the protected or unprotected header
bucket. Sending the header paraneter in the unprotected header
bucket allows an intermediary to renove or add CW.

The end entity CWM MJUST be integrity protected by CCOSE

This can, for exanple, be done by sending the header paranmeter in
the protected header, sending an 'cwt-chain’ in the unprotected
header conbined with an "cwt-t’ in the protected header, or
including the end entity CAM in the external _aad.

Thi s header paraneter allows for a single CM or a
chain of CWs to be carried in the nessage

* |f asingle CM is conveyed, it is placed in a CBOR
byte string.

* |f multiple CWIs are conveyed, a CBOR array of byte
strings is used, with each CAT being in its own byte
string.

cwt-t: This header parameter identifies the end entity CAM by a hash
value (a thunmbprint). The 'cwt-t’ header paraneter is represented as
an array of two elenents. The first elenent is an al gorithm
identifier that is an integer or a string containing the hash
algorithmidentifier corresponding to the Value colum (integer or
text string) of the algorithmregistered in the "COSE Al gorithnms"
registry (see [COSE-1ANA]). The second elenent is a binary string
contai ning the hash val ue conmputed over the CA
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As this header paraneter does not provide any trust, the header
paraneter can be in either a protected or unprotected header
bucket .

The identification of the end entity CAM MJST be integrity
protected by COSE. This can be done by sendi ng the header
paraneter in the protected header or including the end entity
CWI in the external aad.

The 'cwt-t’' header paraneter can be used al one or together with the
"cwt-bag’', 'cwt-chain’, or 'cw-u header paraneters to provide
integrity protection of the end entity COW.

For interoperability, applications that use this header paraneter
MUST support the hash al gorithm’ SHA-256" but can use other hash
algorithms. This requirement allows for different inplenentations
to be configured to use an interoperable algorithm but does not
preclude the use (by prior agreenent) of other algorithns.

Not e: For conveying the thunmbprint of a public key al one, see
{{RFC9679}}.

cwt-u: This header paraneter provides the ability to identify a CWM

by a URI [RFC3986]. It contains a CBOR text string. The referenced
resource can be any of the follow ng nedia types:
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* application/cwt {{RFC8392}}
* application/cwt usage=chain (see {{chain}})

When the application/cw nedia type is used, the data is a
encoded according to RFC 8392. |f the parameter "usage" is
set to "chain", this sequence indicates a CM chain.

The end entity CWM MUST be integrity protected by COSE.

This can, for exanple, be done by sending the "cwt-u" in the
unprotected or protected header conbined with an "cwt-t’ in the
protected header, or including the end entity CAT in the
external _aad. As the end entity CWM is integrity

protected by COSE, the URI does not need to provide any
protection.

If aretrieved CAM does not chain to an existing trust

anchor, that CM MJST NOT be trusted unless the URI

provides integrity protection and server authentication and the
server is configured as trusted to provide new trust anchors or if
an out-of-band confirmation can be received for trusting the
retrieved CWI. |If an HTTP or Constrai ned Application

Prot ocol (CoAP) GET request is used to retrieve a CW, a
standardi zed security protocol should be used. Exanples of such
security protocols include TLS

{{RFC8446}}, DILS {{RFC9147}}, or (Object Security for Constrained
RESTf ul Environnents (OSCORE) {{RFC8613}} shoul d be used.

The header parameters are used in the follow ng | ocations:

COSE_Si gnature and COSE_Si gnl objects: In these objects, the
paraneters identify the CM to be used for validating the signature.

COSE recipient objects: In this location, the paraneters identify the
CW for the recipient of the nessage.

The | abel s assigned to each header parameter can be found in
Figure 1.
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[ oo oo el s oo e o es e e
| Nare | Label | Value Type | Description |
[ Sty sty s s ety
| cwt-bag | TBDL | COSE_CWI | An unordered bag of CWs |
I +------- I i I T +
| cwt-chain | TBD2 | COSE _CWI | An ordered chain of CWs |
I +----- - I I T I I I +
| cwt-t | TBD3 | COSE CWHash | Hash of a OAT |
F--- - - - +------- S I T +
| cwt-u | TBD4 | uri | URI pointing to a CAT |
I +------- I i I T +

Figure 1. COM COSE Header Paraneters.

Bel ow i s an equi val ent Conci se Data Definition Language (CDDL)
description (see [ RFC8610]) of the text above.

COSE CWI' = CWI- Messages / [ 2* CWI- Messages ]
COSE_CWrHash = [ hashAlg: (int / tstr), hashValue: bstr ]

The contents of "bstr" are the bytes of a CW.
5. CWs and Static-Static ECDH

The header parameters defined in the previous section are used to
identify the recipient CM. 1In this section, we define the

al gorithm specific parameters that are used for identifying or
transporting the sender’s key for static-static key agreenent

al gorithns.

These attributes are defined anal ogously to those in the previous
section. There is no definition for the CM bag, as the sane
paraneter woul d be used for both the sender and recipient.

cwt - chai n-sender: This header paraneter contains the chain of CAW
starting with the sender’s key exchange CM. The structure is the
same as 'cwt-chain’ .

cwt-t-sender: This header paraneter contains the hash value for the
sender’s key exchange CWI. The structure is the sane as "cwt-t’.

cwt - u-sender: This header paraneter contains a URI for the sender’s

key exchange CW. The structure and processing are the sane as 'cw -
u’ .
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[ oo el ool oo e
| Narre | Label | Type |
[ el et e e ey
| cwt -t -sender | TBD5 | COSE_CWIHash | ECDH- SS+HKDF- 256, | Thunbprint |
| | | | ECDH SS+HKDF-512, |for the |
| ECDH SS+A128KW | sender’ s |
| ECDH SS+A192KW | OWN |
| ECDH SS+A256KW | |

| cwt -u-sender | TBD6 |uri | ECDH SS+HKDF- 256, | URI for the|
| | | | ECDH SS+HKDF-512, |sender’s |
| | | | ECDH SS+A128KW | CWIr |
| | | | ECDH SS+A192KW | |
| | | | ECDH SS+A256KW | |
o e e - +--m - - S o e e e o R +
| cwt - chai n- | TBD7 | COSE_CWI | ECDH SS+HKDF- 256, |static key |
| sender | | | ECDH SS+HKDF-512, | CWI chain |
| | | | ECDH SS+A128KW | |
| | | | ECDH SS+A192KW | |
| | | | ECDH SS+A256KW | |
o e e - +--m - - S o e e e o R +
Figure 2: Static ECDH Al gorithm Val ues.
6. Exanple
TBD

7. Security Considerations

Establishing trust in a CWM is a vital part of processing. A ngjor
component of establishing trust is determ ning what the set of trust
anchors are for the process. A new self-signed CAM appearing on the
client cannot be a trigger to nodify the set of trust anchors,
because a wel | -defined trust-establishnent process is required. One
common way for a new trust anchor to be added to (or renoved fron) a
device is by doing a new firmare upgrade.
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8.

In constrained systenms, there is a trade-off between the order of
checking the signature and checking the CAT for validity. Validating
CW's may require that network resources be accessed in order to get
statys information or retrieve CWs during path building. The
resulting network access can consune power and network bandwi dth. On
the other hand, if the CAM are validated after the signature is
val i dated, an oracle can potentially be built based on detecting the
networ k resources, which is only done if the signature validation
passes. In any event, both the signature validation and the CAI

val i dati on MUST be conpl eted successfully before acting on any
requests.

The end entity CWM MUST be integrity protected by COSE. Wt hout
proof of possession, an attacker can trick the CA into issuing an
identity-m sbinding OM with soneone el se’s "borrowed" public key but
with a different subject. An on-path attacker can then perform an

i dentity-m sbinding attack by replacing the real end entity CWM in
COSE with such an identity- nisbinding OAT.

end entity CMs contain identities that a passive on-path attacker
eavesdroppi ng on the conversation can use to identify and track the
subject. The 'cwt-t’ and 'cwt-u’ header paraneters are just
alternative permanent identifiers and can also be used to track the
subject. To provide identity protection, COSE can be sent inside
anot her security protocol providing confidentiality. Additionally,
the encryption capabilities of COSE itself can be used to protect the
CW content.

When processing the 'cwt-u’ header paraneter, the security
consi derations of [RFC3986], and specifically those defined in
Section 7.1 of [RFC3986], also apply.

Protecting the integrity of the "cwt-bag’, "cwt-chain’, and "cwt-t’
contents by placing themin the protected header bucket can help
mtigate sonme risks of a m sbehaving CA (cf. Section 5.1 of

[ RFC2634]) .

The security of the algorithmused for "cwt-t’ does not affect the
security of the system as this header paraneter selects which CAI
that is already present on the system should be used, but it does not
provi de any trust.

| ANA Consi der ati ons
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8.1. COSE Header Paraneters Registry
| ANA has registered the new COSE Header paraneters in Figure 1 in the
"COSE Header Paraneters" registry. The "Value Registry" field is
enpty for all of the itenms. For each item the "Reference" field
points to this docunent.

8.2. COSE Header Al gorithm Paraneters Registry
| ANA has regi stered the new COSE Header Al gorithm paraneters in
Figure 2 in the "COSE Header Al gorithm Paraneters” registry. For
each item the "Reference" field points to this docunent.

8.3. Media Type application/cwt
When the application/cw nedia type is used, the data is a CBOR
sequence of single-entry COSE CW structures (encoding "bstr"). If
the paraneter "usage" is set to "chain", this sequence indicates a
CWI chai n.

The application/cw media type is already registered by [ RFC8392] and
this docunment updates the I ANA entry of this nedia type [ RFC6838]:

*  Type nane: application

*  Subtype name: cw

* Required paraneters: NA
* Optional paraneters: usage

- Can be absent to provide no further information about the
i nt ended nmeani ng of the order in the CBOR sequence of OW.

- Can be set to "chain" to indicate that the sequence of data
itens is to be interpreted as a CM chain.

* Encodi ng consi derations: binary

* Security considerations: See the Security Considerations section
of RFC 8392 and [TBD: This RF(C].

* |Interoperability considerations: NA

* Published specification: RFC 8392 and [ TBD: This RF(C]

Tschofenig, et al. Expi res 3 Septenber 2025 [ Page 13]



Internet-Draft CWI Chai ns March 2025

* Applications that use this media type: Applications that enpl oy
COSE and use CWs, including |oT applications and digital
credentials in general.

* Fragnment identifier considerations: NA

* Additional information:

- Deprecated alias nanes for this type: NA
- Magic nunber(s): NA
- File extension(s): NA

- Mcintosh file type code(s): NA

* Person & emnil address to contact for further information:
iesg@etf.org

* Intended usage: COVMON
* Restrictions on usage: NA
* Aut hor: COSE WG
* Change controller: |IESG
Provi si onal registration? No
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