Net wor k Wor ki ng G oup PB. Pierre, Ed.
I nternet-Draft Mer kl emap
I ntended status: Standards Track 28 June 2025
Expires: 30 Decenber 2025

Certificate Transparency Pages Extension
draft-trans-pages-01

Abst r act

Thi s docunment specifies an extension to RFC 6962 Certificate
Transparency (CT) logs that enables efficient caching and batch
retrieval through page-based access patterns. The extension
introduces a binary format that elimnates base64 encodi ng over head
and certificate chain duplication while maintaining full backward
conpatibility with existing RFC 6962 inpl enent ati ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 30 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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Certificate Transparency (CT) [ RFC6962] provides a franmework for
publicly | ogging the existence of Transport Layer Security (TLS)

certificates as they are issued or observed.

The current

specification defines a "get-entries" endpoint that accepts arbitrary
start and end paraneters for retrieving log entries.

1.1

The current RFC 6962 design presents severa

*

Pierre

Mot i vati on

chal | enges

Arbitrary range requests nake caching difficult or inpossible, as
responses for overl appi ng ranges cannot be efficiently cached or

reused.

Base64 encodi ng of certificates adds approxi mately 33% overhead to

response si zes.

Certificate chains are duplicated in ful

for each entry, even

when many entries share the same intermediate certificates

Vari abl e response sizes conplicate client

server resource planning.
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Thi s extensi on addresses these issues by introducing fixed-size pages
with an efficient binary format, while maintaining full backward
compatibility with existing CT infrastructure.

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Page-Based Entry Retrieval

Thi s extension introduces a page-based mechanismfor retrieving | og
entries in fixed-size batches.

2.1. Request Format
Clients request pages using the follow ng HITTP GET request:
GET /ct-pages/vl/ page/ {page_nunber}
VWher e:

* page_nunber: A non-negative integer representing the zero-indexed
page nunber.

Pages accessed by nunber ALWAYS contain exactly page_size entries.
Partial pages (those with fewer than page size entries) are not
accessi bl e via nunbered endpoints until they become conpl ete.

2.2. Response Format

2.2.1. HITP Headers

Successful responses include the following HTTP headers:

Cont ent - Type: application/octet-stream
Cache-Control : public, nmax-age=31536000, inmmutable

For a partially filled page:
Cache-Control : no-store

Wher e:
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* Cache-Control: Conpl ete pages (those containing exactly page_size
entries) are immutable and can be cached indefinitely. Partia
pages (those containing fewer than page_size entries) nust not be
cached as they may receive additional entries.

2. Binary Response Structure

The response body uses the follow ng binary format, expressed using
the TLS presentation | anguage from [ RFC8446]:

enum{ v1(0), (255) } Version;

struct {
Version format _version;
ui nt 64 entry_count;
uint64 first_entry_index;
PageEntry entries[entry count];
} EntriesPage;

struct {
Ti mest anpedEntry tinestanped_entry;
uint16 chai n_I ength;
opaque i ssuer_hashes[chai n_| ength][32];
} PageEntry;
Wher e:
* format_version: Set to v1(0) for this specification
* entry_count: The nunber of entries in this page.

* first_entry_index: The log index of the first entry in this page.

* tinmestanped_entry: The TimestanpedEntry structure as defined in
Section 3.4 of [RFC6962].

* chain_length: The nunber of certificates in the chain (excluding
the leaf certificate, which is included in tinestanped_entry).

* issuer_hashes: SHA-256 hashes of the DER-encoded issuer
certificates in the chain, ordered fromthe |eaf’s issuer to the
r oot .

Certificate Resolution

To retrieve the actual certificate data for entries in the chain,
clients nmake separate requests:
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GET /ct-pages/vl/certificate/{base64url _sha256_hash}

VWher e base64url _sha256_hash is the base64url encoding (w thout
paddi ng) of the SHA-256 hash of the certificate.

Successful responses return:

Cont ent - Type: application/ pki x-cert
Cache-Control : public, nmax-age=31536000, imutable

[binary certificate data]

Thi s mechani sm all ows efficient deduplication of comonly used
intermedi ate certificates across nmany | og entries.

2.4. Latest Page Retrieva

To retrieve the highest-nunbered page containing the nost recent
entries, clients make the follow ng request:

GET /ct-pages/vl/| atest

The response uses the sane binary format as regul ar page requests
(see Section 2.2.2), with the followi ng HTTP headers:

Cont ent - Type: application/octet-stream
Cache-Control: no-store

Thi s endpoint returns the current page being filled with entries,
whi ch may be partial (containing fewer than page_size entries) or
conmpl ete (containing exactly page_size entries). This page does not
have a page nunmber until it becomes conplete.

Not e: There may be tenporary duplication between the /ct-pages/vl/
| at est endpoint and the hi ghest nunbered page endpoint in two
scenari os:

* \When a page has just been conpleted (exactly page_size entries)

* During the transition when a conpleted page is being assigned a
number

Cients MJUST handl e potential duplication by using the
first_entry_index and entry_count fields to identify unique pages.
Clients MJUST NOT cache responses fromthis endpoint as the content
may change as new entries are added to the | og.
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2.5. Discovery Mechani sm
Logs i mplenenting this extension MJST provide a di scovery endpoint:
GET /ct-pages/vl/ di scover
The response is a JSON object:

Cont ent - Type: application/json

{
"page_si ze": 1000,
"static_endpoint": "https://static.exanple.cont,
"l ast _page_at _static": false

Wher e:

* page_si ze: The fixed nunmber of entries per conpl ete page.

* static_endpoint: (OPTIONAL) An alternative base URL for fetching

pages and certificates. |If provided, clients MJUST use this
endpoint for all conplete page and certificate requests. The sane
path structure is used as with the main | og server (e.g., if

static_endpoint is "https://static.exanple.com', then page 0 would
be fetched from"https://static. exanpl e.coni ct-pages/vl/ page/0").
This field SHOULD be omtted if the static content is served from
the sanme host as the | og endpoints.

* |ast_page_at_static: (OPTIONAL) A bool ean indicating whether the
| at est page should be fetched fromthe static_endpoint (true) or
fromthe main | og server (false). Defaults to false if not
specified. This field MIUST NOT be present if static_endpoint is
not provided.

3. Backward Compatibility
Thi s extension maintains full backward compatibility with RFC 6962

* Al original RFC 6962 endpoints remai n unchanged and continue to
function.

* The extension introduces new endpoints under the "/ct-pages/vl/"
pat h prefix.

* (Cients unaware of this extension continue to work with the
ori gi nal endpoints.
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* Logs can inplenent this extension w thout breaking existing
clients.
Unl ess a separate static_endpoint is specified in the discovery
response, the pages endpoints MJST be served on the sane host as the
mai n | og endpoi nts.
4. QOperational Considerations

4.1. Page Size Stability

Once a | og begins serving pages with a particul ar page size, it MJST
NOT change this size. Changing the page size woul d:

* Invalidate all cached responses

* PBreak client assunptions about page boundari es

* Conplicate client inplenmentation significantly

Logs SHOULD choose a page size that bal ances response size with the

nunber of requests needed to retrieve |arge ranges of entries. A

page size of 1000 entries is RECOVWENDED as a reasonabl e defaul t.
4.2. Static Depl oynent

Si nce pages become inmmutabl e once they contain page_size entries,
| ogs can:

* Pre-generate page files for all conplete pages

* Serve pages fromstatic file hosting or CDN infrastructure
* Significantly reduce conputational |oad on | og servers

* | nprove response tines and reliability

The | ast_page_at_static flag in the discovery response provides
depl oynent flexibility:

* \When set to false (default), the | atest page is always fetched
fromthe main | og server, ensuring real-tine accuracy while
conmpl ete pages are served fromstatic infrastructure.

* \When set to true, even the latest page is served fromthe static

endpoint. This requires the static infrastructure to be updated
frequently but allows for conplete offloading of read traffic.
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Clients retrieving the | atest page using the /ct-pages/vl/l atest
endpoi nt MJST respect the | ast_page_at_static setting when a
static_endpoint is configured. Wen |ast_page_at_static is true, the
request would be sent to "{static_endpoint}/ct-pages/vl/latest".

5. Security Considerations
Thi s extension does not alter the security properties of Certificate
Transparency as defined in [ RFC6962]. The cryptographic proofs and
append-only properties of the | og remain unchanged.
Clients MJUST verify that certificate hashes match the actual
certificates retrieved. This ensures that a conpromni sed CDN or
static hosting provider cannot substitute different certificates.

The use of SHA-256 for certificate identification is consistent with
its use in RFC 6962 for Merkle tree operations.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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