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Abst r act

Thi s docunment presents a framework for network traffic classification
and nodal ity mappi ng based on | arge | anguage nodel s (LLMs),
addressing the inefficiencies of traditional nmethods in dynamc
networ k environnents. The proposed approach automates multi -

di mensional traffic feature extraction and intelligent decision-
maki ng to achi eve precise alignnent between traffic patterns and
conput i ng- st orage-transm ssion requirenents. The franmework conprises
two phases: pre-training (generating nulti-nmodal traffic
representations frompcap data) and mappi ng (dynanically formul ating
resource allocation strategies). It supports anonaly detection, QS
assurance, and multi-service collaboration, thereby significantly
enhancing resource utilization efficiency and network service

per f or mance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 25 Cctober 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Status of This Meno

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF). This draft
will expire on 15 July 2025.

Copyri ght Notice
Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved. This docunment is subject to

BCP 78 and the I ETF Trust’'s Legal Provisions Relating to | ETF
Docunent s.
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I nt roducti on

Thi s docunent presents a novel framework that enpl oys Large Language
Model s (LLMs) to automate network traffic classification and resource
mappi ng. As network traffic experiences exponential growth,
infrastructure conplexity increases, and vertical industries exhibit
converged requirenents for storage, transm ssion, and conputing
resources in intelligent computing applications, traditiona
approaches relying on manual feature engineering and static
classification nmethods have becone inefficient and i nadequate for
dynani ¢ network environnents.

The proposed franmework addresses these chall enges through the
fol |l owi ng met hodol ogy: Raw pcap traffic data is first transformed
into multi-dimensional feature representations. These features are
then processed by LLMs to generate adaptive traffic classification
nodel s capabl e of recognizing diverse network fl ow patterns.
Subsequently, the framework perforns intelligent resource allocation
by mapping classified traffic types to correspondi ng network
requirenents (e.g., bandwi dth, latency, reliability). Finally, the
framewor k establishes accurate and dynam ¢ mappi ngs between network
traffic patterns and their correspondi ng resource requirenents

t hrough continuous | earning and optim zati on nmechani sns.

Scope

This framework applies to network operators and service providers
requiring dynamc Quality of Service(QS) nmanagenent, anomaly
detection, and application-aware resource allocation. |t defines
met hodol ogi es for integrating LLMs into traffic analysis pipelines
and mappi ng nul ti-di mensional SFC features to network nodalities.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Terns and Definitions

Pre-training: Pre-training refers to the initial training process of
a model on | arge-scal e unsupervi sed data, aimng to | earn genera
features and patterns within the data. This stage typically adopts
sel f-supervi sed | earni ng net hods, such as masked | anguage nodel i ng
(M.M or autoregressive | anguage nodeling (AR
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Fi ne-tuning: Fine-tuning involves training a pre-trained nodel on
supervi sed data specific to a particular task, allowing it to adapt
to specialized datasets and inprove performance for specific
appl i cations.

Pcap: Afile format used to store network traffic data for analysis.

Pcap files record packets transmtted in a network, including source
and destination addresses, protocol types, payload content, and other
key information

CsV: Afile format used for storing structured tabular data. CSV
files use commas to separate fields, nmaking themsuitable for data
anal ysi s, machine |earning training datasets, and information
exchange between different applications.

Large Language Mdel - A deep | earning nodel with billions or even
trillions of paraneters capabl e of processing and generating natura
| anguage text. LLMs are trained on |arge-scale text datasets and
possess abilities such as conprehension, summarization, translation,
and reasoning. They are widely used in question-answering systens,
di al ogue generation, text summarization, and other natural |anguage
processi ng tasks.

Multi-1evel Flow Representation-A nethod for representing and
processing network traffic data by extracting features at nmultiple
| evel s, such as packet level, flow level, and session level. MR
enabl es a nore conprehensive anal ysis of network traffic
characteristics.

Low Rank Adaptation-An efficient fine-tuning method for LLMs that

i ntroduces lowrank matrices in the paranmeter space of a pre-trained
model .  LoRA reduces conputational and storage costs while

mai nt ai ni ng nodel performance.

Quality of Service-A network nechani smthat ensures perfornmance
metrics such as throughput, latency, jitter, and packet loss rate
during data transmission. QS is critical for applications that
require stable and predictabl e network performance.

Guaranteed Bit Rate-A QS nechanismthat ensures a mninmumbit rate
for a specific data flow GBR is used in applications requiring
stabl e bandwi dth all ocation, such as voice calls and video
conferencing, to naintain consistent service quality.

Non- Guaranteed Bit Rate-A QoS nechanismwhere no mninumbit rate is

guaranteed for data flows. Non-GBR is suitable for applications with
fl exi bl e bandwi dt h needs, such as web browsi ng and soci al nedi a.
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5G Q@S ldentifier-A QoS identifier in 5G networks used to

differentiate various types of traffic and define QoS requirenents

for different services. 5Q hel ps ensure appropriate network resource
al l ocation for applications |ike high-definition video stream ng,
cloud gami ng, and industrial automation.

6. Abbreviations

LLM Large Language Mbdel

MR Multi-level Flow Representation

LoRA: Low Rank Adaptation

Qos: Quality of Service

GBR: CGuaranteed Bit Rate

Non- GBR: Non- Guaranteed Bit Rate

5Q: 5G QS ldentifier

7. Framework Overview

The framework operates in two phases:

1. Pre-training Phase: Converts raw pcap data into byte streans, CSV
features, MFR matrices, and traffic graphs. Fine-tunes an LLM
using LoRA to generate a traffic classification nodel.

2. Demand Mapping Phase: Applies the nodel to classify live traffic
and maps categories to network nodalities (e.g., GBR Non-GBR) via

predefined rules. Continuously optim zes configurations based on
real -tine feedback.
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Figure 1

8. Use Cases

8.1. Dynam c Resource Allocation
Prioritizes high-QS traffic (e.g., video conferencing) by allocating
guar ant eed bandwi dth via GBR, while deprioritizing Non-GBR traffic
(e.g., file downl oads).

8.2. Anonaly Detection

Identifies deviations fromlearned traffic patterns (e.g., DDoS
attacks) and triggers alerts for nitigation.

8.3. Application-Aware Networking

Maps application-specific traffic (e.g., stream ng video) to
predefined 5Q profiles for optimzed QoS.
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9. Security Considerations

I mpl enent ati ons MUST anonym ze pcap data to prevent | eakage of

sensitive information. LLM nodels and know edge bases SHOULD be

prot ect ed agai nst unauthorized access. Real-tinme nonitoring is
RECOMVENDED to detect adversarial inputs.
10. | ANA Consi derations

Thi s docunent nakes no requests to | ANA
11. References
11.1. Normative References
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