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I nt roducti on

[ RFC9363] defines the YANG Data Model for a SCHC context (a.k.a Set
of Rules, or SoR). [I-D.ietf-Ipwan-architecture] proposes the
architecture for rule nanagenent. Sone rules must be clearly

dedi cated to the nodification of the context.

[ RFC9254] defines a way to serialize data issued froma YANG DM into
a CBOR representation and [I-D.ietf-core-con] defines the CoAP
interface.

Thi s docunent descri bes how CORECONF can be used to nmanage SCHC

contexts and rule sets within a SCHC i nstance. It also specifies
SCHC conpression rules tailored for the CORECONF-based managenent
traffic itself. These “managenent conpression rules” inprove

efficiency for control and configuration exchanges, distinct fromthe
conpression applied to regular application data.

Applicability statenent
1. Architecture

SCHC i nstance managenent allows the two endpoints to nodify the
common SoR, by:

*  Mdifying rules values (such as TV, MO or CDA) in existing rules.
* Adding a new rule.

* Renpving an existing rule.

* Triggering Renote Procedural Calls (RPC) within the endpoints.

A new type of traffic is defined called nmanagenent traffic, which
deal s exclusively with nmessage exchanges concerning context and rule
managenent .

The rul e nanagenment uses the CORECONF networ k managenent interface
[I-D.ietf-core-com], which is based on CoAP. In this context,
managenent traffic refers to the CORECONF nessages exchanged between
the endpoints to configure or nodify rule sets. The nmanagenent
traffic is transported as SCHC- conpressed packets, tagged with
specific Rule IDs. These rules are identified as Managenment Rul es
(or MRules) in Figure Figure 1. MRules can be either Conpression
Rul es or No-Conmpression Rules. Only MRules are permtted to nodify
the SoR
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The managenent traffic uses its own | Pv6 stack, distinct fromregular
application traffic. See Section Section 4 for nore details.

SCHC Packets using M Rul es MUST be encrypted either by the underlying
| ayer (for instance in a QUIC stream dedi cated to nmanagenent inside a
QUI C connection) or directly using OSCORE or DTLS.

o e e e e oo - + o e e e e oo - +
I " I I " I
| b 'm I M ___ |
I +-[1>[ SoR] | I +-[1>[ SoR] |
I ! [___11 I ! [___11
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oo ins_idl----+----- ins_idi----- oo ins_idn----+

¢gD ! M +---+ .

oo >| Mhg| <=>[ SoR]

. F/R +---+ [ ]
Fo Discrimnator .................... +

Figure 1: Inband Managenent

2.2. CoAP Profile

Managenment requests MJST be protected agai nst packet loss. It is
RECOMVENDED to use CONfirmabl e requests and no Token. If the
managenent request is too |large regarding the MIU, SCHC Fragmentation
SHOULD be used instead of the Block option. As shown in figure

Figure 1 fragnentation can be common to Managenent rul es and ot her
rul es.

2.3. Rul e nodi fication

SCHC i nposes that both ends share exactly the same SoR, therefore, a
new or nodified rule cannot be used while it remains in candidate
status until the other end has validated the nodification. A

candi date rul e cannot be used, either in CDor F/R A SCHC PDU MJST
NOT be generated with a candidate rule ID and recei ved PDUs
containing a candidate rule I D nust be dropped.
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A X B
Xvalid | modify Rule x  ------ | Xvalid
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___| |____
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Figure 2: Mdifying a rule
Figure 2 illustrates a Rule nodification. The left-hand side entity
A wants to nake rule x evolve. It send an acknow edged CoAP nessage
to the other end. Host A change the status of the rule to
“candidate” , indicating that the rule can no |longer be used for SCHC

procedures. The receiving entity B, acknow edges the nessage and
continues to maintain the “candidate” status for a Guard period. At
the reception of the acknow edgenent, A set also a Guard period
before rule x becomes valid again.

The Guard period is used to avoid SCHC nessage with a rule IDto
appear at the other end after a rule nodification. The Guard period
appears only once during the rule managenent and i s depends on the
out - of - sequence messages expected between both ends.

2.4. Rule creation

Rul e creation do not require a Guard period, and acknow edgenent is
RECOMMENDED. Figure Figure 3 gives an exanple, where the

Acknow edgrment is lost. Entity A sends a managenent nessage to
create a newrule. Since its a newrule, the Guard period is not set
and the new rul e becones i mediately valid on B. The Acknow edgenent
does not reach A so the rule stays in the candidate state, but the
reception of a SCHC PDU carrying the RUIE ID X, infornms that the
message has been correctly received by B. So X becomes valid in A

A B
X created |
X candi dat e |:::::::::::::::::::::::::::>| X valid

I
I
X valid [ < mmmmm e |
I
I

Figure 3. Mddifying a rule
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2.5. Rule deletion

After the rule deletion, a Guard period is established. During that
period, a rule with the same I D cannot be created, and SCHC PDU
corrying the Rule I D are dropped.

3. Managenent nessages
3.1. YANG Data Model

CORECONF proposes an interface to manage data structured with a YANG
Data Model. RFC 9363 defines a YANG Data Mddel for SCHC Rul es. SCHC
I nstance Managenent MJUST use FETCH to read a rule and i PATCH to
create, nodify or delete a rule. |In order to acconplish managenent,
the YANG Dat a Model has been updat ed.

3.1.1. Managenent Rule Nature

M Rul es have to be marked in a way that allows quickly identifying
which rules in a SoR are responsi ble for managenment. Therefore, a
new “nature-managenment” type has been defined. This nature is
actual |y a specialization of “nature-conpression” for managenent
pur poses and conpressi on needs to be avail able and activated to do
managenent .

3.1.2. CGuard Period

To determine if a rule is considered avail able or not during the

Guard period, a rule needs to have a status which deternmines if it

can be used. Basically, an available rule MJUST associ ate the key
“rule-status” with the value “status-active” . Conversely, during the
CGuard period, “rule-status” MJST be set to “status-candidate” .

3.1.3. YANG tree representation

The YANG tree represents the Rule structure as defined in RFC 9363
with the two updates described above:

modul e: ietf-schc
+--rw schc
+--rwrule* [rule-id-value rule-id-Iength]

+--rw rul e-i d-val ue ui nt 32
+--rwrule-id-length uint8
+--rw rul e-status status-type
+--rw rul e-nature nat ure-type

+--rw (nature)?
+--:(fragnentation) {fragnentation}?
| +--rw fragnentation-node schc: fragnent ati on- node-t ype
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+--rw | 2-wor d-si ze? uint8

+--rw direction schc: di -type

+--rw dt ag-si ze? uint8

+--rw wsize? uint8

+--rw fcn-si ze uint8

+--rw rcs-al gorithnf rcs-algorithmtype

+--rw maxi mum packet - si ze? ui nt 16

+--rw Wi ndow si ze? uint 16

+--rw max-interl eaved-franes? uint8
+--rwinactivity-tinmer
| +--rwticks-duration? uint8
| +--rw ticks-nunbers? uintl6
+--rw retransni ssion-ti ner
| +--rwticks-duration? uint8
| +--rw ticks-nunbers? uint 16
+--rw max- ack-requests? uint8
+--rw (node) ?

+--:(no-ack)

+--: (ack- al ways)

+--:(ack-on-error)

+--rwtile-size? uint8
+--rwtile-in-all-17? schc:all -1-data-type
+--rw ack- behavi or? schc: ack- behavi or-type

+--:(conpression) {conpression or managenent}?

+--rwentry* [field-id field-position direction-indicator]

+--rwfield-id schec: fid-type
+--rw field-length uni on
+--rw field-position uint8
+--rw direction-indicator schc: di-type
+--rw target-val ue* [index]
| +--rw index ui nt 16
|  +--rw val ue? bi nary
+--rw mat chi ng- oper at or schc: no-type
+--rw mat chi ng- oper at or-val ue* [i ndex]
|  +--rwindex uintl6
| +--rw val ue? bi nary
+--rw conp-deconp-acti on schc: cda-type
+--rw conp-deconp- acti on-val ue* [index]

+--rw i ndex uint 16

+--rw val ue? bi nary

Fi gure 4: Updated YANG Data Mdel for CORECONF
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3.2. Set of Rules Editing

For clarity reasons, this docunment will use YANG Identifiers in
quotes instead of SID values. Each entry in the YANG tree has a
correspondi ng SID nunber. Each level of the hierarchy is accessible
through one or several keys. For exanple, to access the hierarchy

¢

under “rule” , “rule-id-value” and “rule-id-length” nust be specified.
To access the hierarchy corresponding to a field entry in a

conpression rule, “rule-id-value” and “rule-id-length” nust be
followed by “field-id” , “field-position” and “direction-indicator” .
Since the TV, MO value, and CDA-value are stored as lists, “index”

must be added to access a specific el enent.
Therefore, to access a specific elenent in a hierarchy, the SID of

this elenent has to be specified, followed by the keys needed to
access it.

For exanple, ["target-value/value", 5 3, "fid-ipv6-version", 1, "di-
bidirectional", 0] is used to access the first value (0) of TV for
the 1 Pv6 Version of Rule 5/3.

3.3. Mnagenent Errors

There are different levels of error detection

* CORECONF Errors: these errors are directly generated at the
CORECONF- managed context |level. For instance, retrieving a val ue
with a wong key.

*  YANG val idation errors: the data nodel does not conformw th
constraints such as “nust” or “mandatory” . This check is optional,
since it may require a lot of resources on a device.

* SCHC errors: errors on the Data Mddel that cannot be detected at
the YANG | evel. For exanple, the rule nunbering does not
correspond to a binary tree.

3.4. CoAP Met hods
3.4.1. FETCH

As nentioned in [I-D.ietf-core-com], FETCH requests are used to
retrieve at | east one instance-val ue.

Exampl e: Fetching TV, MO and CDA of the Entry fid-ipv6-version/1/
bidirectional fromRule 6/3

M naburo, et al. Expires 21 April 2026 [ Page 8]



Internet-Draft SCHC f or CoAP Cct ober 2025

REQ FETCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
["target-val ue", 6, 3, "fid-ipv6-version", 1, "di-bidirectional"],
["mat chi ng-operator”, 6, 3, "fid-ipv6-version", 1, "di-bidirectional"],
["conmp-decomp-action", 6, 3, "fid-ipv6-version", 1, "di-bidirectional"]

RES: 2. 05 Content
(Content-Format: application/yang-instances+cbor-seq)

{
{"target-val ue" o [{"index" : 0, "value" : h"06"}]},
{"mat chi ng-operator" : "np-equal "},
{" conp-deconp-action" : "cda-not-sent"}

}

3.4.2. iPATCH

Several payload formats can be used in a CoAP i PATCH request to
modi fy SCHC rul e paraneters. For exanple, when a field entry in Rule
7/8 is configured as ignore/value-sent and no target val ue has been
defined, the follow ng i PATCH request payl oad sets a new Target Val ue
(TV) and updates the correspondi ng Matchi ng Operator (M) and

Conpr essi on/ Deconpr essi on Action (CDA):

i PATCH /c
["target-value", 7, 8, field, 1, "di-bidirectional"] : [{delta TV: 0, delta_val ue:
lue}],
["mat chi ng-operator”, 7, 8, field, 1, "bi-directional"] : "npb-equal",
["comp-decomp-action", 7, 8, field, 1, "bi-directional"] : "cda-not-sent"
}

It is possible to represent each field update as a separate entry in
the payl oad, as shown above. However, when the nodifications apply
to el enents of the sane subtree, it is RECOMVENDED to group them
within a single structure inside the i PATCH request payl oad, as shown

bel ow.
i PATCH /c
["entry", 7, 8, field, 1, "di-bidirectional"] : {
del ta_target-val ue : [{delta_index : 0, delta_value : value}],
del ta_mat chi ng-operator : "np-equal ",
del ta_conp-deconp-action : "cda-not-sent”

Bot h payload formats are valid encodings for a CoAP i PATCH request.
The interpretation and application of the nodifications are
i mpl emrent ati on-specific.
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The sane approach applies to rule updates and YANG | eaf-1i st objects,
where nultiple related nodifications nay be grouped within a single
i PATCH request.

3.4.2.1. Adding an el enent

If the target object, field, or entry does not exist in the SCHC
context, it is added. It supports two main cases:

* Adding a new key-value pair to an existing object.

* Adding a new object to an existing list.

When adding a new elenent to a YANG |l eaf-list in the SCHC context,
the nmodel requires that each list index be strictly increnental
CORECONF does not enforce this automatically; it relies on the client
or systemto provide correctly ordered indices.

Exanple: Add TV into fid-ipv6-payload-length/1/di-bidirectional in
Rule 0/3

REQ iPATCH /c
(Content-Format: application/yang-identifiers+cbhor-seq)
{

["target-value", 0, 3, "fid-ipv6-payload-length", 1, "di-bidirectional"]

{delta_index : 0, delta_value : h"50"},
{delta_index : 1, delta value : h"55"}

]
}

RES: 2. 04 Changed
3.4.2.2. Mdify an el ement

If the target object, field, or entry does exist in the SCHC context,
it is updated.

Exanpl es:

* The Entry fid-ipv6-version/1l/di-bidirectional is in Rule 6/3.
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REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)

{
["entry", 6, 3, "fid-ipv6-version", 1, "di-bidirectional"] : {
{"delta_target-value": []},
{"del ta_mat chi ng-operator": "no-ignore"},
{"del ta_conp-deconp-action": "cda-val ue-sent"}
}
}

RES: 2. 04 Changed

* The Entry fid-ipv6-version/1l/di-bidirectional is in not in Rule
7/ 8 but Rule 7/8 exist.

REQ iPATCH /c
(Content-Format: application/yang-identifiers+chor-seq)

["entry", 7, 8, "fid-ipv6-version", 1, "di-bidirectional"] : {

{"del ta_target-val ue" S [1},
{"del ta_matchi ng-operator” : "no-ignore"},
{"del ta_conp-deconp-action" : "cda-val ue-sent"}

}
}

RES: 2. 04 Changed

* The Entry fid-ipv6-version/1l/di-bidirectional is not in Rule 5/8,
and Rule 5/8 does not exist. Therefore, Rule 5/8 cannot be added
in order to include the Entry fid-ipv6-version/1/di-bidirectiona
because other fields, which are not keys, cannot be deducted at
every depth of the context.

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbhor-seq)

["entry", 5, 8, "fid-ipv6-version", 1, "di-bidirectional"] : {

{"del ta_target-val ue" S [1},
{"del ta_matchi ng-operator” : "no-ignore"},
{"del ta_conp-deconp-action" : "cda-val ue-sent"}

}
}

RES: 4.04 Not Found
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3.4.2.3. Delete an el enent

If the specified value in the request is “null”
object, field, or entry fromthe SCHC cont ext

, it deletes an

Exanpl e:
* Delete Rule 7/8

REQ iPATCH /c
(Content-Format: application/yang-identifiers+cbhor-seq)

["rule", 7, 8]: nul

}
RES: 2. 04 Changed

When del eting objects in the SCHC context via i PATCH the operation
is restricted to prevent renoval of required structural el enents.
Del eting the top-level object (ietf-schc:schc) does not rempve it
entirely; instead, the object is reset to a mninmal representation

{"ietf-schc:schc": {"rule": []}}

This ensures the SCHC context remains structurally valid. Updates to
exi sting objects are generally allowed, but deletion of protected
keys is forbidden.

Exanpl e: Delete rule-id-value of Rule 0/3

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)

["rul e-id-value", 0, 3]: nul

}
RES: 4. 00 Bad Request

3.4.3. POST

As described in [I-D.ietf-core-conm], the POST CoAP nethod is used to
trigger Remote Procedure Calls (RPC) and other actions within a SCHC
endpoint. Thus, a POST nessage can be sent to invoke a specific RPC
on the renpte endpoint. Details of the supported RPCs and their
behavi or are defined in Section Section 3.5.
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RPCs and actions are defined in a YANG Data Mddel with optiona
associ ated inputs and outputs, The request payl oad contains the RPC
input map, if any. The response payl oad contains the correspondi ng
output map, if any.

3.4.4. Optimzations

Two optim zations are possible: first, deriving rules to avoid
sending the full object; second, using universal option indexing for
fine-grained field updates.

3.4.4.1. Derive-fromexisting-rule optimzation

When sending SCHC rul es in i PATCH nessages, the naive approach is to
include the full rule object in the payload, even if only a few
fields need to be updated. This can be inefficient, especially in
constrai ned environments. To reduce the anpbunt of data transmitted,
an optimzation consists in deriving a new rule froman existing one
and specifying only the fields that are changing.

Therefore, for adding new rules, the RECOMVENDED net hod is to use the
duplicate-rule RPC, defined in Section Section 3.5.1, which
i npl ements this derivation nmechanismefficiently.

3.4.4.2. Universal -options optim zation
The data nodel for universal options
[1-D. toutain-schc-universal -option] augnents SCHC conpression rules
with a structured format for protocol options. Each entry is indexed
by:

* a space-id, referring to the protocol containing the option (e.g.,
CoAP, QUIC, TCP),

* the option itself, and

* the position of the field within the protocol header
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+--rw schc-opt:entry-option-space* \
[space-id option-value field-position direction-indicator]

+--rw schc-opt: space-id space-type
+--rw schc-opt: option-val ue ui nt 32
+--rw schc-opt:field-1ength uni on
+--rw schc-opt:field-position uint8
+--rw schc-opt:direction-indicator schc: di -type
+--rw schc-opt:target-val ue* [index]
| +--rw schc-opt:index uint 16
| +--rw schc-opt:value? bi nary
+--rw schc-opt: nat chi ng- oper at or schc: no-type
+--rw schc-opt: nmat chi ng- operat or - val ue* [i ndex]
| +--rw schc-opt:index uint16
| +--rw schc-opt:val ue? bi nary
+--rw schc-opt: conp-deconp- acti on schc: cda-type
+--rw schc-opt: conp-deconp-acti on-val ue* [index]

+--rw schc-opt:index uintl6

+--rw schc-opt:val ue? bi nary

In the CORECONF representation, even though the structural names nay
resenbl e each other, the SID values differ. Each entry key consists
of four elenents, enabling precise referencing of individual protoco
fields and allowing efficient selective field-Ievel updates without
touching the rest of the rule.

REQ FETCH </c>
(Content-Format: application/yang-identifiers+cbor-seq)
["schc-opt: mat chi ng-operator”, 8, 3, "schc-opt:space-id-coap”, 11, 1, "di-up"]

3. 5. RPC st at enents

A YANG “RPC’” is an operation that may be invoked within a SCHC
endpoint and triggers a specified behavior. Wthin the context of
rul e managenent, RPCs are used to performactions on the set of rules
and may al so be used for other operations, such as rebooting the
renot e devi ce endpoint.

Each RPC resource has specific inputs and outputs, and may be invoked

renotely via a POST CoAP nessage, as described in
Section Section 3.4.3.
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3.5.1. Duplicate Rule

To add a new rule, instead of using the i PATCH nmethod with a ful

rule definition (especially when the newrule is simlar to an

exi sting one), the RECOMVENDED approach is to use the duplicate-rule
RPC. This operation copies an existing rule ( “fronf’ ) into a newrule
( “to” ), and can optionally include an i PATCH sequence specifying

nmodi fications to apply to the duplicated rule. The output returns a
status string conveying the result of the operation

Represented as a tree:

rpcs:
+---X duplicate-rule
+---w i nput
+---w from

I

| | +---wrule-id-value ui nt 32
| | +---wrule-id-length uint8
| +---wto

| | +---wrule-id-value ui nt 32
| | +---wrule-id-length uint8
I

+---w i pat ch-sequence? bi nary
+--ro out put
+--ro status? string

Thi s mechani sm reduces managenment overhead and addresses the isue of
adapting to variable application traffic. For exanple, a SCHC
instance may begin with a generic rule with | ow conpression rate, but
progressively make rule duplications to make nore specialized rul es
that better match the observed traffic patterns, acheiving higher
conmpression rates and thus adapting the rule set dynamically to the
session characteristics.

To maintain consistent rule indexing and enable efficient rule

mat ching, newy created rules SHOULD follow a binary tree structure.
For instance, a rule identified as 8/ 4 may be duplicated as either
8/5 or 18/5, thereby extending the rule identifier by one bit.
Exanpl e:

* Representation with identifiers for clarity. Delta-encoded SIDs
are used in a real request.
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REQ POST </c>
(Content-Format: application/yang-instances+cbor-seq)

"/ietf-schc:duplicate-rule":

{
"input/fromrul e-id-value": 8,
"input/fromrule-id-length": 4,
"input/to/rule-id-value": 7,
"input/to/rule-id-length": 4,
"input/i patch-sequence":

"lietf-schc:sche/rule/entry/target-val ue/value", 8, 5,
"fid-coap-md", 1, "di-bidirectional", O,
]1: "FAA="
}
}

RES: 2.04 Changed
(Content-Format: application/yang-instances+cbor-seq)

"/ietf-schc:duplicate-rule":

"out put/status": "success",

}
}

3.5.1.1. Error Handling

The duplicate-rul e operation SHALL be atonmic. |If an error occurs
during either stage of the process (rule duplication or subsequent
modi fication through the i PATCH sequence) the SCHC endpoi nt MJST
revert any partial changes to restore the previous state. The RPC
output MJST indicate the failure, for exanple with an error status
such as Bad Request, to signhal that the duplication did not take

pl ace as requested. The precise error code and di agnostic nessage
are inpl enent ati on-dependent but SHOULD provi de enough context for
the managenent entity to identify the cause of failure.

4. Protocol Stack

The managenent inside the instance has its own |Pv6 stack

i ndependent of the application traffic. |Pv6/UDP/CoAP is used to
all ow the inplementation of the CORECONF interface. No other kind of
traffic is allowed.
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The end-point acting as a Device has the I Pv6 address fe80::1/64 and
the other end, the Core, is assigned the address fe80::2/64.

Bot h endpoints inpl ement CoAP client and server capabilities, that
is, both endpoints are capabl e of sending requests and processing
responses. The server uses port 5683 and the client 3865.

4.1. Managenent Conpression Rules (M Rul es)

To enabl e CORECONF- based context and rul e managenent over SCHC, a set
of dedi cated managenent rules, identified as Mrules, is defined.
These rul es are used exclusively for managenent traffic, that is,
packets exchanged between SCHC endpoints for the purpose of managi ng
rules, not for application data transfer.

Thi s specification introduces four rules, allow ng bidirectiona
operation and fine control over nmanagenent capabilities. Each rule
defines the conpression behavior for managenent nessages in its
direction, distinguishing between requests and responses.

* ML: Handl es packets containing a payload (e.g., CoAP requests or
Content responses) in one direction (Uplink).

* M2: Handl es packets without a payl oad (e.g., CoAP responses) in
the same direction (Uplink).

* M3: Mrrors ML in the opposite direction (Downlink), for payl oad-
beari ng managenent nessages

* M4 Mrrors M2 in the opposite direction (Downlink), for
payl oadl ess nessages.

| mpl enent ati ons MAY choose to support only a subset of these rules,
dependi ng on their operational or security requirenments. For

i nstance, an inplenentation nmay include only M3 and M4 to permt
managenent operations exclusively fromone endpoint, effectively
preventing unsolicited nanagenment requests in the other direction
In this sense, the absence of certain Mrules in the SoRimplicitly
acts as a policy nechani smor safeguard for rul e managenent

operati ons.

Mrules are protected elements within the SoR  They define the
operation of the nanagement channel itself and therefore MJST NOT be
modi fi ed, duplicated, or deleted through CORECONF operations. Any
attenpt to apply a nodification or duplication request to an Mrule
MUST result in an Unauthorized error response. This restriction
ensures the integrity and stability of the SCHC nanagenent process.
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T T s +
| Rul el D ML |
o e e e o R L e S R +
| FI D | FLIFP|DI| TV | MO | CDA |
S TRy e I . S TR +
| 1 Pv6 Version |4 11 |Bi|6 | equal | not - sent |
|1Pv6 Traffic Class |8 |1 |Bi|1 | equal | not - sent |
| 1 Pv6 Fl ow Label | 20| 1 | Bi | 144470 | equal | not - sent |
| 1Pv6 Length | 16]1 | Bi | | i gnore | comput e- * |
| 1 Pv6 Next Header |8 |1 |Bi|17 | equal | not - sent |
| 1Pv6 Hop Limt |8 |1 |Bi| 64 | equal | not - sent |
| 1 Pv6 DevPrefix | 64| 1 | Bi|fe80::/64 |equal | not - sent |
| 1Pv6 Devll D |64|1 |Bi|::2 | equal | not - sent |
| 1 Pv6 AppPrefix | 64]1 | Bi|fe80::/64 |equal | not - sent |
| 1Pv6 ApplI D |64]1 |Bi|::1 | equal | not - sent |
[ e —————————— ey ey ety e ———————— Lpp—p—p————————— pp—p—p—p———————
| UDP DevPort | 16| 1 | Bi | 3865 | equal | not - sent |
| UDP AppPor t | 16| 1 | Bi | 5683 | equal | not - sent |
| UDP Length | 16/ 1 | Bi | | i gnore | conput e-*

| UDP Checksum | 16]1 | Bi | | i gnore | comput e- * |
[ e —————————— Ll ety ety e —————— L —p——————— _lppp—p—p—p——(————r
| CoAP Version |2 |1 |Bi|1 | equal | not - sent |
| CoAP Type |2 11 |Dy2 | equal | not - sent |
| CoAP Type |2 11 |Up|O | equal | not - sent |
| CoAP TKL |4 |1 |Bi|O | equal | not - sent |
| CoAP Code |8 |1 |Up|[2, 5, 7] | match-mappi ng| mappi ng-sent |
| CoAP Code |8 |1 | DM 69 | equal | not - sent |
| CoAP M D |16]1 |Bi|O | MSB(9) | LSB |
| CoAP Uri-Path |8 |1 |Bi|c | equal | not - sent |
| CoAP Content-Format|8 |1 | Bi | application|equal | not - sent |
I | | | |/yang-ident| I I
| | | | |fiers+chbor-| | |
| | | | Iseq | | |
[ e —————————— ey ey ety e ———————— Lpp—p—p————————— pp—p—p—p———————

Fi gure 5. Managenment Rule 1
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T +
| Rul el D M2 |
o e e e o T g S R +
| FI D | FL| FP| DI | TV | MO | CDA |
o e e o s T oS Fom e o - Fom ek +
| 1 Pv6 Version |4 11 |Bi|6 | equal | not - sent |
|1Pv6 Traffic Class |8 |1 |Bi|1 | equal | not - sent |
| 1 Pv6 Fl ow Label | 20| 1 | Bi | 144470 | equal | not - sent |
| 1Pv6 Length | 16]1 | Bi | | i gnore | comput e- *

| 1 Pv6 Next Header |8 |1 |Bi|17 | equal | not - sent |
| 1Pv6 Hop Limt |8 |1 |Bi| 64 | equal | not - sent |
| 1 Pv6 DevPrefix | 64| 1 | Bi|fe80::/64 | equal | not - sent |
| 1Pv6 Devll D |64|1 |Bi|::2 | equal | not - sent |
| 1 Pv6 AppPrefix | 64| 1 | Bi|fe80::/64 | equal | not - sent |
| 1Pv6 ApplI D |64]1 |Bi|::1 | equal | not - sent |
[} g ————————— ey ety ey —p——————————— e pp—p————— p—p—p—_————————
| UDP DevPort | 16| 1 | Bi | 3865 | equal | not - sent |
| UDP AppPor t | 16| 1 | Bi | 5683 | equal | not - sent |
| UDP Length | 16/ 1 | Bi | | i gnore | conput e-*

| UDP Checksum | 16]1 | Bi | | i gnore | comput e- * |
[} e —————————— Ly ety ety e ———————— Ll ———————_ _lpp—p—p—p—(—(—————
| CoAP Version |2 |1 |Bi|1 | equal | not - sent |
| CoAP Type |2 11 |Dy2 | equal | not - sent |
| CoAP TKL |4 |1 |Bi|O | equal | not - sent |
| CoAP Code |8 |1 |DM[68, 128, 129, | mat ch- mappi hg| nappi ng- sent |
I [ | | | 132, 160] I I
| CoAP M D |16]1 |Bi|O | MSB(9) | LSB |
[} g ————————— ey ety ey —p——————————— e pp—p————— p—p—p—_————————

Fi gure 6: Managenment Rule 2
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T T s +
| Rul el D M3 |
o e e e o R L e S R +
| FI D | FLIFP|DI| TV | MO | CDA |
S TRy e I . S TR +
| 1 Pv6 Version |4 11 |Bi|6 | equal | not - sent |
|1Pv6 Traffic Class |8 |1 |Bi|1 | equal | not - sent |
| 1 Pv6 Fl ow Label | 20| 1 | Bi | 144470 | equal | not - sent |
| 1Pv6 Length | 16]1 | Bi | | i gnore | comput e- * |
| 1 Pv6 Next Header |8 |1 |Bi|17 | equal | not - sent |
| 1Pv6 Hop Limt |8 |1 |Bi| 64 | equal | not - sent |
| 1 Pv6 DevPrefix | 64| 1 | Bi|fe80::/64 |equal | not - sent |
| 1Pv6 Devll D |64|1 |Bi|::2 | equal | not - sent |
| 1 Pv6 AppPrefix | 64]1 | Bi|fe80::/64 |equal | not - sent |
| 1Pv6 ApplI D |64]1 |Bi|::1 | equal | not - sent |
[ e —————————— ey ey ety e ———————— Lpp—p—p————————— pp—p—p—p———————
| UDP DevPort | 16| 1 | Bi | 3865 | equal | not - sent |
| UDP AppPor t | 16| 1 | Bi | 5683 | equal | not - sent |
| UDP Length | 16/ 1 | Bi | | i gnore | conput e-*

| UDP Checksum | 16]1 | Bi | | i gnore | comput e- * |
[ e —————————— Ll ety ety e —————— L —p——————— _lppp—p—p—p——(————r
| CoAP Version |2 |1 |Bi|1 | equal | not - sent |
| CoAP Type |2 11 |Up|2 | equal | not - sent |
| CoAP Type |2 11 DO | equal | not - sent |
| CoAP TKL |4 |1 |Bi|O | equal | not - sent |
| CoAP Code |8 |1 |DM[2, 5, 7] | match-mappi ng| mappi ng-sent |
| CoAP Code |8 |1 | Up| 69 | equal | not - sent |
| CoAP M D |16]1 |Bi|O | MSB(9) | LSB |
| CoAP Uri-Path |8 |1 |Bi|c | equal | not - sent |
| CoAP Content-Format|8 |1 | Bi | application|equal | not - sent |
I | | | |/yang-ident| I I
| | | | |fiers+chbor-| | |
| | | | Iseq | | |
[ e —————————— ey ey ety e ———————— Lpp—p—p————————— pp—p—p—p———————

Fi gure 7: Managenent Rule 3
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T +
| Rulel D M4 |
o e e e o T g S R +
| FI D | FL| FP| DI | TV | MO | CDA |
o e e o s T oS Fom e o - Fom ek +
| 1 Pv6 Version |4 11 |Bi|6 | equal | not - sent |
|1Pv6 Traffic Class |8 |1 |Bi|1 | equal | not - sent |
| 1 Pv6 Fl ow Label | 20| 1 | Bi | 144470 | equal | not - sent |
| 1Pv6 Length | 16]1 | Bi | | i gnore | comput e- *
| 1 Pv6 Next Header |8 |1 |Bi|17 | equal | not - sent |
| 1Pv6 Hop Limt |8 |1 |Bi| 64 | equal | not - sent |
| 1 Pv6 DevPrefix | 64| 1 | Bi|fe80::/64 | equal | not - sent |
| 1Pv6 Devll D |64|1 |Bi|::2 | equal | not - sent |
| 1 Pv6 AppPrefix | 64| 1 | Bi|fe80::/64 | equal | not - sent |
| 1Pv6 ApplI D |64]1 |Bi|::1 | equal | not - sent |
[} g ————————— ey ety ey —p——————————— e pp—p————— p—p—p—_————————
| UDP DevPort | 16| 1 | Bi | 3865 | equal | not - sent |
| UDP AppPor t | 16| 1 | Bi | 5683 | equal | not - sent |
| UDP Length | 16/ 1 | Bi | | i gnore | conput e-*
| UDP Checksum | 16]1 | Bi | | i gnore | comput e- * |
[} e —————————— Ly ety ety e ———————— Ll ———————_ _lpp—p—p—p—(—(—————
| CoAP Version |2 |1 |Bi|1 | equal | not - sent |
| CoAP Type |2 11 |Up|2 | equal | not - sent |
| CoAP TKL |4 |1 |Bi|O | equal | not - sent |
| CoAP Code |8 |1 |Up|[68, 128, 129, | mat ch- mappi hg| mappi ng- sent |
I [ | | | 132, 160] I I
| CoAP M D |16]1 |Bi|O | MSB(9) | LSB |
[} g ————————— ey ety ey —p——————————— e pp—p————— p—p—p—_————————

Fi gure 8. Managenment Rule 4

5. OSCORE

5.1. Conpression Rul es

6. DILS

6.1. Compression Rules

7. Exanpl e CORECONF usage in Python
7.1. Deletion cases

* Delete root el enent:
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YANG REQ i PATCH /c

("/ietf-schc:schec’): None

}
CORECONF REQ i PATCH /¢
(5100): None
REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
al811913ecf 6
RES: 2. 04 Changed
* Delete a specific rule:

YANG REQ i PATCH /c

("/ietf-schc:sche/rule’, 0, 3): None
}

CORECONF REQ i PATCH /¢

(5101, 0, 3): None
}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
a1831913ed0003f 6
RES: 2. 04 Changed

* Delete a specific protocol field entry:
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YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry’, 0, 3, '"fid-ipv6-version’, 1, 'di-bidirectional’): None

}
CORECONF REQ i PATCH /¢

(5105, 0, 3, 5068, 1, 5018): None
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
al1861913f 100031913cc0119139af 6
RES: 2. 04 Changed
* Delete a specific key:

YANG REQ i PATCH /c

("/ietf-schc:sche/rule/rule-status’, 0, 3): None

}
CORECONF REQ i PATCH /¢

(5137, 0, 3): None
}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
a1831914110003f 6
RES: 2. 04 Changed

* Delete a |list elenent:
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YANG REQ i PATCH /c

("/ietf-schc:schc/rulel/entry/target-value/value’, 0, 3, 'fid-ipv6-version', 1, ’'di-bidi
rectional’, 0): None

}
CORECONF REQ i PATCH /¢

(5120, 0, 3, 5068, 1, 5018, 0): None
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
a18719140000031913cc0119139a00f 6
RES: 2. 04 Changed
* Delete a multiple list el enents:
YANG REQ i PATCH /c
("/ietf-schc:schc/rule/entry/target-value/value', 0, 3, 'fid-ipve-trafficclass’, 1, 'di

-bidirectional’, 1): None

}
CORECONF REQ i PATCH /¢

(5120, 0, 3, 5065, 1, 5018, 1): None
}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
al18719140000031913¢90119139a01f 6
RES: 2. 04 Changed

* Delete an unknown entry:
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YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry’, 2, 3, '"fid-ipv6-version’, 1, 'di-bidirectional’): None

}
CORECONF REQ i PATCH /¢

(5105, 2, 3, 5068, 1, 5018): None
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
al1861913f 102031913cc0119139af 6
RES: 4.00 Bad Request
* Delete a protected key:
YANG REQ i PATCH /c

("/ietf-schc:sche/rule/rule-id-value’, 0, 3): None

}
CORECONF REQ i PATCH /¢

(5135, 0, 3): None
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
a18319140f 0003f 6
RES: 4.00 Bad Request
7.2. Update cases

* Update protected key:
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7.3.

*

YANG REQ i PATCH /c

("/ietf-schc:sche/rule/rule-id-value’, 0, 3): 5

}
CORECONF REQ i PATCH /¢

(5135, 0, 3): 5
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
a18319140f 000305
RES: 2. 04 Changed
Update a specific key:
YANG REQ i PATCH /c

("/ietf-schc:sche/rule/rule-status’, 0, 3): ’status-candi date

}
CORECONF REQ i PATCH /¢

(5137, 0, 3): 5096
}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
al18319141100031913e8
RES: 2. 04 Changed

Addi ti on cases

Add a new entry
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YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry’, 0, 3, '"fid-ipv6-appprefix’, 1, "di-bidirectional’): {
"field-length': 64,
"target-value': [{’index : 0, 'value': '/ 0oAAAAAAAAA=" 1],
"mat chi ng-operator’: 'ietf-schc: no-equal’
" conp-deconp-action’: ’'ietf-schc:cda-not-sent
}
}

CORECONF REQ i PATCH /¢

(5105, 0, 3, 5057, 1, 5018): {
7. 64,
13: [{1: 0, 2: b’\xfe\lx80\x00\x00\x00\ xO0\ xO0\ x00" } ],
9: 5083,
1. 5015
}
}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)

al1861913f 100031913c10119139aa40718400d81a201000248f e80000000000000091913db01191397
RES: 2. 04 Changed
* Add a list element (auto-indexed)
YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry/target-value', 0, 3, '"fid-ipve-flow abel’, 1, 'di-bidirect
ional’): {

“index’ : 4, 'value’

}
}
CORECONF REQ i PATCH /¢

viw=

(5118, 0, 3, 5061, 1, 5018): {
1: 4, 2: b’\xbc\xbc
}

}

REQ i PATCH /c
(Content-Format: application/yang-identifiers+cbor-seq)
al1861913f e00031913¢50119139aa201040242bchc

RES:. 2. 04 Changed
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* Add a list elenent (explicit index):
YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry/target-value', 0, 3, '"fid-ipve-flowabel’, 1, 'di-bidirect
ional’): {

"index': 7, 'value’

}
}
CORECONF REQ i PATCH /c

viw=

(5118, 0, 3, 5061, 1, 5018): {
1: 7, 2: b’ \xbc\xbc
}

}
REQ i PATCH /¢

(Content-Format: application/yang-identifiers+cbor-seq)
a1861913f e00031913c50119139aa201070242bchc

RES: 2. 04 Changed
* Add a new keyval ue pair el enent:
YANG REQ i PATCH /c
("/ietf-schc:schc/rule/entry/target-value’, 0, 3, 'fid-ipv6-payload-length’, 1, 'di-bid
irectional’): [
{"index’: 0, 'value : 'UA=="},
{"index : 1, 'value : 'VQ@=}

]
}

CORECONF REQ i PATCH /¢

(5118, 0, 3, 5064, 1, 5018): [
{1: 0, 2: b'\x50"}, {1: 1, 2: b’'\x55}
]

}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
a1861913f e00031913c80119139a82a20100024150a20101024155
RES: 2. 04 Changed

*  Add a new rul e:
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YANG REQ i PATCH /c

("/ietf-schc:sche/rule’, 5, 3): {
"rule-status’: 'ietf-schc:status-active’
"rul e-id-value': 10,
"rule-id-length': 5,
"rule-nature’: 'ietf-schc: nature-conpression
}
}

CORECONF REQ i PATCH /¢

(5101, 5, 3): {36: 5094, 34: 10, 33: 5, 35 5088}
}

REQ iPATCH /c
(Content-Format: application/yang-identifiers+chor-seq)
a1831913ed0503a418241913e618220a18210518231913e0

RES: 2. 04 Changed
* Add an entry into an unknown rul e:
YANG REQ i PATCH /c

("/ietf-schc:sche/rule/entry’, 250, 8, 'fid-ipv6-payload-length’, 1, 'di-bidirectional
):
"field-length': 16,
"mat chi ng-operator’: 'ietf-schc:no-ignore’,
" conp-deconp-action’: 'ietf-schc:cda-val ue-sent
}
}

CORECONF REQ i PATCH /¢

(5105, 250, 8, 5064, 1, 5018): {7: 16, 9: 5084, 1: 5016}
}

REQ i PATCH /c

(Content-Format: application/yang-identifiers+cbor-seq)
al1861913f 118f a081913c80119139aa30710091913dc01191398
RES: 4. 00 Bad Request
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Appendi x A, YANG DM

rpc duplicate-rule { input { container from{ uses ietf-schc:rule-id-
type; } container to { uses ietf-schc:rule-id-type; } } output { |eaf
status { type string; } } }
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