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Abst r act

Thi s docunent defines a trust nodel for agent-to-agent (A2A)
interactions in multi-agent Al systens. It specifies how agents
obtain verifiable identities via CA-signed tenplates, how spawn
chains are cryptographically established and validated, how dynanic
policies are governed under a dual -signature nodel, and how cross-
organi zati onal agent interactions are explicitly authorized. The
nmodel applies existing PKI primtives (X 509, CRL, CSR) and
established identity patterns (QAuth 2.0, On-Behal f-Of) to the
probl em of agent provenance. This document does not address agent-
to-resource access control, human-in-the-loop orchestration, or agent
behavi or, as those concerns belong to the resource enforcenent |ayer
and the orchestration |ayer respectively.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Novenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

Mul ti-agent Al systenms introduce identity and authorization gaps that
exi sting standards do not fully address. When Agent A spawns Agent
B, and Agent B calls a resource, no current standard defines how the
resource verifies that Agent B was legitimtely spawned, that its
scope has not been escalated, or that its origin tenplate is trusted.

Thi s docunent proposes a trust nodel based on:
* Agent tenplates as first-class, CA-signed identity artifacts.

* Verifiable spawn chai ns where each agent’s provenance is
cryptographically traceable to a registered tenplate.

* Two-lane governance separating static identity (cert-based) from
dynani c policy (OPA-gated).

* Fail-closed enforcenent at every verification step
The nodel reuses proven PKI primtives and applies themto a new

surface -- agent identity -- rather than inventing new cryptographic
mechani sis.
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2

Conventions Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter mi nol ogy

Agent: An epheneral, autononous process that perforns tasks on
behal f of a user or another agent.

Agent Tenplate: A CA-signed artifact defining an agent’s identity,
al | oned scopes, spawn rules, and policy reference.

Templ ate Registry: The authoritative store of approved, signed agent
tenpl ates for an organi zati on

Tenpl ate Registry CA: The Certificate Authority that signs agent
tenpl ates -- the root of trust for the agent ecosystem

Spawn: The act of an agent instantiating a child agent from an
approved tenpl ate.

Spawn Chain: The ordered, cryptographically verifiable sequence of
agents fromthe root orchestrator to the current agent.

Policy Authority: The entity responsible for countersigning dynamc
policy changes after autonmated gate validation

CRL: Certificate Revocation List -- the |ist of revoked tenplate and
agent certificates maintained by the CA

CSR  Certificate Signing Request -- the tenplate author’s request to
the CA for a signed tenplate certificate.

Cross-Org Grant:  An explicit, signed authorization allow ng agents
from one organi zation to spawmn froma tenplate owned by another

Pr obl em St at enent
Mul ti-agent orchestration creates identity and authorizati on gaps:
Agent A --> spawns --> Agent B --> calls --> Resource
Figure 1

* \Which identity does the Resource see?
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* How does authorization propagate across the chain w thout
escal ati ng?
* |f Agent B is conpromised, can it inpersonate Agent A?
* Who owns the audit trail across the full chain?
* How does the Resource prove Agent B was authorized to be spawned?

No current standard (WBC, |ETF, or vendor) fully addresses agent
provenance in multi-hop chains.

5. Existing Patterns and Gaps
5.1. On-Behal f-Of (0BO
M crosoft Entra I D OBO provides user-to-service del egation
User --> Agent A (token A) -->
Agent A requests token for Agent B on behal f of user -->
Entra validates the chain -->
| ssues scoped del egat ed t oken

Fi gure 2

Key insight: a trusted third party validates the del egati on chain.
Agents do not self-assert trust.

OBO breaks down for agent-to-agent because agents are epheneral,
agent spawning is dynamic, and no registry exists for agent
t enpl at es.

5.2. CQAuth 2.0 Token Exchange (RFC 8693)
[ RFC8693] defines scope constraint across del egation hops --
downstream t okens MJST be a subset of upstreamgrants. This docunent
adopts that principle for agent scope inheritance.

6. Agent ldentity

Agent identity MJUST be established using X 509 certificate chains
[ RFC5280]. This reuses the sane trust nodel used by TLS and existing
wor kl oad identity systens.

6.1. Certificate Signing Request Fl ow
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Tenpl at e Aut hor
| defines tenplate (scopes, spawn rules, TTL, owner)
| generates CSR
%
Tenpl ate Registry CA
| validates tenplate confornance
| signs the tenplate certificate
v
Si gned Agent Tenpl ate (registered)
I
%
Orchestrator spawns agent from signed tenpl ate
| agent receives certificate derived fromtenplate certificate
| CA chain proves provenance
%
Resource validates certificate chain:
- certificate signed by trusted tenpl ate?
- tenpl ate signed by CA?
- scope within bounds?
- ALLOW or DENY

Figure 3
6.2. Certificate Chain Structure

Templ ate Registry CA (root of trust)
|

%
Orchestrator Agent Certificate
Subj ect : orchestrator-vl
| ssuer: Tenmpl ate Registry CA
Oomner : owner @xanpl e. com
O gl D org-123
KeyUsage: spawn, del egate
Al | onedScopes: read:data, wite:data
CanSpawn: [reader-tenpl ate-vl], MaxChildren: 5
Pol i cyRef : pol i cy-store/orchestrator-vl/current
TTL: 1lh

|
v
Child Agent Certificate

Subj ect : r eader - agent -v1

| ssuer: orchestrator-vl

CA Chai n: orchestrator-vl -> Tenplate Registry CA
KeyUsage: read only

Al | onedScopes: read:data (MJST be subset of parent)
TTL: 15m n (SHOULD be shorter than parent)
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Fi gure 4
7. Tenplate Structure
7.1. Static Fields

The followi ng fields MJST be present in every agent tenplate
certificate and MJUST NOT be nodified without full re-certification:

[ ety sy ooty o}
| Field | Required | Description |
| Subj ect | REQU RED | Unique tenplate identifier |
o m e e e oo - Fomm oo - o e e e e e e e e e e e e e e e e e e e e e e o +
| Issuer | REQUIRED | Tenplate Registry CA |
S TS oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Oaner | REQURED | Verified identity of tenplate owner |
. S Ry S +
| OglD | REQUI RED | CA-validated organization identifier |
o m e e e oo - Fomm oo - o e e e e e e e e e e e e e e e e e e e e e e o +
| KeyUsage | REQURED | Pernmitted operations |
S TS oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Al'l onedScopes | REQUI RED | Maxi mum scopes this agent nay hol d |
. S Ry Y +
| CanSpawn | REQURED | Wiitelist of pernmitted child |
| | | tenpl ates |
T TS oo e m e e e e e e e e e e e e e e e e e ma o - +
| MaxChil dren | REQUI RED | Maximum concurrent child agents |
S I Focmnnaaann . +
| Scopelnherit | REQUI RED | Scope inheritance constraint |
I Ry R I Y +
| PolicyRef | REQURED | Pointer to dynamic policy store |
T TS oo e m e e e e e e e e e e e e e e e e e ma o - +
| TTL | REQUI RED | Maximum agent lifetime |
S I Focmnnaaann . +
Table 1

7.2. Dynanic Policy Bounds
Dynam c policies MJST be bounded by the static tenplate fields. A
dynani ¢ policy MJST NOT grant scopes beyond Al |l owedScopes. A dynamc
policy MUST NOT add spawn targets beyond CanSpawn.

8. Spawn Chain Validation
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8.

8.

8.

1. Two- Check Spawn Rul e

Every spawn MJST pass two independent checks. Either check failing
MUST result in spawn denial with no fall back

Check 1 -- Static (CanSpawn in certificate): The requested child
tenpl ate MJST appear in the spawni ng agent’s CanSpawn |i st.

Check 2 -- Dynamic (Registry live | ookup): The requested child
tenpl ate MJUST be currently registered, CA-signed, not self-signed,
owned by an authorized party, and not present in the current CRL.

Rati onal e: CanSpawn al one is insufficient because the certificate may
be stale and a tenplate may have been revoked since issuance.

Regi stry | ookup alone is insufficient because any party could forge a
request claimng any tenplate. Both checks MJST pass.

2. Spawn Validation Sequence

1. CanSpawn check -- child tenplate in CanSpawn |ist?
NO --> DENY, audit |og
YES --> conti nue

2. Registry check -- registered, CA-signed, not revoked?
NO --> DENY, audit |og
YES --> continue

3. Scope check -- requested scope subset of parent scopes?
NO --> DENY, audit |og
YES --> continue

4., MaxChildren check -- current children < MaxChil dren?
NO --> DENY, audit |og
YES --> spawn approved

5. Child certificate issued with:
- parent identity enbedded (del egati on chain)
- scope equal to requested scope (not exceedi ng parent)
- spawn timestanp and nonce (replay prevention)
- audit log entry witten

Figure 5
3. Scope Constrai nt
A child agent’s Al owedScopes MJST be a strict subset of the parent

agent’s Al l owedScopes. Scope escal ati on across agent hops is
explicitly prohibited.
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Exanpl e:
Parent has: read:data, wite:data
Child gets: read:data -- valid
Child gets: read:data, wite:data -- valid (sanme as parent)
Child gets: admn:data -- MJST be rejected
Figure 6

8.4. Audit Requirenents
Every spawn event MJST be | ogged with: spawning agent identity, child
tenplate identity, requested scope, granted scope, tinestanp, outcomne
(ALLOVED or DENI ED), and reason if denied.

9. Dynamic Policy Governance

9.1. Two-Lane Mbdel

Templ ate certificate (static): WHO the agent is and WHO it can spawn.
Changes require full re-certification.

Dynam c policy (fast lane): WHAT the agent can do within the bounds
of the tenplate certificate. Changes require dual signature
(Section 9.3).

Dynam c policies MJST NOT exceed the bounds defined in the static
tenpl ate certificate.

9.2. Ownership
Templ at e ownershi p MUST be established at certificate signing tine
and enbedded in the Omer and O glD fields. Only the verified owner
of the organi zation that signed the tenplate MAY submit policy
changes.

9.3. Dual Signature Requirenent

Every policy change MJST be signed by two independent parties:

1. Owner -- proves the right to change the policy.
2. Policy Authority -- proves the policy passed automated validation
gat es.

Neither signature alone is sufficient. Both MJST be present and
valid for a policy to be accepted.
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Omer key + Policy Authority key = policy accepted
N N
who owns it passed the gates
Figure 7

9.4. Policy Change Sequence

1. ldentity and ownership verification
- requester matches Omer in tenplate certificate?
- requester OglD matches certificate O gl D?
NO -->rejected, audit |ogged

2. Automated gate (OPA):
- scope within Al owedScopes?
- spawn targets within CanSpawn?
- no conflicts with active policies?
ANY FAIL --> rejected

3. Dual signature applied:
Omner signs, Policy Authority countersigns

4. Policy stored with dual signature, version, tinestanp,
and content hash

5. Agent validates at runtine:
- both signatures valid?
- version current? (replay prevention)
- hash mat ches? (tanper detection)
- policy within tenplate certificate bounds?
ANY FAIL --> DENY, audit |ogged

Figure 8
9.5. Threat Coverage
| Scenario | Single Sig Gap | Dual Sig Fix |
[} g ————————————— e —p—_————_—————_—_—_ Ll —p—p—_————————
| Rogue Policy Authority | Pushes bad policy | Omer key m ssing
T T T T Ty o e e o s +
| Rogue owner | Bypasses OPA gates | PA won't |
| | | countersign |
o e e e e e a oo Fom e e e e oo o o e e e e oo oo +
| Conpronised owner key | Attacker nodifies | OPA gates |
| | | enforced |
Fom e e e e a e e oo o e e e e o s o e e o s +
| Conprom sed Policy | Pushes bad policy | Owner key missing
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Table 2
10. Tenpl ate Versioni ng
10.1. Full Re-Verification Required

A new tenpl ate version MJST undergo full re-verification from
scratch. Trust MJST NOT be inherited froma previous version.

Rational e: inheriting trust fromvl would allow a conprom sed vl
certificate to bootstrap trust for v2.

10.2. Versioning Principle
Everything on the old tenplate chain continues to work unchanged as
long as the certificate is valid. New connections and functionality
are opt-in -- only available after the new tenplate chainis fully
verified and explicitly adopted.
10.3. Non-Inheritance Rules
The foll owing MUST NOT be inherited froma previous version:
*  Trust chain
* (Cross-organi zational grants
* CanSpawn i st
* Dynam c policies
10.4. Tenplate Lifecycle
ACTIVE: Tenplate is trusted. New spawns accepted.

DI SABLED: No new spawns. Existing agents run to TTL expiry.
Reversi bl e.

DELETED: Certificate revoked, CRL updated, registry entry renoved.
Irreversible. Audit |og preserved.

Di sabl e SHOULD precede delete. |nplementations SHOULD enforce a
mandat ory waiting period between D SABLED and DELETED.
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10.5. Cross-Organi zational Grant Re-Issuance
Cross-organi zati onal grants MJST be explicitly re-issued for each new
tenpl ate version. G ants MJST NOT automatically roll over on version
upgr ade.

11. Cross-Organi zational Agent Interaction

11.1. Explicit G ant Requirenent
Cross-organi zati onal agent spawni ng MJUST be explicitly authorized by
the resource-owning organi zation. No inplicit trust exists between
organi zati ons.

11. 2. G ant Structure

A cross-organi zati onal grant MJST cont ain:

| Field | Description |
[} i ———_—_— s p—p—p—p—_—_——_—_——————————————————————————————————r L
| Grantor | Resource-owni ng organization |
S I . +
| Gantee | Requesting organization |
I IRy e +
| Tenpl ate | Specific tenplate identifier |
T S +
| All owedScopes | MJST be subset of tenplate scopes |
S I . +
| TTL | Gant validity period |
I IRy e +
| MaxSpawns | Maxi mum concurrent agents pernitted |
T S +
| Signature | Dual signature (grantor owner + |
| | Policy Authority) |
. I NN +
Table 3

11.3. Trust Anchor Options
Federated CA: Both organi zations trust a shared root CA
Explicit CAtrust: Og-Bexplicitly trusts Og-A's CA

Third-party CA: Both organizations use a public CA
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11.4. Unilateral Revocation
The granting organi zati on MAY revoke a cross-organi zati onal grant
wi t hout the cooperation of the receiving organi zation. Upon
revocation, all agents spawned under the affected grant MJST be
treated as untrusted on next validation.

11.5. Federated Audit

Each organi zation MUST maintain its own i ndependent audit trail
Audit records MJST NOT depend on the other organi zation's systens.

12. Revocation

12.1. Tenpl ate Revocati on
Tenpl ate revocati on MJUST be perfornmed by adding the tenpl ate
certificate to the CA's CRL. All agent certificates derived froma
revoked tenplate MUST be treated as untrusted on next CRL check

12. 2. Individual Agent Revocation

I ndi vi dual agents MAY be revoked by explicit certificate revocation
or by renoval of authorization relationships at the resource |ayer

12.3. Automati on Requirenent
Routine revocation (TTL expiry, task conpletion) MJST be fully
automat ed. Human invol venent SHOULD be reserved for incident
response and hi gh-i npact deci si ons.

13. Failure Mdel

13.1. Fail O osed

Any verification step that cannot be conpleted MJIST result in DENY
Thi s incl udes:

* CA unreachabl e

* Registry unreachabl e

* CRL unreachabl e

* Certificate expired or revoked

* Scope escal ation attenpt
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14.

14.

14.

14.

14.

14.

15.

* Policy invalid or unsigned
* Dual signature mssing or invalid
I mpl enent ati ons MUST NOT provide a degraded node that allows partia
spawni ng or execution when verification infrastructure is
unavai |l abl e.

Conf or mance Requirenents

1. Field Placenent

I mpl enent ati ons MJST pl ace every field in the location specified by
this document. Variable elenment placement is NOT pernitted.

2. CSR Validation

Non- conform ng CSRs MJUST be rejected by the CA. A non-confornmng
templ ate MUST NOT be si gned.

3. Test Vectors

| mpl enent ati ons MJST provide test vectors -- concrete exanpl es of
valid and invalid tenplate chains -- for confornmance validation

4., Confornmance Certification

I mpl enent ati ons clai ming conformance with this document MJUST pass
conformance certification before shipping.

5. Reference |Inplenentation

A reference inplementati on SHOULD be nade avail abl e i ncl udi ng:
* Tenplate Registry CA

* Spawn chain validation

* SDK with certificate chain validation, registry |ookup, and CRL
check handling

* Tenplate linter for pre-subm ssion CSR validation
| ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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16.

16.

16.

16.

16.

16.

16.

17.

17.

Security Considerations
1. Scope Escal ation
| mpl enent ati ons MJUST enforce that child agent scopes are a strict
subset of parent scopes at every hop. Failure to enforce this allows
privil ege escal ation across the agent chain.
2. Replay Attacks
Spawn requests MJST include a tinmestanp and nonce. |nplenentations
MUST rej ect spawn requests where the tinestanp exceeds a defined
freshness wi ndow or the nonce has been seen previously.
3. Conprom sed Tenpl at es
A conprom sed tenplate certificate MIUST be revoked i mediately. A
single CRL update invalidates all downstream agent certificates
derived fromthat tenplate.
4. Single Point of Conprom se
The dual signature requirenment (Section 9.3) ensures no single
conprom sed party can push unaut horized policy changes. CA
conmprom se requires full ecosystemre-issuance.
5. Cross-Organizational Trust

Cross-organi zati onal grants MJUST be explicitly issued. Inplicit
trust between organizations is prohibited.

6. Audit Integrity
Audit | ogs MUST be tanper-evident. Logs MJST NOT be del etabl e by
agents or orchestrators. Audit log infrastructure SHOULD be outside
the control of the agent ecosystemitself.
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