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Abst ract

Many newl y proposed Source Address Validation (SAV) nechani sns such
as | GP-based and BGP-based SAVNET sol utions take a distributed manner
to generate SAV rules, but they are faced with accuracy and

managabi lity challenges in increnental/partial depl oynment scenari os.
RFC 8704 stipulates the use of Adj-RIBs-In to construct AS sets and
prefix sets.A centralized approach is essential: collecting Pre-
Policy Adj-RIBs-1n from ASBRs, perform ng necessary filtering, and
distributing SAV rules via a central controller. This docunent
proposes a network controll er-based solution for enhanci ng SAVNET
capability in intra-donmain and inter-donmai n networks, which supports
accurate verification, automated configuration, threat analysis,
traceability and visualization
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1. I nt roducti on

Di stributed SAVNET solutions utilize protocol nmessage exchanges anong
SAVNET routers to acquire source prefix information related to other
subnets within intra-domain networks or inter-domain networks, such
as Source Prefix Announcenent (SPA) technology for intra-domain
SAVNET, which can be transmitted by a new protocol or an extension to
an existing protocol [I-D.li-savnet-source-prefix-advertisenent].
Nonet hel ess, under circunstances characterized by device

het erogeneity, partial upgrades, asymetric routing, and peculiar
address, these solutions face di m nished accuracy in Source Address
Validation (SAV). Furthernore, there are necessities for enhancenent
in areas such as automated configuration, threat analysis,
traceability, and visualization

In this docunent, on the basis of distributed intra-domain and inter-
domai n SAVNET architecture, we propose a controller-based and
centralized SAVNET enhancenent solution. The distributed SAVNET
solutions rely on local routing information and SAV-specific
information. In this solution, the controller can generate and
deliver SAV rul es based on the global information, and can al so
obtain ROA and other external information to generate inter-domain
SAV rul es, so as to achieve accurate source address verification
(SAV) in both intra-domain and inter-domain in a conbination of
centralized and distributed ways.

In this solution, SAVNET routers and non- SAVNET routers can cooperate
via the network controller. Mre accurate source address
verification rules can be generated based on nore conprehensive
information in the scenario of partial/increnental deploynent of
SAVNET. Concurrently, the SAVNET can support accurate verification,
aut omat ed configuration, threat analysis, traceability and
visualization.

1.1. Term nol ogy
* SAV: Source Address Validation

* AS: Autononpus System
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Tong,

SAV- Specific Information: Information specialized for SAV rul e
gener ati on, exchanged between routers or fromthe network
controller.

SAV-rel ated Information: The information used by a router to nmake
SAV decisions. For intra-donmain SAV, SAV-related information

i ncludes both local routing informati on and SAV-specific

i nformation.

SAV-speci fic I nformati on Comuni cati on Mechani sm The nechani sm
for exchangi ng SAV-specific information between routers. It can
be either a new protocol or an extension to an existing protocol

SAV Information Base: A table or data structure in a router that
stores specific SAV informati on and | ocal routing information

SAV Rule: The rule in a router that describes the nmapping

rel ati onshi p between a source address (prefix) and the valid
incomng interface(s). It is used by a router to make SAV
decisions and is inferred fromthe SAV Informati on Base or from
network controller

SAVNET Router: An intra-donmain router which runs intra-donmain
SAVNET.

SAVNET Agent: The agent in a SAVNET router that is responsible for
conmuni cati ng SAV-specific information, processing SAV-rel ated
i nformati on, and generating SAV rul es.

AS Edge Router: An intra-donmain router of an AS which is connected
to client subnets.

AS Border Router: An intra-domain router of an AS which is
connected to ot her ASes.

I mproper Bl ock: The validation results that the packets with
l egitimate source addresses are bl ocked inproperly due to

i naccurate SAV rul es.

I nproper Permit: The validation results that the packets with
spoof ed source addresses are permtted inproperly due to

i naccurate SAV rul es.

| SP: Internet Service Provider
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2. Scenarios and Requirenents for Centralized SAVNET

This section introduces the scenarios and requirements of centralized
SAVNET, including increnental/partial deploynent scenario, obtain
informati on fromexternal systens, automated configuration, analysis
and traceability requirenents,etc.

2.1. Challenges and Linmtations of Distributed SAVNET in |Incremental/
partial depl oynent

The current distributed solution which exchanges SAV-specific

i nformati on between SAVNET routers depends on devi ces upgrade.
Devices utilize the source prefix advertisenment (SPA) information to
notify other routers about their subnet and prefix informtion

Uni que subnet I D for each subnet should be planned by network
manager, and additional identification information such as subnet |ID
and access node on the correspondi ng port of the device should be
configured manually, so as to generate nore accurate SAV rul es.

However, devices are upgraded gradually due to various limtations
such as device performance. version and vendor. As a result, in an
AS, there are sone routers support SAVNET and ot hers do not.

Routers with distributed solution could not generate accurate SAV
rules in incremental /partial deployment scenario. Refer to [I-D.Ili-
savnet-intra-domain-architecture] and [I-D.li-savnet-inter-donmain-
architecture]. Though the SAVNET router can obtain routing informtion
fromthe local RIB/FIB and generate SAV rules for certain prefixes,
in the absence of SAV-specific information, the SAV generated based
on the local RIB/FIB has the risk of the inproper block and i nproper
permit in special scenarios such as asymretric routing scenario.

Tong, et al. Expi res 3 Septenber 2026 [ Page 5]



I nternet-Draft SAV Enhanced by Controller March 2026

Figure 1 illustrates the asymetric routing in a nmulti-hom ng subnet
scenari o which has been raised in

[I-D.ietf-savnet-intra-domai n-problemstatenent]. Subnet 1 has a
prefix of 10.0.0.0/15 and is connected to two edge routers, Router 1
and Router 2. Due to the |load balancing policy in the inbound
direction of subnet 1, Rl can only |earn subnet prefix 10.1.0.0/16
fromsubnet 1, while R2 can only |earn subfix 10.0.0.0/16 from subnet
1. After that, Rl | earns another subnet prefix through the intra-
domai n routing protocol, and so does R2. The FIB of Rl and R2 are
shown in Figure 1. Rl is a SAVNET router and R2 is a non- SAVNET
router, and Rl and R2 comuni cate with each other through RS,

regardl ess of whether R3 is a SAVNET router or not, the SPA nessage
cannot be delivered and R2 cannot generate its own SAV-specific

i nformati on or recogni ze the SAV-specific information transmtted
fromRl. Therefore, Rl can only collect part of the prefix
informati on of the subnet to generate SAV rules, and R2 uses the FIB
for SAV, then inproper block will occur in both RL and R2 due to

i nconpl ete information.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| AS |
| oo + |
| | Router 3 | |
| FIB on Router 1 Ry + FI B on Router 2 |
| Dest Next _hop [\ \ Dest Next _hop

| 10.1.0.0/16 Subnet 1 / \ 10.0.0.0/16 Subnet 1 |
| 10.0.0.0/16 Router 3 [/ SPA \ 10.1.0.0/16 Router 3 |
| TS + TS + |
| SAVNET | Router 1 | | Router 2 | Non-SAVNET |
| +- - - HHF--- -+ +- - - HHF--- -+ |
I \ / I
I \ / I
| R + |
| | Custoner | |
| |  Network | |
| e + |
I I
I I

Figure 1: Asynmmetric nulti-hom ng scenario in increnental
depl oynent of intra- domain
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Incremental /partial deploynment for inter-domain include: (1) devices
partially support SAVNET in an AS; (2) sone ASs support SAVNET, while
others do not. Figure 2 shows that ASBR1/2/3 are SAVNET routers
while ASBR4 is a non- SAVNET router, ASBR4 cannot generate accurate
source address verification rules w thout obtaining SAV-specific
information fromother AS and other routers in its AS.

e + e e +
| AS1 S + | Ameemee- + AS2 |
| SAINET | ASBR1 | | -=------ | | ASBR3 | SAVNET |
| RREEETEE + IEESEEERPEPEE + |
| $ooeoiioon + | IEECEPPRERPEE + |
| SAINET | ASBR2 | | -------- | | ASBR4 | Non- |
| oo + | e + SAVNET |
g + o eee e aaaa +

Figure 2: Partial deploynment of Savnet for inter-donain

As a result, there is a problemof |ow accuracy in partial/

i ncrement al depl oynent scenarios. |In addition, how to inprove the
protection effect and enhance the incentive is also one of the
enhanced capabilities.

2.2. Obtain information from external systens

ASBR in each AS collects the SAV-specific information in its AS
domai n and synchroni zes the SAV-specific information with the ASBR of
the adjacent AS domain, and al so obtains the RPKI ROA and ASPA
information, as well as general information such as RIB, FIB, IRR
etc. Based on the above informati on sources, each AS generates a
relatively conplete source address verification table. So each AS
needs to establish an information exchange channel and mechanismwth
the RPKI ROA to ensure network security, but routers shouldn’ t
directly interact with the RPKI ROA and other external systens, and a
controller is appropriate to obtain informati on such as RPKI ROA and
ASPA.

2.3. Automated configuration

Due to the existence of special addresses in the network, such as
anycast addresses, the existing distributed SAVNET sol utions need to
manual |y identify special addresses and adopt correspondi ng polici es,
whi ch brings hi gh managenent over head.

For exanple, in Figure 3, P1~P4 are common prefixes, P5 is an anycast
prefix with multiple legitimate origins including custoner network 1,
customer network 3 and external Internet. SAVNET with whitelist to
be generated on interfaces a, b, and ¢, and SAVNET bl ackli st can be

Tong, et al. Expi res 3 Septenber 2026 [ Page 7]



I nternet-Draft SAV Enhanced by Controller March 2026

generated on interfaces d and e. |If subnet 1 could not recognize P5
as an anycast prefix, the blacklist of interfaces d and e includes
prefix P5, causing legitimte packets with P5 as the source to be
filtered by m stake when they enter frominterfaces d and e.
Therefore, in order not to include an anycast prefix in a blacklist,
it needs to use a special flag to indicate the anycast prefix when
subnet 1 advertises the prefix P5 through the SPA. Prefix type can
be obtained and configured on the edge router through the controller
if centralized management is possible,.

. + S +
| AS 1 | | O her AS |
| oo + | | |
| | Router 3 | el---- | I nt er net
| oo + | | |
I / \ I I I
I / \ I I I
| - + - + | | +-----e--- + |
| | Router 1 | | Router 2 | | | | Router 4 | |
| +- - -+ HF--- -+ +- - +HF-- -+ | | +---+#+----+|
I a | \b cl v | I I I
R | ----- | [ | ------ \--+ +o-m - - [------- +
I \ I \ I
I \ I \ I
I Vo \ I
S + S + e e mma oo +
| Custoner | | Customer | | Customer |
| Network 1 | | Network 2 | | Network 3
S + S S I Uy +

(prefix-1 and 5) (prefix-2 and 3) ( prefix-4 and 5)
Figure 3: Inpact of anycast prefix

In addition, network providers assign access devices, access ports,
and public I P addresses to users who connect to their networks, so
that the address allocation systemin the carrier’s network contains
i nformati on about the custoner’s network. Source address
verification technol ogy can be conbined with address allocation
systens to automate configuration and achi eve traceability based on
source prefix. Centralized network controller can switch the

aut henti cation node of all SAVNET routers flexibly through the
delivery configuration.

Tong, et al. Expi res 3 Septenber 2026 [ Page 8]



I nternet-Draft SAV Enhanced by Controller March 2026

2.4. Analysis and traceability requirenments

Current schene provides flexible verification nodes such as droppi ng,
rate limting, or allow for the forged packets in the latest draft
sav_table [I-D.ietf-savnet-general -sav-capabilities]. It will play a
great role if the controller can collect nore source address forgery
informati on fromthe router, analyze and trace the source in a
centralized manner, visualize the source and target of the attack and
threat tracing. Besides, with the continuous expansion of the
network scale and the increasing allocation of |IP addresses, IP
address conflicts include | P address conflicts and I P prefix
conflicts will appear, which affects the normal network operation

The controller can find whether the prefixes are reused by checking
the prefixes and their binding subnet |ID.

2.5. Aggregate Adj-RIBs-In fromall relevant routers
RFC8704 specifies using Adj-RIBs-1n to construct the AS set and
prefix set. The collection of Adj-RIBs-In data across multiple
routers within a single AS can be deployed via a central controller.
Controller can aggregate Adj-RIBs-1n fromall relevant routers.

3. Centralized SAVNET capability enhancenent sol ution

A high-level view of the Centralized SAVNET framework, w thout
expandi ng the functional entities in network controller and Savnet

devices, is illustrated in Figure 4.
T T T TP P R +
| Controller |
| .. + |
| | SAVNET Management Pl ane | |
| o e e e e e e e e e e e e e e e e e e e oo + |
| oo mm e e e e e e e e e e e e e e m e e m i m— oo oo + |
| | SAVNET Control Pl ane | |
| T TN + |
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ma—mao +
I\
I
I
\[/
e L +

| Savnet Devices |
| SAVNET Devi ce Pl ane |
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Fi gure 4: SAVNET capability enhancenent architecture based on network
controller

The foll owi ng pl anes are defined: SAVNET Managenent Pl ane : Responsi bl e
for nmonitoring, configuring and nai ntai ni ng SAVNET devi ces and Non-
SAVNET devi ces, i ncl uding delivering configuration to the devices,

di spl ayi ng and managi ng source address prefixes and SAV rul es on

devi ces.

SAVNET Control Plane: Responsible for generating SAV rules. The
incomng interfaces of source address prefixes are cal cul ated based
on topol ogy informations, the source address prefixes, roles of
devices. Finally, SAVNET entries/rules are generated and sent to the
correspondi ng network devi ces.

SAVNET devi ce data pl ane: Responsible for nmintaining and updating
SAVNET entries fromdifferent sources, source address verification on
the data forwardi ng pl ane and forwardi ng packets. The SAVNET entries
can have multiple sources. SAV rules may be derived fromintra-
domai n or inter-domain control plane protocols, see [I-D. draft-ietf-
savnet-intra-domai n-architecture-01] and [I-D. Raft -wu-savnet-inter-
dommi n-architecture-11] for detail. SAV rules may be fromthe
controller as well.

The following interfaces are defined: Report the network topol ogy:
The basic BGP-LS as specified in [ RFC9552] applies to this docunent
to advertise the network information to the controller. Report
source address prefixes and SAVNET capabilities of network devices:
Extend BGP-LS or YANG nodel to report source address prefixes and
SAVNET capabilities of devices. For BGP-LS extensions, see [I-

D. draft-cheng-1sr-adv-savnet-capbility].

Report SAV rules-related information: To facilitate SAV rul e

moni toring, attack traceback, and service anonaly anal ysis through a
centralized controller, it is critical to dynanmically and in rea
time obtain SAV rule-related information for source prefixes

associ ated with the subnets or AS connected to routers. BGP-LS
extensions is proposed in [I-D.draft-tong-idr-bgp-ls-sav-rule] to
support the collection of SAV rule-related information fromrouters.

Del i ver SAV rules: SAV rules can be delivered through YANG [ -
D.draft-Li-savnet-sav-yang], BGP-LS[I-D.draft-haas-savnet-bgp-sav-
distribution], and BGP-FS [I-D. draft-geng-idr-fl owspec-sav].

Detail ed definition of SAV rules can see [I-D.draft-ietf-savnet-
general -sav-capabilities]. Wen sone network devices do not support
SAVNET, the controller can deliver other protection policies, such as
ACL rules, to the correspondi ng network devi ces.
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3.1. Key technologies in Intra-domai n SAVNET enhancenent

This section describes the intra-Donmain SAV Enhancenent based on
Controller. Figure 5 illustrates Centralized SAVNET capability
enhancenment architecture in an intra-donmain network. Centralized
Control |l er can support accurate verification, autonated
configuration, threat analysis, traceability and visualization

S N . +

I\

I

\ |/
i +
| S + S + |
| | ASBR1 | | ASBR2 | |
| E - + E - + |
I I I I
| o e e e e e oo o + |
| | ot her Routers | |
| . + |
I I I I I
| E - + E - + E - + |
I | Rl I | R2 I | R3 I I
| E S + E S + E S + |
i +

Figure 5. intra-donmain SAVNET capability enhancenment architecture
based on network controller

As shown in the figure above, when SAVNET is deployed in the intra-
dommi n, controller can inplenent different control policies based on
rol es of devices. For the boundary devices in the domain, the

bl acklist policy is adopted. For the nulti-hom ng access devices in
the domain, the controller delivers nmulti-homing SAV rules in a
centralized manner.
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Deliver SAV rules in intra-domain: (1) AS Boundary Router (ASBR): The
controller collects source address prefixes of all subnets in the AS
domai n, first renoves special |P addresses or prefixes, such as
anycast | P addresses, then generates the SAV rules/policies (in

bl ackl i st nmode) containing all source address prefixes of the AS, and
sends the SAV rules/policies to the ASBR The SAV rules are

generated and delivered to the routers that support SAVNET, and other
defense policies, such as ACL (filtering specific source addresses on
specific incomng interfaces), are generated and delivered to the
routers that do not support SAVNET.

T T +
[\ [\
I I

\ |/ \ |/

Fomm e e - - + Fomm e e - - +

| ASBR1 | | ASBR2 |

o ma - + o ma - +

SAVNET Rout er Non- SAVNET Rout er

Figure 6: Deliver SAV rules to AS Border Routers

(2) Access Router: If a subnet is connected to two access routers and
only one router supports SAVNET and the other does not, the
controll er can generate the SAV entry of P2 and send it to access
router RL. The prefix-interface whitelist of access router Rl
includes P1 and P2 to avoid fal se blocking. The controller can al so
generate ACL entries with prefixes P1 and P2 and send themto the
access interface of access router R2 which does not support SAVNET.
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3.

2

o o o e o e e e e e e e e e e e e e e e e e e m e oo oo +
I\ I\
I I
\[/ \[/
Fom e e e oo - + Fom e e e oo - +
| Access Router | | Access Router |
R + R +
SAVNET Rout er \ / Non- SAVNET Rout er
P1 \ /[ P2
oo +
| Cust ormer |
| Net wor k |
R +

Figure 7: Deliver SAV rules to access routers
Key technol ogies in Inter-domai n SAVNET enhancenent

In inter-domai n source address verification, the controller can al so
play an inportant role.

* Generation and Receipt of Inter-donmain SAV-specific Messages :

I nter-domai n Source Address Validation (SAV) consists of a Source
Aut ononobus System (AS) and a Validation Autononmpbus System (AS). And
the controller of the Source AS can assist in generating and sendi ng
i nter-domai n SAV-specific nmessages, while the controller of the
Val i dation AS can assist in receiving and propagating such inter-
domai n SAV-specific messages. The follow ng takes inter-domain
Source Prefix Assertion (SPA) nessages as an exanple for
illustration.

A SPA message contains the AS nunber of the Source AS and the source
prefixes included in this AS. Since the controller of the Source AS
can centrally generate intra-domain SAV rules, it can conveniently
obtain the source prefixes of the Source AS and further generate

i nter-donmai n SPA nessages

I nter-domai n SPA nessages are sent fromthe Source AS to the
Validation AS. |If the designated ASBR in the Source AS or the
Val i dati on AS does not support SAVNET , the SPA messages can be sent
fromthe controller of the Source AS to the controller of the

Val i dation AS.

* Centralized Generation of |Inter-domain SAV Rul es
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Inter-domain SAV rul es are generated by the Validation AS. The
controller of the Validation AS can integrate information such as
RI B, FIB, ROA and ASPA objects of the RPKI, IRR data, and SAV-
specific information. Then it generates inter-domain SAV rul es based
on a priority policy, where SAV-specific information has the highest
priority.

o mm e e e e e e e e e e e memmao-- + e e e aa oo +

| RPKI ROA bj. and ASPA bj. | | | RR Database

oo e e e e e e e e oo oo E ST TS +

[\ [\

e I |------ +
I \[/ \[/ I
| o m m e e e e e e e e e e e e e e e e e meamaoo- + o e e e e m e i oo
| AS2 network controller | <----- > AS1 controller
| oo mm e e e e e e e e e e e e e e m e e m i m— oo oo + o e e e e oo
| [\ [\ SAV- Speci fic information
I I I
| | SAV rules | ACL |
I \[/ \[/ I
| o e e e e oo oo - + R +
| AS2 ASBR | | AS2 ASBR |
| R + R I +
| SAVNET Rout er Non- SAVNET Rout er |
I T +

Figure 8: Inter-domain SAV rul es generation based on Centralized
controller

The controller of the Validation AS can distribute the centrally
generated inter-domain SAV rules to ASBRs, in order to performinter-
domai n source address validation. Specifically, it generates and
distributes SAV rules to ASBRs that support SAVNET, and generates and
distributes ACL rules to ASBRs that do not support SAVNET, which
enhances the incentives in partial deploynment scenari os.

4. Use Case
Several use cases will illustrate that centralized SAVNET can achi eve
nore accurate and conprehensive SAV when SAVNET is partially depl oyed
in network.
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4.1. Case 1: Mre effective intra-domain edge and boundary protection
in incremental /partial depl oynment scenario

Figure 11 illustrates the asymmetric routing in a nulti-hom ng subnet
scenario. Rl and R2 serves as the edge router. R3 serves as the
border egress. Partial SAVNET depl oynent: Rl | acks SAVNET support,
while R2 and R3 are SAVNET-enabl ed.

o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Controller
. +
I\ I\ I\
I I I
| \[/ IF3 |
| Ao |
I | R3 | I
| oot |
\ |/ SAVNET Rout er \ |/
oo - + oo - +
| RL | Non-SAVNET Rout er | R2 | SAVNET Router
+--- - - + +--- - - +
I F1\ Edge router [ 1F2
\ /
Prefix 1 (P1) \ I Prefix 2 (P2)
AS \ /
o m e e e oo - +
| subnet |
S +

Figure 9: asymmetric routing in a multi-hom ng subnet scenario
(1)Distributed SAVNET limitations

R1 (SAVNET-di sabled): Fails to advertise Pl via SAVNET protocol

Thus: R2’s interface | F2 cannot generate a whitelist covering both Pl
and P2.R3’s interface | F3 cannot create a blacklist for P1, |eaving
it unprotected. R2 (SAVNET-enabled): Advertises P2 via SAVNET

prot ocol successfully. R3 (SAVNET-enabled): blocks P2 traffic on I F3
but allows Pl spoofing.

Test Results: Tester A sending P1/P2/P3 traffic to Rl and R2: --Rl
(I'F1): No blocking (No protection). --R2 (1 F2): Pl bl ocked (i nproper
bl ock) .

Tester B spoofing P1/P2/P3 to R3: --R3 (I F3): P2 bl ocked, P1/P3
al | oned (insufficient protection).

(2) SAVNET enhancenent with centralized controller:
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Controller Actions: --Collects subnet prefix P1L fromRlL and P2 from
R2. --Delivers ACL whitelist (P1+P2) to R1’s IF1 and SAV rules to
R2’s IF2. --Delivers blacklist (P1+P2) to R3's |IF3.

Test Results: Tester A1 P1/P2 allowed on Rl's IF1 and R2’s I F2. P3
bl ocked. No inproper blocking (full protection). Tester B: Pl/ P2
bl ocked on I F3, P3 allowed (precise control).

4.2. Case 2: Mre effective inter-domain boundary protection with Non-
SAVNET Border Devices

Edge routers R1/R2 support SAVNET, but border router R3 does not
(Figure 12).

o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Controller
. +

I\ I\ I\
I I I
| \[/ IF3 |
| Ao |
I | R3 | I
| oot |
\ |/ Non- SAVNET Rout er \ |/
oo - + oo - +
| RL | SAVNET Router | R2 | SAVNET Router
+--- - - + +--- - - +
I F1\ Edge router [ 1F2
\ /
Prefix 1 (P1) \ I Prefix 2 (P2)
AS \ /
o m e e e oo - +
| subnet |
S +

Figure 10: More effective intra-domain boundary protection

(1)Distributed SAVNET linmitations: R3 cannot process SAVNET nmessages
fromRl/ R2, |eaving P1/P2 unprotected.

Test Results: Tester B(spoofing P1L/P2/P3 to R3): Al traffic
permitted (zero protection).

(2) SAVNET enhancenent with centralized controller:

Controller Actions: - Aggregates Pl (fromRl) and P2 (fromR2). -
Delivers unified blacklist (P1+P2) to R3's |F3.
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Test Results: Tester B: P1/P2 bl ocked; P3 allowed (boundary secured).
4.3. Case 3: Mre accurate anycast | P protection

Edge routers R1/R2 and border router R3 all support SAVNET. Subnet
advertises sub prefixe P1 (anycast IP) via Rl and P2 via R2.

Lt +
| Controller |
oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
I\ I\ I\
I I I
| \|/ IF3 |
| oo |
| | R3 | |
| oo |
\ |/ Non- SAVNET Rout er \ |/
demenn + demenn +
| RL | SAVNET Router | R2 | SAVNET Router
Fomm - - + Fomm - - +
I F1\ Edge router [ 1F2
(anycast IP) \ /
Prefix 1 (P1) \ [ Prefix 2 (P2)
AS \ /
. +
| subnet |
S +

Figure 11: More accurate anycast |P protection

(1) Di stri buted SAVNET Chal |l enge: Anycast conflict: Pl is also
advertised by other AS, |eading to ambi guous SAV rules. R sk
Legitimate P1 traffic may be incorrectly bl ocked by boundary router

Test Results: Tester B sending P1/P2 traffic to R3: P2 bl ocked;
anycast Pl bl ocked (i nproper bl ock).

(2) SAVNET enhancenent with centralized controller: Controller
Actions: Correlates P1 with AS-specific topology data. Generates
context-aware SAV rules to distinguish legitimte anycast traffic.

Test Results: Tester B: P2 bl ocked; Pl permitted (Prevent inproper
bl ock) .
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4.4. Case 4: Enhanced inter-dommin SAV via SDN control | er

8.

8.

Operators obtain I P bl ocks and AS nunbers fromregistries, assigning
themto network segnents or business units. Controller-Driven

Optim zation: SDN controller aggregates AS-nunber-to-1P mappings from
carrier registries.Delivers conplete SAV tables to ASBRs. | npact:

El i m nates spoofed inter-domain traffic (e.g., forged source |Ps

out si de assi gned ranges). Achi eves nore accuracy in inter-domain
SAVNET.

Security Considerations
TBD.

I ANA Consi derations
TBD.

Acknowl edgrent s
TBD.
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