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Abst ract

Thi s docunent describes the Wrel ess Broadband Alliance’s OpenRoani ng
system The OpenRoam ng architectures enables a seam ess onboardi ng
experience for devices connecting to access networks that are part of
the federation of access networks and identity providers. The
primary objective of this docunent is to describe the protocols that
formthe foundation for this architecture, enabling providers to
correctly configure their equipnment to support interoperable
OpenRoam ng signalling exchanges. In addition, the topic of
OpenRoam ng has been raised in different | ETF working groups, and
therefore a secondary objective is to assist those di scussions by
describing the federation organi zati on and franeworKk.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 October 2025
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Providers (ANPs) and ldentity Providers (IDPs), enabling an automatic

and secure W-Fi experience globally. WBA OpenRoami ng creates the
framework to seam essly connect billions of users and things to
mllions of W-Fi networks.

ANP-1 - -\ IR /-- 1DP-1
\ Access _( Open ) _ ldentity /

ANP-2 ---<== Network ---( Roaming )--- Providers <==-- |DP-2
/ Provi ders (_ ) \

ANP-3 - -/ \-- 1DP-3

Figure 1. OpenRoam ng Federation
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WBA OpenRoani ng recogni zes the benefits that the Iikes of eduroam

[ RFC7593] provide to the education and research community. WBA
OpenRoam ng defines a global federation that is targeted at serving
all communities, while supporting both settlenent-free use cases
where "free" W-Fi is being offered to end-users in order to support
sonme alternative value proposition, as well as traditional settled
"paid" for W-Fi offered by sone cellular providers.

OpenRoaming i s designed to deliver end-to-end security between a

Net wor k Access Server depl oyed by an OpenRoam ng Access Network
Provi der and an EAP Server [RFC3748] depl oyed by an OpenRoanmi ng
Identity Provider. The security of the solution is based on nifLS
using certificates issued under Wrel ess Broadband Al liance’s Public
Key Infrastructure [ RFC5280].

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
1.2. Term nol ogy
Access Network Query Protocol (ANQP):
An | EEE 802. 11 defined protocol that allows for access network
information retrieval in a pre-association state. ANQP has been
further extended by the W-Fi Alliance (WFA) as part of its
Passpoi nt program [ PASSPO NT] .
Access Network Provider (ANP):

An entity that has joined the federation and serves OpenRoani ng
end-users by configuring the OpenRoanming RCO(s) on its W-Fi
equi prent .

Br oker :

An entity that has joined the federation and perforns certain
specific roles to help scale the operation of the federation. The
separate rol es of a broker can include:

1. Assigning WBA identities to ANPs and | DPs.
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2. Operating an issuing intermediate certificate authority
under the WBA's PKI and issuing certificates to ANPs and
| DPs.

3. Operating a registration authority to a third party
operated issuing internediate certificate authority under
WBA's PKI to enable certificates to be issued to ANPs and
| DPs.

Cl osed Access G oup (CAG:

The definition of the 12 nost significant bits of an OU -36 RCO
to indicate OpenRoaning policy controls that can be enforced by
ANPs and | DPs.

Identity Provider (1DP):

An entity that has joined the federation and includes the
OpenRoam ng RCA (s) in the Passpoint profile of its end-user
devi ces and aut henti cates end-user devices on OpenRoam ng ANP
net wor ks.

Level of Assurance (LoA):

An | SO I EC 29115 termthat is used to define equivalent |evels for
handl i ng of end-user enrollnment, credential nanagenment and
aut henti cati on anongst different |DPs.

OpenRoani ng- Set t | ed:

The "base RCO" of BA-A2-DO that is used to indicate that the ANP
expects to receive paynent for providi ng QpenRoani ng service to
end- users.

OpenRoam ng- Sett | enent - Fr ee:

The "base RCO " of 5A-03-BA that is used to indicate that the ANP
provi des the OpenRoam ng service to end-users at no cost to the
| DP.

Passpoi nt Profile:

Passpoint is a W-Fi Alliance (WA) certification programthat
defines the use a Passpoint profile, that includes the user’s
credentials and the access network identifiers, to enables W-Fi
devices to automatically discover and authenticate to W-Fi

hot spots that provide Internet access [PASSPO NT].
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PLWN 1 d:

A unique identifier for a nobile network operator. The identifier
consists of a MCC (Mbbile Country Code) and a MNC ( Mobil e Network
Code). | TU- T Recommendation [E212] defines both MCC and MNC. The
I TU al | ocates MCC val ues to national regulators who are then
responsi ble for allocating MNC val ues to individual nobile network
operators. [PASSPO NT] defines how the PLMN Id can be sent in
ANQP nessages.

Roam ng Consortium ldentifier (RCO):

RCO identifies the groups of identity providers that are
supported by the network. It is a 3-octet, or a 5-octet value
carried in the 802.11 beacon information element (IE). It is also
sent in the ANQP nessages. Based on the access technol ogies, the
specific link-layer protocols will be used for carrying the RCO.
RCO is also part of the Passpoint profile.

NOTE: OpenRoami ng only uses 5-octet RCO s.
Subscriber ldentity Mddule (SIM:

The SIMis traditionally a smart card distributed by a nobile
operat or.

VBA | dentity (VBAID):

A hierarchical nanmespace that is used to uniquely identify every
OpenRoami ng entity.

Wrel ess Roami ng | nternedi ary eXchange:

A framework, ainmed at facilitating interconnectivity between
operators and the W-Fi roam ng hub services.

2. Wrel ess Broadband Alli ance

The Wrel ess Broadband Al liance (WBA) defines the Wrel ess Roam ng

I nternediary eXchange (WRI X) framework, ained at facilitating

i nterconnectivity between W-Fi operators and the W-Fi roaning hub
services, as well as the Carrier W-Fi Services programthat provides
gui delines to inprove custoner experience on Carrier W-Fi networks.
Both of these programs | everage the W-Fi Alliance specified

Passpoi nt functionality [PASSPO NT] to enable automatic and secure
connectivity to W-Fi networks, allow ng devices to be provisioned
with network access credentials with mninmal user interaction.
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WBA progranms have traditionally focussed on "offl oadi ng" cell phone
data fromcellul ar networks onto W-Fi networks. Deploynents of such
systens have seen uneven adoption across geographies, with cellular
operators frequently limting their engagenent to prem er |ocations
that have depl oyed W-Fi and experience a significant footfall of
operator’s customers.

Whereas conventional Carrier W-Fi has focused on prenier |ocations,
the | ast decade has seen a continued increase in the requirenents of
private W-Fi networks to be able to serve visitors, contractors and
guest users. Mreover, in nost of these scenarios, the W-Fi network
is primarily being used to support sone alternative val ue
proposition; an inproved retail experience in a shopping mall, a nore
efficient meeting in a carpeted office, a superior stay in a
hospitality venue, or a better fan experience in a sporting arena.
Traditionally, this segnent has nade wi de-scal e use of captive
portals and unencrypted W-Fi |inks to onboard end-users onto their
net wor ks [ RFC8952]. However, the decreasing costs for cellular data
means end-users are |l ess notivated to search out and attach to such
"free" W-F networks, and as a consequence, captive porta

conversion rates continue to decrease.

As a consequence, in 2020 WBA | aunched its QpenRoam ng federation,
designed to provide a better on-boardi ng experience to end-users,
that is seanl ess, scal abl e and secure.

3. OpenRoami ng Architecture

Figure 2 contrasts a conventional carrier W-Fi roamng systemwth
penRoaming. As illustrated, conventional W-Fi roam ng has
typically been based on:

1. [1PSec [ RFC6071] tunnels established between access networks, hub
providers and identity providers used to protect exchanged
signal li ng.

2. Static routing of RADIUS signalling [ RFC2865] based on realm
routing tables popul ated according to agreenments between access
net wor ks and hub providers.

3. Passpoint primarily used with SIM based identifiers, where
i ndi vidual PLMN I ds are configured on the access networks WAN
equi prrent enabling themto be sent in ANQP nessages, and cellul ar
provi ders enabl e Passpoi nt based SIM authentication in end-user
devi ces.

Tomas, et al. Expires 17 COctober 2025 [ Page 7]



I nternet-Draft WBA OpenRoani ng April 2025

4. EAP- AKA [ RFC4187] based Passpoint authenticati on exchanged
bet ween the Supplicant in the end-user device and the EAP Server
in the cellular provider’s network.

5. Aprimary focus on carrier based identities where the end-user
has a billing relationship with the carrier.

In contrast, OpenRoam ng is based on:

1. RadSec signalling [RFC6614] secured using miLS with certificates
i ssued under WBA's private certificate authority.

2. Dynamic routing of RADIUS based on DNS-based di scovery of
signal l i ng peers [ RFC7585]

3. Passpoint based network sel ection based on 36-bit Roam ng
Consortium Organi zation ldentifiers (RCOs), where WBA defines
the use of the 12 nost significant bits of the 36-bit RCO to
enbed cl osed access group policies.

4. Passpoint authentication that can use any suitabl e EAP net hod.

5. Enconpassing new identity providers who do not have a billing
relationship with their end-users.

Exanpl e EAP et hods used with Passpoi nt include EAP-TLS, EAP-SIM

EAP- AKA, EAP- AKA' and EAP-TTLS with Ms-CHAP-V2 that are included in
Table 4 of the Passpoint specification [PASSPONT]. |In addition to
these 5 EAP nethods, W-Fi devices are avail able that can be
configured to use different EAP type with Passpoint, including
Passpoint with Protected EAP (PEAP) [PEAP], EAP-TEAP [RFC7170] and
EAP- FAST [ RFC4851] outer methods, together with alternative inner

met hods to MS- CHAP-V2 used inside EAP-TTLS, including EAP-TLS.
Because OpenRoami ng ANPs have no direct relationship with OpenRoam ng
| DPs that decide the credential type and EAP nethod to use when

aut henti cati ng End- User devi ces, OpenRoam ng ANPs SHOULD ensure that
all EAP Methods conpatible with Passpoint can be used to authenticate
End- User devi ces.
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| Visited | | W-Fi | | W-Fi | | Cel lul ar|
| W-Fi | | Hub | | Hub | | Provi der
| Network |<------ >| Provider|<------ >| Provider|<------ >| Net work |
| | RADIUS | | RADIUS | | RADIUS | |
| | | RADIUS | | RADI US | | RADI US |
| | <----e- > proxy |<------ > proxy |<------ >| server |
| Passpoint| |PSec +-------- + I1PSec +-------- + IPSec +-------- +
| PLMNI(S) |

e + A) Conventional Carrier W-Fi
| Passpoi nt |
| device |
| wth |
| PLWMN-Id |
| profile |

| Visited |[<----------------- S|DNS| <--------mmmme oo - >| I denti ty]|
| W-Fi | DNS based peer +---+ Configure NAPTR, |Provider|
| | di scovery SRV and A/ AAAA | Network |
| | records | |
| NAS | | RADIUS |
| [ Smmm >| Server |
| | RadSec/ TLS secured using niLS Heemman- +
| | and VBA PKI

Passpoi nt
RCA (s)

oo + B) OpenRoani ng
| Passpoi nt |
| device |

with

Figure 2: Contrasting Carrier W-Fi and OpenRoani ng Architectures
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4. ldentifying OpenRoaming Entities

Al'l OpenRoami ng providers and OQpenRoam ng brokers are all ocated a WBA
ldentity (WBAID). The WBAID is defined to be transported in the

RADI US Operator-Nane attribute (#126) [RFC5580]. WBA has been

al l ocated the Operator Namespace identifier 0x34 "4" to identify an
Operator-Nane attribute carrying a WBAI D

The WBAID is a hierarchical nanespace that conprises at its top |eve
the identity allocated by WBA to a WBA Menber and is of the form
shown in Figure 3 where the optional 2 upper case characters
represent an | SO 3166 Al pha-2 country code [|SO3166] e.g.,
"VWBAMEMBER: US" .

upper - case-char = %41-5a
menber-id = l1*upper-case-char
wbai d = nenber-id [ %3a 2*2upper-case-char]

Figure 3: ABNF definition of Prinmary WBAID Structure

VWhen operating as an OpenRoami ng broker, the WBA Menber is able to

al | ocate subordinate identities to OpenRoami ng providers who are not
WBA nenbers by pre-pending a subordinate identity , plus "." (%2e)
to the Menber’s WBAID, e.g., "OPENROAM NGPROVI DER WBAMEMBER: US". In
this way, any receiving entity of a WBAID can identify the WBA Menber
who is acting as an OpenRoani ng broker to the provider by assigning
it an identity.

5. Scaling Secured Signalling

As described in Appendi x C, the OpenRoam ng | egal framework does not
assune any direct relationship between ANP and IDP. In order to
scal e the secured signalling between providers, the federation makes
use of a Public Key Infrastructure using a private Certificate
Authority specifically designed to secure the operations of the
roam ng federation. WBA and its menbers have published the WBA
Certificate Policy [ WBAPKI CP] that defines the policies which govern

the operations of the PKI conmponents by all individuals and entities
within the infrastructure. The O D for Wrel ess Broadband Alliance
is:

{ iso(l) identified-organization(3) dod(6) internet(1) private(4)
enterprise(l) The Wreless Broadband Al liance(14122) }

The Wrel ess Broadband Alliance organizes its OD arcs for the
Certificates Policy Docunents using the object identifier
1.3.6.1.4.1.14122.1.1. At the tinme of witing, the current
certificate policy is 1.3.6.1.4.1.14122.1.1.7.
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This Certificate Policy is based on a 4-level hierarchy, as
illustrated in Figure 4.

R o e e e e e e e oo oo e e e e e e i oo oo oo +
I I I I
| Level | Description |  Commrent |
I I I I
B Tt o e e e e e e e +
| Level 1 | OpenRoam ng Root | Operation managed by WBA |
| | Certificate Authority | |
S e e e e e e e eaea oo n o e e e e e e ee oo s +
| Level 2 | OpenRoami ng Policy | Operation managed by WBA. |
| | Internmediate Certificate | Instantiates WA policy O D
| | Authority | |
S R o e e e e e o e e e e e e e e a oo - +
| Level 3 | OpenRoam ng |ssuing | Operated by an OpenRoam ng |
| | Internediate Certificate | broker

| | Authority | |
S o e e e e e e e e e e oo - o m e e e e e e oo +
| Level 3 | OpenRoaming Registration | Optional and when used, |
| | Authority | operated by an OpenRoami ng |
| | | broker

S e e e e e e e eaea oo n o e e e e e e ee oo s +
| Level 4 | OpenRoaning Entity | A WBA nenber or non-nenber. |
| | | WBA's Certificate Policy |
| | | requires the Entity’'s |
| | | WBAID is included in the |
| | | Subject UDfield in the |
| | | certificate. |
S o e e e e e e eie oo n o e e e e e i eee oo n +

Fi gure 4: OpenRoami ng PKI Hi erarchy

Certificates issued under the WBA PKI are used by Entities to perform
mut ual authentication with other Entities and to secure RadSec
signalling [ RFC6614] that carries EAP-based Passpoi nt authentication.
This is typically between a RadSec client in the OpenRoamni ng ANPs
networ k and an RadSec Server in the OpenRoam ng | DPs networKk,

al t hough a provider can decide to outsource the operation of the
RadSec endpoint to a third party provider.
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OpenRoanming is a distributed federation that |acks a centralized

RADI US el enent for identifying and troubl eshooting signalling issues.
I nstead, the WBA operates cloud-based systens capable of verifying
the correct configuration of DNS and TLS endpoi nts for OpenRoam ng

I DPs that have registered their realns with the WBA. This baseline
testing by the WBA ensures that ANPs and | DPs can establish a TLS
connection, such as when an end-user froman IDP roans into the
coverage area of W-Fi networks operated by an ANP

To provide a scal abl e systemthat enables access and identity
providers to collaboratively troubl eshoot and resol ve i ssues, the WA
Certificate Practice Statement mandates that the Subject Alternative
Nanme (SAN) attribute in issued end-entity certificates includes a
contact enmmil address responsible for handling issues raised by
third-party providers. The OpenRoam ng | egal framework requires ANPs
and I DPs to nmake reasonable efforts to support troubl eshooting
procedures. This includes nmonitoring the email address listed in the
SAN attribute of the certificate and responding to any issues raised
by legitimate third parties.

6. | DP Discovery
6.1. Dynanic Discovery

OpenRoam ng defines the use of dynami c di scover [RFC7585] by which an
ANP di scovers the I P address of the IDP s RadSec server.

6.2. Discovery of EAP- AKA/ AKA' Servers

Passpoi nt defines the use of EAP- AKA' based aut hentication [ RFC5448]
whi ch uses the 3GPP 23.003 [ TS23003] defined real m of

W an. mc<mmnc>. ncc<ntc>. 3gppnet wor k. org, where <ntc> represent an

E. 212 Mobile Country Code and <mmc> represents the E. 212 Mbile

Net work Code allocated to the IDP. GSMA is responsible for operating
t he 3gppnetwork.org domain and GSMA | R 67 [ GSMAIR67] |imts access to
the DNS systens supporting such records to those systens connected to
the inter-PLMN | P backbone (known as "GRX/IPX"). As OpenRoami ng ANPs
do not connect to this inter-PLMN backbone, then conventional realm
based | ookup cannot be used over the Internet to di scover the RadSec
server supporting EAP- AKA' aut hentication

GSMA | R 67 does all ow systens to be discoverable fromthe public
Internet, specifically calling out the use of the pub. 3gppnetwork.org
domai n nane for such procedures. |In order for ANPs to dynanically

di scover the RadSec server supporting EAP- AKA" authentication, GSMA
has defined the use of the w an. mc<mc>. ntc<ntc>. pub. 3gppnet wor k. org
by OpenRoani ng systens. This neans that whenever a RadSec client
receives a user-name containing an NAl fornmatted as
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user @M an. nnc<mc>. ncc<ntc>. 3gppnetwor k. org, the dynanic peer
detection functionality MJST insert ".pub" into the real mand perform
DNS based dynam c di scovery using the

w an. mc<mmc>. ncc<ntc>. pub. 3gppnet wor k. org donmai n nane. The RADI US
user-nane attribute MUST NOT be simlarly nodified.

I R 67 defines the procedure by which a cellular operator can request
the del egation of their mmc<mc>. ncc<ntc>. pub. 3gppnet wor k. org sub-
domain. GSMA PRD IR 67 also allows an MNO to del egate the entire
mMc<MNC>. ntc<MCC>. pub. 3gppnet wor k. org sub-domai n whi ch coul d have

al ready occurred, e.g., to enable use of the

epdg. mc<MNC>. ntc<MCC>. pub. 3gppnet wor k. org used with 3GPP's W - Fi
calling service. Using this approach, a cellul ar operator operating
as an OpenRoaming | DP can authenticate their end-users on third party
ANP W -Fi networKks.

6.3. Proving a discovered RadSec server is authoritative for a realm

The OpenRoami ng preferred approach to dynamically discover the RadSec
server | P address serving a particular realmor set of realns is to
use DNS records that are protected with DNSSEC [ RFC9364]. However,
GSMA has not enabl ed DNSSEC on its 3gppnetwork.org domai n, neani ng
that DNSSEC cannot be applied on the publicly resol vabl e donai ns
under pub. 3gppnetwork. org. Because of this situation, OpenRoani ng
does not currently nandate operati on of DNSSEC

If the DNS records for a realmare not protected with DNSSEC, because
the real m has been provided directly by the OpenRoam ng End-User, the
| DP SHOULD ensure that the discovered RadSec server(s) supporting its
realm(s) is/are configured with a WBA-PKI server certificate that
includes the realn(s) used in the dynam c peer detection in the
certificate SubjectAltNane.

Where the DNS records are protected with DNSSEC, the | DP SHOULD
ensure that the discovered RadSec server(s) supporting its real n(s)
is/are configured with a WBA-PKI server certificate that includes the
derived nanme(s) fromthe secured DNS NAPTR/ SRV query in the
certificate SubjectAltNane.

Where the OpenRoani ng | DP has of fl oaded the operation of RadSec
termnation to a third party hub-provider that is responsible for
supporting a nunber of independent real ns, the hub-provider SHOULD
ensure that the discovered RadSec server(s) supporting the

i ndependent realns fromits partner IDPs is/are configured with a
WBA- PKI server certificate that includes the derived nane(s) fromthe
DNS NAPTR/ SRV query in the certificate SubjectAltNane.
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6.4. Co-existence with other Federations

7.

7.

O her federations which want to interface to the OpenRoam ng
federation nay use dynam c di scovery with distinct NAPTR application
service tags to facilitate integration. For exanple, an eduroam
service provider can use the use the "x-eduroani application service
tag, specified in [RFC7593], to discover the hone institution's
RadSec peer for authentication, and OpenRoamnmi ng ANPs can use the
"aaatauth" tag to discover a separate RadSec peer that can be defined
for handling all inter-domain authentications.

Where a separate inter-federati on RadSec peer is not used, the other
federati on AAA operating as an OpenRoaming | DP needs to determ ne
which certificate chain to return in its ServerHell o nessage. An
OpenRoam ng ANP operating with TLS 1.3 SHOULD use the

"certificate authorities" extension [RFC8446] in its CientHello
nmessage to indicate that the ANP supports the WBA PKI Certificate

Aut hority trust anchor. Sinmilarly, an OpenRoani ng ANP operating
using TLS 1.2 SHOULD use the "trusted _ca_keys" extension [RFC6066] in
its ientHell o message to indicate the Distingui shedName of the WBA
PKI Certificate Authority whose root keys the ANP possesses. The
federati on AAA operating as an OpenRoaning | DP MAY use information in
the ClientHell o extension to guide its certificate selection.

OpenRoam ng Passpoint Profile
1. OpenRoam ng Policy Controls

In order to avoid possible fragnentation of roam ng federations,
OpenRoam ng recogni zes that there is a need to pernit OpenRoaming to
be integrated into a variety of different use-cases and val ue
propositions. These use-cases include scenarios where providers are
able to enforce policy controls of which end-users are authorized to
access the service. The realization of authorization policy controls
in the OpenRoaming federation is a balance between the requirenents
for fine grain policy enforcenent versus the potential inpact of
policy enforcenent on the user experience.

Such a level of control is realized using Cosed Access G oup (CAG
based policies. A Cosed Access Goup identifies a group of

OpenRoam ng users who are pernmitted to access one or nore OpenRoani ng
access networks configured with a particular CAG policy. These

Cl osed Access Group policies are encoded using one or nore Roani ng
Consortium Organi zation ldentifiers (RCOs), first defined in

Passpoi nt Rel ease 1.0, and well supported across the smartphone

devi ce ecosystem
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Not e, encodi ng CAG policies in OpenRoami ng using one or nore RCAOSs is
aimed at delivering an equivalent functionality to the CAG policies
encoded in 3GPP using one or nore CAG I Ds.

7.2. (OpenRoam ng Cl osed Access Group Policies

OpenRoam ng defines the use of nultiple RCOs to facilitate the
i mpl ement ati on of cl osed access group policies across the federation.
The currently defined RCOs are:

* (OpenRoami ng-Settl ed: BA- A2- DO- XX- X
* (OpenRoarmi ng- Settl enent - Free: 5A- 03- BA- XxX- X

Figure 5 shows how the 24-bit |ength OpenRoam ng RCO s are further
extended into 36-bit length QU -36s with additional context dependent
identifiers used to encode specific closed access group policies.

Fol | owi ng Passpoint Rel ease 1.0 specification, only when there is a
bitwi se match of all 36 bits of the configured RCO in the WAN

equi prrent and t he Passpoint profile configured in the end-user device
wi Il an EAP authentication be triggered.

The encodi ng of closed access group policies is defined so that the
"no-restrictions" policy is encoded using the 12-bit val ue "00-0",
i.e., 54-03-BA-00-0 represents a policy that accepts all OpenRoam ng
settlenent-free users onto a particular ANP installation.

o m e e e e e e e e e e e oo oo o e e oo oo oo +
| QU -36 Cctet 4 | OQUI-36 Cctet 5 |
o m e e e e e e e e e e e e aao o o e e oo s +
| B7| B6 | B5 | B4| B3| B2 | Bl | BO| B7 | B6 | B5 | B4 |
Fomm e e o Fom e e e e e e e e oo o o e e e e m e i oo +
| LoA| Q@S |PID| | D- Type | On-b| Reserved - |
| | | | | oard| set to 0 |
B TRy U o e e o s +

Figure 5: Extension of COctets 4 and 5 for OpenRoam ng Cont ext
Dependent RCO Field

7.2.1. Level of Assurance Policies

The format of the Level of Assurance (LoA) field is as shown in
Fi gure 6.
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T +
| LoA Field | Descri ption |
T +
I B7 I I
. +
| 0 | Baseline ldentity Proofing |
e +
| 1 | Enhanced ldentity Proofing |
T +

Fi gure 6: OpenRoami ng CAG LoA Field

The baseline identity proofing requirenent on |IDPs ensures that all
OpenRoaning identities are managed with at | east a nedium | evel of
assurance (LoA level 2) for end-user enrollnent, credenti al
managenent and aut hentication, as specified in ISQOIEC 29115
[1S029115].

Any | DP that nanages its identities according to | SO |EC 29115 LoA

| evel 2 MJUST NOT configure any RCO in their end-users’ Passpoint
profile with the LoA field set to "1". Conversely, an |DP that
manages its identities according to I SO I EC 29115 LoA | evel 3 MAY
configure nmultiple RCOs in their end-users’ Passpoint profile,
including RCOs with the LoA field set to "0" and RCOs with the LoA
field set to "1".

The LoA field is used to support ANPs which operate in regulatory
regi mes that require enhanced identity proofing to be used in the
provi sion of credentials on OpenRoam ng devi ces, equivalent to LOA
level 3 in ISOIEC9115 [I1SM29115]. |In such a scenario, the ANP can
set the LoA bit field to 1 in all configured RCOs to ensure that
only identities provisioned using enhanced LoA 3 procedures can
access via the ANP' s networKk.

7.2.2. Quality of Service Policies

One of the challenges faced by users of W-Fi hotspots is when the
W-Fi network is configured sub-optimally and results in a poor user
experience. Oten the only renedy open to a user it to disable the
W-Fi interface on their smartphone and continue to use cellular
data. This is especially the case where the W-Fi hotspot has been
automatically selected with no user intervention. As a consequence,
OpenRoam ng defines specific service tiers across the federation and
uses the QoS field to differentiate between different tiers. The
format of the QS field is shown in Figure 7.
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The

......................................................... +
QS Field | Descri ption |
_________________________________________________________ +
B6 | B5 | |
_________________________________________________________ +
0 | 0 | Bronze |
......................................................... +
0 | 1 | Silver |
_________________________________________________________ +
1 | 0 | Reserved |
_________________________________________________________ +
1 | 1 | Reserved |
......................................................... +

Figure 7: OpenRoam ng CAG QoS Field

"Bronze" and "Silver" values of QS field are used to identify

specific quality of service policy aspects.

The

1.

The

Tonwas,

bronze service tier corresponds to the foll ow ng:

The availability of OpenRoam ng service when used to access the
I nternet neasured during schedul ed operations across the ANP' s
net wor k exceeds 90% over any one nonth peri od.

The aggregate bandw dth used to receive Internet service on the
ANP's network is sufficient to enable each and every

aut henti cated and aut hori zed OpenRoamni ng end-user to

si mul taneously receive a sustained 256 kil obits per second
connecti on.

silver service tier corresponds to the foll ow ng:

The availability of OpenRoam ng service when used to access the
I nternet neasured during schedul ed operations across the ANP' s
net wor k exceeds 95% over any one nonth peri od.

The aggregate bandw dth used to receive Internet service on the
ANP's network is be sufficient to enable each and every

aut henti cated and aut horized end-user to receive a sustained 512
kil obits per second connection

At | east 10% of authenticated and authorized users are able to
stream video content at a downlink rate of at |east 5 nmegabits
per second (when neasured over a one-minute interval) over all of
the ANP's OpenRoam ng enabl ed W-Fi networKks.
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4. The authenticated and authorized end-users are able to stream
video fromone or nmore third party content distribution networks
with an end-to-end | atency of |ess than 150ms fromall of the
ANP’ s OpenRoani ng enabl ed W-Fi networks.

The QoS field can be used by those IDPs that are only interested in
providing their end-users with a higher quality service | evel when
automatically authenticated onto an QpenRoam ng network. For
exanple, an IDP configures the QS field as bronze in a Passpoint
profile that uses the "5A-03-BA" settlenment free RCO and configures
the QoS field as silver in a Passpoint profile that uses the "BA-
A2- D0" OpenRoami ng-settled paid service

ANPs that only support the bronze service tier MIST set the QoS Field
to "00" in all RCOs configured on their W.AN equi prent. ANPs that
support the silver service tier MAY configure nultiple RCOs on their
WLAN equi prrent that include val ues where the QoS field is set to "01"
and val ues where the QS field is set to "00"

Exceptionally, ANPs that operate OpenRoami ng installations on noving
platforns are permtted to deviate from normal OpenRoam ng service

| evel requirenments. This is because such installations may
necessitate use of cellul ar-based backhaul and/or backhaul via Non-
Terrestrial Networks (NTN) which nmay not be able to neet the
OpenRoam ng m ni mum "bronze" service level requirements. |f an ANP
wants to benefit from such deviations, it MJST signal using the W.AN
Venue-Info attribute [ RFC7268] that it is operating in a venue
category identified using a Venue Group val ue of "10", which is
defined in Section 8.4.1.34 of [|EEE80211] as being used for
vehicular installations. [In such cases, the OpenRoam ng ANP MAY
signal one or nore WBA-Custom SLA vendor specific attributes [WBAVSA]
to indicate one or nore (availability, per-user sustained bandw dth)
tuples to the I1DP

I DP availability requirenments
Irrespective of the service-levels supported by their users, the |IDP
shall ensure that the availability of their authentication service

measur ed during schedul ed operations shall exceed 99% over any one
nmont h peri od.
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7.2.3. Privacy Policies

The baseline privacy policy of OpenRoanmi ng ensures the identities of
end- users remai n anonynous when using the service. The WBA VWRI X
specification specifies that where supplicants use EAP nethods that
support user-name privacy, i.e., which are conpatible with the
"@eal ' (or "anonynous@eal m') (outer) EAP-ldentifier, then the
suppl i cant SHOULD use the anonym zed outer EAP identifier.
Suppl i cants supporting other EAP net hods SHOULD support EAP met hod
specific techniques for masking the end-user’s permanent identifier,
for exanpl e pseudonym support in EAP- AKA/ AKA' [ RFC4187] and/ or
enhanced | M5l privacy protection [WBAEIPP]. OpenRoamning | DPs SHOULD
support and enabl e the correspondi ng server-side functionality to
ensure end-user privacy is protected.

The WBA VRI X specification also recognizes that the privacy of end-
users can be unintentionally weakened by the use of correlation
identifiers signalled using the Chargeabl e-User-ldentity attribute
(#89) [RFC4372] and/or the Cass attribute (#25) [ RFC2865] in the
RADI US Access-Accept packet. The WBA WRI X Speci ficati on recomends
that the default 1DP policy SHOULD ensure that, when used, such
correlation identifiers are unique for each conbination of end-user/
ANP and that the keys and/or initialization vectors used in creating
such correlation identifiers SHOULD be refreshed at |east every 48
hours, but not nore frequently than every 2 hours.

This 2 hour Iimt is designed to assist the ANP in performng

aut ononous troubl eshooting of connectivity issues fromauthentic
users/devices that are repeatedly re-initiating connectivity to the
ANP's network and/or to assist the ANP in identifying a new session
originated by an authentic user/device that has previously been
identified by the ANP as having viol ated the OpenRoan ng end-user
terns and conditions. \When using typical public W-Fi session
durations, it is estimated that, with this 2 hour restriction, the
ANP wi Il be able to correl ate an Access- Request/ Access- Accept
exchange that imrediately follows an Accounti ng- Request stop nessage
in over 50% of the sessions.

In contrast to this default policy, there can be scenarios where the
ANP desires to derive value fromits OpenRoami ng settlenent-free
service by anal ysi ng aggregate end-user behaviour. Wereas the use
of aggregated end-user information does not violate the OpenRoam ng
privacy policy, the derivation of such can benefit fromthe ANP being
able to uniquely identify end-users. |In order to support such
scenari os, the OpenRoam ng cl osed access group policies include the
PID field.
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The PID field can be used to support scenarios where the user has
consented with their IDP that an i mmutabl e end-user identifier can be
signalled to the ANP in the RAD US Access-Accept. The format of the
PIDfieldis illustrated in Figure 8. The PID field can be
configured to "1" in the RCO s used by those ANPs that want to be be
abl e to account for unique OpenRoam ng end-users.

The OpenRoaming IDP terms ensure subscribers MIST explicitly give
their perm ssion before an i mutabl e end-user identity is shared with
a third party ANP. Wen such perm ssion has not been granted, an |IDP
MUST NOT set the PID field to "1" in any of the RCOs in its end-user
Passpoint profiles. Wen such pernission has been granted, an |DP
MAY configure nultiple RCOs in their end-users’ Passpoint profile,
including RCOs with the PIDfield set to "0" and RCOs with the PID
field set to "1".

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| PIDField | Descri ption |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo +
I B4 I I
T +
| 0 | Baseline ID Policy applies, i.e., users |
| | remai n anonynous whil st using the service. |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| 1 | An imutabl e end-user IDwll be returned |
| | by the IDP in the Access-Accept packet. |
T +

Fi gure 8: OpenRoanming CAG PID Field
7.2.4. 1D Type Policies

The 1 D-Type field can be used to realize policies which are based on
the busi ness sector associated with the identity used by the |DP.
The format of the ID-Type field is illustrated in Figure 9.

Al'l IDPs configure at | east one RCO in their end-user’s Passpoint
profile with I D Type set to "0000" (Any identity type is permtted).
An | DP MAY configure additional RCOs in their end-users’ Passpoint
profile with an I D-Type representing the sector type of |DP.

An ANP what wants to serve all end-users, irrespective of sector,
configures RCOs in the W.AN equi prrent with | D Type set to "0000".
Al ternatively, an ANP which operates a sector specific business that
only desires to serve a subset of OpenRoam ng end-users MAY set the
I D-Type to their desired sector in all configured RCO s.

Tomas, et al. Expires 17 COctober 2025 [ Page 20]



I nternet-Draft WBA OpenRoani ng April 2025

T +
| | D-Type Field | Descri ption |
T +
| B3 | B2 | Bl | BO | |
. +
| O | O | O | O | Any identity type is pernitted
eSS +
| O | O | O | 1 | A service provider identity |
T +
| O | O | 1 | O | A cloud provider identity |
RN +
| O | O | 1 | 1 | A generic enterprise identity |
e +
| O | 1 | O | O | A governnent identity, e.g., |
| | | | | including city |
T +
| O | 1 | O | 1 | An autonotive identity |
T T +
| O | 1 | 1 | O | A hospitality identity |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| O | 1 | 1 | 1 | An aviation industry identity
T +
| 1 | O | O | O | An education or research |
| | | | | identity |
e +
| 1 | O | O | 1 | A cable industry identity |
T +
| 1 | O | 1 | O | A manufacturer identity(note 1)|
. +
| 1 | O | 1 | 1 | Aretail identity |
R +
| ot her val ues | Reserved |
T +

| NOTE 1: A manufacturer identity closed access group policy |
| applies to I0oT credentials corresponding to manufacturer |
| installed identities as well as |oT credentials |
| corresponding to owner installed identities. |
Figure 9: OpenRoaming CAG | D-Type Field
7.2.5. On-boarding Credential Policies

The format of the on-boarding credential policy (On-board) field is
as shown in Figure 10
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T +
| On-board Field | Descri ption |
T +
| B7 Cctet 5 | |
e +
| 0 | A long-lived identity |
T e +
| 1 | A short-lived identity |
T +

Fi gure 10: OpenRoam ng CAG On-board Field

The On-board field is used to identify closed access group policy
aspects related to whether the identity/profile is long-lived, or
whet her the identity/profile is short-lived. Short-lived profiles
are intended to only be used to provide connectivity such that the
procedure for configuring a long-lived identity/profile can be

per f or med.

Sessions authorized with short-lived credentials MJST have a sessi on-
ti meout value of | ess than 300 seconds.

7.3. Prioritizing Policies

The definition of OpenRoani ng cl osed access group policies assunes
the configuration of nultiple RCOs in ANP W.AN equi pnent and | DP
end- user devi ces.

When a device has multiple Passpoint profiles matching the ANP's RCO
policy, an OpenRoami ng ANP nmay want to prefer OpenRoani ng subscribers
use a particular IDPs profile when attaching to its access network.
Such a preference can be because the OpenRoam ng ANP has a
preferential relationship with certain OpenRoam ng | DPs.

The OpenRoaming ANP is able to use the Home SP preference
functionality defined in Passpoint [PASSPO NT] to prioritize the use
of a particular profile by a Passpoint enabled device. 1In such a
scenario, the ANP configures the Domain Name list to include the
FQDN(s) associated with the profile(s) to be prioritized.

8. (OpenRoanmi ng RADIUS Profile

The OpenRoam ng RADIUS profile is based on the WBA WRI X Specification
which in turn are derived from[RFC3580] and [ RFC3579]. All ANPs
MUST support RADI US Accounting for all OpenRoam ng sessions,
irrespective of which RCOs are supported, i.e., for both settled and
settlenent free service. Al |1DPs MIST respond to any RADI US Access-
Request and Accounti ng- Request packet received.
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Addi tionally, OpenRoam ng defines the use of the follow ng RAD US
attributes.

8.1. Operator-Nane

As described in Section 4, OpenRoam ng uses the Operator-Name (#126)
[ RFC5580] attribute to signal the WBAID of the OpenRoaming ANP. Al
ANPs MJST support the Operator-Name attribute and use it to signal
the WBAI D of the OpenRoam ng ANP.

8.2. Chargeabl e-User-ldentity

Al'l OpenRoani ng ANPs MUST support the Chargeabl e-User-ldentity
attribute (#89) [RFC4372] and indicate such by including a CU
attribute in all RAD US Access- Request packets. An ANP that has
configured the OQpenRoam ng-Context PID Field set to "1" MAY treat a
RADI US Access-Accept received without a CU attribute as an Access-
Reject. An ANP that has configured the OpenRoani ng-Context PID Field
set to "0" MJUST NOT treat any RADI US Access-Accept received wthout a
CU attribute as an Access-Reject.

When an end-user has explicitly given their perm ssion to share an

i mut abl e end-user identifier with third party ANPs, the CU returned
by the IDP is invariant over subsequent end-user authentication
exchanges between the |IDP and the ANP.

8. 3. Locati on- Dat a/ Locati on-| nfornati on

Al'l OpenRoam ng ANPs MUST support signalling of location information
using [RFC5580]. As a mininum all OpenRoanming |DPs need to be able
to determine the country in which the OpenRoam ng ANP operates. The
OpenRoam ng | egal framework described in Appendi x C serves as an
"out - of - band agreenment” as specified in clause 3.1 of [RFC5580].
Hence, all OpenRoam ng ANPs MUST include the Location-Data attribute
(#128) in the RADIUS Access- Request packet, where the |ocation
profile is the civic location profile that includes the country code
where the ANP is |ocated [ RFC5580].

VWhen t he OpenRoam ng ANP supports the OpenRoam ng-Settled RCAO ("BA-
A2-D0"), the RADI US Access- Request packet MUST include the Location-
Data attribute (#128) where the location profile is the civic

| ocation profile containing Cvic Address Type information that is
sufficient to identify the financial regulatory reginme that defines
the taxabl e rates associated with consunption of the ANP' s service.

OpenRoam ng al so defines the optional use the geospatial |ocation

profile as specified in [ RFC5580]. ANPs MAY signal coordinate-based
geographic location of the NAS or end-user devi ce.
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The OpenRoami ng Privacy Policy [ORPRIVACY] restricts the use of all
| ocation information signalled to an IDP for either:

1. Making service authorization decisions based on the |ocation of
the ANP's wirel ess network; or

2. Conpliance with applicable law, or |aw enforcenment requests.
8.4. Session-Ti meout

An OpenRoami ng ANP receiving a RADI US Access Accept nessage incl uding
a Session-Tineout attribute MJIST operate according to [ RFC3580].

8.5. Enhanced Repl y- Message

Repl y- Message was originally defined in [ RFC3579] as bei ng forbidden
frombeing included in any RADI US nessage contai ni ng an EAP- Message
attribute. This was to prevent earlier systens fromattenpting to
interwork the Reply-Message text into an EAP Notification packet.

In contrast to using Reply-Message to signal a displayable text
string to authenticating users, WBA's WRI X framework defines the re-
use of the attribute in WRI X-based Passpoi nt networks to signal
additional information fromthe IDP to the ANP, specifically

regardi ng why a connection has been rejected. The nessage received
MJUST NOT be shown to end users.

The enhanced repl y-nessage i s encoded using UTF-8 characters. The
WBA defines additional information is appended after the NUL ASCI |

character (0x00). The ABNF syntax of the Reply-Message is shown in
Fi gure 11.
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Repl y- message
di spl ayabl e-string

[ displayable-string ] %00 [ wba-info ]
* CHAR

wba-i nfo "Rej ect - Reason=" cause-code
cause-code = "10" ; failed user authentication

cause-code =/ "11" ; invalid user identity

cause-code =/ "12" ; expired client certificate

cause-code =/ "20" ; generic AAA failure

cause-code =/ "21" ; backend failure

cause-code =/ "22" ; protocol tineout

cause-code =/ "30" ; failure due to badly formatted request
cause-code =/ "31" ; rejected - m ssing charging nodel
cause-code =/ "32" ; rejected - m ssing geospatial |ocation
cause-code =/ "40" ; failure due to subscription - permanent

cause-code =/ "41" ; authorization rejected -

no service subscription

aut hori zation rejected -

roaming not allowed in this network
aut hori zation rejected -

of fered chargi ng nodel not acceptable
cause-code =/ "44" ; authorization rejected -

roaming to this | ocation not allowed
failure due to subscription -
tenporary

aut hori zation rejected -

of fered chargi ng nodel not acceptable at this tine

cause-code =/ "42"

cause-code =/ "43"

cause-code =/ "50"

cause-code =/ "51"

cause-code =/ "52" ; authorization rejected -

; roaming to this location not allowed at this tine
cause-code =/ "53" ; authorization rejected -

; concurrency lints exceeded

cause-code =/ "54" aut horization rejected - insufficient credit
Figure 11: WBA Enhanced Reply-Message Syntax

8.6. WBA-ldentity-Provider
The Operator-Name attribute allows the WBAID of the ANP to be
signalled to the IDP. In the reverse direction, the |IDP MJST use the
WBA- | denti ty-Provi der vendor specific attribute [WBAVSA] to signha
the WBAID of the IDP back to the ANP.

8.7. WBA-Ofered-Service
The ANP MAY use the WBA- O f ered- Servi ce vendor specific attribute to

signal the highest OpenRoami ng service tier supported on its network
[ \BAVSA] .
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8.

9.

8. W.AN- Venue-Info

The ANP MAY use the W.AN- Venue-Info attribute [RFC7268] to signal the
category of venue hosting the W.AN.

.9. WBA-Custom SLA

When the ANP uses the W.AN- Venue-Info attribute to signal that the
venue hosting the WLAN is a vehicular installation, the ANP MAY use

t he VWBA- Cust om SLA vendor specific attribute [VWBAVSA] to indicate one
or nore (availability, per-user sustained bandw dth) tuples to the

| DP.

.10. Additional attributes related to OpenRoam ng settl ed

OpenRoam ng settled defines the use of additional RADIUS attri butes.

.10.1. WBA-Financi al - eari ng- Provi der

Al'l OpenRoami ng ANPs and | DPs that support the OpenRoamning settled
servi ce MJST use the WBA-Fi nanci al - d eari ng-Provi der vendor specific
attribute to signal the identity of the provider of financial
clearing services [WBAVSA].

.10.2. WBA-Dat a-d eari ng- Provi der

Al'l OpenRoami ng ANPs and | DPs that support the OpenRoami ng settled
service MAY use the WBA-Dat a-C earing-Provider vendor specific
attribute to signal the identity of the provider of data clearing
servi ces [ BAVSA] .

.10.3. WBA-Li near-Vol une- Rat e

In cellular roam ng, inter-operator tariff information is exchanged
in the roam ng agreenents between operators. |In OpenRoam ng, as
there is no direct agreenent between ANPs and |IDPs, the tariff
informati on i s exchanged in RADI US nessages. All OpenRoani ng ANPs
that support the OpenRoam ng settled service MJIST use the WBA-Linear-
Vol ume- Rat e vendor specific attribute to signal the chargi ng nodel
being offered by the ANP [ WBAVSA]. An IDP that authorizes an offered
chargi ng nodel MJST include the agreed WBA-Li near-Volune-Rate in the
Access- Accept packet.

Security Considerations
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9.1. Network Selection and Triggering Authentication

OpenRoam ng defines the use of Passpoint with Roam ng Consortium
Organi zation ldentifiers. A bit-wi se match between an RCO
configured in the Passpoint profile of an end-user’s device and the
RCO signalled by W.AN equi pnent will trigger a Passpoint defined
EAP- based aut hentication exchange. The security associated with the
Passpoint RCO information element is identical to other PLMN Id and
Real minformation el enents, allow ng an unauthorized systemto
configure the OpenRoaming RCO with the aimof triggering a Passpoint
aut hentication. Because such an unauthorized systemw || not have
been issued with a certificate using WBA's PKI, the unauthorized
systemis unable to conmunicate with any other OpenRoanmi ng provider.
In such a scenario, after successive nmultiple failed authentications,
the device’ s supplicant SHOULD add the Access Point’s BSSID to a deny
list to avoid future triggering of an authentication exchange wth
the unaut hori zed system

9.2. Dynamic Discovery of RadSec Peers

OpenRoam ng recommends the use of DNSSEC to ensure a dynamically

di scovered RadSec server is authoritative for a particular real mor
set of realns. Where this is not possible, e.g., when using dynamc
resolution with the pub. 3gppnetwork. org sub-donai n, the OpenRoamni ng
certificate policy permts the configuration of supported realn(s) in
the Subject AltNane of the certificate(s) issued to the |DP.

An ANP can decide to continue with the RadSec establishnment, even if
a server cannot prove it is authoritative for arealm As the ANP' s
RadSec client uses a dedicated trust store corresponding to the WBA' s
private Certificate Authority, if DNS is hijacked by a third-party
non-federation nmenber who has not been issued a certificate under
WBA's PKI, the subsequent TLS establishrment will fail.

9.3. End-User Traffic

The OpenRoaning federation ensures RADIUS traffic is secured between
ANP and I DP and ensures W-Fi traffic is protected between the end-
user device and the W.AN equi pnent of the ANP. The ANP is therefore
able to observe IP traffic to/fromend-users who have perforned a
successful authentication with their IDP. The OpenRoani ng | egal
framework (see Appendix C) ensures that the ANP has agreed to the
OpenRoami ng Privacy Policy [ORPRIVACY] to correctly handle the
personally identifiable information collected as part of providing
the ANP servi ce.
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The Open- Roani ng end-user ternms and conditions [ ORTERMS] ensure that
end-users are aware that the federati on does not provide a secure
end-to-end service. The end-user MJUST NOT rely on the encryption
del i vered by OpenRoam ng for providing security of services accessed
using the ANPs W-Fi network.

9.4. End-User Location

10.

11.

12.

12.

The OpenRoami ng | egal framework (see Appendix C) ensures that the |IDP
has agreed to the OpenRoaming Privacy Policy [ ORPRIVACY] to correctly
handl e the | ocati on-based personally identifiable information
collected as part of providing the IDP service. Unless the |IDP has
agreed a separate privacy policy with the End-User, the IDP is only
permitted to use location information signalled by an ANP for either:

1. Making service authorization decisions based on the |ocation of
the ANP's wirel ess network; or

2. Conpliance with applicable law, or |aw enforcenment requests.
Future Enhancenents

WBA announced the launch of its OpenRoami ng Federation in June 2020.
Since then, WBA menbers have continued to enhance the technical
framework to address new market requirenments that are reflected in
the C osed Access G oup policies described in Section 7.2 and the
RADI US profile described in Section 8  WBA encourages those parties
interested in adapting OpenRoam ng to address new requirenents to
join the Alliance and help drive the definition of OpenRoam ng

f orwar d.
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Appendi x A. Exanpl e OpenRoani ng Signalling Fl ow

An exanple signalling flow for OpenRoaming is illustrated in

Figure 12.

1. In step 1, the WLAN is configured with Passpoint information and
i ncludes configured RCOs in its beacon.

2. The beacon can only contain 3 RCOs and so if none of the RCO s
match a profile provisioned in the device, the device queries
for the list of RCOs supported.

3. If the list includes an RCO that natches a configured profile
in the device, then device sends an EAPOL Start nessage to the
aut henti cat or.

4. The authenticator in the AP/W.C requests the EAP-ldentity of the
devi ce.

5. The device responds with its EAP-Identity, which is a user@ealm
Net wor k Access ldentifier (NAl)

6. The NAS in the W.C/ AP enbeds the NAlI in the user-name attribute
in a RADI US Access- Request packet and forwards to the configured
RadSec client.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Tonwas,

The RadSec client recovers the realmfromthe NAI/user-nane
attribute and perforns a DNS-based dynami c peer discovery.

The RadSec client established an niILS authenticated TLS session
with the discovered peer using certificates issued by the WBA
PKI .

Once TLS is established, the RadSec client forwards the Access-
Request to the RadSec server.

If the EAP Server is not co-located with the RadSec server, the
RadSec server proxies the Access-Request to the EAP-Server.

The EAP- Server continues the EAP dial ogue with the EAP
Supplicant in the device using a Passpoint defined EAP met hod.

Fol | owi ng successful authentication, the EAP-Server responds
with an Access-Accept packet containing the EAP- SUCCESS nessage
and the keying material generated through the EAP nethod to
secure the W-Fi session.

The Access-Accept packet is forwarded back to the RadSec client.

The RadSec client forwards the Access-Accept packet to the NAS
in the AP/ W.C.

The AP/W.C recovers the keying material fromthe Access-Accept
packet and forwards the EAP-SUCCESS nessage to the device.

The keying material is used to secure the W-Fi interface
bet ween the device and AP/ W.C.

The AP/ WL.C generates a RAD US Accounti ng- Request packet with
Acct - Status-Type Start which is forwarded to the RadSec client.

The RadSec client forwards the Accounting-Request packet over
the TLS tunnel to the RadSec server.

The RadSec server can forward the Accounting- Request packet to
t he EAP- Server.

20-22. After the W-Fi session term nates, an Accounti ng- Request
message with Acct-Status-Type Stop is proxied towards the RadSec
Server.
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S + S + S + S + S + S +
| | | W-Fi | | RadSec| | | | RadSec| | EAP |
| Devi ce| | AP/ WL.C| | Aient| | DNS | | Server | | Server |
+o- - - - + +o- - - - + +o- - - - + +o- - - - + +o- - - - + +o- - - - +

| 1) Beacon | | | | |
| <---------- I I I I I
| 2) ANQP | I I I I
| Query I I I I I
| <--------- >| | | | |
| 3) EAPQL | I I I I
| Start I I I I I
|---------- >| I I I I
| 4) EAP-1D | I I I I
| Request | I I I I
| <---------- | | | |
| 5) EAP-1D | 6) RADI US | | | |
| Response | Access- | 7) DNS | | |
|---------- > Request | Query I I I
| [------n--- >| NAPTR, SRV, | | |
I I | A AAAA I I I
| | | Records | | |
I I | <--------- >| I I
I I | 8) nILS | I I
I I | <-----emmmiie e >| I
I I | 9) RadSec | I I
| | | Access- Request | |
| | [----mmmmme >| |
I I I I | 10) RADI US|
| | | | | Access- |
I I I I | Request |
| | | ! [EEEREEEEES >|
| | 11) EAP Di al ogue | |
I e e >|
I I I I | 12) RADI US|
I I I I | Access- |
| | 14) RADI US| | | Accept |
| | Access- | | | (EAP- |
| | Accept | 13) RadSec Access- | SUCCESS) |
| | (EAP- | Accept (EAP-SUCCESS) |[<---------- |
| 15) EAP- | SUCCESS) |<-----------mmmmmmmmn | |
| SUCCESS | <---------- | | | |
| <oeemeeie- | | | | |
oo + | | | |
| 16) Secured | | | | |
| OpenRoami ng 17) RADI US| | | |
| Servi ce Account i ng| | | |
| Request | | | 19) RADI US|
| (Start) | 18) RadSec Accounting | Accounting|
Tomas, et al. Expires 17 COctober 2025 [ Page 34]



I nternet-Draft WBA OpenRoani ng April 2025

| [-------- >| -Request (Start) | Request |
| | | o > (start) |
| | | | |- >
oo + | | | |
I | 20) RADI US| I I I
| | Accounti ng]| | | |
| | Request | | | 22) RAD US|
| | (Stop) | 21) RadSec Accounting | Accounting|
| |---------- >| - Request (Stop) | Request
I I | ---mmmmmm e >| (Stop) I
| | | | |- >|
Fomm o - + Fomm o - + Fomm o - + Fomm o - + Fomm o - + Fomm o - +
| Devi ce| | W-Fi | | RadSec]| | DNS | | RadSec| | EAP |
| | | AP/ W.C| | dient| | | | Server | | Server |
S + S + S + S + S + S +
Figure 12: Exanpl e QpenRoam ng Signalling Flow
Appendi x B. Exanpl e OpenRoani ng RCO Usage
This Annex illustrates the use of OpenRoaming RCOs to enforce

different policies in the OpenRoam ng federation, ensuring that when
there is a policy msnmatch between the device and access network,
that the device will avoid triggering an authentication exchange that
woul d subsequently have to be rejected because of policy enforcenent
deci si ons.

B.1. OpenRoanming RCO based policy for supporting QoS tiers

Figure 13 illustrates the use of OpenRoanming RCOs for supporting the
standard (bronze) and silver QoS tiers across the federation. The
figure shows two different devices:

* Device 1 has been provisioned by its IDP to require the basic
bronze QS policy.

* Device 2 has been provisioned by its IDP to require the silver
tier of QoS handli ng.

The figure also shows illustrates the RCO configuration of two ANP
Access Net wor ks:

* ANP#1 is configured to support the silver tier of QoS handling
corresponding to the silver RCO. Because the network
requirenents associated with the silver tier are a superset of the
bronze QoS tier, the ANP also configures the bronze RCO on its
W -Fi access network.
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* ANP#2 is only configured to support the standard (bronze) QoS tier
and as such only configures the RCO corresponding to the bronze

QS tier onits W-Fi

The figure shows how nor nal

access network.

Passpoi nt RCO matching rules can be used

to ensure that devices only trigger authentication with ANP access
net wor ks whi ch support the required QS tier according to the

device’s policy.

| OpenRoani ng Devi ce #1
Bronze Service Level

| OpenRoani ng Devi ce #2

I
| Silver Service Level |
[ R + |
| | Passpoint Profile | |
| | Silver RCO | |
| e + |
I I\ I
e [--------- +

I
I
| RCO
| Match
__________________ +
__________________ +
| RCA
| Match
I
\ |/
o e e e e e e oo +
|  OpenRoam ng ANP#2 |
| Bronze QoS |
| S S + |
I I W.AN I I
| | Bronze RCO | |
I I I I
| R + |
o e e e e e oo oo +

Fi gure 13: Use of OpenRoaming RCOs to realize QoS policies

I
I I
[ R + |
| | Passpoint Profile | |
| | Bronze RCO | |
| oo o - +|
I I\ My
S R [ ---------- |----+
I I
I I
| |
I I
I Hocoeeeoe e
RCA | I I
Mat ch | | |
I I I
| | Ho-o---
I I
I I
I I
\ |/ \ |/
o e e e e e e oo +
|  OpenRoam ng ANP#1 |
| Silver QS |
| S S + |
I I W.AN I I
| | Bronze RCO | |
| | Silver RCO | |
| e e e e e o + |
o e e e e e oo oo +
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B.2. OpenRoanmi ng RCO based policy for supporting identity type
policies

Figure 14 illustrates the use of OpenRoanming RCOs for supporting
different identity type policies across the federation. The figure
shows two di fferent devices:

* Device#l has been provisioned by an I DP corresponding to a service
provider. It provisions the device' s Passpoint profile with the
RCO policy identifying the service provider ID-type policy as
well as the "any ID-type" RCO policy.

* Device 2 has been provisioned by a |IDP corresponding to a
hospitality provider. It provisions the device's Passpoint
profile with the RCO policy identifying the hospitality ID-type
policy as well as the "any ID-type" RCO policy.

The figure also shows the RCO configuration of three different ANP
Access Networks:

* ANP#1 only supports access using service provider type-1Ds and so
has configured the service provider ID-type policy RCO.

*  ANP#2 supports access fromall identity types and so has
configured the any ID-type policy RCO.

* ANP#3 only supports access using hospitality type IDs and so has
configured the hospitality ID-type policy RCO.

The figure shows how normal Passpoint RCO natching rules can be used
to ensure that devices only trigger authentication with ANP access
net wor ks whi ch support the required identity types according to the
ANP' s policy.
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T e T +
| OpenRoani ng Devi ce #1 | | OpenRoani ng Devi ce #2 |
| 1DPis Service Provider | | IDPis Hospitality Provider |
[ +----mmmem - - T TSR +| [ +----mmmem - - T TSR + |
|| Passpoint || Passpoint || || Passpoint || Passpoint | |
|| Profile || Profile | || Profile || Profile |
[ | SP || Any ID-Type ||  ||Any ID-Type || Hospitality| |
||1D-Type RCA || RCO [ 1l ||ID-Type RCO| |
| +-------e--- s TS +| | +-------e--- s TS + |
I an an I an an I
e |------------ |------- + oo [--------- +

I I I I

I I I I

I I I I

I I I I

| RCO | RCO | RCO | RCO

| Match | Match | Match | Match

I I I I

| +----- + +----- + |

I I I I

I I I I

I I I I

I I I I

I I I I

\[/ \[/ \[/ \[/
Fom e e e oo B G T B G T +
| OpenRoanmi ng ANP#1 | | OQpenRoani ng ANP#2 | | QpenRoamni ng ANP#3 |
| Only accepts | Accepts all | Only accepts |
| Service Provider | | | D- Types | Hospitality |
I I D- Types || || I D- Types I
[ R + | [ R + | [ R +
| | WAN [ WAN [ WAN | |
| | SPIDType | | | | Any IDType | | | | Hospitality | |
|| RCO (A RCO || | | IDType RCO | |
[ R + | [ R + | [ R +
e I I +
Figure 14: Use of OpenRoaming RCOs to realize |ID Type policies
B.3. OpenRoanmi ng RCO based policy for supporting different identity

proofing policies

Figure 15 illustrates the use of OpenRoaming RCOs for supporting

di fferent

identity proofing policies across the federation.

The

figure shows two different devices:
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Devi ce 1 has been provisioned by an I DP that uses enhanced
identity proofing controls that nmeet the enhanced OpenRoani ng
requi renents, equivalent to LoA 3 in [ISO29115]. Because the
enhanced identity proofing requirenents are a superset of the
requirenents of the baseline identity proofing policy, the IDP
al so configures the use of the RCO w th baseline identity

pr oof i ng.

Devi ce 2 has been provisioned by an IDP that uses identity
proofing with controls that neet the baseline OpenRoam ng
requirenents.

The figure also shows the RCO configuration of two ANP Access

Net

*

wor ks:

ANP#1 is operated in a geography where regul ati ons require support
of enhanced identity proofing.

ANP#2 is operated in a geography where regul ati ons permnmit support
of authentications with identities nanaged using the OpenRoanmi ng
baseline identity proofing requirements.

The figure shows how normal Passpoint RCO natching rules can be used

to

ensure that devices only trigger authentication with ANP access

net wor ks whi ch support the required identity proofing according to
the ANP' s policy.

Tonwas,
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OpenRoani ng Devi ce #1
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Figure 15: Use of OpenRoaming RCOs to realize identity proofing
policies

Appendi x C. OpenRoaning | egal franmework
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C.1. Seanl ess experience

In order for OpenRoaming to avoid the need for end-users to be
presented with and accept legal ternms and conditions covering their
use of the W-Fi hotspot service, there needs to be a | egal franmework
in place.

C. 2. (OpenRoam ng Organization

The federation is based on a legal framework that conprises a set of
policies, tenplated agreenents and i mutable terns as agreed to by
the WBA and its menbership. The framework defines a hierarchy of
roles, responsibilities and rel ati onships that are designed to enable
the federation to scale to nmillions of W-Fi access networks.

Figure 16 shows the rel ationshi ps between WBA, OpenRoam ng Brokers,
who are nenbers of the WBA that have agreed terns with WBA to perform
the OpenRoani ng broker role and the OpenRoam ng providers.

OpenRoam ng brokers agree ternms with OpenRoami ng Providers that can
act as Access Network Providers (ANPs) and/or ldentity Providers
(IDPs). OpenRoam ng providers do not have to be nenbers of the WBA
to provi de OpenRoami ng services. Finally, OpenRoaning |DPs agree
terns with OpenRoami ng end-users who then benefit from seani ess

aut hentication onto the W-Fi networks deployed by the different
OpenRoam ng ANPs.
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Figure 16: Organi zation of the OpenRoami ng Federation

C.3. (penRoam ng legal terns

In OpenRoaning there is no direct agreenent between individual ANPs
and individual 1DPs or between end-users and ANPs. As a consequence,
OpenRoam ng brokers agree to use certain federation-specific terns in
their agreenents with QpenRoam ng providers.
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Thi s arrangenent ensures that all ANPs agree to abide by the
OpenRoam ng privacy policy [ORPRI VACY] and all end-users agree to
abi de by the OpenRoam ng end-user Terns and Conditions [ ORTERMS]

Changel og

* 01 - added details of WBA-Custom SLA for OpenRoani ng ANP networ ks
that signal using [RFC7268] that they operate on a vehicul ar
platform Added clarifications regarding use of direct and
indirect names in certificate validation

* 02 - added details of OpenRoami ng protection of end-user privacy,
i ncluding WRI X reconmendati ons on use of correlation identifiers
in RADI US Access- Accept packet that may unintentionally weaken
end- user privacy.

* 03 - updated DNSsec reference. Added section on interworking with
ot her federations.

* 04 - updated PKI Policy ODto reflect new certificate chain.
Added I DP availability requirements. Added session-timeout
requirenents. Added new onboardi ng capabilities for short |ived
credentials. Added text concerni ng QpenRoam ng Privacy Policy and
restrictions on |ocation usage.

* 05 - added new section on use of Reply-Message, added new text on
troubl eshooting, clarified RAD US accounting handling, clarified
CU usage in Access-Accept, clarified use of EAP types.
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