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Abst ract

Thi s docunent di scusses privacy properties of the SCONE netadata or
net wor k-t o- host signals. This covers questions that were raised
during the I ETF 119 BoF and subsequent discussions. It is not

i ntended to be published as a separate RFC but mi ght be incorporated
as a part of the security considerations or other content within
eventual SCONE RFCs together with other documents covering security
considerations. Oher docunents will address additional aspects of
the security considerations for SCONE met adat a.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

Tomar, et al. Expires 7 May 2026 [ Page 1]



I nternet-Draft SCONE Privacy Noverber 2025

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The general problem statenment for Standard Comuni cation with Network
El ements (SCONE) is described in the video optim zation requirenents
docunent [|-D.joras-scone-video-optimzation-requirenments], including
the shaping or throttling that Comunication Service Providers (CSPs)
perform [ ABR- Vi deo- Shapi ng] .

There were questions rasied at the | ETF 119 BoF on SCONEPRO (that |ed
to SCONE) regarding privacy considerations, include:

1. What are the privacy properties of the SCONE signal? |If nmaking
the signal available to applications is the goal, does that have
unwant ed properties?

2. Can the signal be designed so that there is no incentive to fake
it, simlar to ECN?

Thi s docunent provides additional context necessary, and then
directly addresses these questions.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

SCONE Cont ext

SCONE is focusing on stream ng video optinization use-cases through
net wor k- assi sted application-1level self-adaptation of nedia/video bit
rate. SCONE addresses the follow ng high-1evel problem statenent:

1. Currently Communication Service Provider (CSP) networks (mainly
cellular and satellite networks) performbit-rate throttling
(either shaping or policing) of streaming video flows. The
nmotivation behind throttling may vary across CSPs. For exanpl e,
the notivation can be:

* To support different data rates based on the subscribers’ data
pl ans;

* To reduce egress towards radi o base-stations in downlink
direction;

* To limt the overall capacity/bandw dth required and to manage
capex requirenments (e.g. need for nore RF spectrum and
depl oynent of nore radi o base-stations), etc.

2. To performthrottling, CSP networks need to detect streamni ng
vi deo flows, which uses deep packet inspection and tria
decryption of QU C initial packets in order to decode and read
the Server Nane Indication (SNI) field present in initial
ClientHell o nessages. This requires significant conpute
resources. Throttling (shaping or policing) also requires
nontrivial compute and nenory resources. For details refer to
[ ABR- Vi deo- Shapi ng] .

3. Throttling in the CSP network has a significant negative inpact
on streamng video application quality of experience (QE), and
it also degrades nobil e User Equi prent (UE) battery performance.

4. An equivalent reduction in network traffic can be achi eved nore
intelligently via self-adaptation by Content Application
Provi ders (CAPs), because CAPs can actually neasure QOE
paraneters and can tune their self adaptation strategy nmuch nore
effectively than the QoE-blind approach taken by CSP' s network
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throttlers. Hence, this approach of self-adaptation by CAPs is
much superior in terns of end user (QOE conpared to CSP-Ied
network throttling.

5. CSPs currently use intentional (artificial) network throttling as
a way to create service differentiati on between users on
di fferent payment plans and to enforce fair usage pl ans.

6. CAPs do not and should not have access to subscriber payment plan
i nfornation.

7. There is a need for a solution to the above nmulti-objective
optinization probl emwhi ch achieves both: (a) superior user QOE,
and (b) differentiated data linitation consistent with subscriber
pl ans.

8. One potential solution to this problemis self-adaptation of
vi deo sessions by CAPs. Since the subscriber plan information
must live within the CSP network donmain, the CSP network can
abstract out the different traffic profiles suited to different
subscri ber plans and provide the abstracted information to
application-clients running on the UEs for CAP sel f-adaptation
i mpl ement ati ons.

For details, refer to the proof of concept tria
[1-D.ihlar-scone-masque-mnedi abitrate] and YouTube pl an aware
stream ng [ YouTube] .

The SCONE network rate-limting informati on (netadata) and the neans
of conveying the infornmation is to be defined by the | ETF.

4. Privacy Properties

Thi s docunent section describes the privacy properties of the SCONE
signal and considerations with regard to nmaki ng the signal available
to applications.

It is required that the SCONE signal shall not carry information that
i ncludes either:

* Any Personal ldentifiable Information (PIl1) that can be used to
identify the subscriber such as International Mbile Subscriber
Identity (IMSI). [IMSI is a unique 15-digit nunber that identifies
every user uniquely within a nobile network.
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* Network’ s policy associated with a subscriber - the CSP Network
stores subscriber policies in network el ements such as HSS (Home
Subscri ber Server)/UDM Unified Data Managemnent)/PCRF(Policy and
Charging Rules function) to support various subscriber specific
features in the network.

To hel p describe the SCONE approach to neet these privacy
requirenents, as well as to ensure the signal does not have unwanted
properties, the next subsections provide an example and then genera
appr oach.

4.1. Mbbile Network Exanple
Using a nobile network as a reference, the diagramin Figure 1

expl ai ns how CSP networks inplenment throttling to support different
data rates based on the subscribers’ data pl ans.

+e-mm- +
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+----- +
|
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| MVE | | PCRF |
[ +----- +\ S R +
/ \ |
/ \ | L
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(—(_)
Figure 1: Mbile Network Data Fl ow

In order to performthrottling to enable different data-rates based
on the subscribers’ data plans, the CSP network need to support
followi ng high-level functionalities:

1. Detect the stream ng video flows.
2. ldentify the bearer associated with the flow.
* Bearer is a logical pipe between UE (Mbile phone) and P-GW
(PDN Gateway) to carry packets belonging to one or nore IP
flows. IP flows (aka service data flows -SDFs) may belong to

one or nore services. Al the service data flows within a
bearer gets the sane | evel of QS
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3. ldentify the subscriber who is using this service/flow by using
mappi ng between bearer and subscriber ID (1 Ml).

4. Extract the network’ s policy associated with a subscriber

5. Activate throttling to limt the flow s bit-rate according to
subscribers’ data plans.

This is perforned in the network el ement which is on the data path
and has access to the subscriber policies through standard interface
with PCRF (Policy Charging and Rule function). 1In a 4G network this
network-el ement is P-GWV (PDN Gateway) and in a 5G network this

net wor k-el ement is UPF (User Plane Function). Note - UPF is not
shown in above di agram as above diagramis for 4G nobile network.
UPF is equivalent to P-GWin the 5G nobil e network.

4.2. SCONE' s Approach

To nmeet the privacy requirenents as well as to ensure that signa
does not have unwanted properties, SCONE proposes follow ng approach:

1. Use an on-path interface between the user’s application end-point
and network el ement to exchange the SCONE signal. This should be
the sane on-path interface that has al ready been established
bet ween application end-point and network elenment to carry the
video flow whose bit-rate needs to be regulated. Due to the
usage of an on-path interface there is no need to exchange
addi tional subscriber specific information (that could have been
otherw se used to identify the subscriber) between CSP network
and application end-point to establish association between the
fl ow and scone signaling.

2. Network elenents to be involved in SCONE signaling should be on
dat a- path and shoul d have access to the subscriber policies.
This network el ement should calculate the target bit-rate for the
specific flow based on subscribers’ data plan, network
configuration & capacity and CSP network policy and share only
the just enough information (for e.g. video/nedia bit-rate etc.
Exact metadata and data-types to be defined during the sol ution
definition phase of SCONE) with application end-point via SCONE
signaling. This would ensure that SCONE signal does not carry
the network’s policy associated with a subscriber and it does not
carry unwanted network information/properties.

Note - Information such as video/nedia bit-rate, that is required to
be shared by a network device with client application end-point using
SCONE si gnal can already be | earnt by application end-point

currently, through various nechanisns (the effect of on-path
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throttlers is clearly visible by observing application traffic by
third party tools like PCAP). So as part of SCONE scope we are not
proposi ng, network to share any information with application

endpoi nts which can not be known wi thout SCONE, rather objective is
that such information be nade explicit.

5. Incentives for Abuse

In early discussion, at the I ETF 119 BoF session, it was pointed out
that possible incentives for abuse need to be considered, and that a
good exanpl e exi sting network-to-host signalling case is Explicit
Congestion Notification (ECN), for which the inpact of both Iying/
cheating hosts and network devices has been anal yzed, and for which
there are no strong incentives for either hosts or network devices to
unnecessarily forge or tanper with ECN codepoints.

Note, why ECN is not suitable as a nethod to nmeet SCONE requirenents
is a separate topic, discussed in another docunent
[1-D.tomar-sconepro-ecn], while the discussion belowis focused on
consi dering ECN operation only as an inspiration for properties SCONE
si gnal i ng shoul d have

ECN is an extension to the Internet Protocol. ECN allows end-to-end
notification of network congestion w thout dropping packets. ECNis
an optional feature that nay be used between two ECN enabl ed

endpoi nts when the underlying network infrastructure al so supports
it. 1In general both classic ECN [ RFC3168] and L4S ECN [ RFC9330]

[ RFC9331] [ RFC9332] are mechanisns to send end-to-end notification of
network congestion. And it relies on follow ng principles:

1. Sender to set the ECT code-points correctly for a particul ar
flow.

2. Receiver to send the feedback back to the sender correctly based
on CE val ue.

3. Network elements to set the CE bit correctly based on actua
congestion conditions in the network.

4. ECN codepoints are not bl eached or remarked within the network,
other than to set the CE bit when appropriate.

The case of SCONE is similar in many ways to ECN
* Any network device which can alter ECN bits can sinply drop the
packets. And packet drop may have nore negative inpact on

application’ s performance conpared to using ECN bits to indicate
congestion in the network.
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* Simlarly any network device which can send SCONE signaling can
throttle the application flow Throttling may have a nore
negative inpact on application’ s performance conpared to using
SCONE signaling to influence the inconming flow bit-rate fromthe
sender. So like ECN, there should not be any incentive for the
net work device to fake the SCONE signal

* Regarding faking CE bit (either setting or clearing it), there is
no incentive either way, because both cases may have nore negative
i npact on application’ s performance within the network faking the
ECN signal s

* Simlarly, faking SCONE signaling (sending incorrect neta-data)
there is no incentive because sending incorrect neta-data may have
nmore negative inpact on application’ s performance within the
networ k faking the SCONE signals

Security Considerations

SCONE security considerations are discussed in the other docunments
covering specific network-to-host signaling methods and their
inmplications. This docunent provides answers to questions regarding
privacy of the SCONE signaling and netadata. There are no additiona
security considerations raised by this.

O her security considerations for SCONE signalling will be covered in
separate Internet-Drafts (such as [I-D.ietf-scone-protocol]).

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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